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EXECUTIVE SUMMARY

There continues to be sustained global interest in small modular reactors (SMRs), which have

the potential to play an important role in globally sustainable energy development as part of an

optimal energy mix. In particular, SMRs may enhance energy aiiyladnd security of

supply in countries expanding their nuclear energy programs and those embarking on a nuclear
energy program for the first time.

As the interest in SMRs continues to grow, so does the importance of international
collaboration. Given it its main purpose is to bring together experienced regulators to identify

and address key SMRe |l at ed <chall enges, the SMR Regul a
important role to play in making such collaboration possible.

TheS MR Re g ul a twasrfosmid ifF20¥4 aswa regulatosregulator entity to consider

key issues that could emerge in future SMR regulatory discussions armbgropmmon
positions regarding the way in which these ¢
to help enhance safety as well as efficiency in SMR regulation, including licensing, and to
enable regulators to inform changes, if necessary, to tequirements and regulatory
practices. Since then, the Forum has had three phases of work. For more details about the
Forum, please Vvisit: https://www.iaea.org/topics/smahodularreactors/smregulators

forum.

This report has been produced by the Design and Safety An@hg#g Working Group(WG)

of the SMR R e duting dasPlmses3 §20PFoa2028) it analyseghe integrated

approach, by considering security and safeguards alongside safety during the early design
development of the facilitywith the aim of decreamg demand on resources for the

i mpl ementation and operation of security an:
lifecycle.The text presents fAcommon posit Gomso, i
various issues relevant tiee Safety, Secity and Safeguardg&nown as3S integration

This report was developed based on information, insights, and experience gained from the
regul atory activities of the SMR Regul ator s¢
existing IAEA documents but may deviate in some cases. This report idedtém provide

useful information to regulators and industry in the development, deployment, and oversight

of SMRs.

Common Positions for this report
Common Position 1

Claims made by developers that passive safety measures would reduce security risks
need to be justified through the security risk assessment.

Common Position 2

Licensees are recommended to use insights from safety assessment to inform nuclear
security. Probabilistic techniques can drawRyobabilistic safety assessméRSA)

and be useful foVital Area ldentification(VAIl), sabotage target identification,
vulnerability assessments etc.

1
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Common Position 3

Potential conflicts between safety and security measures should be identified and
minimized during the design stage. Potential synergies should be leveraged.

Common Position 4

When developing operating principles and procedures, licensees should account for
both safety and security risks. Licensees should ensure that potential adverse and
beneficial effects from implementation of changes (such as refurbishments, safety and
security analyses changes, changes of operating principles and procedures) are
considered for both safety and security measures to ensure these are addressed prior to
thar implementation. In other words, the facility change evaluation process should
consider both safety and security measures to eliminate potential conflicts.

Common Position 5

Licensees are recommended to coordinate safety and security procedures, gmergenc
response plans and security response plans, as part of emergency preparedness and
response to security events. For SMRs, this may be especially challenging due to
potential remote operation, siting and other aspects. Potential conflicts between safety
and security measures should be identified and minimized when developing emergency
preparedness procedures.

Common Position 6

When assessing risks and preparing for emergencies and malicious acts,
licensees/developers should factor in 3S interfaces and wethhiisks where
applicable and reasonable. This is especially important for novel applications such as
cogeneration.

Common Position 7

SMR design process should reconcile measures in place to meet both, the IAEA
safeguards arrangements, and the safetheplant to ensure that they do not have
adverse impacts on each other.

Common Position 8

SMR design may be compact, or complex compared to existiolgar power plants
(NPP3. Therefore, it is important that designers facilitate other means to acsbmpli
safeguards activities if areas of the facility will be inaccessible to IAEA personnel
during operation because of safety concerns. The exception to this is for temporary
issues. For any kind of temporary issue, the licensee should proactively endgage wit
the IAEA, or their regulator, as appropriate.

Common Position 9

Licensees/developers should approach the IAEA in the early stages of the SMR

development to ensure that IAEA safeguards can properly be implemented. Existing

IAEA safeguards measures may be applicable to SMRs. If not, new IAEA safeguards

approaches, meass and techniques need to be developed by the IAEA.
2
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Licensees/developers should be aware of the importance of physical facility layout and
its potential constraints. Retrofitting to accommodate safeguards should be avoided so
as to prevent negative impacis safety and/or security.

Common Position 10

The novelty associated with SMR fuel designs may introduce new types of containers
for transport. SMR safety designs should accommodate IAEA safeguards measures for
containers and transport.

Common Position 11

SMR design should accommodate material accounting in the event of failed fuel and
any retrieval of failed fuel.

Common Position 12

For Molten Salt Reactar(MSR9 where there is plating of radioactive material, the

operator will need to account for nualeaaterial by tracking the movement of the

material under all normal and efbrmal operating conditions and the IAEA will have

to verify the operator 6s i nformation. T
operator6s i nstr umen tementisioonld notohave & negatiiei n g
impact on the same type of instrumentation used for safeguards purposes, and vice
versa. If during regular operation and/or transients, molten salt including fuel needs to

be drained, the designer and licensee should accothmt e t he | AEAOGS r e
for verification in allstructures, systems and compond®SC3. The possibility to

leverage synergies in this area should also be explored.

Common Position 13

The design should aim to allow the IAEA to maintain its safedgiaystems even
during offnormal events (for exampldransients).

Common Position 14

With the nature of SMR fuel types, considering the potential for increased enrichment
compared to the existing NPPs, the design process needs to ensure criticality safety.
The configuration of nuclear material storage and movement outside the SMR needs to
consider a safety aspect of criticality control and accommodate IAEA safeguards
verification.

Common Position 15

If during regular operation and/or transients, fissile material needs to be drained (e.g.,
MSR), the design and licensee should accommodate th AEAG6s requirem
verification.

Common Position 16

When applicable, SMR design process should strive to achievessel retention,
which benefits both safety and safeguards, under severe accidents.

3
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Common Position 17

The Nuclear Material Accounting and ContfdIMAC) system for SMRs should be
designed to meet all legal obligations associated with a safeguards agreement, as well
as the nuclear security objectives. The possibility to leverage synergies in this area
should aso be explored

Common Position 18

SMR design may be more compact and/or complex compared to existing NPPs, leading
to additional security considerations. Therefore, it is important that the SMR designs
facilitate IAEA access or other means for independafgguards verification activities

in their security plans.

Common Position 19

Given recent technology changes and increased cyber security risks and awareness,
SMR designs can address cyber security issues in the design. Remote data transmission
for safeguards should not compromise the cyber security and should meet standards
prescribed by the IAEA. The possibility to leverage synergies in this area should also
be explored.

Common Position 20

There should be no interference between surveillance systeigaelfor security and
for the IAEA safeguards.

Common Position 21

Given the novelties of the SMR technology, there may be insufficient reliable data to
inform Risk-Informed and Performandgased Integrated Decisigviaking (RIPB-

DM) processilt is therefoe recommended that, for the implementation of the integrated
3S approach, these limitations should be recognized.

Common Position 22

The use of a systems engineering process should aim to ensure that the areas of potential
conflict between safety, secyriand safeguards are identified and resolved. Such a
process provides a structured approach for identification of: (a)oféslen areas of
potential conflict among the 3S, and (b) synergies between the 3S, i.e., complementary
design approaches that opize safety, security and safeguards.

Common Position 23

Significant 3S synergies are found in the design of structures, where the same structural
design may provide safety protection against external and internal hazards, security
protection against thrég and safeguard protection against unauthorized removal. In
the plant layout, the 3S integration challenges generally relate to the preservation of
human life via issues such as the effect of barriers and access control measures on the
length of exit pdis and number of emergency exits. Compact plant layouts influence
the accommodation for reactor SSCs, including safety, security and safeguards systems
and therefore, early consideration of the potential implications of a more compact plant
4
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is recommendedvhile also emphasizing the need to provide sufficient space to
accommodate 3S SSC. Although a compact plant layout may be advantageous from a
security response perspective, it may also be advantageous to an adversary as there may
be fewer barriers to vitalrea access. This should be considered by developers.

Common Position 24

SMR designs need to consider and address any issues with the reliability, quality, and
information security (confidentiality, integrity and availability) for any planned remote
datatransmission for the 3Ss and other purposes including operation. The possibility to
leverage synergies among the 3Ss in this area should also be explored.

Common Position 25

SMR developers should include security and safeguards personnel as part agthe des
team to ensure that conflicts among the 3S are identified and resolved appropriately (3S
approach).

Common Position 26

Regulators should be prepared to interface with all 3S stakeholders by having sufficient
capacity and facilitating information shagiamong the 3S disciplines.

Common Position 27

While it would not be realistic or necessary to change safety, security and safeguards
assessment principles, the regulator should review highel guidance to regulation

SO to enable 3S approach. Timgernal regulator policy could in turn inform related
training and other activities to build capability and capacity to regulate the SMR
designs. International collaboration and lesson learning would also add value.

Common Position 28

Digital Instrumentation and ContrdikC) systems in SMRs should be designed to be
resilient against the various cyber security threats. 1&C systems and related digital
components should be designed and operated in accordance with the concept of
defencein-depth gainst compromise. If digital twins were to include protection
against compromise (cybattacks) in their design, they could improve both safety and
security.

5
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1. INTRODUCTION

There is sustained global interest in SMRs, which have the potentaihtance energy
availability and security of supply by complementing other energy sources employed by IAEA
Member States. SMRs usualigve an electrical output up to 300 MW(e) and are fadiarly

as modules so to as minimize-site construction and allow them to be shipped to utilities for
installation as demand arises.

While the expansion of nuclear power will benefit energy secanitithe combating of global
warming, the increase in the number of reactors could increase risks in terms of safety, security
and safeguards and makes it imperative that regulatory requirements are met in all
circumstance#gl].

Various SMR designs encompassing advanced reawel technologyare currently being
developedand nany are still in the design stagehis presents ampportunityfor developers
and regulators alike

(a) to proactively reduce risks, by not only designing for safety but also for security
(securityby-design, SeBD) and safeguards (safegubyedesign, SBD)and

(b) to pursue a holistic approach to assessing risfety,security, andsafeguardgknown
as3S).

The fi3S-by-desigd should allowsafety, security safeguardsand their interactions to be
considered from the earliest stages of the design development rather than, as previously,
separately addresecurity and safeguards after the conceptual design had been finalized.

The followingstakeholderare important for the implementation 3

National governmestwith their ownlaws and regulations.

National regulators with their ownegulatory philosoplesand approacts
Developersof SMRs.

Potential geratorsof SMRs

Existing or potential licensee$ SMRs

o Do o o Do o

ThelAEA which provides standardshat Member States adopt and use.

The term fidevel oper so i sfordesigners ancvensiome as bedeasiamumerella h an g e a
termfor both
6
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2. KEY ASPECTS OF SMALL MODULAR REACTORS FOR 3S

Considerations of safety, security and safeguards are essernti@ design, construction,
commissioning, operation and decommissioning stage® B The considerations should be
done in acoordinated, risknformed, balanced manner, to take advantage of synéegidgo
resolve potential conflicts. This is call8&interface management.

The IAEA Nuclear Safety and Securi@lossanf2]d e f i n e s the prdteetioryof peeaple f
and the environment against radiation risks, and the safety of facilities and activities that give
ri se t o r.&egarding sabety, thetmee lb@en concerns about radioactive releases
due to SSC failure or humamror sincehe early dayf the nuclear industry. As a result, the
nuclear industryhas benefited from a comprehensive and sophisticated safety regime,
supported by the IAEAhrough its creation of safety standards aitsl provision of safety
services such a@3perationalSafety Reviews(OSRS)

Unlike safetynuclear securitand safeguardsave long been considerdd beissues that were

best addressed towards the end of the design process with details not being finalized until the
facility was near complete. In part, this arises because installation of the final security
arrangements is one of the last construction iietsvto be performed with safeguards and
management of nuclear material only being needed once nuclear fuel has been brought onto
site. For nuclear safeguards measures, further factors are their high level of standardization and
their implementation beinthe responsibility of a third international party (the IAEA).

This approach is no longadequateln the case of nuclear secufityising concern, throughout

the world, over terrorist and criminal elements (i.e.,-Btette actors) has highlighted theed

to enhance security measures in nuclear facilities against malicious acts. For new facilities, this
is best done by considering security in the early design stages so as to allow engineered security
features and mitigation measures to be formulateddoce reliance on human actions.

Safeguards i.e. ndependent IAEA verificatioof nonproliferation,provides assurance to the
international community that States are fulfilling their commitments concerning the peaceful
use of nuclear energy adéters States, through the risk of early detection, from acquiring or
using nuclear material, facilities and/or other items for proscribed purposes. While it is not
possible to provide absolute assurantee IAEA seeks to provide credible assurartoeghe
international community that States are abiding by their safeguards obligations. These
assurances are providéd the safeguards conclusions, which are reported annually in the
Safeguards | mpl ementation Reportityisbdsedol AEAOG S
nuclear material accountancy as a safeguards measure of fundamental importance,
complemented by containment and surveillance measures and monitoring. Under the
safeguards agreements, each State is required to establish and maintainsgsttateof
accounting for nuclear materig@SAC)under the agreement. The IAEA Safeguards Glossary

2Synergy means an interaction between two or more entities that produces a combined effect greater than the sum
of their separate effects. That is not what happens in thi§ easeasure might, for example, improve both safety
and security but the combidieeffect is not greater than the sum of the separate parts. A better word might be
compl ementarities, but fisynergyo is now in general U S
3Defined by Ref[2las @it he prevention and detection of, and r e:
acts involving or directed at nuclear material, other radioactive material, associated faciliissooiated
activitieso.
4 Defined by Ref[3J]as @At he technical means by which the | AEA
safeguardsagreent s and protocols theretoo.

7
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[Bldef i nes SSAC as fa nat i on & 5Statsayteotiterasponsbtea b | i s
for safeguards i mplementation accounts for a

Safety, securityand safeguards share the ultimate objective of protecting people, society, the
environment and future generations from the harmful effects of ionizing radigaéety and
security share the objective of avoiding radiological releagkstheraccidental(safety) or

caused by malicious actors (security). Security and safeguards share the objective of avoiding
nuclear proliferation, either from State (safeguards) or-State actors (security)The
international regulatory community (as represented by thE MR Regul at or s o f
recognizeghat the application of a process to enhance the integration of safety, security and
safeguards into the design of SMRs as webifasther new commercial nuclear facilities has

the potential teensure that the ultimate jalotive is achieved3S interface managemeanatso

has the potential toeduce the overall costs abetter manageommercialrisks associated

with meetingregulatoryrequirementswhile also reducingroliferation risks as the use of
nuclear energy expands worldwide.

2.1.SAFETY BY DESIGN

IAEA recommendations reliag to safety by design are presented in £3R[4] and many
supporting design safety guides.

As with any new reactor typ8MRs have the potential to achieve improvements in safety over
existing NPPS through simplicity of desigrand the incorporation ofvarious inherent and
passive safety characteristihich may complement or sometimes replacedttive safety
componentsised in other reactarSMR designs bring forward opportunities to enhaatthe
design stagethe robustness aniddependence of the DefengeDepth levels a well as
resilienceto different types of hazasdThe objectives of safety by desigi SMRsis to
inherently eliminate or minimize potential accident initiators, and to mitigate/counteract the
remaining initiators within the design limits, by simplified and reliable passive systems.
Compared to previous power react@8JR features whicimay affectsafetyinclude, but are

not limited ta

1 Low nuclearmaterial inventory, whicldepending on other aspects of the design, may
lead to low residual heand in terms of releases of radioactivity,sealler source
term

1 Low core power capacityvhichreduce overall cooling requirementndallows for a
wide selection of sites, through a suitable optimizatiothefnumberof modulesper
site

1 Larger surface to volume ratwhich facilitates easier decay heat removal particularly
in single phase flow

1 Theinhererdy compatdesignof SMRswhichreduceshe riskoriginating fromcertain
external hazardd$-or example, the compact desigmadwvantageous because of:

0 anincreased resistance to earthquakes,

o asmaller crossectionwhichreduces the target size imassilestrike.

5 Existing NPPs include GEN Il & Il
8
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1 Theability to usenatural circulation for decay heat removal.

1 Thereduction andimplification ofSSCswhich reduces theumber ofcommon mode
events.

1 Depending on the design and the locatBllRswill often have smaller safety zones,
exclusion zones, and emergency plagrzones.

1 The possibility, aided by flexibility in siting, of SMRs being used for purposes other
thanelectricity generatiomlone These could be production of industrial heat, district
heating, desalination, energy storage, hydrogen generatiaitleér.as single products
or combined with electricity production (cogeneration).

1 Some SMRs are designed to be built partially or completely underground to enhance
nuclear safety and security against external eventmatal/olent acts

1 In certain SMR degns, a large margin betweéme temperature of the coolant in all
plant states and its boiling temperature results in system simplification and exclusion
by design of all accidents caused by high pressure. In such designs, the selection of
coolants with tgher heat capacity along with higher boiling points leads to low fluid
pumping requirements ameergy transport aiear constant temperature which enables
designs with compact coolant and heat transport loops (small pipes, pumps, heat
exchangers).

1 In light water SMRs, lfWessel Retention (IVR) of molten corehas a higher
probability of success considering the lower decay heat and source term.

1 In light water SMRs, the option of core control without soluble bagbminates
Reactivity Initiated Accidents (RIAgaused bylilution error.

1 Gascooled SMRs usingyistructural isotropi TRISO) particlesare claimed to fully
retain fission products under all operating and accident conditions.

1 SMRs using molten salt fuate claimed to have inherent temperature stability because
increases in temperature reduce reactivity by expelling liquid fuel from the core.

1 Most SMRs have an average fuel campaign of 24 months, which is similar to that of
advanced large reactor types.viver, some types of SMRs allow for l@angntervals
between fuel change$hese includasodiunicooled fast reactatesign thahas a core
life of up to 30 years without refuelling. This results in a substantial reduction in the
amount of spent fuel storeoh site and the frequency and quantity of fresh fuel
deliveries. In addition, some SMRs are designed to refuel by replaeiegtine reactor
vesselnd the fuel withinwhich is different frontarge reacta that replace individual
fuel assembliesSuchapproacksmay reduce the potential for accidents during fuel
transfer/refuding at the site and thdyg reduce the risk of aidental releases of
radioactivity to the environmenReduced transportation of nuclear fuel may also
reduce the risk of proliferation.

The above SMR safety features canilhestratedthrough theexample of a watetooled
integral pressurized water reéac (i-PWR). In recent years, significant efforts were made

9
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towarddevelopment of iPWRype SMRswith the intention of realizing a number of key safety
benefits

1 The placement, within the RPV, of all or most major primary circuit components
eliminates the possibility of many large break, loésoolant accidents and can reduce
the potential for primary coolant levels falling below the top of the core (8d loeed 1 c
uncov,eryo)

1 Lower core thermal power

1 Large primary coolant inventory per MW(tlmprovideaheat sinkand promot@atural
circulation

1 Large secondary coolant inventory tacilitate passive decay heat removal and
containment cooling

1 TallerRPVto facilitatedecay heat removal via natural circulation, i.e., higher elevation
difference between heat source and sink and increased coolant inyentory

1 Internal control rod drive mechanisrteseliminate rod ejection accidents and reduce
the number of RPenetrations

1 Pipe penetrations that are small and generally positioned high on théeRdNg to an
increased amount of watertime core after a hypothetical pipe break

Safety system can be powered purely by gravity and does natrelymps or motors
Control room location underground and in close proximity to the reactor byilding

Elimination of active containment peatcident systems (i.e., spray and fan coaqlers)

= =/ =2 =4

Greater reliance on passive safety systemd
1 Smallercontainment volume

With these inherent and/or passive safety systems, the core damage frequendgrSPIRs
is claimed to be 100 times smaltéan for large reactors

2.2.SECURITY BY DESIGN

Security by design (SeBD) is an approach to the desigmo€lear facility in which nuclear
security principles and provisions dseoughtinto the design process as early as possible.
IAEA recommendations related 8eBDare presented itAEA Security StandardslSS13

[5] andNSS 35G [6], amongother documents.

The principles and requirements for SeBD should be set out in the nuclear regulatory
framework and regulations. The threat assessment or design basis threjtgmBielevant
nuclear security requirements should be provided to the 8B\Rloper Becauseof the
sensitive nature andonfidentiality of the DBT, competent authorities must take adequate
provisions to protect theaformation. The SMR developershouldthen aim to remove or

6 Definedin Ref.[2las fithe attributes and characteristics of pi
mightattempptnaut hori zed removal or sabotagebo.
10
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mitigate theDBT andmeetall applicable regulatory requirements for nuclear security during
the design stage.

2.2.1. The Security by Design concept

SeBD is a concept that incorporates security into all phases of facility design, construction,
operations, and decommissioning. Accordinth®Bureau of International Security and Non
proliferation [7], successful Asecur ity bphysidaésecuriyn 0 r e s
infrastructure that:

A Minimizes insider access to nuclear material and the opportunities for and risk
associated with malicious acts

A Provides flexibility to respond to a changing threat environment

A Decreases operational security costsdmjucing the reliance on the Protective Force
and

A Increasesheefficacy of Protective Force (e.g.,-site security guards) in the event of
an attack

In 2014, Snell and Jaeger conducted research on SeBD for both planned and operational nuclear
facilities on the behalf of the Sandia National Laboratof@s For nuclear facilities, the
authorscontendthat when SeBDis adequately implemented, the physical protection system

is more robust to future changes in requiremener the lifecycle of the facility and more
effective against malicious acts. An interesting point is the need to anticipate future changes in
the DBTsand Threat Assessments, as well as potential changes in requirements that may occur
during the lifecycle of a nuclear facility. Taldlgrovidesexamples of how SMR design could
anticipate heightened oew threat with appropriatecountermeasures.

7 SeBD concept has been described comprehengiyeBuguay in[9] and is reproduced in this section
11
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Tablel: How SMR designs could integrate threat information in countermeasures (Source: Threat
Capabilities That Might Change over Time and Possible Countermed40i¢s

Topic Possible Countermeasures

Hypothetical changes in capabilities to any
threat attempting to commit

e Sabotage Reduce number of vital areas subject to sabotage,
build on safety concepts such as inherently safe
designs, and locate them so that they are easier to
protect.

e Theft Reduce the number and inventory of Inner Areas with
Category | material, and locate them to so that they
are easier to protect.

Hypothetical changes to External Threats

e Better attack vehicles Room for more standoff and improved and possibly
more vehicle barriers; early detection capabilities
against unauthorized vehicles

e Lighter and/or more capable tools and | Provide thicker walls, allow room for more doors

more capable explosive attacks and/or activated delays, and design “nested” security
layers, with no common walls across multiple layers

e Better weapons and/or weapons More capable weapons and training as well as use of

training fighting positions with overlapping fields of fire,

hardened facility post and hardened response vehicles

for more survivability

e More adversaries and/or better tactics | Allow for a larger protective force and/or better

tactical training

e Increased frequency of or capability of | Improved site features and security plans, as well as
unarmed antinuclear activists regulatory changes, to make it easier for guards to

prevent the entry of and to arrest such activists

e Cyber-attack capabilities Better cyber protection, both for control systems and
critical security systems

Hypothetical Changes to Internal Threats

e More active and or violent insider Compartmentalize layout and limit those with access,
adversaries; or multiple insiders authority, and knowledge of security systems and
targets. Track human and material movement.

e Cyber-attack capabilities Better cyber protection, both for control systems and
critical security systems

Snell and Jaeger also present the assumptions, observations, and conclusithresSecarity
by-Design Handbook10] developedoy the USA National Nuclear Securiydministration
(NNSA) and the Japan Atomic Energy Agency. This manual identifies SeBD best practices
and principles. The Handbook aldescribes three effective strategies, including:

1. Using integrated design teams with experience in safety, safeguards, operations, and
sustainability/reliability

2. Using a riskinformed design methodologgnd
3. Considering the complete facility lifecycle.

12
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revi ew, the authors

for SeBD applications for operational nuclear facilities or planned future SMRs. The SeBD
handbook highlights the key security principles that designers ankh@gucan integrate in
their programs. Figure 1 summarizes some of the key factors and how they relate to the concept

of SeBD.

12 Fundamental Principles
(INFCIRC/225/Revision 5) such as
* Base protection on threat

* Graded protection

* Security culture

* Defense in depth

Systems Engineering Principles

Take a lifecycle perspective

Align security with operations
Integrate security with safety and
(domestic) safeguards

Balance prescriptive and

performance requirements in design

Regulatory Best-Practices

*  Work closely with
Designers/Operators on
risk-informed regulation
and requirements

* Sustainment program

Systems Engineering Best-
Practices

* Concurrent design

* Integrated Design Teams

* Project Management

Security-
by-
Design

Milestones in the Development

of a National Infrastructurefor

Nuclear Power (IAEA)

* Joint consideration of 19 topics
over 3 phases of a developing
State’s nuclear program

Security System Design Practices

* Balanced protection

* Protection in depth

* Minimize consequence of
component failure

Figure 1:Key factors and how they relate to the concept of SgRiDrce: Contributing Factors from
the Sandia National Laboratories SeBD HandbfiK)

According to World Institute of Nuclear Security (WINS) 2019 Best Practice Guide on SeBD
[11], SeBD is also a risknformed approach that requires mudisciplinay teamwork and a

clear security strategy. SeBD is a concept that is sometime referredimtriasic securitp ,
meaning that it is permanent, inseparable, or built in. Implementing SeBD can reduce the risk
of major security incident and associated costs

2.2.2. SeBDapplication to SMRs

Compared to large nuclear reactors, SMRs have many novel aspects which may have security
implications as well as safety implicatioasad may necessitate changes to the approach to
nuclear security-oremost, theéegulator and operataiévelopemeed to understand the risks
inherent in the desigh regardless of the design maturityand think in terms ofaSeBD
approach. With potentially nedevelopersentering into the civil nuclear market, they may

seek innovave ways to think and manage risk. They may also wish to exploit the safety
benefits of new reactors claiming security advantages and hence seek commercidigain.
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will need to be justified to regulators and argued with evidendD%es an approachesks

to understand the risks inherent in design and reduce them by changes to that design or address
residual risks by designing in a security regirhier SMRs, security begins to reflect the
approach taken in safety risk management. Aspects of SMR délsajraffect security risk

and may present opportunities to rethink a security regime, include:

1 Potentially different security risks because of the nature of new fuels (accessibility and
size of the nuclear inventory, fuel elements, and the core) ancefregof refueling,

1 Potentially lower security risks due to intrinsic safety which could prevent a significant
offsite releasg

1 Potentially different insider risks and cyber risks due to autonomous operation and
remote monitoring

1 Potentially different security riskgith the increased dependency onsife response
forces

T Potentially different security risks beca
and safety features are gathered in a small area and can be destityesame time,
the added value of nuclear security for safety features will be significantly reduced

9 Structural design may or may not lower security risks as compared to the traditional
one, depending on the technology

1 Underground construction will deice certain risks (e,grom aircraft crash) but may
create others (e.dglooding),

1 Multiple unit sites increase the nuclear inventory and thereby the security risk, but
shared services may have positive implications for both safety and security

1 Remotesites and mobile units may present challenges for adequate and tiragtg off
responsgand

1 Supply chain risks may be increased (insider threat vectors).

As previously mentionedievelopersnay argue that for their SMRs, lower security risks would
lead b fewer protective security measures. Such claims should be justified to regulators by
demonstrating that security objectives are met, by assessing the security risk quantitatively or
gualitatively. Regulators should expect licensgegeloperso:

1. identify security requirements (i.e. facility characterization, target identification,
threats, regulatory requirements) and quantify risks (armpcceptable radiological
consequences from sabotage or unauthorized removal)

2. see what risks might be designed out or reduced by the unique design and operation
(e.g., below grade construction, fuel material, passive design, etc.) and design security
system including detection, delay and response measun@s

3. evaluate security syam (i.e, performance testing, path analysis, scenario analysis) and
identify and quantify any residual risks and how these risks will be mitigated.
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For example, as conceptualized in bullet 2 above, identification of sabotage targets and vital
areas durig the design stage of a nuclear facility provides the opportunity to reduce the number
of sabotage targets and the size of vital areas, and allows the implementation of a more cost
effective nuclear security system. By locating +ootical SSCs out of vl areas, the SMR

developercan reduce the number of personnel access points to vital areas. In addition, safety
measures can be designed to make it more difficult for an adversary to defeat their mitigation
capabilities (for example, by placing redundsaftety critical SSCs in different vital areas).

IAEA guidance on securitgontained ilfNSS20 on Nuclear Security Fundamentdl&], NSS

13 on Nuclear Security Recommendations on Physical Protection of Nuclear Material and
Nuclear Facilities4], NSS 27G on Physical Protection of Nuclear Material and Nuclear
Facilities[13], NSS 35G on Security during Lifetime of a nuclear facil[§], NSS 42G on
Computer Security for Nuclear Secur[d4] and the nethodologes offered in these guides,
areapplicable to SMRs. Hengasing thesenethodologiesor assessing risks to inform a new
design ordesignmodification remaisrelevant good practice.

It is essential to design nuclear security systholistically, by integrating physical security

and information security, including cyber security, into an effective sygisrayber threats
evolve rapidly, and the use of programmable digital systems increases, integrated design of
physical and inform&in security, including cyber security, is important to achieve robustness
of the nuclear security system.

2.3.SAFEGUARDS BY DESIGN
2.3.1. Early engagement

Safeguarddy design (SBD) is the integration of safeguards considerations into the design
process for never existing facilities from initial planning through the design, construction,
operation, waste management and decommissioning phasésig to consider safeguards
measureauntil the design idinalized and then retrofittingan increag costs andextend
schedules Stakeholdersshould thereforediscuss an optimal combination of safeguards
measures early in the design process in order to reduce the need for inspections and to facilitate
eitherthe installation of IAEA equipmemr the jointuse of operatoequipmentEngagement

bet ween stakeholders on SBD is typically an
systems and componendsd the proposed safeguards measures are consiaheladapted as

the design matures. While tdevelopeis responsible for the design, the IAEA is responsible
for the development of an appropriate safeg
legal safeguards obligatiorfprescribed in its safeguards agreement with the IABAY to
configurethose measesso that they acknowleddke constraintf the design.

While the SBD concept is not new, sor8&R developersare notfamiliar with detailed
safeguards requirements, with their focus on safety and to a lesser extent, Seftentyhe
application of safeguards has been seen as a requirement on the @etd&dEA not the
develope. Ultimately, lowever, the safeguards measunase tobe integrated witlboththe

facility operation and its design. This lack of general awareness can also create further design
conflicts whendevelopersexport technology to a State with a different set of safeguards
requirements (for example fronmsgate with a Voluntary Offer Agreement in force versus one
with a Comprehensive Safeguards Agreement).

15

DSA Working Group - Phase 3 Report



Safety, Security and Safeguards from a Regulatory Perspective: SMR @

An Integrated Approach REGULATORS'
FORUM

An additional benefit to SBD is the promotion @btional early engagement between the
developerand the operator, the operator and the State, andt#ie &d the IAEA on
safeguards requirements and expectations for the proposed desigrengagement between
stakeholders on safeguards requirements and expectations can help facilitate their effective and
efficient implementationand prevent issuegsom arisingl at er i n the,asacil it
poi nt edSaduetguiam dis by desi gn ( SBJRY] THroughouS mal |
the process, clear communication and awareness amongst the stakeholders plays a critical role
in establishing a common understanding of
international legal obligationg:urther, the introduction of new types of facilities ahe
associated research and developmesittsuppors them may haveStatelevel impactsin that

the application of safeguards at other facilities may need to be change

The application of SBD is a voluntary undertaking by the State. The concept does not introduce
any new requirements or obligations on the State. For new facilities in States with a
comprehensive safeguards agreement (CSA) with the IAEA based on INAGERC
(Correctedl [16], the Subsidiary Arrangements only r
design information for new facilities as soon as the decision to construct or to authorize
construction has beentakerh i ¢ h e v e r. For $tates with dniAdditiomal Protocol based

on INFCIRQ540 (Corrected[17] to their CSA in force, the State is further required to submit

an annual decl aration of t hyearfiegos relevasttothe | ans
development of the nuclear fuel cycle (including planned nuclear fuel-mleled research

and development activities) when approved by the appropriate duihais € 0 . Thi s
increase the | AEAO0s awareness of proposed f
require engagement on the application of safeguards.

During the period of development of a new facility desigmprior to the CSA-required
submission of preliminary design information to the IAEA State may voluntarily discuss
the safeguards implications of its design information with the IAEA. While lexgally
required, SBD can be regarded as a best praatidas a meansf improving the effectiveness
and efficiency of safeguardBenefits to stakeholders include improvements in the ability of
developers and operators to understaafiéguards requirements and expectations from the
IAEA and the State.

2.3.2. Safeguard challenges

Many of theadvanced andovel SMR designs being proposed thgvelopes raise safeguards
challengesincluding those relad to new fuel types, reactor designs, supply arrangements,
spentfuel management, operational robesd deployment options. Whigxistingsafeguards
approaches, techniques, equipment and measures may be available to address some of these
challenges, the combination of multiple challenges in a single design may present new and
complex safeguards issudg. caseswhere there is no existing experience to draw from,
stakeholders will require time toollaborativelydevelop a solutionEarly engagement to

identify appropriate stakeholders, develgpmmunication channels, and establish clear
requirements andxpectations will help enable the development of an effective and efficient
safeguards approach for the novel technology.

SMRs can be expected to have the following characteristics that could affect the
implementation of safeguardss outlined irBection5 . 1 A Modul ar -T2e[BEt or s o
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1 Low thermal signaturé challenging to use satellite or other forms of remote sensing
to verify operation

M Coolanti use @ coolants other than water such as He&muth or sodium does not
allow for traditional optical viewing of the fuel in the core or in the spent fuel storage

1 Number of units per sité the larger the number of units, the greater the need for
refuelling and number of discharges per calendar year

1 Longlife reactor core (sealed vessiehisuse of the facility and diversion of spent fuel
becomes more difficutb detect

1 Advanced fuel cyclé significant analysis will be required to understand the most
effective and efficient safeguards approdchthe Gascooled Fast Reactor (GFR),
Leadcooled Fast Reactor (LFR), MSR, Supercritical Watsrled Reactor (SCWR),
Sodiumcooled Fast Reactor (SFFBnd Very High Temperature Reactor (VHTR)

1 Enrichment if a design requires uranium fuel enrichealose to 20% (HALEU), this
will involve modified safeguards measures from those customarily applied te LEU
fuelled reactorsabove 20%, direetise nucleamaterial is involved which will require
increased safeguards activities

1 Surplus reactivityi a core with surplus reactivity might tolerate target irradiation
without affectingthosekey operational parameters that can be monitored

M Fuelelement sizé small size tends to facilitate item concealmeamnd

1 Spentfuel storage geometiiy smaller fuel elements would possibly need to be stored
vertically for cooling purposes, with a strong economic incentive to stack fuel and
reduce the storagmotprint This could present a challenge ¢arrent safeguards
inspection activities owing to lack of direlate visibility of fuel elements from above

In addition to the above characteristics, some SMR desigs olten salt/molten fuel

SMR9 mayincorporate then-sitechemical separation of fuel as part of the reactor operations.
This adds safeguards considerations for the material streams from this process (fuel returned
to the reactor and the mixed waste). Also, manufacturéuatichg of an SMR in one country

for operation in another country may pose safeguards implementation challenges if the two
countries are under different types of safeguards agreements with(faEé&xample from a

State with a Voluntary Offer Agreement in force varsne with a Comprehensive Safeguards
Agreement).

As the international organization responsi bl
peaceful uses of nuclear energy, t&EA provides various resources to promote the
implementation of theconcept of SBD. Through its Member State Support Programme
(MSSP) the | AEA has under thuadesign forAMRDa swd t din sfe Y afr
Member States. The task aims to identify the key technical challenges for safeguards
implementation involvingMRs, and the steps that can be taken to support incorporating SBD
principles into the designs. Further, t he |
Forum and raises awareness of various safeguards concepts, including SBD, with stakeholders

at vaious international and regionra.
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3. COMMON POSITIONS: INTERFACES AMONG SAFETY, SECURITY,
SAFEGUARDS

In addressing its allocated topic, th&€ WG came to agreements on various issues relevant
to 3S integration and the introduction of SMRs. Where these differ frorikmaiin existing
approaches, they are highlighted here as fAco

Standard practice with existing NPPs has been to consider safety, security and safeguards as
separate entities. The move toward smaller and more operationally agile SMRs highlights a
need to reevaluate this traditional approach. Historically, many secuwaitd safeguards
features for nuclear facilities have been retrofitted. Such practice, often performed without
attention to optimization, has led to inefficiencies, cost overruns and an increased burden on
operations staff. An integrated 3S approach, msiering security and safeguards alongside
safety during the early design development of the facility, is intended to decrease demand on
resources for the implementation and operation of security and safeguards measures throughout
the facileetyods I|ife cycl

A 3S interface is any decision point where nuclear safety, security and safeguards need to be
considered. Often a measure implemented on behalf of one disciplmpesafety) may
complement one or both of the other disciplines so that, for exantptdamalled containment

building may benefit both safety and security. Sometimes, however, there may be conflicts as
when, say, security requires critical safety equipment to be protected from tampering but that
makes urgent operator action more diffic@onceptually, conflicts may occur because of

di fferent fAopponentso in that safety measure
security and safeguards measures are designed to deal with active adversaries, who may adapt
their actions based aheir knowledge of the defences. This is particularly acute when one
considers insider security threats or the fact that, for safeguards, the adversary is the operator
and State. Interface management is a systematic way to recognise the decisioropgak#s, t
advantage of the synergies and to resolve the conflicts to achieve the joint fundamental
objective of protecting people and the environment from the harmful effects of ionizing
radiation[19].

Several SMR characteristics may result in enhanced interfaces betweenssafetity and
safeguards, and require extra consideration
as well as the 3S. TablegpPesents such characteristics, where NAR stands for novel advanced
reactor, but the characteristics are applicable to SMRs as well. Many of them are discussed in
subsequent sections.
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Table2: Matters to be considered in the context of 3S for SNI®s

NAR and nuclear security

NAR and nuclear safeguar:

NAR and nuclear safety

Security measures are risl
informed, based on potenti:
consequences and thre
assessment: What are tl
potential consequences? Hc
are the classified requiremen
managed in design an
evaluation?

New types of facilities,
fuels, transports: Definition
of assets and protection
objectives

New types obperators:
Assignment of responsibilitie

New types of locations
(remote, urban, marine,
mobile): Remote operations,
regularoversight

Response: Coordination
and planning with
relevant authorities, role
of operators

Design information,
safeguards by design

Identifying technical
objectives focused or
enabling the IAEA to detecl
any diversion of declarec
nuclear material, and
undeclared production ol
processing of such material

Designing NAR to be more
proliferation resistant or
more safeguardable

Effective use ofechnical

inspection methodology
R&D needs? Joint use o
technology

New types of locations,
numerous facilities:
Reducing inspection effor
per facility is a must

Remote monitoring,
remote inspections:
Inspection rights

Additional Protocol
importance (legal
framework)

Application of defence in
depth principle (DiD)

New applications (process

heat, district heating,
hydrogen proc
New operating concepts

(decreasing role of
personnel in facilities with
high degree of passive
systems and automate:
operations, remet
operation, long graegmes,
walk-away
safetyé)

New kind of locations
(remote, urban, marine
mobile...)

Size of emergency plannin
zone (EPZ)

New kind of business model:
emergence of operators al
vendors with less experienc
than the traditional ones havi

Difficulties in performing
inspections in  integrate:
concepts after assembly

3.1.SAFETY AND SECURITY INTERFACES
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According to Gandhi and Kan@O0], design concepts traditionally applied to nuclear safety

such as defene@-depth, single failure criteria, redundancy and diversity, fail safe criteria, and
passive systems are also applicable to nuclear security design as well. These safety designs and
systems can potentially reinforce protection against malicious acts. Application of these
concepts to nuclear security means that wdddperpetrators of nuclear sabotage must
compromise several layers of protection in order to cause radiological release.
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3.1.1. Passive/inherent safety

Developers claim that passive safety will prevent significant offsite releases resulting from
nuclear security events.

Common Position 1

Claims made by developers that passive safety measures would reduce security risks
need to bgustified through the security risk assessment.

3.1.2. Use ofthe insights from safety analysis to inform security

Safety analysis has a direct influence on security in that the identification of potential sabotage
targets that need protection are informed by the safety analysis and the nuclear safety case
([21], [22]). Facility operators should identify SSCs, associated operator actions or rmuclear
other radioactive material, which, if sabotaged, could directly or indirectly lead to unacceptable
radiological consequences (URC). These SSCs, associated operator actions and nuclear
material should then be identified as potential sabotage targepsatadted accordingly. The

URC is a level of radiological consequences, established by the State, above which the
implementation of nuclear security measures is warranted.

In the process of identification of potential sabotage targets and vital araagtydeoks at
Initiating Events of Malicious Origin (IEMOs). An IEMO is defined as an initiating event that

is deliberately caused by an adversary in an attempt to sabotage a facility. A review of
Postulated Initiating Events (PIEs), accident scenarideaent sequencies, developed for the
safety analysis, is examined to identify potential IEM#& they are not the only source for
potential IEMOs. Identification of these other sources requires consideration of the capability
of the adversary to perforgsabotage acts. In some cases, due to classification of documents
and secrecy surrounding DBTSs, this analysis may be carried out using a more generic threat
capability which then allows wider participation in workshops etc. without compromising
national seurity.

Informed by the safety analysis, the SSCs that prevent the potential IEMOs from developing
into an accident sequence leading to the loss of a fundamental safety function (to control, cool,
contain) are then identified. Similarly, the SSCs thatgat# the consequences following the

loss of the fundamental safety function are also identified. The potential IEMO, and the
associated protective and mitigating SSCs, create a potential Sabotage Event Scenario (SES).
This is because, should the adverssmgcessfully initiate the IEMO and compromise the
related protective and mitigating SSCs, then the IEMO will develop into an accident sequence
potentially leading to URC and high radiological consequence (HRC).

The SSCs associated with the potential SE&ime the sabotage targets that would be

candidates for protection in vital areas whi
containing equipment, systems or devices, or nuclear material, the sabotage of which could
directly or indirectlyleadd hi gh r adi ol ogi cal consequenceo
Glossary2].

The process for identification of potential sabotage targets and vital areas prawvidarly
opportunity for SeBD. To be valuable, this integrated work needs to be carried out early in the
design development.
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3.1.3. Safety Assessment

Safety assessment provides necessary inputs to the design of NPP (and SMR) security systems.
Specifically, it is used to identify the SSCs that come into play in postulated accident scenarios
and thereby helps in the identification of vital areas and tarbg determining the
vulnerabilities of the reactor and its systems and its robustness against DBTSs.

PSAIis a category of safety assessment that is widely used in the nuclear industry to estimate
frequencies of undesirable consequences (such as corgealatates and radioactive release
categories) and to obtain risk profiles of nuclear facilities for furtherimgkmed decision
making. The classical PSA approach is to estimate the frequency of accidents and analyze the
accident sequence using eveees and fault trees. This information could be directly utilized

for VAL A parallel probabilistic approach has been used for developing guidelines for
protection of nuclear power plants against sabotage. Because of the difficulty of estimating the
frequerty of a terrorist attack, however, the probability of such an event is set at unity. This
approach is then used to evaluate the consequences of the attack (i.e., potential development of
the accident scenarios as a results of the attack) based on thedel8is (e.g., event trees)

and by calculating the conditional risk metrics (e.g., conditional core damage probability in
case of the postulated malicious act). This application allows one to obtain the entire spectrum
of potential accident scenarios triggetby the malicious act, rank them based on the risk, and
use this information for the decision making to strengthen nuclear security measures.

Common Position 2

Licensees are recommended to use insights from safety assessment to inform nuclear
security. FPobabilistic techniques can draw on PSA and be useful for VAI, sabotage
target identification, vulnerability assessments etc.

3.1.4. Operating principles

Zakariya and Kahif23] identified operating principles as an area in which synergy between
safety and security could be maximized: ACo
procedures, especially when confli@re unavoidable; the matter should be resolved based on
the philosophy of minimizing the overall risk to the pulpid]. Coordination is necessary so

that comensatory measures do not undermine the necessary balance between safety and
security (e.g., compromising security surveillance systems during maintenance operation
should be avoided). However, verifying the status of the facility on periodical basis is
neessary, which may either result in the need for modernization or refurbishment, updating of
procedures and documents, and revision of the safety and security analysis. Similarly, in access
control measures for sensitive areas in the facility, considerationld be given for the
requirements for safety and security. While facilitated access is needed for emergency teams,
it may be controlled for security purposes. Some areas within the reactor facility may be
subjected to special security systems andatkhbe possible to be accessed for evacuation of
personnel in case of emergency. Likewise, safety procedures in some cases may slow down
transport of materials, while the duration of transport should be minimized for security
purposes.
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Common Position 3

Potential conflicts between safety and security measures should be identified and
minimized during the design stage. Potential synergies should be leveraged.

Common Position 4

When developing operating principles and procedures, licensees stuoolant for

both safety and security risks. Licensees should ensure that potential adverse and
beneficial effects from implementation of changes (such as refurbishments, safety and
security analyses changes, changes of operating principles and proceaferes)
considered for both safety and security measures to ensure these are addressed prior to
their implementation. In other words, the facility change evaluation process should
consider both safety and security measures to eliminate potential conflicts.

3.1.5. Emergency preparedness

One of the areas where there may be different approaches between nuclear safety and nuclear
security is in command and control in response to emergencies. This is an area that needs
extensive coordination, particularly for consideraicsuch as who makes the decisions and

how the responsibilities are allocated.

Common Position 5

Licensees are recommended to coordinate safety and security procedures, emergency
response plans and security response plans, as part of emergency preparetiness
response to security events. For SMRs, this may be especially challenging due to
potential remote operation, siting and other aspects. Potential conflicts between safety
and security measures should be identified and minimized when developing emergenc
preparedness procedures.

3.1.6. Cogeneration

The idea behind cogeneration is to use SMRs to generate electrical energy and another valuable
product. For example, SMR thermal power could be converted into electricity and delivered to
the grid during the higload/high price hourgusually daytime), while during hours of low
demand/low price (usually nighime), thermal energy might be used to produce hydrogen.
Cogeneration introduces risks from the nearby industrial process that could impact the SMR

if therewas a fire or explosion for example. Further, the presence of an associated industrial
facility presents another target for malefactors. It follows that the safety analysis, security
arrangements and emergency preparedness need to factor in the rigkg fmom
cogeneration.

Common Position6

When assessing risks and preparing for emergencies and malicious acts,
licensees/developers should factor in 3S interfaces and combined risks where
applicable and reasonable. This is especially important for ramgdications such as
cogeneration.
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3.2SAFETY AND SAFEGUARDS INTERFACES

Safetysafeguards interfaces have recently been discussed by Kovacic and [Renda

foll ows: fAMany safety and safeguards interfa
These normally involve access controls to areas of the facility and equipment due to high
radiation fields or other safety and occupational hazards. During the design phase, the main
drivers for designers are the economic and safe operation of the AR and so the challenge for
them is to understand how the applicatioth@flAEA safeguards shodlbe considered during

this early phase. 0

3.2.1. Failure of safeguardsand safetycomponents

Failure of safeguards and safety components is identifi&efn[25] as one of the safety
safeguards interfaces: ADesigns that accomm
failure of a safeguards component will not impact the safety of the plant. Onexauchle is

the design provisions for the placement of an IAEA safeguards equipment cabinet that may
have a structural failure during a seismic event and impinge on a-saielyat ed compone

Common Position 7

SMR design process should reconcile measureglace to meet both, the IAEA
safeguards arrangements, and the safety of the plant to ensure that they do not have
adverse impacts on each other.

3.2.2. Physical facility layout

As Kovacic andRendaexplained inRef. [25]: AFacility design shoul
inspectors have access to equipment and material to perform independsité on
verification/inspection activities.f lareas of the facility will be offimits or otherwise
inaccessible to personnel during operation because of safety concerns, design considerations
should be i mplemented that would allow the |

Common Position 8

SMR design may be compact, or complex compared to existing NPPs. Therefore, it is
important that designers facilitate other means to accomplish safeguards activities if
areas of the facility will be inaccessible to IAEA personnel during operagcause of
safety concerns. The exception to this is for temporary issues. For any kind of
temporary issue, the licensee should proactively engage with the IAEA, or their
regulator, as appropriate.

Common Position 9

Licensees/developers should approack IAEA in the early stages of the SMR
development to ensure that IAEA safeguards can properly be implemented. Existing
IAEA safeguards measures may be applicable to SMRs. If not, new IAEA safeguards
approaches, measures and techniques need to be devdigpdte I|AEA.
Licensees/developers should be aware of the importance of physical facility layout and
its potential constraints. Retrofitting to accommodate safeguards should be avoided so
as to prevent negative impacts on safety and/or security.
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3.2.3. Containerization

Designs for placing nuclear material into containers for safe handling and transport should
always consider whether the containers will be accessible to the IAEA for safeguards
verification and the ease with which IAEA seals can be applied.

Common Position 10

The novelty associated with SMR fuel designs may introduce new types of containers
for transport. SMR safety designs should accommodate IAEA safeguards measures for
containers and transport.

3.2.4. Failed fuel

Failed fuel is a significant operationalcasafety concern and should be kept to a minimum.
Safety designs should consider how the IAEA would be able to independently verify the
amount of material lost from failed fuel and the resulting material balance. Dose rates should
be minimized in the arsahat need to be accessed by the IAEA and the operating personnel.

Common Position 11

SMR design should accommodate material accounting in the event of failed fuel and
any retrieval of failed fuel.

3.2.5. Fissionable material tracking in SMRs

In various SMR technologies, the design should accommodate for the movement of fissionable
materialwhich maynot feature in standard large LWR designs. For example, SR Nhe
interaction of fuel salt with the plant SSCs can result in the plating of nunkgarial to the
internal structures of the reactor.

Common Position 12

For MSRs where there is plating of radioactive material, the operator will need to
account for nuclear material by tracking the movement of the material under all normal

and offnormaloper ati ng conditions and the | AEA
information. This includes maintenance ac
tracking fuel movement should not have a negative impact on the same type of
instrumentation used rfosafeguards purposes, and vice versa. If during regular
operation and/or transients, molten salt including fuel needs to be drained, the designer
and |licensee should accommodate the | AEAO
The possibility to leveage synergies in this area should also be explored.

3.2.6. Off-normal events

Kovacic and Renda explained the safe#yeguards interface during efbrmal events if25]:

AThe | AEA must be able to perform its indepe
circumstances, up to and including the design basis accident. Therefore, design considerations
that would allow the IAEA to maintain its safeguards systems even durimgpifal events

would be beneficial .
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Common Position 13

The design should aim to allow the IAEA to maintain its safeguards systems even
during offnormal events (foexample- transients).

3.2.7. Criticality control

As explained irRef.[25]: AThe quantity and configuration
reactor system as fresh osed fuel may be limited by criticality concerns. Designs should
consider that any containers and other configurations and amounts must always be under IAEA
safeguards. This requirement also has a direct interface with nuclear material accounting,
where tle quantity of nuclear materials should be known at specific area in the facility at all

ti mes. o

Common Position14

With the nature of SMR fuel types, considering the potential for increased enrichment
compared to the existing NPPs, the design process needs to ensure criticality safety.
The configuration of nuclear material storage and movement outside the SMR needs to
consider a safety aspect of criticality control sactommodate IAEAsafeguards
verification

Common Position15

If during regular operation and/or transients, fissile material needs to be drained (e.g.,
MSR), the design and licensee should accommodate th AEAS6s requirem
verification.

3.2.8. In-Vessel Retention (IVR)

In SMRs, the feasibility of the IVR of the molten core may have a higher probability of success
than in large water reactors considering the lower decay heat and source term.

Common Position 16

When applicable, SMR design process should strive to achievessel retention,
which benefits both safety and safeguards, under severe accidents.

3.3SECURITY AND SAFEGUARDS INTERFACES

Securityand safeguards share certain functions at thétyalevel. The following interfaces
previously identified by Kovacic and Ren@b] should be considered:

3.3.1. Nuclear Material Accounting and Control (NMAC)

ThelAEA Safety and Security Glossai3]d ef i nes t he sy satidagratédor NMFZ
set of measures designed to provide information on, control of and assurance of the presence

of nuclear material, including those systems necessary to establish and track nuclear material
inventories, control access to and detect loss or glimeiof nuclear material, and ensure the
integrity of those systems and measur eso.
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unauthorized removal of nuclear material by maintaining an inventory of all nuclear material,
including information related to itecation. Domestically, the NMAC system is required for
licensing, operations, and security and is developed in accordance with requirements
established by the State authority. A graded approach may be taken in designing the NMAC
system for application touclear security to ensure that the selected measures are proportionate
to the potential consequences of unauthorized removal of nuclear material. The performance
of the NMAC system should address situations where nuclear material is both stolen ia a singl
event (abrupt theft) and situations where nuclear material is acquired in small amounts during
several events (protracted theft).

NMAC is shared between national nuclear security and international safeguards. Although this
interface mostly affects fadly operations, certain design features could influence how
effectively or efficiently the IAEA can perform independent verification of nuclear material
guantities at the facility.

Common Position17

The NMAC system for SMRs should be designed to meeteghl obligations
associated with a safeguards agreement, as well as the nuclear security objectives. The
possibility to leverage synergies in this area should also be explored.

3.3.2. Access controls

The physicallayout and access controls for a facility affect both safeguards and security.
Designs should consider not only the need to control access for reasons of security, but also
the need for access to allow IAEA safeguards verification. For example, somefateas

facility, equipment, and material that are protected for security reasons and not normally
accessed, may need to be made available to IAEA inspectors; alternatively, some other means
of verification will need to be provided so that safeguardsideswan be performed. Another
example is access controls during potential nuclear security events. If there are any security
design features that would limit access for IAEA safeguards verification, provisions should be
made for independent verificatidny other means.

Common Position 18

SMR design may be more compact and/or complex compared to existing NPPs, leading
to additional security considerations. Therefore, it is important that the SMR designs
facilitate IAEA access or other means for independafgguards verification activities

in their security plans.

3.3.3. Remote data transmission

Any designfeatures or provisions that prevent the transmission of data from the facility should
be reconciled with the potential need for the IAEA to receive such data remotely.

Common Position19

Given recent technology changes and increased cyber security nisksvareness,
SMR designs can address cyber security issues in the design. Remote data transmission
for safeguards should not compromise the cyber security and should meet standards
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prescribed by the IAEA. The possibility to leverage synergies in thisshmad also
be explored.

3.3.4. Surveillance systems

Surveillancesystems that are designed for domestic security will not be used for IAEA
safeguards. Therefore, consideration should be given by the designer for locations in the facility
that could support both domestic and (independent) international surveillarerasgsid that
ensure the two do not interfere with each other.

Common Position20

There should be no interference between surveillance systems designed for security and
for the IAEA safeguards.

3.4.SAFETY, SECURITY AND SAFEGUARDS INTERFACES

Identificationof safety, security and safeguards interfaces is essential for the implementation
of the 3S concept. Such interfaces can be synergistic, neutral, and potentially conflicting.
Safety, security and safeguards measures which contribute to all three regimes and
complement one another are considered to be synergistic. In Figure 2 below, the synergetic
interfaces are shown bold, blue font. As explained in previous sections, there is also pdtentia

for neutral measures ambnflicting measuresshown in Figure 2 in normddlack and italic

red fonts, respectivelyOne goal of managing th&S interfaces is to take advantage of the
synergies and resolve the possible conflicts.

SECURITY
SAFETY _ ,
Information exchange /Early warning
Classification of assets based systems
on random failure (only)
Risk-informed, graded approach Classification of assets based on
Health and dose monitoring Design and classification of intentional, unlawful activity (only)
systems, structures, and .
Environmental monitoring components (3SBD) Personnel security: backgound checks,
Leadership and management health and behavioural monitoring
Publicity of information on Organisational culture '
materials, locations, Information and computer/cyber | Need-to-know basis
activities security (CIA) .
Access control & surveillance Delay (of access & exit)
Publicity of incident and Materials accounting and control _
emergency management Detection, coordinated response | Crime scene management

Forensics, investigations

Information exchange /Early
warning systems

Reporting and declarations

Verification of declarations: open source information, environmental
sampling...

Remote data transmission

SAFEGUARDS

Figure 2: Examples of synergistic (blue, bold font), neutral (normal font) and potentially
conflicting (red, italic font) measures in nuclear safety, security, and safeguardg 93S)
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3.4.1. Risk-Informed and Performance-Based Integrated DecisiorMaking process
(RIPB-DM)

RIPB-DM is defined by the US NREs:

An approach in which risk insights, engineering analysis and judgment including the principle
of defensen-depth and the incorporation of safety margins, and performance history are used,
to (1) focus attention on the most important activities, (2) estaldbjective criteria for
evaluating performance, (3) develop measurable or calculable parameters for monitoring
system and licensee performance, (4) provide flexibility to determine how to meet the
established performance criteria in a way that will em@me and reward improved outcomes,
and (5) focus on the results as the primary basis for safety decis&ing.

RIPB-DM may be used by regulators and developers/ operators as a structured, repeatable
process by which decisions are made on significanieaucsafety matters, including
consideration of deterministic and probabilistic inputs. RIMB plays a role in mitigating

safety risks and provides a basis for informing security risk analysis, with implications to
safeguards.

Common Position21

Given thenovelties of the SMR technology, there may be insufficient reliable data to
inform RIPB-DM. It is therefore recommended that, for the implementation of the
integrated 3S approach, these limitations should be recognized.

3.4.2. Systemsengineering process

The inherentreactor characteristics for the design are determined by the early fundamental
design decisions to meet safety objectives, learning from operating experience, studies of
technology maturity, etc. Systems engineering brings together these dispspatds to
develop, at an early stage, a comprehensive set of-lplaitand systerevel functional
objectives. Examples of platdvel objectives include those for passive and active fulfillment

of functions, marmachine interfacing, plant cost, plaatvailability, plant protection,
construction schedule, load following versus base load, barrier protections against external
events, etc. This step includes the identification of SSCs and their functions, and an
identification of hazards associated wittede SSCs. An integrated 3S approach would
consider the needs for safety, security and safeguards and their interactions.

Common Position22

The use of a systems engineering process should aim to ensure that the areas of potential
conflict between safety,esurity and safeguards are identified and resolved. Such a
process provides a structured approach for identification of: (a)oféslen areas of
potential conflict among the 3S, and (b) synergies between the 3S, i.e., complementary
design approaches thaptimize safety, security and safeguards.

3.4.3. Design of structuresand plant layout

Structuregyenerally provide one or more of the functions of pressure retention, shielding and
confinement, and support to systems and components. Structures are designed for their credible
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accident loads which can be from missile impacts (internally or externeltgrgted),
earthquakes, flooding, etc.

Nuclearreactor structures have historically been designed to protect the public by preventing
the release of radioactive materials. These structures also provide a security barrier that
prevents malefactors from takgj control of nuclear material. Furthermore, the nuclear reactor
structures provide substantial physical protection against impact loads such as aircraft crash.
Nuclear reactor structures are also an important part of IAEA safeguards, helping to ehsure tha
nuclear material is not removed without detection.

Common Position23

Significant 3S synergies are found in the design of structures, where the same structural
design may provide safety protection against external and internal hazards, security
protection against threats, and safeguard protection against unauthorized removal. In
the plant layout, the 3S integration challenges generally relate to the preservation of
human life via issues such as the effect of barriers and access control measures on the
length of exit paths and number of emergency exits. Compact plant layouts influence
the accommodation for reactor SSCs, including safety, security and safeguards systems
and therefore, early consideration of the potential implications of a more compact plant
is recommended while also emphasizing the need to provide sufficient space to
accommodate 3S SSC. Although a compact plant layout may be advantageous from a
security response perspective, it may also be advantageous to an adversary as there may
be fewer baiers to vital area access. This should be considered by developers.

3.4.4. Remote data transmission

SMRsmay be located and operated remotely and could be situated in areas lacking reliable
internet connections. For the duration of the operating life, SMRsdaatential to rely on

data transmission rather than-site personnel to cover many of the 3S activities, compared to
existing NPPs.

Common Position24

SMR designs need to consider and address any issues with the reliability, quality, and
information security (confidentiality, integrity and availability) for any planned remote
data transmission for the 3Ss and other purposes including operation. Thdipossi
leverage synergies among the 3Ss in this area should also be explored.

3.4.5. Project communication

Early and open communication of security and safeguards requirements is expected to help the
safety experts and designers identify areas of potentifliataarlier in the project planning
and design process when they can be resolved at lower cost and schedule impact.

Common Position25

SMR developers should include security and safeguards personnel as part of the design
team to ensure that conflicts angpthe 3S are identified and resolved appropriately (3S
approach).
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3.4.6. Regulatory organizational culture and structure

It is anticipatedthat the future nuclear landscape will attract new developers and designers
exploiting novel designs and choosing new ways to manage risks. SMRs may also have wider
use beyond electricity generation. Regulators need to understand the evolving nuclear
landscape and be equipped to respond to the changes. The potential benefit of a 3S approach
and one that is Oby designé is to identify,
they arise. This will require regulators to be proactive in explohegobtential benefits of a

3S approach. Regulators would generally accept that there are benefits in terms of efficiency
and effectiveness from coordination, collaboration and integration across the 3S. However,
such changes might be driven by industrheatthan regulatory organizations. For example,

new developers may be innovative, take a systems engineering approach, alongside 3S risk
management in an integrated way and seek commercial advantage while expecting a more
flexible approach fromthereguat i n t erms of meeting the | at
based on international and shared experience and understanding of future trends, regulators
would want to adopt this more holistic approach albeit with caution given that there would
likely be resource implications and a need for different skills, organizational arrangements,
ways of working etc.

As Barley and Halhead have recognized Ref. [26]: i T odelikee this crospurpose
working (a pragmatic mix of cooperation, collaboration, and some integration across and
specialisms) requires a related organizational mindset, culture and structures that facilitate and
inform joint working. o

Common Position26

Regulators should be prepared to interface with all 3S stakeholders by having sufficient
capacity and facilitating information sharing among the 3S disciplines.

As expressed biRef. [26], a regulator could establish a n
such joint working to deliver a holistic re:t
the regulatory organizatiomi ght require the fAidea of the 3¢
a safetybased holistic case) to be examined, understood and defined so to set the conditions

for any framework to develop this regulatory philosophy into something more tangible. By

natue of regulation, this development journey would need to be evolutionary and achieved
through dedicated research so that organizational development is shaped by a regulatory
thinking that is aligned with future trends.

Common Position27

While it would not be realistic or necessary to change safety, security and safeguards
assessment principles, the regulator should review higkel guidance to regulation

so to enable 3S approach. This internal regulator policy could in turn inform related
training and other activities to build capability and capacity to regulate the SMR
designs. International collaboration and lesson learning would also add value.

3.4.7. Cyber security for digital 1&C

I&C systems, including the NMAC system, play a critical role inueing safety and security
and the nosproliferation commitments of nuclear facilities. As digital technologies continue
to evolve and become more capable, they are increasingly being incorporated into and
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integrated with 1&C systems. New nuclear faciliteasd modern nuclear facility designs use
highly integrated digital 1&C systems to handle and store vast quantities of process and
inventory data. Digital technologies are also often introduced into 1&C systems during the
modernization of existing NPPs. Dtigl I&C can enhance the efficiency of SMR operations

and maintenance because of the advancedinealmonitoring and prognostics. For example,

the plant performance metrics and the-rdfmal condition detection and response can be
provided to operationsand the component health statugo maintenance staff. While
digitalization has many advantages, its application within I&C systems has made these systems
vulnerable to cybeattacks.

Acyberat t ack i s defined i n | AEAona@dcCaonpal3ysems Secur

at Nucl e a[R7]dsaaralitioug act easried out by individuals or organizations that
targets sensitive information sensitive information assets with the intent of stealing, altering,
preventing access to or destroying a specified target through unauthorized access to (or actions
within) a susceptiblesystém Sensi ti ve i nformation &ssets
information systems and any other electronic or physical media.

Physical protection of computebbased systems (including digital I&C systems) is
recommended inRgfl2], par agr aph 4. kdnputendasedsystems uged tors t
physical protection, nuclear safety and nuclear material accountancy and control should be
protected against compromise (e.g. cyb#ack, manipulation or falsification) consistent with

the threat assessment or design basis tlireat T hi s s a neeoften asgduas a lEasise n t
for national computer security regulation for NPPs.

Cybersecurity is an important interface among the 3S because aatyaek on 1&C systems

may jeopardize the integrity of all 3S. The effects of cyditacks on I&C systems related to
safety may result in a wide range of consequences, such as a temparafyplogess control

or unacceptable radiological consequences. Although most digital 1&C systems in nuclear
facilities are isolated from publicly available networks, some connection nodes connected to
an open network can be added for maintaining, regtonmonitoring or testing of digital I1&C
systems. The security of these connection nodes is critical. To reduce thattgblesrisks
oneway communication may be required between security zones of the physical SMR facility.

Cybersecurity is a major camderation for remote SMR operations where operational data may
need to be supplied continuously to-sife remote supportenters The confidentiality,
availability and integrity of that information must be ensured. Remote information exchange
may introdice pathways that can be exploited by adversaries, therefore requiring robust
security considerations to be applied to the communication infrastructure. Some SMR designs
propose autonomous plant operation which relies on soffaased systems with access
sensitive plant process networks. Autonomous systems will be susceptible to code injection
during the development process, during delivery and during software installation.

Common Position28

Digital 1&C systems in SMRs should be designed to be resilient against the various
cyber security threats. I&C systems and related digital components should be designed
and operated in accordance with the concept of def@ndepth against compromise.

If digital twins were to include protection against compromise (egtiacks) in their
design, they could improve both safety and security. There are some useful international
standards e.@Refs. [27], [28] and[29].
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4. POSSIBLE METHODOLOGIES FOR INTEGRATION OF SAFETY, SECURITY
AND SAFEGUARDS

4.1INTRODUCTION

At a highl ev el a O6by designd approach to the th
philosophy for the development of a fully integrated 3S approach. Guidance is comprehensive

for the specific disciplines although generally lacking with respect to integr&tibn. 1| e &6 by
designdé may not address integration directly
working, the development of safetyfformed security experts, securtyformed safety

experts, the adoption of a holistic systems engineering agprarad a joint modifications

process from early concept design to detailed design and construction. This would seem to be

a sensible and realistic position from which to move on to a more fully integrated 3S approach,;

it also resonates with Generation INatlenges.

As to the mechanics of 3S integration, this section introduces some possible methodologies
that could facilitate progress and allow, perhaps, the Common Positions to be addressed in
SMR design. Three methodologies are described in Sections 4.3 and, although these are
primarily conceptual and offer only partial integration, they do offer some insights and, in
particular, make clear that achieving full integration will be both complex and challenging.
But, first, we look at current IAEA gu#hce.

4.2.CURRENT IAEA GUIDANCE

NSS27-G[13] and 40T [30] offer a template for design and evaluation of a physical protective
system (that could now include cyber protection). It specifies a systems engineering approach
that identifies the physicgbrotection needs of the specific facility, designs a physical
protection system to meet these needs and then evaluates its effectiveness. By its very nature
this approach demands integrated design teams. While this is helpful, there is no emphasis on
the value of adopting a SeBD methodology nor on a more integrated 3S approach.
Nevertheless, this description in a key NSS guide provides the basis to dewtlopk8t)

and, for now, meets most security planners and regulators needs.

4.3.BOW TIE

Thed b o w prdach & usadgfor risk management across a number ofibiginfrastructure

industries including civil nuclear. While originally used for security risk management in
nuclear, it can be developed to i ncHshowe secu
in Figure 3). This model may also be helpful to regulators as it aids understanding of the level

of risk inherent in a design but does not inform design development.
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Figure3: US NRCOs proposed integrated appro

Bowtie-type methodology is based on international risk management good practise. It takes

0t hreatsbod and considers proactive/ prevent
reactive/ mitigating measures and t hen resu
(assuming they work as an integrated team) would determine what claims they could make
based on evidence of the efficacy of both preventive/mitigation measures and redasthe

design. This provides a more complete picture of all risks to the NPP (hence a more
comprehensive methodology) for developers to proposeskd security (or a different non

traditional regime) and equally for regulators to see things morgletety and organize
accordingly (integrated teams) for their assessments and judgements.

4. 4DEMUTH AND BADWAN METHODOLOGY

DeMuthand Badwai31] have proposed a metthmlogy that is focused on Used Fuel Storage.
Here, integrating the -8epprecesshere:l d be consi der

(1) the domestic material control and accountancy (MC&A) design is combined with the
i nternational (I AEA) safeguards design to

(2) safety is integrated separately with the security design and the safeguardsatesign
then finally, and

(3) integrated safety/security and safety/safeguards designs are combined into a fully
integrated safety, security, and safeguards design.

Safety is chosen as the central set of performance objectives for the recommended full
integration because of its more complex system requirements than security or safeguards. At
each of the three steps an iterative process is used, where for instance a safety design solution
is proposed to satisfy a particular safety requirement and its impactioe functioning of the

existing security design is checked. Should functioning of the existing security design be
compromised then the proposed safety design solution must be modified and its impact upon
security rechecked.
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In order to execute the tlestep process of Figure 4, a complex set of the relevant
requirements must first be identified and their interrelationship understood, which underscores
the importance of Section 3 on Interfaces.

Theroleof i ntegrating t he (8 &8ign effortis showninFiguee 50 v er a
and represented as the AResponse A3]atheysi so.
response anal ysi gnedibstweé@natime pralininarydesigy ang e final r
designo. It is referred to as Response Analy
the 3S disciplines to a change in the design of another discipline that is of interest. Design is
finalized orce the response analysis satisfies all of the performance objectives and the design

has been optimized to minimize risks and costs.

Performance
Goals

SAFEGUARDS
DESIGN

SAFEGUARDS Designs are modified
fsecurit

DESIGN based on the safet
overlap

Designs are modified
based on safety/security
and safety/safeguards

SAFEGUARDS
DESIGN overlaps

Designs are created essentially

independently, MC&A and IAEA
safeguards are integrated

Figure 4: Threestep process for integrating safety, security, and safegyatds

Figure 5: Overall design effort for a nuclear facilifg1]
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