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 Series No. 26-G

Im
plementin

g Guide

Security
 of  

Nuclear M
aterial  

in Tra
nsport

INTERNATIONAL ATOMIC ENERGY AGENCY

VIENNA

ISBN 978–92–0–102015–4

ISSN 1816–9317

This publicatio
n provides guidance to States and 

their 
competent authoriti

es on how to im
plement 

and maintain a physical protectio
n regim

e for the 

tra
nsport o

f n
uclear m

ateria
l. It

 m
ay also be useful to

 

shippers or c
arrie

rs of n
uclear m

ateria
l in

 th
e design 

and im
plementatio

n of their 
physical protectio

n 

systems.

This publicatio
n builds upon the Nuclear Security

 

Recommendatio
ns on Physical P

rotectio
n of N

uclear 

Materia
l 

and Nuclear 
Facilit

ies (IN
FCIRC/225/

Revision 5), I
AEA Nuclear S

ecurity
 Serie

s No. 13, a
nd 

provides additio
nal g

uidance on how to
 im

plement 

these re
commendatio

ns in
 practic

e.

IAEA N
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Nuclear Security Recommendations  

on Radioactive Material  

and Associated Facilities

INTERNATIONAL ATOMIC ENERGY AGENCY

VIENNA

ISBN 978–92–0–112110–3

ISSN 1816–9317

This publication provides guidance to States and 

competent authorities on how to develop or enhance, 

to implement and to maintain a nuclear security 

regime for radioactive material, associated facilities 

and associated activities. This can be achieved 

through the establishment or improvement of State 

capabilities to implement a legislative and regulatory 

framework to address the security of radioactive 

material, associated facilities and associated activities 

in order to reduce the likelihood of malicious acts 

involving such material.
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g Guide

National Nuclear Security
  

Threat Assessment,  

Design Basis Threats and  

Representative Threat  

Statements

INTERNATIONAL ATOMIC ENERGY AGENCY

VIENNA

This publicatio
n provides a step by step m

ethodology 

for conductin
g a natio

nal nuclear security
 threat 

assessment, including both physical and computer 

security
 aspects, and for developing, using and 

maintaining design basis th
reats and re

presentative 

threat s
tatements. It

 is
 in

tended fo
r u

se by States, 

competent 
authoriti

es (in
cluding the regulatory 

body), 
relevant 

technical and scientifi
c support 

organizatio
ns, and the operators of faciliti

es and 

activitie
s associated w

ith
 nuclear m

ateria
l a

nd other 

radioactive m
ateria

l, in
cluding shippers and carrie

rs.

Implementing Guide
IAEA Nuclear Security Series No. 19

Establishing the Nuclear  

Security Infrastructure for  

a Nuclear Power Programme

INTERNATIONAL ATOMIC ENERGY AGENCY

VIENNA

ISBN 978–92–0–138010–4

ISSN 1816–9317

The objective of this publication is to provide guidance 

on the actions to be taken by a State to establish an 

effective national nuclear security infrastructure for 

a nuclear power  programme. States that do not 

intend to embark on such a programme, or already 

have an established nuclear power programme, will 

find the actions detailed in this publication useful 

when assessing and/or establishing the national 

nuclear security infrastructure for activities related 

to nuclear and other radioactive material, associated 

facilities and associated activities, as well as for 

dealing effectively with nuclear and other radioactive 

material out of regulatory control.
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Implementing Guide

Developing Regulations and 
Associated Administrative Measures 

for Nuclear Security
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Sustaining a 

Nuclear Security Regime@
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Implementing Guide

Building Capacity for Nuclear Security
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IAEA Nuclear Security Series No. 42-G

Im
plem

enting Guide 

Computer Security 

for Nuclear Security

INTERNATIO
NAL ATO

M
IC ENERGY AGENCY

VIENNA

This publication provides guidance on developing and 

im
plem

enting com
puter security as a key com

ponent 

of nuclear security. This publication applies to the 

com
puter security aspects of nuclear security and its 

interfaces w
ith nuclear safety and w

ith other elem
ents 

of a State’s nuclear security regim
e, including the 

security of nuclear m
aterial and nuclear facilities, 

of radioactive m
aterial and associated facilities, 

and of nuclear and other radioactive m
aterial out 

of regulatory control. The scope of this publication 

includes: com
puter based system

s, the com
prom

ise 

of w
hich could adversely affect nuclear security or 

nuclear safety; the roles and responsibilities of the 

State and of relevant entities in relation to com
puter 

security in the nuclear security regim
e; the activities 

of the State in establishing and im
plem

enting a 

com
puter security strategy for nuclear security; the 

elem
ents of com

puter security program
m

es; and the 

activities to sustain com
puter security as part of the 

nuclear security regim
e.
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The 
security 

of 
sensitive 

inform
ation 

in 
nuclear 

security 
is 

a 
fundam

ental 
principle. 

S
ensitive 

inform
ation 

is 
inform

ation, 
the 

unauthorized 

disclosure 
(or 

m
odification, 

alteration, 
destruction 

or denial of use) of w
hich could com

prom
ise nuclear 

security or otherw
ise assist in the carrying out of a 

m
alicious act against a nuclear facility, organization 

or transport. This Im
plem

enting G
uide defines the 

basic concepts of inform
ation security as it m

ight 

apply to nuclear security to help M
em

ber S
tates and 

organizations w
ith nuclear security responsibilities 

to develop a fram
ew

ork of inform
ation security.
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Nuclear Security System
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and Measures for  

Major Public Events
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The organization of a m
ajor public event in w

hich a 

large num
ber of people congregate presents com

plex 

security challenges for the S
tate hosting such an 

event. C
rim

inal or terrorist acts involving nuclear and 

other radioactive m
aterial at any m

ajor public event 

could 
result 

in 
severe 

consequences, 
depending 

on the nature and quantity of the specific m
aterial 

involved, the m
ode of dispersal, the location and 

the population im
pacted. This publication provides 

an 
overview

, 
based 

on 
practical 

experiences, 
for 

establishing nuclear security system
s and m

easures 

for 
m

ajor 
public 

events. 
It 

covers 
technical 

and 

ad
m

inistrative 
m

easures 
fo
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Nuclear Security Fundamentals

IAEA Nuclear Security Series No. 20 

Objective and Essential Elements of a State’s 
Nuclear Security Regime

INTERNATIONAL ATOMIC ENERGY AGENCY
VIENNA

ISBN 978–92–0–137810–1
ISSN 1816–9317

This is the primary publication in the IAEA Nuclear 
Security Series, and sets out the objective and the 
essential elements of a State’s nuclear security 
regime. These provide the basis for IAEA Nuclear 
Security Series publications, and are based 
on a synthesis of the provisions in international 
instruments, the experience of Member States 
in their nuclear security regimes, and the IAEA’s 
experience in the areas of nuclear security, safety 
and safeguards. This publication is intended to assist 
Member States in enhancing nuclear security by 
providing national policy makers, legislative bodies, 
competent authorities, institutions and individuals 
with the objective and essential elements of a nuclear 
security regime.

Status as of August 2023

The IAEA’s Nuclear Security Series provides international consensus guidance on all aspects of nuclear security to 
support States as they work to fulfil their responsibility for nuclear security.

The series comprises four sets of publications: Nuclear Security Fundamentals, Recommendations, Implementing 
Guides, and Technical Guidance. The publications in the Nuclear Security Series are developed with the involvement 
and agreement of all Member States.

While recognizing that the responsibility for nuclear security rests entirely with States, the IAEA encourages all Member 
States to apply the guidance provided in the Nuclear Security Series to strengthen nuclear security nationally and 
globally.  

All publications in the Series are available online at https://www.iaea.org/resources/security-series/search and can be 
ordered in hard copy from sales.publications@iaea.org.

An Online User Interface (NSS-OUI), available at https://nucleus-apps.iaea.org/nss-oui, allows users to navigate and 
search the content of the publications in the Nuclear Security Series and the Safety Standards Series. 
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