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1 Purpose and scope

This document presents the Long-Term Research ardl@pment (R&D) Plan of the Department of
Safeguards for the 12-year period from 2012 to 202@ Long-Term R&D Plan is part of a suite of
strategic planning documents developed under thgartleental long-range strategic planning
framework, which also includes the IAEA DepartmentSafeguards Long-Term Strategic Plan,
2012-2023 and the biennial Development & Implementation SupfD&IS) Programme for Nuclear
Verification, the current one covering the peridll2-2013. In addition, these long term planning
efforts contributed to the preparation of the IARRdium Term Strategy, 2012-20°L7

The Long-Term R&D Plan is designed to support tieed-Term Strategic Plan by setting out the
capabilities that the Department of Safeguards s)\dedachieve its strategic objectives and key
milestones towards achieving those capabilitiasyiich Member State R&D support is needed. The
Long-Term R&D Plan covers a wide variety of areashsas safeguards concepts and approaches;
detection of undeclared nuclear material and dms;i safeguards equipment and communication;
information technology, collection, analysis andwséy; analytical services; new mandates; and
training.

2 Strategic planning framework and R&D

2.1 Background

In 2008, the Deputy Director General, Head of trep&@tment of Safeguards, launched the Long-
Range Strategic Planning Project. The methodology Ibng-range strategic planning in the

Department of Safeguards was approved for impleatientin October 2008. That methodology was
then applied to develop the Department’s first L-digm Strategic Plan covering a 12-year period
(2012-2023). This Plan was approved for impleméonain August 2010. The project provides the

Department of Safeguards with a comprehensive ahdrent planning framework, covering the long
term (Long-Term Strategic Plan — 12 years), the iomaderm (the Medium Term Strategy — six

years) and the short term (the D&IS Programme —\tears).

2.2 Long-Term Strategic Plan and R&D

The departmental Long-Term Strategic Plan, 20123288pports internal decision-making on
programmatic priorities and allocation of resouragabling the Department to focus its efforts and
resources where they are most needed. The Long-$tategic Plan calls for the development of an
accompanying R&D plan, covering the same 12-yeaog@goutlining the R&D directions needed to
support the Long-Term Strategic Plan. As part & BR&D plan development effort, a workshop
titled: Science & Technology Innovation and the IAEA D#pant of Safeguards Long-Term R&D,
was held in January 2012. The workshop was interiddeensure that the Long-Term R&D Plan
considers scientific and technological innovatidgnskey areas associated with the Department's
strategic objectives. It was designed to supplerttemDepartment’s knowledge on R&D performed
by IAEA Member States and make the Department awhoeitting-edge research occurring outside

! A summary of which is available at
http://www.iaea.org/OurWork/SV/Safeguards/docunmeatggTerm_Strategic_Plan_(20122023)-Summary.pdf
2 Development and Implementation Support ProgrammeNiaclear Verification 2012—2013(STR-371),
IAEA, 2011.

? http://www.iaea.org/About/mts2012_2017.pdf
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the Department’s usual interactions on R&D. A sumyhaf the outcomes of the workshop has been
produced and the results have been included iaubstance of this Long-Term R&D plan.

2.3 The Long-Term R&D Plan and the biennial D&IS Programme for
Nuclear Verification

The Long-Term R&D Plan provides an essential steghie hierarchy between the Long-Term
Strategic Plan and the biennial D&IS programme. 3pecification of long-term capabilities needed,
with milestones and urgencies, provides a frameworkelp stakeholders, particularly coordinators
of Member State Support Programmes (MSSPs), t@éeehere their resources can best be used, and
also to help the Department formulate the projdws make up the biennial programme and monitor
progress towards the strategic objectives.

The biennial D&IS Programme for Nuclear Verificaties currently composed of 24 projects. These
projects are themselves composed of over 300 sajbgps (known as ‘tasks’). Each project contains
key objectives, targets and activities that arendef for the relevant two-year period. Both intérna
tasks carried out by IAEA staff and consultants] axternal tasks carried out under MSSPs, are
captured in the projects, some of which are aimeneseting shorter-term needs and others that are
part of longer-term R&D efforts.

3 Strategic context

A number of developments are expected to affectiti®d and its Member States in the future,
thereby impacting also the IAEA’s nuclear verifioat mission. They will not only pose challenges
but also offer opportunities for the DepartmenSafeguards.

Concerns over the spread of nuclear weapons rehigindue to discovered or suspected cases of
non-compliance with the Treaty on the Non-Prolifiera of Nuclear Weapons (NPT). For some years
now, the Department of Safeguards has been caryutgntensive safeguards investigations of
special cases discussed in the IAEA Board of GawstnTo maintain confidence in nuclear non-
proliferation, the international community increagiy relies on the IAEA’s safeguards system to
deter proliferation through thesarly detection of potential misuse of peaceful nucleagmmmes and

to providecredibleassurances of States’ compliance with their commnitsito use nuclear material
and facilities solely for peaceful purposes.

To meet these expectations, the safeguards sysiesh lme responsive to changes in the nuclear
landscape. In the civilian nuclear sector, theregriewing interest in nuclear energy, both for
electricity generation and other applications. riné¢ional nuclear cooperation between States is
intensifying — with an expansion of trade in nuclead related equipment, items and materials.
Should the potential nuclear expansion materialzany additional nuclear activities and facilities
would be brought under safeguards. Moreover, geesituclear activities, such as enrichment and
reprocessing may become more widespread. At the same, globalization is aiding proliferation:
growing global trade and the erosion of borders enak easier for nuclear supply networks to
covertly supply nuclear and related technologyrierested parties and the internet facilitates the
uncontrolled spread of sensitive nuclear know-hdnvshort, demands on IAEA safeguards are
growing and becoming more complex. All of this riegs the Department to rethink how it can carry
out its safeguards activities more effectively afficiently and invest its resources in areas where
they can make the greatest difference in prevemiirgdear proliferation.

* Science & Technology Innovation and the IAEA Departt of Safeguards Long-Term R&D, 16-20 January
2012, Vienna, Austria, Executive SumméBRR-325), IAEA, 2012.
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Besides implementing safeguards, the IAEA may bguested to carry out additional nuclear

verification tasks, including those related to eacl disarmament. The IAEA has already been
providing technical expertise to the discussionaoproposed Fissile Material (Cut-off) Treaty

(FM(C)T). It is now engaged in negotiating a teliatl agreement related to the verification of the
Plutonium Management and Disposition Agreement (RYibetween the United States of America

and the Russian Federation which involves the reanofs about 68 tonnes of weapons plutonium
from the countries’ defence inventories. Also, @ynbe asked to verify the freezing or dismantlement
of nuclear weapons programmes. Thus, the Departmiéimeed to be prepared to assist further in
these non-traditional verification areas.

Nuclear technology will continue to advance. Faaraple, third generation water-cooled reactors are
under construction. Prototypes of fourth generatoiclear energy systems may be ready in the
2020s, with on-line deployment planned for the 2@8R040s. New types of power reactors are being
developed, including transportable mini-reactord #pating nuclear power plants. Moreover, the
first nuclear powered military submarine in a naclear weapon State is planned. New enrichment
processes, including new laser and possibly plagroeesses, may emerge alongside, or replace,
currently deployed commercial enrichment technigi®gochemical processing of spent fuel has
been of interest in the last decade. All of thiggasts that the Department must prepare to saféguar
new, more advanced types of nuclear installatiorike future.

The pace of the scientific and technological evotuwill offer important opportunities. For instagc
computerized devices are evermore capable and atinevechnologies, such as artificial intelligence
and virtual reality tools, are fast evolving. Higheed digital data networks cover increasinglydarg
portions of the globe. Wireless and satellite comication are more ubiquitous. Information fusion
and search tools are ever smarter. Storage cagsacantinue to increase, making the storage of huge
volumes of data possible and less expensive. Sii@naes have the potential to substantially change
the IAEA’s technical capabilities and tools.

In all of these areas the IAEA will need the R&ppart of its Member States to meet the challenges
faced and to take advantage of the opportunitieset.

4 Strategic objectives

The Department of Safeguards’ three over-archirgegdic objectives are to:

Deter the proliferation of nuclear weapons, by dttey early the misuse of nuclear material or
technology, and by providing credible assuranceat tBtates are honouring their safeguards
obligations;

Contribute to nuclear arms control and disarmamédmyt,responding to requests for verification and
other technical assistance associated with relaigeiements and arrangements; and

Continually improve and optimize departmental ofierss and capabilities to effectively carry out
the IAEA’s verification mission.

The Department pursues these objectives withimtaedates provided by the IAEA Stafugad the
safeguards agreements that States have concludid the IAEA: comprehensive safeguards
agreements with non-nuclear weapon States basdiNE@IRC/153 (Corrected); voluntary offer
safeguards agreements with the five nuclear we&pates party to the NPT; item-specific safeguards

® www.iaea.org/About/statute.html
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agreements based on INFCIRC/66/Rev.2; as well asoquls additional to any of the above
safeguards agreements, based on INFCIRC/540 (Gedec

5 R&D to achieve strategic objectives

The Department has set out in the following tahke long-term capabilities that it needs in order to
meet its strategic objectives. These are techommadbilities for which Member State R&D support is
or may be needed. These capabilities cover a wike acluding:

» Concepts and approaches;

e Detection of undeclared nuclear material and a
» Safeguards equipment and communication;

» Information technology, collection, analysis andwséy;
* Analytical services;

« New mandates; and

e Training.

Each capability is then broken down into more dietkey milestones, the completion of which will
contribute to the full realization of the capaliliThe perceived urgency for each milestone isnéefi

as high, medium and low. This describes the imnoydid the need and should not be confused with
‘importance’ as all of the milestones are importemineeting the strategic objectives. The urgency
reflects the timeframe in which the milestone needise met, or development efforts need to begin,
to meet the milestone in the long term.

In many of the areas detailed in the table, theaBtegent already has a certain level of capabitity,

in all of them that capability needs to be increlate ensure that the IAEA can continue to draw
soundly-based safeguards conclusions, that the 1&\E&sources can be most effectively utilized and
that future challenges can be met.

6 Review and update of the plan

As detailed in the Long-Term Strategic Plan, thitesaf strategic planning documents is reviewed
periodically, ranging from two years for the Devmizent & Implementation Support (D&IS)
Programme for Nuclear Verification, to six years floe Long-Term Strategic Plan. The Long-Term
R&D Plan will also be formally reviewed and an ugathplan released every six years, with interim
biennial reviews. The milestones detailed in thend-0erm R&D Plan will be used to monitor
progress.
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7 Table of capabilities, milestones and urgencies

Long Term Capabilities
Needed

Milestones

uUrgency

1. Ability to fully
implement the State-level
concept for the planning,
conduct and evaluation of
safeguards.

1.1 Develop safeguards policy, guidelines and msee
to more fully implement the State-level concept.

H

1.2 Prepare additional guidance for the ongoing
development of State-level safeguards approaches:

* The use of State-specific factors

* Acquisition path analysis

» The specification of options for Headquarters and
field activities required to meet the technical
objectives

» The link between the State evaluation process an
development of SLAsand AIP$

H

)

1.3 Develop additional tools to support the develept
of State-level safeguards approaches:

* The analysis, representation, and prioritization of
acquisition paths

» The planning of safeguards activities

» The assessment of overall safeguards effectivene

» The determination of technical objectives

SS

1.4 Develop approaches to more fully utilize SRiata
and verification findings, where appropriate, thiage
efficiencies.

1.5 Develop safeguards guidance for States, inogudi
web-based versions, addressing topics such as:

* Regulatory authority

» Design information

* Inspections and complementary access
* Imports and exports

2. Increased ability to
detect undeclared nuclear
material and activities.

2.1 Integrate information sources, including saeell
imagery, electronic data (including images), tecahi
and academic literature, trade data, etc., to tletec
inconsistences in nuclear programmes and States’
declarations.

2.2 Develop elemental and isotopic signatures ofaau
fuel cycle activities and processes (e.g. uranium
conversion and laser enrichment), and apply them to
analysis of environmental sampling and destructive
analysis of nuclear material using mathematical,
statistical and graphical tools.

2.3 Develop analytical methodologies, tools, and
techniques for ‘all source analysis’, including tipgate

of the ‘Physical Model’, to detect signatures of

® State-level approaches

" Annual implementation plans

8 State/Regional Authority
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undeclared activity, and improve analysis of nucfaal
cycles, including weaponization.

2.4 Evaluate data analysis methods and computerize
tools to aid the analysis of the large amount b$ailirce
information in order to support the State evaluatio
process and assist in drawing soundly-based safigyu
conclusions.

v

2.5 Develop statistical methodologies and
mathematically based approaches to optimize safdgt
verification approaches and evaluation of results.

la

2.6 Develop instruments and associated techniques
detect the establishment and operation of nuciesr f
cycle activities, for example by detecting process
emanations.

3. Ability to safeguard new
types of facility.

3.1 Develop generic safeguards approaches for:

Pyroprocessing plants

Other new reprocessing technologies
Laser enrichment plants

Other new enrichment technologies
Small modular and/or Gen IV reactors

=Ergrg

3.2 Develop tools and techniques to characterize:

Fissile content in metal mixtures containing the
actinides Np, Am and Cm during pyroprocessing
Fuel types for Gen IV reactors containing minor
actinides

Seismic signals in geological repositories

3.3 Develop training to reflect the approaches and
equipment for safeguarding new types of facility,
including consulting with States developing such
facilities to help assess what training is required

3.4 Develop a mechanism to enable safeguards to b
considered early in the facility design process.

4. Ability to provide
credible assurances that
nuclear material used in

4.1. Consult with Member States with establishedaiha
nuclear propulsion programmes for development of
future verification arrangements in this area.

non-proscribed military
activities, specifically
naval propulsion, is not
used for the production of

4.2 Develop concepts, tools, and measures to etiable
IAEA to design a verification approach for nuclear
material destined for, and returned from, naval
propulsion

nuclear weapons or other
nuclear explosive devices

4.3 Develop an approach to provide credible asseran
that nuclear material being used in naval propuolgo
not used for the production of nuclear weaponghuero
nuclear explosive devices.

5. Ability to deploy
equipment at facilities to
meet safeguards
requirements.

5.1 Develop improved tools and techniques to detect
misuse of reprocessing plants (real time detedfdPu
separation)

5.2 Develop tools and techniques to enable timely,

potentially real time, detection of HEU production




Page 7 of 9

LEU enrichment facilities.

5.3 Develop improved tools and techniques to enablg
real time flow measurements of nuclear material,
including UR; at enrichment facilities and Pu at
reprocessing facilities.

5.4 Develop appropriate safeguards equipment to
establish and maintain knowledge of spent fuel in
shielding/storage/transport containers at all [goimt

their life cycle.

5.5 Develop methods to verify fresh fuel in shippin
containers without opening the containers.

5.6 Develop improved NDA instruments and techniqy
to address verification of waste and scrap nuclear
material with impure composition or heterogeneous
isotopic composition.

1

5.7 Develop more sensitive and less intrusive
alternatives to existing NDA instruments to perform
partial defect test on spent fuel assembly pridransfer
to difficult to access storage.

5.8 Develop alternative NDA instruments, for instan
based on liquid scintillators, to improve perforroarn
neutron coincidence counting techniques applied to
various types of fissile material.

6. Ability to acquire and
deploy safeguards
equipment that is
sustainable, standardized
and modular, with
increased use of
commercial off-the-shelf
products.

6.1 Implement an improved cost/benefit assessment
methodology for the design and operation of safedgua
equipment.

of ®He or offering equivalent functional and technical
alternatives.

6.2 Develop neutron counting systems reducing sige 4 M

7. Ability to make 7.1 Develop minimally intrusive techniques that laogh | H
maximum efficiency secure and authenticated to enable the use oftopera
savings by the use of systems, instruments and process monitoring fdr cos
remote monitoring of effective safeguards implementation.
:?A;\)E'&ators_ and unattende 7.2 Conduct improved intrusiveness and vulnerabilit | M
equipment. :
analysis on current and future use of unattendsts)s,
particularly to address any new threats resultiogf
technology advancements.
8. Ability to use safeguardsg.1 Develop a fully integrated, secure safeguaatis d | H
information in a fully environment (ISE), including all State reports urae
integrated, secure safeguards agreement and declarations under an
environment, maintained | additional protocol, and an electronic State file
and available to all who | containing all safeguards-relevant information abou
need it according to their | each State.
role. 8.2 Create links between exemptions and terminatdn H

nuclear material with the nuclear material accounti

database to allow automatic checking of State taympr
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9. Ability to communicate
secure, authentic
information that is fully
compatible with ISE
between the IAEA, SRAsS

9.1 Develop updated software tools for use by SRAs
creating and submitting accountancy reports and
additional protocol declarations, supporting thetHer
integration of State declared information withie th
electronic State file.

and inspectors/equipment
in the field.

9.2 Deploy secure and authenticated communication
between the IAEA and SRAs.

9.3 Deploy secure and authenticated communication
between inspectors in the field and IAEA
headquarters/regional offices.

9.4 Ensure the Department’s ability to recover fram
IT failure.

10. Ability to provide
analytical services through
the NWAL® to support

verification requirements.

10.1 Utilise the expanded NWALin order to:

Provide external quality control and reference
materials
Provide technical expertise

10.2 Develop techniques, methods and equipment to
detect signatures of nuclear activities in envirental
samples including:

Age determination of U and Pu relevant to the arig
of nuclear materials

Analysis of impurities relevant to the origin ofusoe
materials

Particles morphology for identifying operational
processes

Reliably finding smaller particles of interest in a
excess of background material

10.3 Develop and implement techniques for
determination of new chemical and physical atteisut
for strengthening safeguards verification usinglearc
material samples.

Improve capability to characterize nuclear mateaial
verify its origin e.g.:

Age determination

U speciation

Analysis of U impurities

11. Ability to deal with
new mandates.

11.1 Develop options and approaches for possitiledu
mandates as required or requested (e.qg. fissilerraht
cut off treaty, arms control) that respect sensitind
proprietary information.

12. Ability to take on
technical challenges and

12.1 Assist with Chernobyl, Fukushima and DPRK
related activities as requested.

opportunities, and
emerging tasks.

12.2 Develop and implement a technology foresight
horizon scanning process for external, potentially
relevant R&D fields.

° Network of Analytical Laboratories, which includé® Safeguards Analytical Laboratories.
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13. Ability to deploy the
required expertise and

skills to continue to fulfil
the IAEA’s mandate(s).

13.1 Develop training tools using advanced methods
such as virtual reality, immersive learning systemd
web-based training:

» Develop prototype virtual reality systems, ted an
evaluate performance

* Include immersive learning for all types of fuettsy
facilities

» Develop web-based tools for specific safeguards
equipment

» Develop signal (neutron/gamma) simulators to
generate responses from equipment during trainin

13.2 Develop training material and remote delivery
methods to support SRA training with reduced cant$
increased accessibility.
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