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1. INTRODUCTION 1 

BACKGROUND 2 

1.1 The IAEA Nuclear Security Series (NSS) provides guidance for States to assist them in 3 
implementing, reviewing, and, when necessary, strengthening a national nuclear security regime. The 4 
Series also provides guidance for States in fulfilling their obligations with respect to binding 5 
international instruments and their commitments with respect to non-binding international instruments.  6 

1.2 The Objective and Essential Elements of a State’s Nuclear Security Regime (NSS No. 20) [1] sets 7 
out the objectives of a nuclear security regime and its essential elements. The Nuclear Security 8 
Recommendations indicate what a nuclear security regime should address regarding: 9 

• Physical Protection of Nuclear Material and Nuclear Facilities (NSS No. 13) [2]; 10 

• Radioactive Material and Associated Facilities (NSS No. 14) [3]; and 11 

• Nuclear and Other Radioactive Material out of Regulatory Control (NSS No. 15) [4]. 12 

1.3 Ref. [1] identifies the establishment of systems and measures to detect nuclear security events as 13 
an essential element of a State’s nuclear security regime. Further, Ref. [4] recommends that a State’s 14 
nuclear security system for detection of criminal or unauthorized acts with nuclear security implications 15 
involving nuclear or other radioactive material out of regulatory control by instruments “should be based 16 
on a multi-layered defence in depth approach and on the premise that such material could originate from 17 
both within or outside the State, and provide the necessary detection capability and capacity.”  18 
Furthermore, Ref. [4] recommends that a State “…continuously gather, store and analyse operational 19 
information with the goal of identifying any threat, suspicious activity or abnormality involving nuclear 20 
or other radioactive material that may indicate the intention to commit a criminal act, or an unauthorised 21 
act, with nuclear security implications….” 22 

1.4 Nuclear Security Systems and Measures for Detection of Nuclear and other Radioactive Material 23 
out of Regulatory Control (NSS No. 21) [5] provides guidance to States for the development of an 24 
effective nuclear security detection architecture, derived from a comprehensive, integrated detection 25 
strategy prepared by the State.  Further, according to Ref [5], effective border controls are critical in 26 
preventing and/or detecting the unauthorized transport of nuclear and other radioactive material.  27 

1.5 This publication contains guidance supplementary to Ref. [5] for States to design, implement, and 28 
sustain effective nuclear security detection systems and measures at State borders that meet the national 29 
security objectives and facilitate the efficient and effective movement of people, goods, and 30 
conveyances.  This publication is also supplementary to Development of a National Framework for 31 
Response to Nuclear Security Events (NST004) [6], Risk Informed Approach for Nuclear Security 32 
Measures for Nuclear and other Radioactive Material out of Regulatory Control (NSS No. 24-G) [7], 33 
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Building Capacity for Nuclear Security (NSS No. 31-G) [8] and Planning and Organization of Nuclear 1 
Security Systems and Measures for Nuclear and Other Radioactive Materials Out of Regulatory Control 2 
(NST042) [9]. 3 

OBJECTIVE 4 

1.6 The objective of this publication is to provide guidance for States on planning, implementing, and 5 
evaluating systems and measures to detect nuclear and other radioactive material out of regulatory 6 
control at State borders. 7 

1.7 The intended audience for this publication is State competent authorities and other organizations 8 
responsible for developing, designing, implementing, and sustaining detection systems and measures at 9 
State borders, such as border guards, customs authorities, national or local law enforcement, regulatory 10 
bodies, national postal administrations, civil aviation authorities and private or public sector facility 11 
operators. 12 

SCOPE 13 

1.8 This publication addresses nuclear security detection systems and measures at State borders, with 14 
special consideration of designated points of entry and exit and border areas (see paragraph 2.2 for 15 
descriptions of these terms).  16 

Nuclear security detection systems and measures within a State are not considered in this publication. 17 

1.9 This publication applies to detection of nuclear and other radioactive material out of regulatory 18 
control within all types of traffic flow involving people, vehicles, and goods at State borders, 19 
independent of: 20 

a) Types of persons, including pedestrians, passengers, ship or airline crews, airport or seaport 21 
employees or residents of border areas; 22 

b) Transport means, including light cars and trucks, passenger trains, freight trains, buses, 23 
trucks carrying containerized or bulk cargo, construction vehicles, luggage conveyors, 24 
tarmac luggage carriers and mail conveyors; 25 

c) Types of goods, including personal items, luggage, mail, containerized shipments and bulk 26 
shipments. 27 

1.10 Response activities for a nuclear security event are outside the scope of this publication; guidance 28 
on this topic can be found in Ref. [6].   29 

1.11 In addition, this Guide does not address response to nuclear or radiological emergencies involving 30 
material out of regulatory control at State borders, and the details of compliance with relevant safety 31 
regulations are outside the scope of this publication.  Guidance on this topic is provided in Refs. [10] – 32 
[16].  References will be made to the need for radiation safety measures at the point of detection, but 33 
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such measures will not be addressed in any detail.  Subsequent handling of seized materials is also 1 
outside the scope of this Guide. 2 

STRUCTURE 3 

1.12 Following this introduction, Section 2 provides information on the national detection strategy. 4 
Section 3 provides guidance on planning, implementing and evaluating nuclear security systems and 5 
measures at State borders. Sections 4 and 5 focus on unique considerations for designated points of entry 6 
and exit (D-POEs) and for border areas, respectively. Appendix I provides descriptions of common types 7 
of detection equipment used at State borders.  Annexes I and II present templates for developing a 8 
concept of operations (ConOps) and standard operating procedures (SOPs) and Annex III provides a 9 
detailed example process for evaluating alarms on declared shipments. 10 

  11 
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 1 

2. NATIONAL DETECTION STRATEGY AND NUCLEAR SECURITY 2 

DETECTION ARCHITECTURE 3 

2.1 A State border refers to the geographic line which separates a State from adjacent neighbouring 4 
states, as well as to the area lying along the edge of the border line. It may consist of land borders, coastal 5 
or inland waterway borders, and airspace. It is typically segmented by mode of transport (land, maritime, 6 
air) and whether an entry is through a designated or undesignated1 point of entry and exit (POE). [5] 7 

2.2 D-POEs are officially designated entry and exit locations where people, vehicles and/or goods are 8 
inspected for border, migration and/or customs control, such as designated locations on the land border 9 
between two States, seaports and international airports.  Border areas include all locations at or near 10 
State borders excluding D-POEs. This includes any air, land or water crossing point that is not officially 11 
designated by States for the entry and exit of people, vehicles and/or goods, such as land borders, 12 
maritime borders, and domestic airports. A State’s national detection strategy guides the State’s 13 
detection activities at D-POEs and border areas. 14 

LEGISLATIVE AND REGULATORY FRAMEWORK 15 

2.3 According to Ref. [4], “[a]s part of an overall framework, the State should establish and maintain 16 
effective executive, judicial, legislative and regulatory frameworks to govern the detection of and 17 
response to a criminal act, or an unauthorized act, with nuclear security implications involving any 18 
nuclear or other radioactive material that is out of regulatory control. Responsibilities should be clearly 19 
defined for implementing various elements of nuclear security and assigned to the relevant competent 20 
authorities…” 21 

2.4 Ref [4] continues,  22 

2.5 “[i]n establishing legislative and regulatory frameworks to govern nuclear security, the 23 
State should define the conduct which it considers to be a criminal act, or an unauthorized act, with 24 
nuclear security implications.  25 

2.6 The State should establish criminal offences under domestic law which should include the 26 
willful, unauthorized acquisition, possession, use, transfer or transport of nuclear or other 27 
radioactive material consistent with international treaties, conventions and legally binding United 28 
Nations Security Council resolutions. 29 

2.7 The State should also establish as criminal offences a threat or attempt to commit an 30 
offence as described in [the paragraph above]. 31 

                                                 

1 “Undesignated points of entry and exit” are contained within border areas. 
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2.8 The State should consider establishing as criminal offences, unlawful scams or hoaxes with 1 
nuclear security implications.”  2 

2.9 Moreover, according to Developing Regulations and Associated Administrative Measures for 3 
Nuclear Security (NSS No. 29-G) [17]: 4 

The State should include in its legislative and regulatory framework requirements for:  5 

a) A national strategy for the detection of criminal or intentional unauthorized acts with 6 
nuclear security implications involving nuclear or other radioactive material out of regulatory 7 
control; 8 

b) Nuclear security systems and measures for the detection of nuclear and other radioactive 9 
material out of regulatory control; 10 

c) Agreements for international cooperation and assistance in relation to the detection of 11 
nuclear and other radioactive material out of regulatory control.” 12 

2.10 Ref. [17] also states that “the competent authorities with responsibilities for the detection of 13 
material out of regulatory control should be designated in primary legislation, such as nuclear law, 14 
national security legislation and legislation related to border protection and customs. The main 15 
competent authorities involved in the detection of material out of regulatory control include those with 16 
responsibilities to monitor and control the movements of goods and people. Competent authorities with 17 
responsibilities for the detection of material out of regulatory control may include the regulatory body, 18 
police and law enforcement agencies, customs authorities, border protection authorities and intelligence 19 
agencies.”  20 

2.11 In addition to the guidance provided in other references, Ref. [4] states that “[t]he framework 21 
should provide the basis for implementing national import and export controls, as well as customs and 22 
border operations for detection at State designated and undesignated points of entry and/or exit and at 23 
other strategic locations”. 24 

2.12 In order to facilitate inspections and detection, the competent authorities should have the 25 
appropriate authorizations to stop, search, and detain people, and seize vehicles or conveyances, 26 
luggage, and goods as part of their operations at the location where the inspections or detection will take 27 
place. 28 

2.13 Records of the calibration and maintenance of the equipment used in detection, as well as for the 29 
training of the front line officers2 (FLOs), should be maintained to support potential legal proceedings. 30 

                                                 

2 Front line officers are the responsible officers from the designated government organization or institution 
who are first potentially in contact with nuclear and other radioactive material out of regulatory control, either 
through information alerts or instrument alarm. 
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All activities should be conducted in accordance with established standards and certification 1 
requirements and documented, as this information may be called upon in case of prosecution. 2 

2.14 Further information on this topic can be found in Refs. [4], [5] and [17]. 3 

NATIONAL DETECTION STRATEGY 4 

2.15 According to Ref. [4], the State, through its coordinating body or mechanism, should: ensure the 5 
development of a comprehensive national detection strategy based on a multi-layered defence in depth 6 
approach within available resources.” 7 

2.16 Ref. [5] continues that “[t]he national detection strategy should determine the scope of, and 8 
priority assigned to the nuclear security detection architecture. It should articulate objectives for the 9 
detection systems and measures, and provide the basis for assignment of functions, including 10 
cooperation and coordination between the competent authorities and allocation of resources.”    11 

2.17 The movement of nuclear and other radioactive material occurring via transit routes into and out 12 
of the State should be considered in the national detection strategy. When performing a national threat 13 
assessment, as described in Ref. [4], competent authorities should work closely together and consider: 14 
“[t]he threat through and to the transboundary movement and transport of goods and movement of 15 
persons.”  16 

2.18 Taking into account factors such as level of risk, location, size, volume and type of traffic, cost 17 
of detection systems and strategic importance, States should consider applying a graded approach by 18 
prioritizing their D-POEs and border areas in order to implement detection systems and measures in 19 
higher priority locations.  20 

NUCLEAR SECURITY DETECTION ARCHITECTURE POLICY AND STRATEGY 21 
ATTRIBUTES FOR STATE BORDERS 22 

2.19 As described in Ref. [9] regarding the first step of planning a nuclear security detection 23 
architecture, “planners review the goals3 of the detection architecture … and develop specific, 24 
measurable and actionable descriptions of activities that need to be completed to achieve these goals.  25 

2.20 These descriptions, referred to as functional outcomes, can be developed at different levels of 26 
specificity, and articulate specific directions for the design of the detection architecture….” 27 

2.21 The goals and functional outcomes for D-POEs and border areas should be based upon the policy 28 
and strategy attributes detailed in paragraph 3.4 of Ref. [5]. The sustainability of the detection systems 29 
and measures, as well as their ability to address the insider threat through mechanisms such as 30 

                                                 

3 In this publication, as in Ref [9], ‘goals’ refer to high-level statements that set general direction and ‘functional 
outcomes’ refer to specific descriptions of actions to be performed. 
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trustworthiness programmes, should also be taken into account when planning and implementing 1 
detection systems and measures at State borders. 2 

 3 

 4 
3. PLANNING, IMPLEMENTING, AND EVALUATING DETECTION SYSTEMS 5 

AND MEASURES AT STATE BORDERS 6 

3.1 Developing and sustaining systems and measures for the detection of nuclear and other 7 
radioactive material out of regulatory control at State borders involves three phases: planning, 8 
implementation, and evaluation. The State should identify a lead organization or coordinating body that 9 
will be responsible for each of these phases.  Each of these phases is discussed in the sub-sections to 10 
follow. 11 

PLANNING PROCESS FOR DETECTION SYSTEMS AND MEASURES AT STATE BORDERS 12 

3.2 During the planning phase, the competent authority responsible to ensure detection at state 13 
borders should draft and finalize the ConOps and the design for the systems and measures. The ConOps 14 
sets out the decision-making processes and the general activities expected to occur during the operation 15 
of detection systems and measures.  A ConOps for operational organizations is not a standalone 16 
document.  Typically, a ConOps is a section in a national joint-agency plan for operations and response 17 
to a nuclear security event. The design complements the ConOps by identifying the physical location of 18 
detection instruments either within a D-POE or in a border area. The design also includes inspection 19 
locations, traffic flow and control mechanisms, locations of border personnel and supporting 20 
communications infrastructure (i.e. command centres, camera locations, central and local alarm 21 
stations).  22 

3.3 The ConOps and design should document the goals for the detection systems and measures, 23 
identify the relevant competent authorities and designate the organizational roles and responsibilities, 24 
taking into account information such as the location of the detection systems and measures, operational 25 
scenarios, constraints and limitations. The ConOps and design should also describe the characteristics 26 
of the detection system in an integrated way, including operations, staffing, facilities and maintenance 27 
plans.  The ConOps and design should be agreed upon by relevant competent authorities and other 28 
organizations who are affected by the detection systems and measures.   29 

3.4   The ConOps and design are important inputs to define the specifications for equipment 30 
procurement and to develop and finalize the SOPs.  The ConOps addresses the overall decision-making 31 
process for detection; the design shows the physical deployment of equipment and identifies the 32 
information needed to support the ConOps.  A site’s ConOps provides a high-level overview of the 33 
decision-making process (it describes who should do what, when, and where). The SOP provides 34 
specific step-by-step instructions for processing traffic (alarming and non-alarming), operational 35 
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coordination and information sharing (it describes how personnel should do their assigned tasks). More 1 
details on the type of information included in a SOP and how to develop a SOP for a D-POE or border 2 
area is provided in paragraphs 3.63 – 3.70. 3 

3.5 When determining the level of detail each document should include, States should consider the 4 
purpose and intended audience of each document. For example, for planning purpose, the ConOps and 5 
design may specify generally how information will be shared, with whom, and generally where 6 
equipment will be located; these planning processes help determine the number of staff needed and the 7 
type of equipment that would be deployed. Once the equipment has been deployed, the SOP would 8 
specify details for how information is shared among staff, which equipment to use and where it is 9 
located, for example. For training or reference purposes, details on how to turn on a piece of equipment 10 
might be found in the relevant equipment manuals and could be more detailed than a SOP. 11 

3.6 Sample templates for ConOps and SOPs can be found in Annexes I and II. States may find it 12 
useful to share experiences with other countries in order to understand good practices and common 13 
challenges related to ConOps and SOPs. 14 

3.7 For example, the ConOps may say that personal safety should be considered when implementing 15 
detection systems and measures, while the SOPs describe this in more detail saying that personal 16 
radiation detectors (PRDs) should be used by FLOs for personal safety during all detection activities.  17 
The PRD instruction manual would give information about how to turn on and read the PRD.  In another 18 
example, if the ConOps says that all inbound trucks should be monitored by a radiation portal monitor 19 
(RPM), the SOP might describe which FLO operates the RPM workstation to process the alarms.  The 20 
workstation manual would provide detailed steps on using the software. 21 

3.8 The development of the ConOps and design should be an iterative process, as they are 22 
complementary to one another. Once the roles and responsibilities have been documented and the 23 
ConOps and design have been developed, the major components of planning the detection systems and 24 
measures should be in place. Detailed guidance for designating roles and responsibilities, drafting and 25 
finalizing a ConOps and design and ensuring the sustainability of the system is set out in the subsections 26 
to follow. 27 

Designating Roles and Responsibilities 28 

3.9 All competent authorities and other organizations with nuclear security responsibilities related to 29 
State borders should be identified in the ConOps and design. Competent authorities and stakeholders 30 
with responsibilities for borders include but are not limited to the organizations responsible for: 31 
deploying or installing radiation detection equipment; operating radiation detection equipment; 32 
maintaining radiation detection equipment; conducting border protection and customs control; 33 
overseeing traffic control and/or processing of people/cargo; operating the overall facility (e.g., airport 34 
authority, port authority); providing technical expert support in case of a radiation alarm or of detection 35 
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of material outside regulatory control; responding to a nuclear security event; transporting and 1 
temporarily storing detected material; and providing operational information such as intelligence. 2 

3.10 The roles and areas of responsibility agreed upon for each of the competent authorities and other 3 
organizations should be documented, in order to ensure a common understanding of these roles and 4 
areas of responsibilities. One or more organizations may be designated as FLO organizations that are 5 
responsible for operating the detection systems and measures. Different organizations may carry out 6 
different types of inspection (persons, cargo, vehicles/vessels, baggage) according to their specific areas 7 
of responsibility (D-POEs, border areas). National and local level jurisdictions should be taken into 8 
account when identifying the FLO organization and their roles and responsibilities. Some stakeholders 9 
are private organizations and not part of a government agency, such as baggage handlers at airports or 10 
longshoremen at seaports, but effective operations will rely on their cooperation and coordination. 11 

3.11  Potential complicating factors should be considered when designating roles and responsibilities 12 
for competent authorities and other organizations, such as when the owner of the equipment is not the 13 
same as the organization that operates or repairs it or when the authority responsible for adjudicating an 14 
alarm does not have jurisdiction in the location where detection equipment is located. Notably, 15 
organizational responsibilities and jurisdictions should be considered when determining equipment 16 
locations.  For example, if Customs is responsible for responding to radiation detection alarms and the 17 
detection equipment is located in a part of an international airport where Customs has no jurisdiction, 18 
the ConOps can be complicated by multiple agency coordination requirements.   19 

3.12 The organizations responsible for approving the design should be clearly identified, along with 20 
the level at which they are to approve the design (facility, local, national).  An approval process for the 21 
design should be put in place during the planning phase because it can affect permitting and on-site 22 
construction activities (when civil works are involved) and equipment deployment during the 23 
implementing phase. 24 

Drafting a ConOps 25 

3.13 As noted earlier in this section, the ConOps sets out the decision-making processes and the general 26 
activities expected to occur during the operation of detection systems and measures.  The ConOps may 27 
be informed by the specifications set out in the national-level detection strategy and the nuclear security 28 
detection architecture design, described in Ref. [5].   29 

3.14 The ConOps should generally include:  30 

a)  The goals and functional outcomes of the detection process;  31 
b) Any existing regulations, policies and constraints affecting operations;  32 
c) Activities and decision processes for detection and initial assessment as well as interactions 33 

among identified parties;  34 
d) An assignment of responsibilities to an appropriate competent authority or other organization 35 

for each detection-related activity; and  36 
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e) An assignment of responsibilities for maintaining and ensuring sustainability of the 1 
operations.   2 
 3 

3.15 A well-defined ConOps is critical to ensure a common understanding of roles, responsibilities, 4 
competencies, and actions of all competent authorities and stakeholders involved in the operation of the 5 
detection systems and measures.  6 

3.16 States should develop effective ConOps documents that describe how nuclear security detection 7 
measures integrate into normal, routine operations without negatively impacting the competent 8 
authorities’ other missions at borders.  Competent authorities and other organizations with 9 
responsibilities for securing State borders manage a variety of complex situations within the context of 10 
many different national security objectives. A meeting with relevant representatives from all identified 11 
competent authorities and other stakeholders at a D-POE and/or border area should be one of the first 12 
activities in the development of the ConOps.  13 

Systematic Approach to Developing ConOps 14 

3.17 The ConOps should define and describe the general process of how information and equipment 15 
are used to detect material out of regulatory control and to perform an initial assessment to determine 16 
whether an alarm/alert qualifies as a nuclear security event. This understanding is needed to implement 17 
an effective design for nuclear detection system and measures that includes both physical and 18 
operational aspects. 19 

3.18 Specifically, the ConOps should describe the general process the FLO should follow to determine 20 
whether an instrument alarm or information alert qualifies as a nuclear security event, and should include 21 
a description of a logical progression of activities for making this determination.  22 

3.19 A systematic approach should be used to detect material out of regulatory control and declare a 23 
nuclear security event, and such an approach should be reflected in the ConOps.  The main stages of a 24 
systematic approach for detecting material out of control are:  25 

− Stage 1: Primary detection by instrument alarm and/or information alert; 26 

− Stage 2: Confirmation of the primary detection;  27 

− Stage 3: Confirmation or denial of presence of a radiation hazard;  28 

− Stage 4: Information gathering, identification, and analysis; 29 

− Stage 5: Confirmation of innocent alarm (see paragraph 4.10 for a description of this term) or 30 
declaration of nuclear security event and notification of the competent authorities. 31 

Radiation protection and safety of the FLO should be considered during all stages.   32 

3.20 A ConOps typically includes a flowchart and text that answers the high-level questions of who, 33 
when, and where operations will be conducted. FIG. 1 depicts a generic detection and assessment 34 
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process in the form of a flowchart based on the five stages described above.  Such a flowchart is useful 1 
for communicating a ConOps because it clearly shows each step of the decision-making process the 2 
FLOs will use for the detection systems and measures. The process shown in FIG 1 can be tailored to 3 
specific D-POEs or border areas. 4 

3.21 Developing the ConOps based on these five stages can help States to ensure a systematic and 5 
consistent approach to nuclear security detection. These stages can be adapted to be effectively 6 
integrated into existing security processes at D-POEs or border areas depending on a State’s individual 7 
considerations and constraints.  Each of the five stages is described in more detail in the sub-sections to 8 
follow. 9 

 10 

 11 

FIG. 1. Generic Concept of Operations (ConOps) Flowchart 12 
 13 

Stage 1: Primary detection of alarms and/or alerts 14 

3.22 The process to detect material out of regulatory control begins with primary detection, when the 15 
FLO receives an information alert4 and/or an instrument alarm5 is triggered.  Information alerts at the 16 
border may originate from operational information of FLOs, based on behavioural clues or suspicious 17 

                                                 

4 According to Ref. [5], an information alert is time-sensitive reporting that could indicate a nuclear security 
event requiring assessment, and may come from a variety of sources, including operational information, medical 
surveillance, accounting and consigner/consignee discrepancies, and border monitoring. 
5 According to Ref [5], a signal from a detection instrument or set of such instruments that could indicate a 
nuclear security event requiring assessment. An instrument alarm may come from devices that are portable or 
deployed at specific locations and operated to augment normal commerce protocols and/or in a law enforcement 
operation. 
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activities of the persons crossing the border, from the discovery of falsified or inaccurate documents, or 1 
from complementary technologies (e.g., x-ray) that show inconsistences between declared and actual 2 
items crossing a border. An information alert may also come from other authorities within the State or 3 
from another State.  In this case, there should be an established procedure for receiving notifications on 4 
information alerts and a process in place for follow-on actions. For example, depending on the credibility 5 
and type of information, it may be decided to intensify checks and controls at the border.  6 

Stage 2: Confirmation of the primary detection  7 

3.23 At Stage 2, the FLO should confirm the validity of the primary detection, in particular to establish 8 
whether the alarm is false. A false alarm could occur, for example, when there is an alarm with no 9 
radiation present due to an equipment malfunction.  A primary alarm can be confirmed by screening the 10 
person, vehicle or item that triggered the primary alarm with radiation detection equipment. 11 

3.24 At the conclusion of stages 1 and 2, the FLO can decide to either release the alarming entity (i.e., 12 
person, vehicle, or item) if the primary alarm is false or investigate further if the alarm was confirmed. 13 

Stage 3: Confirm or deny presence of a radiation hazard 14 

3.25 At Stage 3, the FLO should decide if it is safe to proceed or not using the operational procedures 15 
developed according to national regulations.6 If the FLO determines it is unsafe to proceed to the next 16 
stage due to an actual or potential radiation hazard, the appropriate response organization(s) should be 17 
notified and appropriate protective actions and other response actions implemented (such as establishing 18 
an inner cordoned off area and evacuating the area) as required in Refs [10, 11, 12, 13]. The competent 19 
authorities should determine whether the situation constitutes a nuclear security event. 20 

Stage 4: Information gathering, identification, and analysis 21 

3.26 At Stage 4, if the presence of radiation is confirmed and it has been determined that there is no 22 
radiation hazard, the FLO or expert support personnel, depending upon the agreed-upon ConOps, should 23 
gather and analyse the available information and conduct follow-up and/or additional inspections to 24 
determine whether it was an innocent alarm or a non-innocent alarm. The inspections can be, for 25 
example, verification with an isotope identification instrument, document inspection, or other analysis 26 
and confirmation of information.  27 

3.27 If the FLO is presented with documentation and signage, placards, and labels for a declared and 28 
legal shipment of controlled nuclear or radioactive material, the FLO or expert support personnel should 29 
refer to the steps outlined in Annex III for verifying declared shipments of nuclear or radioactive 30 
materials with the use of specialized detection equipment. 31 

                                                 

6 IAEA guidance defines a radiation hazard, but the established dose limits may differ among Member States. 
According to Ref [18], the IAEA safety standards “can be used by States as a reference for their national 
regulations in respect of facilities and activities.” 
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Stage 5: Confirmation of innocent alarm or declaration of nuclear security event and notification 1 
of the competent authorities 2 

3.28 Based upon the information gathered and the established procedures in Stage 4, at Stage 5, the 3 
FLO may either release or detain the alarming entity and record the event. In the case of detention, the 4 
FLO should notify the relevant competent authorities to initiate response procedures. If the FLO cannot 5 
resolve the type of alarm (e.g. innocent or non-innocent), then the FLO should contact technical expert 6 
support for additional information gathering and analysis assistance. 7 

3.29 If the radiation level measured or the material found during the additional inspection presents an 8 
imminent health, safety, or security threat, a secure area should be defined, the material should be 9 
secured, and notifications should be made to the relevant competent authorities.  The roles and 10 
responsibilities and the process for these actions and notifications should be documented as appropriate 11 
in the ConOps and in the relevant response plans.  12 

3.30 Responsibilities for securing materials and placing them under regulatory control as well as 13 
notification may be shared by more than one organization or a single entity may have multiple roles. 14 
Response actions should be decided by the designated authorities and/or organisations and the relevant 15 
command and control mechanisms established in accordance with response plans and procedures. 16 

General considerations for drafting ConOps 17 

3.31 The regular transport of nuclear and radioactive material across State borders should be taken into 18 
account during the planning and development of the ConOps.  Nuclear and radioactive materials are 19 
widely used in authorized activities, including in the nuclear fuel cycle, medical and industrial 20 
applications, agriculture, and scientific research, and can be transferred across borders between 21 
authorized locations where they are stored, used or produced. Additionally, there are several common 22 
products that are regularly transported for trade that include naturally occurring radioactive material 23 
(NORM), such as fertilizer, tiles, and rocks [19].  Detection instruments are needed to detect, locate, and 24 
identify the source of radiation, taking into consideration radiation safety measures. The identification 25 
of the source(s) of radiation assists in determining whether an alarm is innocent or not and whether a 26 
nuclear security event should be declared. The isotope identification can also provide critical 27 
information to competent authorities in the case that response measures are activated. 28 

3.32 The ConOps should also describe how information alerts will be processed by the relevant 29 
competent authorities. An information alert may provide information about material out of regulatory 30 
control entering or leaving a State, either through D-POEs or border areas. [5]. However, the validity of 31 
the information should be checked and procedures implemented to make sure sufficient information is 32 
gathered when acting on an information alert.  33 

3.33 In addition, information sharing protocols should be taken into account in the development of the 34 
ConOps, whether internally within a competent authority, among national-level agencies, among States, 35 



 

14 
 

or with international organizations through regular communication channels. For example, information 1 
exchange among States can be used to target containers, conveyances, cargo, or persons for a higher 2 
degree of inspection scrutiny to detect materials out of regulatory control.   3 

Designing the Systems and Measures 4 

3.34 National detection strategy objectives should inform the design goals for D-POEs or border areas. 5 
In addition, the physical location of and timeline for each detection stage should be clearly specified by 6 
the design. For example, a design goal for an individual site may specify that primary inspection using 7 
fixed detection instruments will be conducted by FLOs on all in-bound traffic (e.g., persons, vehicles 8 
and cargo). Additionally, the design may specify that following an information alert, search teams with 9 
mobile detection instruments will be deployed to patrol a specific area. An initial on-site survey may be 10 
necessary to develop a draft design. 11 

3.35 The design should clearly identify traffic flow and control mechanisms, locations of detection 12 
instruments, inspection locations, checkpoints or border patrol areas, supporting computer and 13 
communications equipment (central alarm station, local alarm station, workstation, national 14 
communication system, server room) and infrastructure.  The design should also specify where a person 15 
or conveyance that is screened will be isolated while the initial assessment and secondary inspection is 16 
conducted. Secondary inspections may include additional inspections such as x-ray scans or physical 17 
searches to verify the contents of the container, conveyance, cargo, or body of a person. In the event that 18 
further inspections and additional time are required to resolve the alarm or alert, a temporary 19 
holding/storage location should be identified in the design, taking into account the relevant safety and 20 
security requirements. Temporary storage also serves as a material seizure point and could aid recovery 21 
of missing or stolen nuclear and other radioactive material out of regulatory control. 22 

3.36 In the following sub-sections, more detail is provided on detection instrument types and 23 
communications and supporting infrastructure that could be included in the design. 24 

Detection Instrument Types  25 

3.37 Radiation detection equipment can detect, locate, and identify nuclear and other radioactive 26 
material. Detectors may also be able to record and store data measurements, download data to a 27 
computer, transmit data to a centre of operations or to technical expert support or may be equipped with 28 
a global positioning system and be suitable for mapping large areas. Radiation detectors can be portable, 29 
mobile or fixed, which allows for deployment flexibility. Advanced spectroscopic detectors can both 30 
detect and identify radionuclides, though they are rarely used for primary detection at borders due to 31 
their complexity and cost. Detection equipment that is deployed should be based upon technically sound 32 
and proven technology.  33 

3.38 The basic types of radiation detection equipment that can be used for detection purposes at D-34 
POEs and at border areas are: 35 



 

15 
 

• Personal Radiation Detectors (PRDs); 1 

• Hand-held gamma and/or neutron survey meters; 2 

• Hand-held Radionuclide Identification Devices (RIDs); 3 

• Backpack-based Radiation Detectors (BRDs) (with or without nuclide identification capability); 4 

• Vehicle Mounted Radiation Detection Systems (with or without nuclide identification 5 
capability); 6 

• Fixed Radiation Portal Monitors (RPMs); 7 

• Conveyor Belt Radiation Monitors; 8 

• Airborne Radiation Detection Systems; and 9 

• Maritime Radiation Detection Systems. 10 

These are described further in Appendix I and additional detailed information on detectors and system 11 
requirements is included in Ref. [20], which also provides information about choosing appropriate 12 
equipment based upon functional requirements. 13 

3.39 The design should take into consideration the optimal operating conditions of the equipment types 14 
available. For example, fixed equipment is optimally suited to controlled traffic because detection 15 
sensitivity depends upon conditions such as vehicle speed and distance from the instrument to the entity 16 
being scanned.  Limitations apply to all types of equipment, each of which has a sensitivity range and 17 
other requirements for optimal detection.  18 

3.40 Choosing equipment involves making trade-offs.  For example, fixed installations provide for the 19 
most sensitive detection capability and largest volume of scanning, but at a higher cost.  Protective 20 
barriers may be needed to protect equipment from damage, and traffic control measures have to be 21 
defined. Mobile detection systems, which may have less detection sensitivity compared to fixed systems, 22 
allow for greater operational flexibility in deployment locations. Portable equipment may not offer as 23 
much sensitivity as fixed or mobile systems, but these instruments can be less expensive to deploy and 24 
maintain, and they offer a high degree of operational flexibility.  25 

3.41 Other factors to consider when determining which equipment type to use and where to locate it 26 
include: climate conditions (temperature, wind, dust, humidity, flooding, etc.); estimates of traffic and 27 
alarm volumes; natural background radiation; physical layout of the facility; existing infrastructure such 28 
as stable power and communications; possible interference from nearby inspection devices which emit 29 
radiation (e.g. gamma or X-ray non-intrusive inspection devices); sufficient physical space for 30 
secondary inspection and detainment of goods, persons or conveyances; and measures to protect 31 
equipment from damage, theft and sabotage. Additional factors to consider are cost, detection sensitivity 32 
needs staffing requirements and sustainability.  33 
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Communications and Supporting Infrastructure 1 

3.42 In addition to setting out the types and locations of detection systems to be used, the design should 2 
specify how information will be communicated and presented in order for FLOs to effectively make 3 
decisions during the detection process. For instance, if information will need to be shared between 4 
detection equipment locations and local command centres, or between local and headquarters offices, 5 
the design should identify which communications system (e.g. computers, cameras, servers, software) 6 
and infrastructure (e.g. power, type of cabling) will be needed. The design should detail any regulatory 7 
or other requirements for storing, analysing and transmitting data generated by the radiation detection 8 
equipment as well as how the information will be collected, integrated, retained, and removed. The 9 
design might also specify that fixed portal monitor data such as count rate should be sent over a network 10 
to the FLO along with a camera image of a vehicle passing through the monitor, or that closed channel 11 
communication devices should be available to patrol teams which can send spectral data collected from 12 
a detection instrument over a wireless network to headquarters. 13 

3.43 For detection systems and measures that have multiple sets of equipment reporting to a central 14 
alarm station, the design should set out the method for networking. The design should also address 15 
factors such as the bandwidth needed, distance and number of locations to be connected.  16 

3.44 The design should specify the infrastructure needed to support the instruments. Installations of 17 
fixed equipment may require foundations, protective bollards, stable power, backup power, and a means 18 
to identify alarming objects, such as cameras with a video link.  A detection system without RPMs still 19 
needs power and communication connections. Use of certain handheld and mobile detection equipment 20 
may need a constant power supply for operation or for regular recharging. Additionally, information 21 
from mobile or handheld devices may need to be downloaded and transferred to computers; thus, a 22 
computer connection could be needed. 23 

3.45 Further, the design should set out the infrastructure for receiving information alerts, protecting 24 
information, and sharing information. Accordingly, it should address information and cybersecurity 25 
measures, as required by the State or according to site-specific requirements. At some locations, 26 
information may be shared over dedicated communication channels, such as fiber optic lines or wireless 27 
networks. The competent authorities should evaluate the capabilities of potential adversaries and 28 
determine the extent to which communications need to be protected and whether measures such as 29 
encryption will be required. 30 

Finalizing the ConOps and Design 31 

3.46 The ConOps and design should be formal documents (or a single, combined document) that are 32 
developed and approved by all appropriate competent authorities and stakeholders impacted by the 33 
detection systems and measures. Representatives from the organizations participating in development 34 
of the ConOps and design should include decision-makers that have the authority to commit their 35 
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organizations to roles and responsibilities, including financial obligations, as well as operational staff 1 
that can ensure development and implementation of an operationally viable plan. 2 

3.47 Before the ConOps and design are finalized, a site survey at the location of the detection systems 3 
and measures operations should be conducted. A site survey is an activity by which a D-POE or border 4 
area is reviewed to confirm local conditions, validate plans, and identify options for the possible location 5 
of radiation detection equipment, data processing and communications systems, and infrastructure.  6 

3.48 The goal of the site survey is to collect information and document the following: physical layout 7 
of the deployment area; the standard vehicle, container, and pedestrian traffic patterns for facility entry, 8 
exit, import, export, transit, and transhipment; existing infrastructure, including communications and 9 
power source; information flow among competent authorities and stakeholders (e.g. customs, border 10 
guard, port authority, port operator, facility security, and potentially others); and local regulations and 11 
governing procedures.  12 

3.49 When performing a site survey for installing fixed equipment, it is necessary to to assemble a 13 
team of technical experts capable of developing civil, electrical, and communications network designs, 14 
and engineering and contracting officials to determine construction requirements and initiate planning 15 
for construction. All survey teams should include stakeholder representatives to facilitate discussion on 16 
how alarm response will be handled at the site/patrol area and how this process will influence decisions 17 
on detection equipment placement, and radiation detection experts who can complete a background 18 
radiation survey. The output of the radiation survey will inform the requirements for the design and the 19 
operations of the system. 20 

3.50 It is helpful to test the proposed ConOps and design with different scenarios that simulate the 21 
decision-making process under different conditions (e.g., during a power failure, during extremely 22 
crowded conditions, during shifts with fewer staff, or when secondary inspection areas are very distant 23 
from the patrol area).  This can help to validate assumptions and identify gaps in the ConOps and design. 24 

3.51 The formal meetings to revise and approve the ConOps and design could be facilitated by the 25 
competent authority having the lead role in detection at the D-POE and/or border area. Agreements 26 
reached in the meeting(s) should be approved by all parties and documented.  27 

Sustainability Planning 28 

3.52 During the planning process, States should document their plans for long-term sustainability of 29 
the detection systems and measures, including equipment lifecycle budgeting and human resources 30 
development, in order to ensure system effectiveness over time. 31 

3.53 A key component of sustainability planning is establishing a means by which detection equipment 32 
will be maintained and repaired long-term, including establishing responsibility for the equipment itself 33 
and for payment of repair services, tools, and spare parts, as well as a plan for training of maintenance 34 
and repair personnel. Regular training schedules should be developed for personnel operating detection 35 
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systems, with attention given to the development of training materials and certification of the trainers. 1 
Competent authorities should work with vendors to understand and plan for equipment lifecycle costs. 2 

3.54 Sustainability planning should also establish a method for assessing system performance, 3 
including both equipment and staff performance, and a budget for a lifecycle plan to account for 4 
equipment aging, obsolescence and eventual upgrade or replacement. Recurring costs such as staffing, 5 
training, and any other costs related to operating detection systems should be incorporated into the 6 
annual budgets of the relevant competent authorities.  7 

3.55 According to Ref [1], the assigned competent authorities should be provided with “sufficient 8 
financial, human and technical resources to fulfil these [nuclear security] responsibilities.”  National 9 
level regulations such as legal requirements for detection at State borders can also justify continuing 10 
budget allocations for activities associated with the long-term sustainability of detection systems and 11 
measures. 12 

IMPLEMENTING DETECTION SYSTEMS AND MEASURES AT STATE BORDERS 13 

3.56 The implementation phase includes equipment selection and procurement, deployment, 14 
acceptance testing and training. Additionally, the SOPs should be drafted during this phase, indicating 15 
how the operation of the detection systems and measures will be conducted at the D-POE and/or border 16 
area.  17 

Equipment Selection and Procurement 18 

3.57 Equipment specifications should be established before equipment selection and/or procurement. 19 
The choice of equipment should be derived from the ConOps and design, national-level guidance (e.g., 20 
from the national threat assessment, the national detection strategy, the nuclear security detection 21 
architecture design, and/or established equipment performance requirements or regulations) and 22 
sustainability planning. In the following sub- sections, further information is provided on selecting and 23 
procuring radiation detection instruments and communication systems. 24 

Radiation Detection Instruments 25 

3.58 Radiation detection instruments should meet established international and/or national standards 26 
and specifications to ensure adequate performance.  Guidance for how to develop these standards and 27 
specifications can be found in Ref. [20].   28 

3.59 Procurement decisions frequently involve trade-offs between cost and functionality.  Key 29 
procurement considerations related to equipment functionality include: ability of the equipment to 30 
support the ConOps and design; ability to detect and/or measure radiation levels consistent with the 31 
materials of national interest; ability to identify material of interest; reliability under local environmental 32 
conditions; ability to meet operational availability requirements; ability to meet requirements for data 33 
display, storage, and retention; calibration requirements; certification; training requirements; and ease 34 



 

19 
 

of use. Procurement considerations related to cost include initial equipment cost; 1 
installation/deployment cost, including auxiliary systems such as traffic control and communication 2 
systems; cost of maintenance and spare parts; local availability of maintenance and repair services; long-3 
term availability of spare parts; cost to install and maintain the supporting infrastructure; and staffing 4 
costs associated with operating and maintaining the equipment.  Procurements should also include 5 
warranties for hardware and software. During selection and procurement, States might wish to take into 6 
consideration that radiation detection equipment may already exist on-site or may be in use by the 7 
organization responsible for site operations for other purposes (e.g., safety, emergency preparedness and 8 
response). 9 

Communication Systems 10 

3.60 A radiation detection system typically includes a communication system to share alarm and alert 11 
information with the operators, technical expert support, responders, and/or other stakeholders. The 12 
elements of the communications system should include methods to exchange information between 13 
competent authorities and recover data after an unplanned shutdown or failure. 14 

3.61 Verbal communication of data is the most basic communication system. More complex 15 
alternatives include digitally collecting and recording data at a centralized location (e.g., at a central 16 
alarm station and/or national response centre) with access by multiple stakeholders. Hardware and 17 
software purchased or developed for communications should be carefully planned and budgeted for. 18 
Some budgeting considerations include computer maintenance and the need for regular equipment 19 
updates.  Security features of hardware and software should be specified in the procurement in 20 
accordance with ConOps and system design requirements. 21 

Equipment Deployment 22 

3.62 After completing the equipment selection and procurement activities, equipment deployment 23 
and/or installation can commence. Deployment of the system may involve civil work, equipment 24 
shipping and delivery, installation and configuration of the detection systems. Quality assurance should 25 
be applied to ensure that deployed systems meet specified requirements. Depending upon the scope of 26 
the deployment activities, support may also include developing and executing contracts, establishing 27 
new electricity and network connections and rental or use of inspection and office space. 28 

Developing SOPs 29 

3.63 SOPs are detailed written documents that describe how the systems and measures defined in the 30 
ConOps and design should be implemented by the competent authorities in order to ensure effective 31 
detection. For example, the SOPs should set out in detail how FLOs should determine whether an alarm 32 
and/or alert indicates that there is a nuclear security event. A well-written SOP can help ensure that 33 
detection activities are consistent, efficient, effective, and reproducible.  An SOP template is provided 34 
in Annex II. 35 
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3.64 The SOPs should be drafted once the ConOps and design has been finalized. The competent 1 
authority with the lead role in detection efforts at a D-POE or border area should have the primary 2 
responsibility for drafting the SOPs in cooperation with any other stakeholders who will be following 3 
them as part of their daily operations. This authority also has the responsibility for reviewing SOPs after 4 
the implementation phase and updating them when needed, for example, if the site configuration 5 
changes. SOPs should be placed under version control. 6 

3.65 More than one SOP may need to be developed to implement the actions specified in the ConOps. 7 
The number of SOPs required depends upon factors such as the number or organizations involved in 8 
operating the detection systems, the type of SOPs competent authorities already have in place, and 9 
whether current operational procedures could include the relevant detection-related operational 10 
procedures. The SOPs should consider the complexity of the system (e.g., hardware, software), but their 11 
content should consist of simple instructions for the end users. It can be helpful to include schematic 12 
overviews (e.g., flow charts) that refer to other more detailed documents or to use pre-existing formats 13 
as a basis for SOP development. SOPs may address information-based versus instrument-based 14 
detections, the type of D-POE or border area, the different operating steps, the different organizations 15 
involved in the detection systems and measures, and different groups of operational staff. 16 

3.66 The SOPs should use clear language, tailored to the target audience, should avoid ambiguity and 17 
alternatives unless absolutely necessary within the technical requirements and should maintain the 18 
balance between the need for detail and usable length. SOPs should also address the daily responsibilities 19 
of the operating staff with respect to the hierarchical structure of the implementing authority.   20 

3.67 The safety measures to be put in place and limits for radiation exposure based on State regulations 21 
should be detailed in the SOPs, and the SOPs should be consistent with related State border-specific 22 
rules (e.g. safety regulations at port terminals, how to pull a shipping container from the stack for 23 
inspection). SOPs should also include an updated list of contacts (e.g., technical expert support, 24 
maintenance personnel, response team) clearly indicating whom to contact and under which 25 
circumstances.  26 

3.68 The SOPs should also include deployment details and equipment locations, examples of alarm 27 
information displays, instructions for operating software and levels of access, actions necessary for 28 
traffic and speed control, and actions to move the alarming goods, persons, and conveyances to the 29 
secondary inspection area. They should contain clear directions for the FLO on how to recognize the 30 
type of alarm and what actions to take; how and when to use instruments in the alarm adjudication 31 
process including uploading and reporting data; and any required routine maintenance (physical checks) 32 
such as battery checks.  The SOPs may also include recommended techniques for searching goods, 33 
persons and conveyances, guidance on establishing isolation areas and guidance on how to notify 34 
competent authorities in the case of a nuclear security event. 35 
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3.69 A document that describes commonly detected NORM and medical treatment isotopes can be 1 
useful in assisting FLOs in making alarm decisions and could be attached to the SOP as a reference.  2 
The free, IAEA-developed smartphone application Tool for Radiation Alarm and Commodity 3 
Evaluation (TRACE) is also a helpful tool for adjudicating alarms. 4 

3.70 The SOPs should provide details on who receives an information alert and how, instructions for 5 
processing the alert, and for the notification of competent authorities and other organizations, as 6 
appropriate. When considering information alerts, the SOP should include an action plan and/or 7 
checklist to help confirm whether the subject of the alert possesses any material out of regulatory control. 8 
The SOP should consider what actions from the instrument alarm process are applicable. 9 

Staffing for Detection Systems 10 

3.71 For detection systems and measures to be effective, sufficient staff are needed to operate, maintain 11 
and sustain them appropriately. FLOs and other key personnel at State borders are typically responsible 12 
for all security-related functions, and accordingly, staffing decisions should take into account staff 13 
members’ competing priorities and job functions.  14 

3.72 Before and during the deployment period, competent authorities should identify staffing needs 15 
for operation, maintenance and expert support of detection systems and measures. Additional staff may 16 
need to be hired or external support may need to be contracted to meet these staffing needs. 17 
Considerations in staff planning should include possible rotation of personnel, attrition, changes in 18 
technology or procedures, and continuity of detection knowledge, skills and abilities. In order to ensure 19 
consistent and efficient training, radiation detection should be integrated into the basic training 20 
curriculum for FLOs. 21 

3.73 Key staffing considerations should include but are not limited to: the number of personnel 22 
required to perform specific tasks identified in the ConOps and specific site-level or border area-focused 23 
SOPs; the qualifications, knowledge, and experience necessary to fulfil the various roles and 24 
responsibilities outlined in the ConOps and SOPs; budget and associated limitations; the trustworthiness 25 
of personnel; and the provision of training, exercise and awareness programs to improve staff 26 
effectiveness and sustainability.  27 

Human Resources Development 28 

3.74 Human resource development should be initiated during this phase in order to identify the staff 29 
that should be trained and their training needs. Human resource development involves detailed planning 30 
and investment to ensure the effective and successful operation of radiation detection systems, 31 
equipment maintenance and repair and sustainability.  32 

3.75 Various types of training should be considered for all relevant personnel tailored to their roles and 33 
responsibilities in the nuclear security detection architecture and to their different backgrounds. Operator 34 
training for FLOs should be developed and implemented, consisting of training on radiation basics, 35 
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awareness of nuclear security threats, the safe and appropriate use and maintenance of detection 1 
equipment, and relevant SOPs they will be implanting. General awareness training for competent 2 
authorities and staff from other relevant organizations could help develop support for and awareness of 3 
radiation detection activities. Training for maintenance providers will be needed that covers routine 4 
maintenance, repair, and calibration of equipment. Expert technical support personnel can also be trained 5 
on their role in supporting the systems.   6 

3.76 After the detection systems become operational, the relevant competent authority should consider 7 
organizing scenario-based operational exercises such as drills, table-top exercises, and field exercises 8 
for system evaluation in addition to periodic refresher and new officer trainings.  9 

EVALUATING DETECTION SYSTEMS AND MEASURES AT STATE BORDERS 10 

3.77 During the evaluation phase, the detection system should be tested to ensure compliance with the 11 
established design and effectiveness of the SOPs.  The maintenance and training programmes should 12 
also be in place to support the system operation and human resource needs.  During this phase, an 13 
exercise programme may be designed and exercises may be conducted to evaluate the systems and 14 
measures. To ensure long-term effectiveness of the detection system, its performance should be 15 
evaluated on a periodic basis.   16 

System Testing and Evaluation 17 

3.78 The ConOps and design should be used to develop the testing requirements or metrics for system 18 
evaluation.  They provide a documented basis for how the system and measures will be evaluated.  19 
Testing and validation ensure the system operates as planned. The SOPs should be used to evaluate the 20 
system operators to ensure that they have the proper training and skills and that the procedures reflect 21 
the systems and measures deployed, are adequate, and are being followed. The State should identify the 22 
competent authorities responsible for conducting the testing and evaluation. The systems should be 23 
reviewed and should have operational and performance testing on a defined, periodic basis. 24 

3.79 Acceptance testing of detection equipment is normally conducted during the implementation 25 
phase as one of the procurement completion tasks.  Equipment should not be formally accepted from 26 
the manufacturer and/or installer until it has passed acceptance testing in order to confirm that it meets 27 
the functional specifications for the detection system.  During the evaluation phase, the same acceptance 28 
tests may be conducted to confirm that the equipment remains functional long-term.  Regular equipment 29 
checks (i.e., operational tests) using radioactive check sources should be performed to confirm that the 30 
systems are responding as designed. Computer security (information security/cyber security) evaluation 31 
for communications and detection equipment, protocols and procedures should also be carried out. 32 

3.80 Other types of evaluation, such as scenario-based discussion exercises or field exercises, may be 33 
conducted to test components or the entire detection system.  Discussion-based exercises can help to 34 
evaluate whether the ConOps functions adequately under different types of circumstances when 35 
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different organizations are involved.  Field exercises can help to evaluate the deployed detection systems 1 
as well as the planned operations.  Exercises can be designed to focus on specific situations, depending 2 
upon the evaluation goals, and they can be either announced in advance or unannounced.  For example, 3 
by simulating a smuggling attempt through a well-planned exercise, a competent authority can gain 4 
valuable insights into the normal workings at a D-POE. Careful planning is particularly critical for 5 
unannounced exercises to ensure the safety of all participants. More detailed information on planning 6 
and conducting exercises can be found in Ref. [21]. 7 

Validating and Revising SOPs 8 

3.81 During the implementation phase, changes to the systems and measures may have occurred which 9 
impact the ConOps and design.  Since the SOPs should be based upon the deployed system, the SOP 10 
drafts should be modified and finalized after the systems and measures have been deployed, tested, and 11 
exercised.   12 

3.82 The ConOps and SOPs should be revised as appropriate, for example, if there are major 13 
modifications at the D-POE or border area, if changes are made to the detection systems and measures, 14 
if the threat environment changes, or if an exercise or real incident shows that the current SOPs are 15 
insufficient. Training should be updated whenever the ConOps or SOPs have been modified.  16 

 17 

4. CONSIDERATIONS FOR DETECTION SYSTEMS AND MEASURES AT 18 

DESIGNATED POINTS OF ENTRY AND EXIT (D-POES)  19 

4.1 Detection systems and measures at D-POEs have different considerations than in border areas, 20 
leading to a need for different approaches to planning, implementing, and evaluating these systems in 21 
each case.  This chapter discusses considerations that are specific to D-POEs. 22 

4.2 D-POEs are vital for commerce. As States design detection systems and measures to be put in 23 
place at D-POEs, a likely priority is to avoid undue cost and inconvenience to business and travel and 24 
to avoid unduly impeding the flow of legitimate commerce. This requires careful planning to minimize 25 
the impact on the movement of goods and people while effectively carrying out nuclear security 26 
detection.  27 

4.3 Controls over persons, goods, and conveyances moving across the border at a D-POE should be 28 
in place, but the extent of those controls may vary depending on the particular situation. Effective and 29 
efficient nuclear security detection systems and measures should be designed to be well-integrated with 30 
the existing border control systems.  In the following sub-sections, a range of considerations specific to 31 
designing detection systems and measures at D-POEs are addressed. 32 
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Inspection of Large Volumes of People, Goods, and Conveyances 1 

4.4 Some D-POEs process very large volumes of traffic.  If a State’s national detection strategy 2 
includes radiation monitoring of all people, goods, and conveyances crossing D-POEs, then fixed RPMs 3 
or mobile systems with large-volume detectors are often the only realistic detection measure that can 4 
meet this objective without unacceptably impacting the legitimate movement of goods and people. The 5 
controlled traffic flows at D-POEs often have chokepoints that present an opportunity to use these 6 
instruments for radiation detection. The traffic controls used to regulate the flow and speed of vehicles 7 
and pedestrians (e.g., barriers, traffic lights, speed bumps, railings, and turnstiles) can help to keep traffic 8 
moving, while at the same time limiting the occupancy of the detection equipment to a single person or 9 
vehicle at a time, satisfying the specific speed or distance specifications for effective portal monitor 10 
operation. Competent authorities should determine whether the presence of the detection equipment will 11 
be known to the persons being inspected and how alarms will be communicated to operating staff at the 12 
D-POE. 13 

4.5 The system should be able to identify the person or vehicle that triggered an alarm and separate 14 
them from the rest of the traffic flow, which can be challenging in a high-volume environment. 15 
Technologies that could be used include cameras, optical character recognition, license plate recognition 16 
and radiofrequency identification devices. Alternatively, if visual oversight is used for this purpose, the 17 
primary alarm location must be constantly observed. The system design should define whether audible, 18 
visual or both types of alarm indicators are used during primary inspection. Some sites may choose to 19 
keep the audible and/or visual indicators turned off so alarms are only announced remotely through a 20 
workstation, remote alarm panel or phone.   21 

4.6 The information from the detection instruments and identification systems can be integrated into 22 
a communication system that displays the combined information to the FLO, enabling him or her to 23 
locate the alarming person or vehicle.  If this type of system is needed, it should be identified in the 24 
design, and the locations of the FLO workstations will also need to be specified. 25 

Maintaining Traffic Flows  26 

4.7 At D-POEs, primary detection commonly consists of instrument alarms from RPMs or from the 27 
PRDs of FLOs. Detection may also be triggered by information alerts based on investigations of 28 
suspicious activity by FLOs while monitoring people, goods and conveyances transiting the D-POE. In 29 
order to confirm the validity of the alarm or alert, the ConOps should specify how this confirmation will 30 
be performed in the context of the day-to-day operations of the site and traffic processing and control 31 
measures. For example, if alarm confirmation is performed at the location of the primary detection by 32 
redirecting a vehicle back through an RPM, the operational conditions associated with stopping traffic 33 
and resulting long queues should be considered. Also, the timeframe of information collection needs to 34 
be considered.  If the FLO proceeds with additional inspections at the primary inspection location, 35 
normal traffic may be disrupted until the alarm can be fully adjudicated. 36 
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Targeting Criteria 1 

4.8 The goal of 100 per cent radiation screening for all traffic through a D-POE might not be realistic.  2 
The ability to monitor all traffic could be limited due to various logistic and other resource constraints 3 
such as staffing and time available to respond to alarms. In this case, selection criteria should be 4 
developed and implemented to select the persons, goods and conveyances that will be monitored. This 5 
targeting strategy should be described in the ConOps with site-specific procedures described in SOPs.  6 

4.9 The selection criteria should be risk-informed, and include consideration of factors such as threat, 7 
percentage of traffic that can reasonably be screened and supplementary information about the persons, 8 
vehicle or cargo. If the selection criteria are based on easily determined factors such as the destination 9 
or origin of cargo, some randomness should also be included to limit an adversary’s ability to avoid 10 
detection by understanding the standard screening criteria and their limitations. 11 

Legitimate Presence of Radiation 12 

4.10 The ConOps and design should take into consideration that the radiation detection instruments 13 
will have innocent alarms on a regular basis. Innocent alarms are those that result from an actual increase 14 
in radiation level, but for reasons that are not due to inadvertent movement or illicit trafficking of 15 
radioactive materials.  Innocent alarms occur because shipments containing NORM, legal shipments of 16 
radioactive materials and individuals who have had recent medical treatments using radiopharmaceutical 17 
products regularly move through D-POEs. Anticipated rates of alarms should be estimated to determine 18 
general equipment, space and staffing needs for adjudicating the expected alarms.  19 

4.11 Due to the potential for illicit trafficking of nuclear and other radioactive material within a legal 20 
shipment, the systems and measures put in place at D-POEs should consider how the FLOs will confirm 21 
that the presence of radiation is legitimate or not, and whether the declared shipments are accurate and 22 
in compliance with established regulations. FLOs should be familiar with existing transport 23 
requirements for nuclear and other radioactive material. A declared shipment may be used for ‘masking’ 24 
the presence of unauthorized material and may contain nuclear and other radioactive material of a 25 
different type or quantity than is documented in the declaration. A technique for confirming the contents 26 
of a declared shipment is described in Annex III. 27 

4.12 Verifying whether a radioactive material shipment contains only the declared isotopes and activity 28 
is a specialized task, and a State may consider limiting the number of D-POEs through which declared 29 
shipments can be processed for import or export. If a declared shipment triggers radiation detection 30 
equipment alarms, effective alarm assessment will rely on expertise and equipment that may not 31 
normally be present at a D-POE. This lack of onsite expertise may require isolation of alarming cargo 32 
while waiting for expert support response. Limiting the number of D-POEs that are authorized to receive 33 
radioactive materials can make detection and initial assessment processes more manageable. 34 
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Additional Documentation Available for Making Decisions 1 

4.13 A wide variety of supporting documents are typically available to the FLOs at D-POEs to assist 2 
with the assessment of alarms and with the decision-making process. Examples of these documents 3 
include shipping manifests, customs declarations and personal travel documents.  Access to this 4 
information by the competent authority undertaking detection activities should be set out in the design. 5 
Detections should be considered in conjunction with the supporting documents, based upon the 6 
information specific to a particular land border crossing, airport or seaport. For example, if a FLO 7 
receives an instrument alarm on a cargo container, shipping documents including packing lists, bills of 8 
lading, and invoices should be available to the FLO in order to determine if there may be NORM present, 9 
if additional inspections are needed and if there are other inconsistencies in the documentation.  10 

On-site storage considerations 11 

4.14 In order to preserve the flow of traffic and commerce, as well as maintain safety and nuclear 12 
security, the areas for inspections, material isolation and temporary storage in case radioactive material 13 
is intercepted should be addressed in the planning phase. Since some D-POEs might be subject to 14 
regulations or regulatory restrictions preventing them from storing radioactive materials on site; this 15 
may need to be considered in the design or in the ConOps. 16 

Interference from Non-Intrusive Inspection (NII) Equipment 17 

4.15 Shielded radioactive or nuclear material can pass through an RPM without an instrument alarm. 18 
For suspicious cargo, D-POEs should consider using NII systems to detect shielding. NII instruments 19 
include mobile and fixed x-ray, gamma-ray and backscatter systems as well as metal detectors.  These 20 
types of instruments may assist in detecting material out of regulatory control when handheld or visual 21 
inspections of cargo, baggage and conveyances are not possible or sufficient.  22 

4.16 NII equipment can affect the performance of nearby radiation detectors, causing excessive alarms 23 
or other interference with RPMs. If this equipment is used at a D-POE that also uses RPMs, then the 24 
RPMs should be placed as far away from the NII equipment as possible.  If close placement is 25 
unavoidable, a configuration should be chosen to place the RPM adjacent but facing perpendicular to 26 
the NII machine.  Additional shielding on an x-ray machine or adding collimation to an RPM can also 27 
reduce interference.  Alternatively, careful procedures or software can force the two types of equipment 28 
to alternate usage. 29 

Site Upgrades, Changes, and Damage 30 

4.17 D-POEs often have development plans that may change the pathways through the site.  If this can 31 
be foreseen during the planning phase, the incorporation of design features that accommodate the 32 
relocation of fixed equipment should be considered, such as overhead wiring instead of underground 33 
trenching or above-ground relocatable foundations or systems based on a mobile design. Relocation of 34 
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fixed equipment can be very expensive due to the costs associated with relocating foundations, 1 
communication networks and power supplies.  For these reasons, it is often better to delay installation 2 
of fixed detection equipment until after any planned site renovations are complete. 3 

4.18 The process for holding a person or company responsible for damaging equipment should be 4 
formalized and documented. Repair and replacement of detection equipment can be very expensive, and 5 
mechanisms to assign liability to those individuals that damage equipment should be implemented prior 6 
to operating the system. 7 

4.19 Mobile systems can be used for backup when a fixed system is offline or when regular detection 8 
systems are over capacity. They can also be used for second passes, or as a primary means of detection 9 
when there is no fixed equipment in place. For example, mobile systems could be used to monitor ship-10 
to-pier-to-ship movements of cargo at seaports. 11 

 12 

5. CONSIDERATIONS FOR DETECTION SYSTEMS AND MEASURES AT 13 

BORDER AREAS 14 

5.1 The development of the nuclear security detection systems and measures at border areas should 15 
be integrated into the existing border security capabilities.  Border areas normally include the state 16 
border line as well as its adjacent territory (excluding D-POEs).  While detection systems and measures 17 
for D-POEs are based largely on established and controlled pathways, the detection systems and 18 
measures at border areas must consider wider geographic areas without established checkpoints.    19 

5.2 Border areas are often defined by the national legislation to ensure a broad border security regime 20 
where the competent authority implements overall border security measures. Usually only one 21 
competent authority is designated to conduct border protection and law enforcement procedures in the 22 
border area, but additional competent authorities may also have functions; thus, clear roles and 23 
responsibilities should be established and documented in the ConOps. 24 

5.3 The ConOps and design should consider planned or ongoing border operations using an integrated 25 
approach to operations, intelligence and instrument deployment to detect material out of regulatory 26 
control.  Because any discovery of a violation in a border area is cause for concern and may indicate 27 
other violations, FLOs should be prepared to implement established systems and measures to detect 28 
nuclear or other radioactive materials when intercepting anyone or anything crossing the border.  29 
Detection equipment could be field-based and used during regular patrols, or it could be deployed only 30 
in response to an information alert. 31 

5.4 Information gathering in border areas may be based on instrument measurements as well as 32 
inspections of persons, documents, conveyances and goods found in the border area. A clear 33 
communication plan for confirming this information should be documented and in place. For example, 34 
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if a person is being investigated, more information about the person may be needed, and in this case, the 1 
FLO should be able to communicate with a shift leader or other personnel from the local border unit. 2 

5.5 The following sub-sections will address a number of considerations specific to detection 3 
operations in border areas. 4 

Limited Infrastructure and Harsh Environmental Conditions 5 

5.6 Any equipment deployed to border areas should be able to be used effectively in the local 6 
environment.  Some border areas have limited infrastructure able to support detection systems and 7 
measures. For example, patrol posts may lack regular power and climate control, which are needed to 8 
support many types of detection equipment. For border areas without regular power to recharge batteries, 9 
there are few equipment options beyond PRDs that use disposable batteries. Moreover, border areas 10 
may have few roads and minimal communications services.  In case of a primary alarm, for example 11 
from a PRD, further inspection may need to take place at a local or regional post where additional 12 
inspection equipment is located. Alternately, transportable equipment could be relocated to where the 13 
detection occurred. 14 

5.7 Equipment used in border areas should be rugged enough to support normal patrol activities under 15 
conditions such as extreme weather and difficult terrain. For example, in maritime environments 16 
detection systems used should be waterproof and corrosion resistant. Environmental conditions should 17 
be considered when selecting detection equipment, to ensure that the equipment is sufficiently tolerant 18 
of temperature fluctuations and other environmental factors. Equipment selection should also take into 19 
account border units’ abilities to maintain equipment in a field setting, considering such factors as long-20 
term equipment robustness, battery life under local environmental conditions and ease of maintenance 21 
and repair without specialized tools. 22 

Detection Operations Covering Large Areas 23 

5.8 In some cases it is necessary to patrol very large areas of land or water with limited detection 24 
resources. The ConOps and design should consider the distance between the location of an instrument 25 
alarm or information alert and how the supporting equipment and expertise will be mobilized to support 26 
the subsequent investigation. Existing surveillance and visual observation systems may be used to 27 
deploy field personnel with detection instruments to the appropriate locations. It can be helpful to co-28 
locate personnel with appropriate detection instruments and a means of transport with other facilities in 29 
a border area, such as a local law enforcement office.   30 

5.9 For large border areas without physical barriers to prevent border crossings, existing ground, 31 
airborne, or waterborne patrols may exist on one or both sides of the border. Regional cooperation in 32 
the form of a Memorandum of Understanding or agreement between neighbouring States may provide 33 
an opportunity for developing shared patrols or complementary measures to increase detection 34 
effectiveness. 35 
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Populated Border Areas 1 

5.10 Border areas with residents, nomadic populations, irregular migrants or refugees can often present 2 
a detection challenge.  Border lines might not be demarcated or may change, and people in the area 3 
sometimes cross back and forth regularly in the course of daily life.  These informal crossers are 4 
sometimes considered to be outside the purview of border patrol activities.  This situation is part of the 5 
broader border security challenge, and detection measures should be integrated into existing procedures 6 
as needed. 7 

Communication Challenges 8 

5.11 Capabilities of primary detection equipment at border areas may be limited; for example, in some 9 
cases, the FLO may only have available a PRD for radiation detection.  In cases where material is 10 
detected, a determination regarding whether the material exceeds regulatory thresholds may need to be 11 
completed at an appropriate facility with more accurate instrumentation. The SOPs should include 12 
procedures for communicating with expert support and/or mobile expert support from the relevant 13 
competent authorities to assist FLOs in making a decision about a primary alarm if needed. Detailed 14 
protocols should be in place for transmitting measurements and data to the expert support team.  15 

Geography and Terrain 16 

5.12 The responsible competent authority for different border areas will vary according to geography.  17 
For example, border guards may have the responsibility over green borders, while the coast guard has 18 
responsibility over blue borders or along the coastline. Competent authorities should cooperate in these 19 
cases.  20 

5.13 Land border areas can be difficult to patrol due to terrain, environment, vegetation and distances 21 
to be patrolled.  In many cases, available detection systems are limited to PRDs or vehicle-based 22 
systems.  Detection systems deployed to maritime borders may include vessel-based systems for 23 
detecting radiation in nearby boats or PRDs or other handheld instruments to be used by coast guard 24 
personnel when boarding boats. Airborne radiation detection systems are rarely used for border 25 
monitoring, because international flights arrive at D-POEs and domestic flights are part of the State’s 26 
interior, and not a border area.  Flights illegally crossing the border should be detected by local 27 
authorities and handled as normal border violators, with radiation detection as a part of the follow-up 28 
investigation. 29 
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APPENDIX I: EQUIPMENT FOR RADIATION DETECTION AT STATE BORDERS 1 

 2 

Instrument alarms can come from a wide variety of radiation detection instruments.  The following are 3 
some types of equipment that are typically used for radiation detection at State borders. Some are small 4 
enough to be worn (PRDs), some are hand-held or worn as a backpack, and some are vehicle-based.  5 
They also differ by function: some are used to detect radioactive material, some are used to locate it 6 
after detection, and some are used to identify the radioisotope. More information about how to choose 7 
among equipment types and models can be found in NSS-1. 8 

Personal radiation detectors (PRDs) are pocket-sized, light-weight radiation detectors, which can be 9 
worn on the body for rapid detection of gamma and sometimes neutron radiation. These instruments 10 
give an alarm (audible, visual and or vibrating) if the measured radiation exceeds a pre-set threshold and 11 
are generally not intended to provide accurate dose measurements. They are used to ensure personal 12 
safety with little or no intrusion or disruption of activities. They are used primarily by FLOs (border 13 
guards, coast guards, customs officers, law enforcement teams) as they are small, compact, can be 14 
operated at extreme and hard environmental conditions, are user friendly, and require minimal training. 15 
The wearer should be able to use the PRD effectively while performing other tasks. They are the least 16 
expensive type of radiation detection equipment but have limited sensitivity. 17 

Hand-held gamma and/or neutron survey meters are portable radiation detectors used to search for 18 
and locate nuclear and other radioactive material. They are larger than PRDs and generally offer greater 19 
sensitivity, though less than RPMs. 20 

Hand-held radionuclide identification devices (RIDs) are radiation detectors that also can collect and 21 
analyse the energy spectrum emitted by radionuclides and provide isotope identification. RIDs may also 22 
contain a neutron detector for indicating the presence of neutron radiation. They have built-in software 23 
for spectral analysis and contain libraries with radionuclide data so that they are capable of identifying 24 
the radioisotopes most commonly encountered by FLOs. The main desired characteristics of RIDs are: 25 
sensitivity to gamma radiation, reliability of radionuclide identification, and approximate exposure rate 26 
indication. When radiation sources are detected by screening devices such as RPMs or PRDs, RIDs may 27 
be used for secondary inspection in order to determine the source of radioactivity and evaluate the 28 
potential threat. Most RIDs can also be used as hand-held gamma and/or neutron survey meters to locate 29 
the source of radiation. 30 

Backpack based radiation detection systems (BRDs) are instruments where the detector (gamma 31 
and/or neutron, with/without identification capabilities) and associated electronics are contained in a 32 
backpack, in order to be worn by the user for executing discreet searches in public areas. They are 33 
particularly useful for radiation surveys of large areas before or during major public events, or for 34 
detecting radiation in close proximity, for example while walking down the center of a passenger train 35 
or bus. They may also be used temporarily for area monitoring or may be mounted on a small vehicle. 36 
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The BRDs may be equipped with a global positioning system (GPS) for mapping purposes. Important 1 
considerations for their use is weight, ergonomics, battery life and charge time, training time and ease 2 
of use, reachback capability, and capability for data transmission. 3 

Vehicle Mounted Radiation Detection Systems are mobile radiation detection systems that are 4 
mounted to or inside a vehicle, and may also be referred to as mobile detection systems. They may be 5 
able to measure gamma and/or neutron radiation, and may incorporate identification of gamma-6 
radiation- emitting radionuclides. They may be equipped with a GPS and provide search and localization 7 
capabilities. Operationally, they may be used in motion or as stationary equipment and they offer 8 
increased flexibility. 9 

Fixed radiation portal monitors (RPMs) are pass-through, non-intrusive monitors consisting of one 10 
or two pillars containing gamma radiation detectors and in some cases complemented by neutron 11 
detectors when sensitivity to nuclear material is desired. They can be used for screening pedestrians, 12 
vehicles, packages, luggage, and other cargo. If the radiation measurement exceeds a preset threshold, 13 
the RPM will provide an alarm to indicate the presence of nuclear or radioactive material. Systems 14 
include an occupancy sensor and may be linked to a means of video recording. Fixed RPMs are often 15 
deployed to monitor traffic at chokepoints and at D-POEs such as seaports, airports, land border points 16 
of entry and exit, rail crossings, and international mail facilities.  They are highly sensitive but expensive 17 
to procure and install. 18 

Radiation Conveyor Belt Monitors are portal monitors where the material is put through the detectors 19 
in a continuous flow by means of a conveyor drive and are suitable for monitoring large quantities of 20 
items. A specific application can be found in monitoring public mail, as parcels and letters are placed 21 
on a conveyor belt to detect the presence of gamma and neutron radiation with high sensitivity and may 22 
be combined with X-ray screening systems.  23 

Airborne Radiation Detection Systems can be mounted inside or outside airplanes and/or helicopters 24 
during operation. They may be used for measurement, detection, and localization of radioactive 25 
materials, and data obtained by these systems are typically used for area mapping. They may be able to 26 
measure gamma and/or neutron radiation and may incorporate identification of gamma-radiation-27 
emitting radionuclides. 28 

Maritime Radiation Detection Systems can be mounted to or placed inside a maritime vessel. They 29 
may be operated in motion or in stationary mode. They may be able to measure gamma and/or neutron 30 
radiation, may incorporate identification of gamma-radiation-emitting radionuclides and may be 31 
equipped with a GPS. They are manufactured for operation in marine environments.  32 
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ANNEX I: TEMPLATE TO DEVELOP A CONCEPT OF OPERATIONS AND 1 

DESIGN  2 

The purpose of the ConOps and design documents is to describe how the radiation detection 3 
system will accomplish the State’s strategy for detection systems and measures at a State 4 
border.   The ConOps and design may be one or multiple documents, depending on the size and 5 
scope of the radiation detection system deployed. The document(s) can be used as a basis for 6 
deploying radiation detection equipment, developing detailed system design requirements for 7 
system installation (as applicable), and planning procedures for agencies involved in detection 8 
and initial assessment operations at designated points of entry and exit (D-POEs) or at border 9 
areas. 10 

The templates below provide sample types of information that could be included in the ConOps 11 
and design documents.  12 

I-1. CONOPS TEMPLATE  13 

I-1.1 Background Information 14 
This section should include a summary of the key elements of the nuclear security detection 15 
systems and measures and the relevant national-level detection strategy or policy.  This section 16 
should include the following: 17 

• Summary of the identified threats, general vectors, and pathways that are of concern 18 
to your country.   19 

• The competent authorities and other stakeholders that will support the detection 20 
system at each site and/or border area, including any pertinent information from a 21 
national-level nuclear security response plans.  22 

• Legislative basis - Existing legislation/regulations for nuclear and other radioactive 23 
material out of regulatory control, any other legislation in your country that is 24 
applicable to detection of criminal or unauthorized acts involving these materials 25 
(e.g., illicit trafficking, malicious acts). 26 

I-1.2 Goals and Objectives 27 
This section should include the overall goals and objectives of your country’s detection systems 28 
and measures, and relevant details on equipment performance specifications, organizations’ 29 
roles and responsibilities, and the prioritization of sites and/or patrol areas. 30 

I-1.3 Information Specific to the D-POE or Border Area 31 
This section should include information documenting conditions at the deployment location 32 
that may impact operations or otherwise affect the deployed system.  33 

 34 
I-1.3.1 Prioritization Considerations 35 

Describe what features make this D-POE or border area an important location for 36 
detection and where this site fits in to the overall country/site prioritization. 37 

I-1.3.2 Detection Operation Goals and Objectives 38 
Describe what needs to be accomplished with the detection operation and how it 39 
will be accomplished. This is based upon a threat/risk assessment that may or may 40 
not be defined in this document. 41 



 

36 
 

Notional Example for Airport 

Goal:   

• Detection capabilities will be enhanced to ensure that nuclear and other 
radioactive material out of regulatory control will be identified.  

 

Objectives: 

• The airport will scan X cargo, mail, express mail, and passenger 
luggage. 

• The [agency] operating staff will be trained to locate, isolate, and 
identify nuclear or radiological material out of regulatory control. 

• The equipment will be maintained to the manufacturer specifications. 
 1 

I-1.3.3 Location 2 
Use this section to describe the general location of the site including 3 
latitude/longitude, references to other known locations (e.g., distance and direction 4 
from a known city), and other relevant information. 5 

I-1.3.4 Site or Area Characteristics and Layout 6 
This section should include a detailed layout of the site that shows major site 7 
features, existing site operations information, site size, distances, site orientation, 8 
and/or geography. 9 

Annotated maps, drawings and satellite images are helpful visuals to include in this 10 
section. 11 

I-1.3.5 Trade and Commodities [D-POEs] 12 
This section should describe, if applicable, any trade that occurs at this site. It is 13 
important to know how much trade happens (the volume) and with which trade 14 
partners. Also, the types of commodities that are most frequently passed through the 15 
site is important to understand since many commodities contain NORM that can 16 
affect the way a radiation detection system operates in certain environments and 17 
impact the expected alarm rate at a site. 18 

It is also important to understand what types and volumes of commodities are 19 
generally imported and which ones are exported or transhipped (if applicable). 20 
These details may impact the operational design and staffing requirements. 21 

I-1.3.6 Traffic Types and Throughput [D-POEs] 22 
This section should focus on details of the types of traffic such as pedestrian, 23 
personal vehicles, trucks, and baggage that use the site and what gates, paths, entries 24 
and exists each type of traffic uses at the site. This section should also include which 25 
traffic types the detection system will attempt to cover and which ones it will not 26 
cover. If jurisdiction is different based on traffic type, this should be explained. 27 

It is also important to include the overall throughput and direction (import, export, 28 
transshipment) for each traffic type to understand the detection requirements 29 
necessary to cover the necessary traffic and to handle the expected traffic volume 30 
for each type.  31 
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I-1.3.7 Background Radiation Assessment [for fixed equipment at D-POEs] 1 
This section should be used to detail the background radiation assessment 2 
information that is required before designing and installing any fixed radiation 3 
detection system. This assessment is performed using a radiation survey meter to 4 
record the gross counts at each particular area where radiation detection equipment 5 
will be used. 6 

I-1.4 Site or Border Area Operations 7 
Include details of specific site or area conditions and existing and proposed operations. 8 

I-1.4.1 Entity and Organization Definition 9 
Define the current status of ownership and responsibility for the site.  For border 10 
areas, consider which organizations patrol which areas, under what conditions, and 11 
what are their specific responsibilities. 12 

I-1.4.2 Roles and Responsibilities 13 
Identify the organizations that will have a role with the deployed system and define 14 
the responsibilities of each. This includes identifying the organization responsible 15 
for detection system operation and sustainability.  Identify the agency or agencies 16 
that will own, operate, maintain, repair, and train others on the radiation detection 17 
equipment, including all associated infrastructure, hardware, and software.  18 
Different organizations may be responsible for different areas. 19 

For D-POEs, this can include organizations that have roles and responsibilities for 20 
the site’s property and include the following items 21 

• Site Owner 22 
o List the organization that owns the site and the site’s property. 23 

• Site Operator(s) 24 
o List which organizations are responsible for day-to-day site 25 

operations including official duties, maintenance, site security, etc. 26 
• Site Change Authority 27 

o List the organizations that have final authority on changes to the site. 28 

I-1.4.3 Technical Expert Support Agency 29 
If a FLO needs technical assistance to resolve an alarm of concern (i.e. isotope 30 
identification and/or requests for recovering material and placing under regulatory 31 
control), scientific expertise from a relevant competent authority should be made 32 
available.  This section should identify the expert support agency and the mechanism 33 
for communicating with them.   34 

I-1.4.4 Incident or Emergency Response Organization(s) 35 
If dangerous material is found or a nuclear or radiological emergency is declared at 36 
the detection location, response expertise from the relevant competent authorities 37 
should be made available. This section should identify who are the response 38 
organizations or should refer to relevant National Response Plans or National 39 
Radiation Emergency Plan.   40 

I-1.5 ConOps Decision Process at a D-POE or Border Area 41 
 42 

This section is used to describe the specific details of the ConOps to be used at each location or 43 
border area identified for a radiation detection system. The ConOps of each location should be 44 
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completed and understood before a radiation detection equipment system design can be 1 
finalized. 2 

The general process the FLO should follow is described in Section 4.1.2.2. 3 

Following the guidelines outlined in this document, specific locations can be identified that 4 
require detection equipment, whether that equipment will be placed in a fixed location or used 5 
in a certain geographical region.  An analysis of all potential pathways of radioactive materials 6 
should be considered, and a ConOps developed to detect material along each pathway.  The 7 
ConOps will identify where exactly along the pathway radiation detection systems and 8 
measures should be deployed and/or used.   9 

For D-POEs such as seaports, airports, and land border crossings, a ConOps approach should 10 
be defined for each potential pathway through the D-POE. Potential pathways may include: 11 

• Entry/Import (Pedestrians/Vehicles/Containerized Cargo) 12 
• Exit/Export (Pedestrians/Vehicles/Containerized Cargo) 13 
• Transshipments (Cargo/Baggage) 14 
• Rail (Cargo/Containers) 15 

 16 

For other border areas, a ConOps approach should consider the patrol areas and possible 17 
pathways. 18 

I-1.6 Operational Scenarios 19 
This section should include the range of circumstances that may be encountered and a 20 
description of how the ConOps may be applied.  This helps validate the ConOps and provides 21 
instruction to the participating organizations of how they will be expected to operate and 22 
interact under different scenarios.  The ConOps and the operational scenarios will be used in 23 
identifying and developing the required SOPs discussed in Annex II. 24 
 25 
 26 
 27 
I-2. DETECTION SYSTEM AND MEASURES DESIGN 28 

The detection system and measures design describes the layout, infrastructure, and operations 29 
of each site where radiation detection equipment will be installed. The design supports and 30 
documents the decisions made concerning the type and location of equipment to be installed at 31 
the site, conveys the conceptual design for equipment locations or deployments, and defines the 32 
requirements for installation of the equipment.  The design documents will typically include 33 
both written installation and equipment specifications and conceptual drawings of the site.  34 

I-2.1 Design Requirements (by area, pathway or lane) 35 
This section should be used to define the detailed requirements necessary to ensure a properly 36 
functioning and performing detection system. The system needs to remain functional and it also 37 
needs to perform properly to meet the detection goals, operational constraints and other factors 38 
of the site. 39 

I-2.1.1 Pillar Spacing (for fixed RPMs) 40 
Pillar spacing is based on equipment type, manufacturer recommendations, 41 
background radiation, operational considerations, and performance requirements 42 
(e.g. sensitivity of the monitors, amount of material the monitors can detect, etc.). 43 
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I-2.1.2 Physical Protection and Traffic Controls 1 
Define which physical protection and traffic controls are required to adequately 2 
protect personnel and the detection equipment, and to maintain traffic flow. 3 
Accommodations must be made for oversized traffic that will not fit through the 4 
RPMs. Examples include bollards, barriers, railings, and turnstiles.  5 

I-2.1.3 Environmental 6 
Define what environmental controls are necessary to ensure equipment operation 7 
(air conditioning for server room, for example).  The design needs to take into 8 
account seasonal variations in the weather and mitigation methods (such as shelters 9 
or wind barriers) for both the public being scanned by the equipment and the FLO 10 
operating it. 11 

I-2.1.4 Power and Communication Infrastructure 12 
Define the requirements for equipment power and communications connectivity. 13 
Determine whether existing conduit and media (copper, fiber) can be used or 14 
whether new equipment must be installed. Identify during the site survey the 15 
locations of power and communications conduit and access points, as well as the 16 
distances between connection points if new cabling or underground trenching is 17 
required. 18 

I-2.1.5 Communication System 19 
Fixed or vehicle-based radiation detection systems often have communication 20 
subsystems which communicate alarms or faults, allow operators to add 21 
explanatory information to alarm records, and store detection system data.  This 22 
section of the design should define the communication system requirements taking 23 
into account data requirements for the traffic volume expected;  desired amount of 24 
information and number of camera images per occupancy or alarm event;  real-25 
time vs. non-real time observation;  length of time data should be stored; level and 26 
method of information protection; feature requirements, including integration 27 
requirements with other internal or external systems; configuration requirements, 28 
including locations and types of communications links, such as workstations, 29 
alarm panels, phones, and radios; and reporting requirements from the detection 30 
systems.  31 
 32 

I-2.1.6 Handheld Equipment 33 
List the type and number of handheld radiation detection equipment needed at the 34 
site.  35 

I-2.1.7 Other Equipment 36 
Define any additional equipment needed at the secondary inspection locations, such 37 
as inspection platforms, booths, portable computers, safety equipment, etc. 38 

I-2.1.8 Interference Factors 39 
Describe any features at the site that may cause interference with operation of the 40 
equipment.  These might include vehicle or pedestrian traffic congregating near 41 
RPM location; lack of space for secondary inspections; or nearby equipment that 42 
emits its own radiation such as X-ray machines, industrial or medical sources, or 43 
Vehicle and Cargo Inspection Systems (VACIS). 44 

 45 
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I-3. OTHER CONSIDERATIONS 1 

I-3.1 Storage Facilities on-site or in-country 2 
List any existing temporary radioactive material storage facilities that are currently operational 3 
on-site or within the country where intercepted materials could be temporarily stored, and how 4 
materials could be safely and securely transported there. 5 

I-3.2 Training Plan/Technical Know-How 6 
In Section I-1.4.2 the responsible organizations for radiation equipment operation, training, and 7 
maintenance were defined. This section details the FLO operator and maintenance training 8 
requirements to support the detection operation. Example training courses are listed below: 9 

• Basic radiation protection / safety training 10 
• FLO Detection Techniques training 11 
• Technical Expert Support Training 12 
• Handheld Acceptance Testing and Maintenance Training 13 
• Equipment Corrective and Preventative Maintenance Training 14 
• Response and Source Recovery Training 15 

A shift schedule and staffing plan for operations and maintenance should be developed, which 16 
should inform the training requirements.  A good practice is to develop a training plan that 17 
details the current training programmes, organizational requirements for training staff and 18 
personnel, number of persons that need to be trained, responsible organizations to provide 19 
training and qualified instructors, and the frequency of training needs based upon staffing 20 
requirements and rotation policies. 21 

 22 

I-4. SUSTAINABILITY AND MAINTENANCE 23 

This section should describe the plan for sustainability and maintenance of the detection 24 
operation. Include plans for ongoing training, maintenance/sustainability resources and 25 
funding. The organization responsible for maintenance of the equipment will need to decide 26 
whether they will maintain the equipment themselves using their own technical experts, or use 27 
contractors with the necessary training and experience to maintain and repair equipment.  28 

I-5. PROJECT RISKS, POTENTIAL ISSUES, AND RISK MITIGATION 29 
STRATEGY 30 

Any risks, opportunities or potential issues should be noted here if not already described above. 31 
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ANNEX II: TEMPLATES TO DEVELOP STANDARD OPERATING PROCEDURES 1 
(SOPs) 2 

SOPs describe the specific steps that FLOs must take to accomplish their duties related to detection 3 
systems and measures.  SOPs should begin with an introductory section that covers the following 4 
information:   5 
 6 

 Goals – Often derived from a higher level strategy document, this section describes the goals 7 
and subsequent operational procedures of the competent authority to control and monitor 8 
movement of radiological materials at the identified D-POEs or border area; it can include 9 
detection and related initial response procedures, as well as maintenance guidelines for 10 
deployed equipment and technology systems.  11 

 Legislative Basis - Description of national legislation related to SOPs. SOPs should derive 12 
from the ConOps and complete it with respect to tactical operations at the D-POE or other 13 
border area. 14 

 Authorization of personnel – Description of operational training required to allow the FLOs 15 
of the competent authority to conduct radiation control related measures and procedures 16 
(know-how to ensure personal safety makes FLO confident for operational procedures). 17 

 Personnel – Listing of the competent authority’s staff at the D-POE or border area and their 18 
general functions (i.e. Head of unit – management and organization; Shift-leader – operational 19 
supervising; Operator – Implementer of detection measures; Inspector – assistant to operator). 20 

 Detection process – Overall description of the consecutive steps of detection measures, which 21 
should largely derive from the National and site-level ConOps. This section may include a 22 
description of general detection and initial assessment steps, secondary inspection, technical 23 
support, and response authority.   24 
 25 

II-1. EXAMPLE: SOPs AT A D-POE 26 
After the general introductory information, the SOPs should detail the roles and responsibilities of all 27 
personnel, and should describe the steps they should take for different situations.  28 
 29 
II-1.1  General Duties and Responsibilities 30 
Because personnel have multiple roles and responsibilities to manage, only one of which is related to 31 
detection systems and measures, SOPs should define D-POE personnel duties as they relate to such 32 
activities.  Here are some examples:    33 

II-1.1.1 Head of the Unit at D-POE - Responsible to manage and organize radiation 34 
control and detection processes.  Ensures quality control, training needs, and logistics.   35 
II-1.1.2 Shift supervisor at D-POE - Gives operational briefing to the shift; receives 36 
informational alerts and risk analysis’ results; designates inspection team members and 37 
coordination of their activities; supervises routine operations and detection processes; supports 38 
secondary inspection; supports response measures; responsible for reporting. 39 
II-1.1.3 Operator at D-POE - Monitors equipment status of health and proper usage; 40 
performs basic hardware and software maintenance; operates workstation; leads inspection team; 41 
conducts initial assessment; conducts secondary inspection; confirms false or innocent alarms; 42 
identifies need for response; defines safe perimeter, when needed; cooperates with subject matter 43 
experts of technical expert support organizations; performs computer-based processing; performs 44 
after-incident reporting. 45 
II-1.1.4 Inspector at D-POE - operates workstation and ensures proper usage of detection 46 
equipment; member of inspection team; conducts initial assessment; conducts secondary 47 
inspection; confirms assigned alarm as either false or innocent; defines safe perimeter. 48 
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II-1.1.5 Operator of National Communication System7, if applicable - supervises 1 
operations of sub-ordinated D-POEs on regional or national level; ensures communication with 2 
subject matter experts, technical support, emergency services and other agencies involved in the 3 
response at D-POE; performs statistical processing of alarms and reporting. 4 
 5 

II-1.2 SOPs s by Alarm Type 6 
SOPs can be organized in different ways.  The following example details steps according to alarm type: 7 

II-1.2.1 False alarm  8 
• D-POE operator types the appropriate reason into the graphical user interface on the 9 
workstation, such as “radiation background change” or “inappropriate usage of RPM” and 10 
closes alarm notification.  11 

 II-1.2.2 Innocent alarm  12 
• D-POE operator conducts initial assessment of the alarm.  13 
• After confirmation of the presence of radiation, the D-POE operator checks the 14 
documentation and performs a secondary inspection by instrument to identify the source of 15 
radiation and its legality (security and safety measures should be considered).  16 
• After confirmation of the legality of the shipment of radioactive material(s) one should 17 
follow the methodology described in Annex III.  People who are confirmed to be under 18 
radionuclide treatment may proceed with border crossing.  19 
• D-POE operator types the appropriate reason into the graphical user interface on the 20 
workstation, such as “NORM transportation,” “legal shipment,” or “medical treatment,” with 21 
specific description comments such as the person’s identification, or cargo manifest, and 22 
closes the alarm notification.  23 

 II-1.2.3 Non-innocent alarm  24 
• D-POE operator conducts initial assessment of the alarm notification.  25 
• After confirmation of the presence of radiation, the D-POE operator checks the 26 
documentation and performs a secondary inspection by instrument to identify the source of 27 
radiation and its legality (security and safety measures should be considered).  28 
• D-POE operator confirms one or more of the following: (a) presence of radiation above 29 
threshold defined by national legislation; (b) violation of transportation and/or packaging 30 
rules; (c) possibility of illicit trafficking of nuclear and/or radioactive materials and then 31 
informs the supporting response organization.  32 
• After finalization of response, the D-POE operator types the appropriate reason into the 33 
graphical user interface on the workstation, such as “violation of transportation and/or 34 
packaging rules,” “shipment of ‘orphan’ source,” or “illicit trafficking.”  Operator then 35 
uploads the appropriate supporting data from the RID to the computer and attaches it to the 36 
alarm record, enters a detailed description of detection and response measures with 37 
identification data, and closes the alarm.  38 
 39 

II-1.3 Standard Security and safety measures during secondary inspection  40 
• If a source emits 0.1 mSv/h or more at a distance of 1 meter (level may differ according to national 41 

legislation), the inspection should be stopped immediately (RID, PRD and PP levels are provided 42 
in the manufacturer's documentation as well as training manuals) and an inner cordon defined.  43 

• A safe distance should be marked with an outer cordon (radiation level should come down to at 44 
least 0.2 mSv/h) and the safe area should be marked with warning signs (for example: yellow 45 
tape).   46 

                                                 

7 Informational system which unifies nationwide subordinated D-POE detection systems and receives alarms 
from them on-line in near real-time  
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• No one is allowed to enter the quarantined area until the response team(s) completes its activities 1 
and clears the area.  2 

• Personnel not participating in the inspection procedures should be removed from the area.   3 
• If possible, a suspect’s vehicle, suspect cargo, or a suspect individual should be taken to a safe 4 

area.  5 
• Vehicles, cargo, or luggage which contains nuclear and radioactive materials should be secured 6 

and isolated by a specialized safety barrier. The cargo owners and other individuals who may 7 
have had contact with cargo should be moved to an isolated room for appropriate inspection.  8 

• After the source is secured, sealed and transported by the appropriate entities and after the area is 9 
decontaminated, the D-POE supervisor makes a decision to continue border control.   10 

 11 
 12 

II-2. EXAMPLE: SOPs AT A BORDER AREA 13 
Similar to the SOPs for D-POEs, the SOPs for border areas should start with the detailed roles and 14 
responsibilities of all personnel, and then should describe the steps to take for different situations.  15 
  16 
II-2.1. General Duties and Responsibilities of the personnel at the border area 17 
Control of the movement of radioactive materials is one of several types of border control activities 18 
carried out, in addition to surveillance, patrolling, and border checks.  Radiation detection measures 19 
should be incorporated into existing border security activities.  Responsibilities of border unit personnel 20 
are described below:    21 

II-2.1.1 Head of the Border Unit -  Responsible to manage and organize overall border security 22 
operations, including radiation detection.  Ensures quality control, training needs, and logistics. 23 
II-2.1.2  Operational Commander or Shift Supervisor - Gives operational briefing to the shift; 24 
receives informational alerts and risk analysis’ results; supervises routine operations including 25 
detection measures; responsible for reporting. 26 
II-2.1.3  Shift Surveillance and Communications Operator – Operates border surveillance 27 
systems; coordinates and communicates with field FLOs and patrols; assists with information 28 
verification.  This operator could be trained as a specialist to conduct radionuclide 29 
identification. 30 
II-2.1.4  Border Patrol Personnel – Operates detection equipment in the field; conducts initial 31 
assessment and secondary inspection; confirms assigned alarm as either false or innocent; 32 
defines safe perimeter. 33 

 34 
II-2.2 SOPs by Alarm Type 35 
SOPs can be organized in different ways.  The following example details steps according to alarm type 36 
for a border area: 37 

II-2.2.1 False alarm  38 
• Border patrol conducts initial assessment of primary detection, confirms there is no 39 
radiation, and continues normal border security operations..  40 

II-2.2.2 Innocent alarm  41 
• Border patrol conducts initial assessment of primary detection and gathers information; 42 
confirms presence of ionizing radiation.  43 
• After confirmation of the presence of radiation, the border patrol checks the documentation 44 
and performs a secondary inspection by instrument to identify the source of radiation and its 45 
legality (security and safety measures should be considered).  46 
• People who are confirmed to be under radionuclide treatment, or radioactive materials that 47 
are confirmed to be legal (for example, those having radiation levels lower than legal 48 
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thresholds and are confirmed not to be threats) may be cleared to proceed with border crossing 1 
but other border security operations should be completed before an appropriate decision is 2 
made, in accordance with law-enforcement procedures.  3 
• Surveillance operator or operational supervisor records the relevant information related to 4 
the detection.   5 

II-2.2.3 Non-innocent alarm  6 
• Border patrol conducts initial assessment of primary detection and gathers information; 7 
confirms presence of ionizing radiation. 8 
• After confirmation of the presence of radiation, the border patrol checks the documentation 9 
and performs a secondary inspection by instrument to identify the source of radiation and its 10 
legality (security and safety measures should be considered). 11 
• Border patrol confirms one or more of the following: (a) presence of radiation above 12 
threshold defined by national legislation; (b) violation of transportation and/or packaging 13 
rules; or (c) possibility of illicit trafficking of nuclear and/or radioactive materials and then 14 
informs the supporting response organization.  15 
• After finalization of response measures, the surveillance operator or operational supervisor 16 
records the relevant information related to the detection. 17 
 18 

II-2.3 Standard Security and safety measures during secondary inspection  19 
• If a source emits 0.1 mSv/h or more at a distance of 1 meter (level may differ according to national 20 

legislation), the inspection should be stopped immediately (RID and PRD levels are provided in 21 
the manufacturer's documentation as well as training manuals).  22 

• A safe distance should be defined according to national regulations and the safe area should be 23 
marked with warning signs (for example: yellow tape).   24 

• No one is allowed to enter the quarantined area until the response team(s) completes its activities 25 
and clears the area.  26 

• Personnel not participating in the inspection procedures should be removed from the area.   27 
• If possible, a suspect’s vehicle, suspect cargo, or a suspect individual should be taken to a safe 28 

area.  29 
• Vehicles, cargo, or luggage which contains nuclear and radioactive materials should be secured 30 

and isolated by a specialized safety barrier. The cargo owners and other individuals who may 31 
have had contact with cargo should be moved to an isolated room for appropriate inspection.  32 

• After the source is secured, sealed and transported by the appropriate entities and after the area is 33 
rendered safe, the border unit supervisor makes a decision to continue border control.   34 

 35 

  36 
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ANNEX III: EVALUATION PROCESS FOR ALARMS ON DECLARED SHIPMENTS  1 

 2 
In response to the experience reported by some Member States, it has been recognized that, 3 

although the movement of nuclear and other radioactive material is highly regulated and well-controlled, 4 
there is potential for illicit trafficking of this material even within a legal shipment.  5 

 6 
Technological measures to detect and respond to the illicit trafficking of nuclear and other 7 

radioactive material have been and continue to be developed. As verification of quantities and qualities 8 
of material crossing borders are contributing to domestic and international control over such material, 9 
Member States need both procedural and technological responses to detect the movement of illicit 10 
material that may be concealed in otherwise legal shipments.  11 

 12 
The objective of this annex is to close a potential gap in nuclear security and provide national 13 

authorities, particularly customs officials, with a risk-informed methodology to detect, across borders, 14 
illicit trafficking of nuclear and other radioactive material within all declared shipments, whether 15 
declared as radioactive material shipments. This is part of a larger process to identify any high risk 16 
shipment through the customs transaction process.  17 

 18 
The World Customs Organization (WCO) has defined a Framework of Standards [8] that serves 19 

as the basic guidelines in the arrangement of a State’s activities by its customs administration. One of 20 
the roles that customs officials perform is the checking of qualitative and quantitative aspects of goods 21 
being transferred across the border for consistency with information on declared shipments. 22 

  23 
III-1. SCENARIOS FOR ILLICIT TRAFFICKING OF NUCLEAR AND OTHER RADIOACTIVE 24 

MATERIAL 25 

All shipments of radioactive material are required to comply with the Transport Regulations [22]. 26 
Compliance with regulations includes classification of the material to be transported, selection of the 27 
appropriate package type and the preparation of the package for transport including marking, labelling, 28 
shipping documentation. 29 

 30 
Although the transport of nuclear and other radioactive material is carefully regulated for safety 31 

and security purposes, there are several possible situations for illicit trafficking of material out of 32 
regulatory control within a shipment Falsification of documents may be used to disguise illicit 33 
trafficking as a legal shipment.  34 

– Within the package: Substitution, addition, and/or removal of declared nuclear and other 35 
radioactive material 36 

– Within the conveyance/container: 37 
– Addition or the removal of package(s) containing nuclear and other radioactive material 38 
– Substitution of package(s) containing nuclear and other radioactive material: 39 
– Replacement with empty radioactive material package(s), e.g., scams 40 
– Replacement with other radioactive material package(s) having different radioactive 41 

content(s) (eventually with the same external packaging) 42 

III-2. A PROCESS TO DETECT ILLICIT TRAFFICKING OF NUCLEAR AND OTHER 43 
RADIOACTIVE MATERIAL 44 

FIG. 1-1 provides a high-level outline of a graded approach to a process to verify whether a 45 
declared shipment contains any illicit trafficking of nuclear and other radioactive material. 46 

 47 
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 1 
FIG. 2-1. A high-level outline of a graded approach to a process to detect illicit trafficking of 2 

nuclear and other radioactive material. 3 
 4 

III-2.1 SELECTION PROCESS 5 
 6 
Threat Assessment 7 
If the possibility of a malicious act using nuclear material or radioactive material is identified as 8 

a threat at the national level, then cross-border illicit trafficking of nuclear and other radioactive material 9 
using declared shipments as a mode of transport would be a risk that needs to be managed by the FLO 10 
and other competent authorities. 11 

 12 
Risk Assessment 13 
Through the risk assessment process, the competent authority at the border makes targeted 14 

decisions about the allocation of control resources at the operational level.  15 
 16 
Identification of risks requires gathering and processing of information on potential risks. For 17 

customs administrations there are several guidances from WCO on risk assessment and framework of 18 
standards: 19 

− Revised Kyoto Convention (2005) 20 
− SAFE Framework of Standards [12] 21 
− WCO Customs Risk Management Compendium, Volumes 1 and 2 [8] 22 
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 1 
Types of sources that can be used to gather information concerning nuclear and other radioactive 2 

material include: 3 
− IAEA Incident and Trafficking Database 4 
− Customs seizure and other law enforcement databases 5 
− Customs declarations and other historical data 6 
− Transport, commercial and other documents 7 
− Intelligence 8 
 9 
If the consignee is a known responsible user of nuclear and other radioactive material, the shipper 10 

is recognized as reputable, and all other risk assessment elements lead to identifying the consignment as 11 
compliant and therefore of low risk, then these combined elements may provide sufficient information 12 
to allow the goods to be moved across the border unhindered by customs officials.  13 

 14 
III-2.2 Screening and Targeting  15 

 16 
Customs declarations, manifest information, bills of lading, authorizations, and any other 17 

documentation that may be available for FLO include important information against which risk 18 
indicators and profiles are screened when determining the level of risk associated with an individual 19 
transaction.  20 

 21 
By using indicators, profiles, and experience, trained FLO are able to evaluate trade patterns and 22 

anomalies that might imply an elevated risk for illicit trafficking. This may result in targeting such 23 
shipments or consignments for further investigative action. 24 

 25 
Competent authorities need to develop criteria to guide their screening and targeting practices. 26 

Screening and targeting criteria are sensitive information and need to be treated as such. 27 
 28 
Customs administrations may operate automated systems incorporating risk indicators and 29 

profiles. If the FLO is not from a Customs administration, the FLO should be able to access the 30 
information available in the system. Automation facilitates the screening process although risk 31 
indicators and profiles can also be implemented without automation.  32 

 33 
III-2.3 CONTROL PROCESS 34 

 35 
According to the outcome of the selection process, goods may either be released or subjected to 36 

additional controls. As outlined in FIG. 1-1, customs control techniques can be categorized into three 37 
general clusters.  These are: 38 

− Document examination 39 
− Physical examination 40 
− Other types of confirmation techniques. 41 
 42 

III-2.3.1 Document Examination  43 
 44 
Document examination is often the first stage of the control process if additional measures to 45 

verify compliance are needed. The document examination concentrates on reviewing customs and 46 
transport related documentation. Together with the customs declaration, the following documents may 47 
be required to complete the clearance process: 48 

− Shipping documents 49 
− Export, import, transit, and/or transhipment permits 50 
− Dangerous goods declaration where applicable 51 
 52 
Following information should be present in the documentation in order to make a valid 53 

assessment: 54 
− Name, nature (physical and/or chemical form) and quantitative characteristics such as 55 

activity/mass of the material  56 
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− UN Dangerous Goods number together with the proper shipping name 1 
− Legal name and address of the recipient (when applicable) 2 
− Shipping and receiving States 3 
− Legal name and address of a shipper (when applicable) 4 
 5 
In addition to the normal documentation that relates to the shipment, the FLO may request 6 

additional information from the shipper such as: 7 
− Dose rate monitoring records, if available, can contain information on gamma and neutron 8 

dose rates in contact with and at a specified distance from the package, contact temperature, 9 
etc. 10 

− Certificate/permission for handling of nuclear and other radioactive material, the date of issue 11 
and the expiration date when applicable 12 

− Where applicable the certificate/permission for safe transport/ conveyance of nuclear and 13 
other radioactive material, the date of issue and the expiration date 14 

− Certificate for the packaging used to carry the radioactive material as described in IAEA 15 
guidance on safe transport (make reference to IAEA guides). 16 

Information extracted from the documents may be analysed in order to detect inconsistencies, 17 
anomalies, or illogical combinations. For example, the transport index (TI) of a package containing a 18 
pure beta-emitter of small activity cannot be high. Significant discrepancies may trigger further actions. 19 

 20 
III-2.3.2 Physical examination 21 

 22 
Physical examination often consists of radiation measurement and checking of seals. Radiation 23 

measurements described here may not prove legitimacy of a shipment to a high degree of confidence. 24 
These checks have to be used in conjunction with other available documents and data as part of an 25 
overall assessment. The radiation measurements may be initiated with measuring the dose rate and thus 26 
checking the TI, as described in Ref. [22].  27 

Where available and appropriate, dose-rate measurements could be made for broad comparison 28 
with the transport documents. The dose-rates on shipments of short-lived nuclides (half-life typically 29 
less than 5 days) will be less than the values given in the transport documents. The dose rate 30 
measurements made at a border crossing may be at variance from that made at the point of origin due to 31 
the limitations on the accuracy of radiation monitors. In addition, in the case of a multi-package 32 
shipment, the dose rate measurement of one package may be affected by radiation from other packages. 33 
These discrepancies need to be taken into account while making dose-rate measurements. Radioactive 34 
material in excepted packages does not require labelling as radioactive but will be marked with the 35 
appropriate UN number. Dose-rates on external surfaces of excepted packages could be up to 5 µSv/h. 36 
When considering measurements, the determination of the TI may not result in an exact match to 37 
documents due to number of factors including: 38 

- Point of measurement; 39 
- Different devices used for measurements; 40 
- Different calibration criteria; 41 
- Different environments (e.g. radiation background; proximity to other radioactive material 42 

packages; moisture; temperature). 43 
 44 
All radiation measurement instruments (handheld, portable, installed monitors, etc.) need to be 45 

used and maintained in accordance with manufacturer’s instructions and calibrated and documented in 46 
accordance with the national requirements.  47 

 48 
The labels affixed on the external surfaces of packages, freight containers and overpacks indicate 49 

the TI. The TI is related to the dose-rate measured on the exterior of the packages, freight containers and 50 
overpacks.  51 

 52 
 53 
 54 
 Before starting any measurements on a shipment, appropriate radiation protection procedures 55 

have to be implemented and followed (in accordance with the requirements for radiation protection as 56 
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established in the IAEA safety standards [4]). Measurement techniques described in this sub-section 1 
require trained and competent personnel, procedures and appropriate equipment for measurement of 2 
dose-rate on the exterior of the package without the need for opening a package.   3 

          4 
) 5 
 6 
A methodology for confirmation of the TI is given below: 7 

(a) Maximum radiation level in mSv/h is measured at 1 m from the external surfaces of the 8 
package or freight container or overpacks or unpackaged low specific activity(LSA-I) or 9 
surface contaminated object (SCO-I); the measured result is multiplied by 100; the resulting 10 
number is the TI.  11 

(b) Multiplication factors for tanks, freight containers and unpackaged LSA-I and SCO-I, the 12 
value determined in step a) are multiplied by the appropriate factor from Table 1. 13 
 14 

TABLE 1. MULTIPLICATION FACTOR FOR TANKS, FREIGHT CONTAINERS AND 15 
UNPACKAGED LSA-I AND SCO-I 16 

Size of load a Multiplication factor 
Size of load ≤ 1 m2 1 

1m2 < Size of load ≤ 5 m2 2 
5m2 < Size of load ≤ 20 m2 3 

20m2 < Size of load 10 
a Largest cross-sectional area of the load being measured. 17 
 18 

(c) If there are several packages in one overpack, freight container or conveyance, the TI for 19 
each overpack, freight container or conveyance is determined as either the sum of the TIs 20 
of all the packages contained, or by direct measurement of radiation level, except in the case 21 
of non-rigid overpacks, for which the TI is determined only as the sum of the TIs of all the 22 
packages; 23 

(d) For uranium or thorium ores and their concentrates, the maximum radiation level at any 24 
point 1 m from the external surface of the load may be taken as: 25 
− 0.4 mSv/h for the uranium and thorium ores and their physical concentrates; 26 
− 0.3 mSv/h for the chemical concentrates of thorium; 27 
− 0.02 mSv/h for the chemical concentrates of uranium, except uranium hexafluoride. 28 
−  29 

The Customs officials need to be cautioned that in certain instances, the measured value of the TI 30 
of a consignment could be different from the declared value, leading to erroneous suspicions of 31 
discrepancies.  32 

 33 
Example 1:  in the case of radionuclides used in nuclear medicine and short-lived nuclides, the 34 

measured and the declared TI values could be significantly different.  35 
Example 2: When packages shipped in overpack or freight container, the TI calculations are for 36 

the overpack or freight container, not the individual packages. Comparison of the TIs in such instances 37 
would be erroneous and problematic. 38 

Example 3: Determination of transport index: The radiation levels measured at a distance of 1 m 39 
from the external surface of a package are given below: 40 
  41 
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 1 
 2 
 3 
 4 
 5 

 6 
The radiation levels measured at 1 m from the package all around at other locations were less than 7 

the values shown above.  8 
The maximum radiation level is 0.02 mSv/h.  9 
The transport index (T.I.) is 0.02 multiplied by 100. 10 
The transport index of the package is 2.0. 11 
 12 
The categories (I-WHITE, II-YELLOW, III-YELLOW) of packages are based on the results of 13 

the dose rate (gamma + neutrons) measurement at the external surface of the package and the TI. If the 14 
TI satisfies the condition of one category, but the surface radiation level satisfies the condition for a 15 
different category, the package or the overpack is assigned to the higher category. In any case, the 16 
category “I-WHITE” is considered the lowest category (See Table 2). 17 

 18 
 19 
TABLE 2. THE CATEGORIES OF PACKAGES AND OVERPACKS (FROM REF. [10]) 20 

Transport index TI  The maximum radiation level at the any 
point of the external surface Category 

0a Not more than 0.005 mSv/h I – WHITE 
More than 0 but not more 

than 1 a 
More than 0.005 mSv/h but not more than 0.5 
mSv/h II – YELLOW 

More than 1 but not more 
than 10 More than 0.5 mSv/h but not more than 2 mSv/h III – YELLOW 

More than 10 More than 2 mSv/h but not more than 10 mSv/h III -YELLOWb 
a If the measured TI is not greater than 0.05. The quoted value may be zero.  21 
b Only for transport under exclusive use. 22 
I.2. PARAMETERS OF PORTABLE DOSE RATE METERS 23 
The typical parameters of the equipment used for confirmation of the TIs, category, and radiation 24 

dose rate of packages are shown in Table 3.  25 
 26 
 27 

  28 

1 m 

1 m 
1 m 

0.017 mSv/h 
0.018 mSv/h 

0.014 mSv/h 

0.02 mSv/h 

1 m 

1 m 
1 m 

0.017 mSv/h 
0.018 mSv/h 

0.014 mSv/h 
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TABLE 3: TYPICAL PERFORMANCE CHARACTERISTICS FOR PORTABLE DOSE RATE 1 
METERS 2 

 3 
• Type of 

radiation  
• Measured 

parameters 
• Measured range • Energy range of the 

measured radiation 
• Max. 

error, % 
• Gamma • Dose rate, 

μSv/h 
• From 0.1 to 1 × 

104 μSv/h 
• From 0.05 to 3 МeV • ±20 

• Neutron • Dose rate, 
μSv/h 

• From 1.0 to  
1 × 104 μSv/h 

• From thermal to 14 
МeV 

• ±40 

 4 
Portable dose rate meters can be used for confirmation of package category and TI. The 5 

investigating authorities need to be aware that when using portable dose rate meters of the types in Table 6 
3, there could be large relative errors between dose-rate meters and this needs to be taken into 7 
consideration before reaching any judgment.  8 

 9 
Some of the operating specifications of typical handheld radiation detection instruments are: 10 

− Working temperature: from -20о С to +50о С; 11 
− Time of continuous work using the built-in batteries: not less than 8 hours; 12 
− Weight of handheld instruments: typically less than 5 kg; 13 
− Total measuring time: not more than 300 s. 14 

Typically measurement times could vary from 10 to 100 s. 15 
 16 
Appropriate radiation protection procedures have to be implemented and followed (in accordance 17 

with the requirements for radiation protection as established in the IAEA safety standards [14]).  18 
 19 
Measurement techniques described in this sub-section require trained and competent personnel, 20 

procedures and appropriate equipment for measurement of dose-rate on the exterior of the package 21 
without the need for opening a package. 22 

 23 
III-2.3.3 Confirmation Techniques  24 

 25 
If required, it may be necessary to determine the package content with greater confidence. 26 

Confirmation of the package content can be achieved by qualitative and quantitative measurement 27 
methods  of the declared nuclear and other radioactive material shipment. 28 

 29 
Selected measurement techniques should be based on the need for confirmation. These 30 

capabilities may not always exist within the FLO’s organisation. FLOs need to cooperate with the 31 
relevant regulatory bodies or expert organisations, as necessary. 32 

 33 
If the shipment is required to be held for further investigation, then the competent authority needs 34 

to identify an appropriate secure storage area where the consignment would be kept stored in conformity 35 
with the applicable regulations and provide appropriate security arrangements until the investigation is 36 
completed and consignment can be moved. 37 

 38 
Confirmation techniques should not damage or change the integrity of the package or the quality 39 

of the verified nuclear material or radioactive material ([10], para. 582). Confirmation techniques 40 
described in this section require trained and competent personnel, procedures and appropriate equipment 41 
for confirmation of package content, without opening a package. 42 

 43 
The following confirmation techniques can be used, where applicable, separately or in 44 

combination, in order to assess the declared contents of shipment of nuclear and other radioactive 45 
material: 46 

− Gross Weight 47 
− Non-Intrusive Inspection (e.g. cargo scanning with X-ray) 48 
− Neutron measurements 49 
− Gamma spectrometry. 50 
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 1 
III-2.3.4 Weighing of packages 2 

 3 
The gross mass of the package is required to be marked on the external surface of the package 4 

weighing in excess of 50 kg. In many cases where the gross mass is 50 kg or less, the gross mass of the 5 
package may be stated in the transport documents. Weighing of packages and comparing the measured 6 
value with the documented value is one of the methods to assess either the contents or the radiological 7 
shielding of a package, or both. For instance, a significant discrepancy in the declared weight and actual 8 
weight of the package may indicate additional or strengthened shielding has been added which could be 9 
an indicator that radioactive material has been added or substituted. 10 

 11 
The weighing equipment needs to be calibrated, maintained, and documented in accordance with 12 

manufacturer’s instructions. Limitations on the accuracy of weight measurements at the point of origin 13 
and the error in the user measurements need to be considered when addressing weight discrepancies. 14 

 15 
Weighing packages provides limited information due to packages being declared at their 16 

maximum weight. The stillage playing the function of restraint system attached to the conveyance, as 17 
applicable, may not be part of the package and therefore would not be included in the declared mass. 18 
The stillage must not be removed from the package during transport. 19 

 20 
III-2.3.5 X-ray examination  21 

 22 
X-ray examination of packages may be useful to confirm the content and geometry of packages 23 

containing radioactive material. Standard and special X-ray equipment (radiography equipment) can be 24 
used for this purpose. In some cases, the density of the shielding material will make interpretation of a 25 
radiography image difficult or impossible. The use of X-ray examination may be more useful for 26 
shipments not declared as radioactive material shipments where the presence of shielding material may 27 
be an indicator of attempted concealment of radioactive material. 28 

 29 
III-2.3.6 Instrumentation for the Detection of Neutrons 30 

 31 
Caution has to be taken in the selection of the instrument used when measuring neutrons because 32 

the absence of neutron counts may not confirm the absence of nuclear material. 33 
 34 
RPMs with neutron detection capabilities provide a reliable way of detecting the presence of a 35 

neutron source. RPMs may indicate the presence of illicit material if the declared nuclear and other 36 
radioactive material is not a known neutron emitter.  37 

 38 
Neutron dose rate meters and handheld neutron detectors can be used as a measurement tool for 39 

high level neutron dose rates. However, users must be aware of the sensitivity limitations of the 40 
equipment and thus interpret the readings with caution, in particular results showing no counts may not 41 
be correct. 42 

 43 
III-2.3.7 Gamma Spectrometry 44 

Gamma spectrometry can be used for establishing the quality and quantity of gamma emitting 45 
radionuclides including enrichment of nuclear material. Qualitative measurements can be done by a 46 
FLO and requires limited training. If a FLOs organization wants to perform quantitative measurements 47 
the contents below should be considered. 48 

 49 
An appropriate set up has to be established for making the measurements. Suitably qualified and 50 

experienced personnel needs to be entrusted with the task of making the measurements. It is desirable 51 
to have a dedicated measurement area separate from other radioactive material to reduce background 52 
radiation and to improve measurement accuracy. In addition, collimators may be used for the detectors. 53 
Knowledge of the package design is essential for qualitative and quantitative measurements of 54 
radioactive material. Pertinent information (including drawings) may be obtained from the regulatory 55 
body, if so required by the Customs officials. 56 
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 1 
It is recommended to check the package design to locate the radiation source position inside the 2 

package. Requirements for disclosure of design characteristics of transport packages are described in 3 
para. 838(j) of Ref. [10]. If the data are not available, it is necessary to verify the radiation source position 4 
by making additional measurements around the package. The maximum count rate or dose-meter 5 
reading would correspond to the actual position of the radioactive sources in the package, as shown in 6 
the figure below. The distance from the package surface needs to be selected so that the count rate is 7 
optimized. The spectrometer dead time should not be above the recommended value.  8 

 9 
If the declared (nuclear and other radioactive) material is transported in a package for which 10 

design information is not available, the gamma attenuation factor may be calculated in order to verify 11 
the activity of the source. In this case, two or more different gamma energies of the same measured 12 
radioactive nuclide with known abundances can be used to calculate attenuation in the shielding 13 
material. This calculation may result in large uncertainties. 14 

 15 
The measured gamma spectrum is analysed in order to identify the radionuclides and calculate 16 

their activities. Information on the declared radionuclides, their activities as on a specified date, type of 17 
package and distance from the detector to the surface of the package can be used to confirm the declared 18 
contents. Software, incorporating package design characteristics may be available to assist in the 19 
analysis.  20 

 21 
 Container 

 Source Detector 

L2 

L1 

h 
H 

 22 
FIG. 2-2. Position of detector and package. 23 
L1 is the distance of the detector from the external surface of the container. 24 
L2 is the distance of the detector from the source position within the container. 25 
H is the distance of the source position within the container from the floor. 26 
h is the distance of the source position from the bottom of the containment system within the 27 

container. 28 
 29 
Table 4. TYPICAL PARAMETERS OF A GAMMA-SPECTROMETER 30 
Quantity name Value 
Range of measured gamma energies, keV 50–3 ×103 
Energy resolution:  

− semi-conductor spectrometer, greater than 
− scintillation spectrometer, greater than 

 
0.2% 
8% 

Efficiency (1332 keV, 60Co): 
− semi-conductor spectrometer, greater than:  
− scintillation spectrometer, greater than (%)  

 
15% 
40% 



 

54 
 

Maximum error in quantitative measurement (point geometry) ± 10% 
Continuous measurement time: 

Main power supply, not less than 
Batteries, not less than 

 
24 h 
8 h 

Number of channels in the analyser: 
− semi-conductor spectrometer 
− scintillation spectrometer 

 
8192 
1024 

Climatic conditions for stable spectrometer operation Temperature, °C 
Relative humidity, (%)  

From -20 to +50 
Up to 90 

 1 
III-2.3.8 Confirmation of Uranium Isotopic Composition 2 

 3 
If it is required to confirm a uranium shipment this needs to include the confirmation of the 4 

enrichment. 5 
 6 
Computer software is available to assist in the confirmation of the declared uranium enrichment, 7 

which uses different energy regions of the collected gamma spectra of uranium or a combination of two 8 
of them: 89–100 keV, 185 keV, and 1001 keV. Owing to high attenuation of low energy gamma rays, 9 
the 89–100 keV region is typically used for the packages with a steel wall thickness less than 5 mm. 10 
Only approved software is to be used for this purpose. 11 

 12 
If similar packages, containing the same or similar uranium products are found in several 13 

shipments, one of the packages with known uranium enrichment may be selected as reference. The other 14 
packages can be measured in the same geometry as used for the reference package and the results can 15 
be compared. 16 

 17 
III-2.3.9 Confirmation of Plutonium Isotopic Composition 18 

 19 
Computer software is available to assist in the analysis of plutonium isotopic composition. 20 

Plutonium isotopic composition can be measured using two regions of the gamma spectrum: 120–210 21 
keV or 630–670 keV. The low energy region is preferable but it can be used only for packages with low 22 
attenuation of gamma rays. Only approved software is to be used for this purpose. 23 

 24 
III-2.4 EVALUATION RESULTS 25 

 26 
If the shipment is suspended as a result of the selection and control process the FLO needs to 27 

notify the competent authority and await further instructions. 28 
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