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Abstract
This paper will explore how methods for reducing cognitive biases, which have been developed by the
intelligence community, could be integrated into the analysis and assessment work carried out by the
Department of Safeguards at the International Atomic Energy Agency (IAEA).
Under the IAEA‟s new strategy of information driven safeguards, the Agency is expected to reach
conclusions on the „completeness‟ of a state‟s nuclear activities based on ever growing amounts and types
of information. This is a challenging task and requires analysts within the Department of Safeguards to
develop new processes for combining evidence from disparate sources such as inspector reports, satellite
imagery, scientific publications and nuclear trade information. This added complexity serves to increase the
threat of cognitive biases significantly affecting the accuracy of the information assessments.
Cognitive biases are intrinsic to all forms of intelligence analysis and can be linked to several well
publicised and recent intelligence failures. As a consequence of this, a number of analytical techniques and
methods have been employed to reduce this subjectivity of organisations working across a range of fields
from counter terrorism to political risk. These strategies employ a number of diagnostic, contrarian and
imaginative thinking techniques such as: Analysis of Competing Hypotheses (ACH); Devil‟s Advocacy;
and Red Teaming.
Analysis is to be carried out at King‟s College London in order to ascertain which combination of the
aforementioned range of techniques would be best suited to nuclear safeguards analysis. Furthermore an
assessment will be performed of how these techniques could be integrated within the IAEA‟s current
workflow. This will incorporate key factors such as resource limitations and the time pressures involved in
producing accurate and reliable reports.

1. Introduction
Following the discovery of Iraq‟s undeclared nuclear weapons activities in the 1990s, the past two decades
have seen a rapid reshaping and strengthening of the IAEA safeguards system.[1] This new informationdriven approach to safeguards places extra emphasis on producing efficient and accurate analyses in an
effort to verify both the „completeness‟ as well as the „correctness‟ of a state's nuclear material and nuclearrelated activities. While the Agency's analyses do not extend to assessing the intentions of a state in the
nuclear field, evaluating the whole of a state's nuclear progamme produces analyses of information through
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an iterative process, whereby conclusions feed directly into the planning of future safeguards activities and
follow-up actions.[2] This is a challenging task which is complicated by an increase in both the diversity
and amount of safeguard relevant sources that require assessment by analysts.[3]
This amplification of both types and volumes of information has meant that there is an increased potential
for cognitive biases to influence the outcomes of such analyses. As such, it is important to be aware of these
biases when examining the activities of a state. This paper will thus examine the specific effect that
cognitive biases can have on the accuracy of intelligence analysis, examine methods for reducing them, and
discuss which particular techniques might be best integrated into the IAEA‟s evolving information analysis
architecture.

2. Cognitive biases and their impact on information analysis
In decision-making, analysts and indeed all humans construct mental models. These are cognitive simplified
representations of reality based on our experiences, assumptions and expectations.[4] While necessary to
efficiently assimilate large volumes of disparate information and analyse complex situations, they can also
lead to errors and inaccuracies. These are known as cognitive biases and occur directly as a result of our
information processing strategies. In this sense, they are distinct from other common types of biases which
can also skew analyses based on, for example, cultural, organizational, emotional, or self-motivated
factors.[5] Cognitive biases can manifest in a variety of ways. For instance, analysts have a tendency to
seek out and place extra emphasis on data that supports preconceived assumptions and expectations – an
effect known as confirmation bias. This can result in the exclusion of conflicting data and the failure to
consider alternative explanations. As cognitive biases are intrinsic to the human thought process, they are
exceedingly difficult to eliminate and can have significant impact on even experienced analysts who have a
basic awareness of their effects.
The Department of Safeguards at the IAEA is responsible for reaching conclusions on a state‟s entire
nuclear activities.[6] This is a challenging task which requires analysts to have an understanding of how
states might hypothetically launch future clandestine nuclear weapons programmes and judge the
significance of likely early warning signatures. In this process, it is possible for analyses to be affected by
both confirmation and availability bias, where evidence indicating the potential presence of biases may be
overstated, and alternative explanations may not be properly considered.[7] A very simple example of how
this might occur in a situation in which an analyst is tasked with forewarning of a reprocessing programme
in a particular state is given by Stech and Elässer.[8] In a hypothetical scenario, an unusual quantity of
krypton gas is detected at a particular location. The analyst, aware that krypton is a by-product of
reprocessing, concludes that there is a high probability that the state has a clandestine nuclear weapons
programme. However, in their analysis, the analyst fails to fully consider alternatives that might also
explain the presence of krypton gas, such as a nearby oil pipeline or the start-up of a large scale declared
reprocessing facility in a neighbouring state.[9]
The inherent difficulty of providing accurate analysis on a state‟s nuclear activities and the impact that
cognitive biases can have in this process was recently highlighted by the inability of the United States‟
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intelligence community to accurately assess Iraq‟s alleged Weapons of Mass Destruction (WMD)
programmes in 2002.[10] In subsequent investigations by the Senate Select Committee on Intelligence and
the WMD Commission, it was revealed that US analysts displayed cognitive rigidity in failing to question
the presumption that Iraq had an active and expanded WMD programme.[11] US analysts were affected by
confirmation bias in focusing on evidence that supported this hypothesis whilst both downplaying and
disregarding evidence that discredited this assumption. One particular example of this case was the
intelligence community‟s incorrect assessment that the attempted procurement of aluminium tubing by Iraq
in 2001 was intended for a clandestine centrifuge enrichment programme. This conclusion was reached in
spite of separate analyses conducted by the US Department of Energy and the IAEA - both of which
concluded that, based on the quantities and type of tubing ordered, the items were more suited for use in
Iraq‟s missile programme.[12] The WMD Commission later determined that this incorrect assessment by
the intelligence community was a direct result of analysts‟ „unwillingness to question prevailing
assumptions that Iraq was attempting to reconstitute its nuclear program‟.[13]
2.1 Methods for reducing cognitive biases
Studies have shown that the negative effects of cognitive biases in information analysis tend to manifest
themselves in „consistent and predictable‟ ways. [14] Consequently, a number of methods have been
developed in an attempt to counteract the inherent inclusions of cognitive biases in analyses. Originally
developed within the intelligence community their use has since spread to other sectors including business
and the medical profession. These methods are designed to make the analysis process more explicit and less
intuitive by making arguments more transparent, challenging key assumptions and identifying important
missing evidence and alternative explanations. Different methods can vary widely both in terms of their
sophistication, as well as the time and commitment necessary in order to master and apply them
effectively.[15] While an analysis of all possible techniques is beyond the scope of this paper, the
discussion below will focus on some of the most widely used methods: Analysis of Competing Hypotheses
(ACH); Devil‟s Advocacy; and Red Teaming.
ACH is one of a number of structured thinking techniques that attempts to reduce cognitive biases by
encouraging analysts to consider all reasonable hypotheses when evaluating a set of evidence.[16] This
helps to prevent analysts from intuitively identifying one plausible explanation and then seeking evidence to
support it. Since its initial development in the mid1980s, the utility of ACH has been widely debated, and a
number of variations of this technique have emerged which differ in terms of ease of use, time required and
analytical benefit.[17] All ACH techniques make use of matrices as a visual aid to help analysts in their
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simultaneous evaluation of competing hypotheses.[18] As shown in Figure 1 below, in the analysis of
scenario where unexpected Krypton gas readings are detected at a location in country X, a matrix is created
with hypotheses listed as headings across the top of a matrix and items of evidence listed down the left hand
side.

Figure 1:
Example of a basic ACH matrix with hypothesis/evidence pairs evaluated as consistent (C), inconsistent (I),
neutral (N) or non-applicable (N/A). Created with PARC software:
<http://www2.parc.com/istl/projects/ach/ach.html>.

A cell in the matrix then relates to each hypothesis/evidence pair, and the value within that cell indicates
whether the evidence is consistent with the hypothesis. Once the matrix has been prepared, the analyst
attempts to disprove each hypothesis in turn. The hypothesis with the most credible supporting evidence is
deemed the most likely possibility.
The utility of ACH as a tool in eliminating cognitive biases and enhancing intelligence analysis is the
subject of some debate. Its primary strength, as described above, is that it forces analysts to simultaneously
consider multiple hypotheses, helping to mitigate effects such as „satisficing‟ - defined as a blend of
satisfying and sufficing, implying minimum requirements be met rather than seeking an optimal solution. A
major drawback, however, is that the application of ACH requires analysts to make a judgement on every
hypothesis/evidence pair which, for a complex problem, can be very time-consuming. It is also difficult to
judge its effectiveness at alleviating other cognitive biases as, to date, only a very limited number of studies
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have looked into this question. The results from these have been mixed, with some demonstrating that ACH
can reduce confirmation bias while the findings of others have been inconclusive.[19]
An alternative approach that has received renewed attention in recent times is Devil‟s Advocacy. This
process was recommended as a method for improving intelligence analysis by both the 9/11 and WMD
Commissions.[20] Devil‟s Advocacy is a contrarian thinking technique that involves the development of
procedures for exposing alternative viewpoints. This is usually achieved through the use of either
individuals or small teams appointed to challenge key assumptions in the prevailing analytical line and to
argue minority positions. This can assist in reducing the development of mindsets dominant to one
perspective, which if unchecked, can lead to the dismissal or downplaying of contradictory evidence.[21] A

key advantage of Devil‟s Advocacy over other techniques is that both easy to understand and
relatively simple to employ.
In Red Teaming analysts are transformed from observers into actors where they are tasked with providing
analysis and viewpoints in the form of “first person” reports.[22] It is a technique that has been used

both within the military and private sectors to gain a greater insight into adversary behaviour and
deception, the influence of other key actors and to challenge key assumptions.[23] Red teaming is
particularly useful in situations where a well established mindset may have developed within a
group, it can be used to stimulate new thinking and alternative hypotheses. However, it is not easy
to employ effectively as analysts must first develop an in-depth knowledge of the organisation in
question‟s history, culture and decision making apparatus.
ACH, Devil‟s Advocacy and Red Teaming provide, in theory at least, a way of reducing the affects of
cognitive biases in information analysis. However, in practice their utility is a subject of some debate.[24]
While certain studies have shown that they can be useful in identifying and alleviating biases, others have
shown that, if poorly employed, they could aggravate „group think‟.[25]
3. Integrating cognitive biases reduction techniques into IAEA information analysis procedures
When assessing which techniques, if any, the IAEA should employ to counter the effects of cognitive
biases, it is important to consider the Agency‟s already stretched resources. Ideally, analysts should be able
to effectively employ any technique adopted in their State Evaluation Process after a short training period
and associated software should be open source and easily integrated to the IAEA‟s information
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management architecture. Given these requirements we would recommend that as a minimum the Agency
consider the employment of Devil‟s Advocacy. This technique does not require the use of expensive
software packages or highly specialised training, and there is an extensive literature of practical steps
detailing how it has been applied to other sectors.[26] Red Teaming in contrast can be much harder to
implement effectively as it requires the assembly of a team with highly specialised technical and state
specific knowledge. However, given the diverse range of experts that the IAEA has access to, this could
potentially be accomplished without the need to provide analysts with excessive amounts of additional
training.
ACH would also seem to be a promising technique that could be employed to help reduce cognitive biases.
It is a more time consuming technique than Devil‟s Advocacy, both in terms of training and
implementation, but it offers a number of additional benefits. These include an auditable trail of evidence
showing how hypotheses were evaluated.[27] This would seem particularly valuable to the IAEA as it
allows for subject, regional and technical specialists, that might only be on short term placements at the
Agency, to reassess the strength of particular conclusions. ACH is most effective when employed
collaboratively and this could be accomplished, for example, through the use of an internal IAEA wiki. Free
open source software tools for semi-automating the construction and evaluation of the ACH matrix also
now exist.[28] This should help to both reduce the time necessary to employ the technique and ease its
integration into the Agency‟s evolving information management architecture.
Finally, ACH, Devil‟s Advocacy and Red Teaming are complementary techniques that could be employed
by the IAEA in combination – if resources allow. For instance, Red Teaming could be employed at the start
of the analysis process to help identify a wide range of potential explanations for a particular situation.
ACH could then be used to test the validity of each hypothesis, before finally Devil‟s Advocacy could be
employed to help decide between hypotheses with similar levels of inconsistency, when drawing final
conclusions.
4. Conclusion
This paper has attempted to highlight how cognitive biases can have a significant effect on intelligence
analysis, introduce a number of methods for reducing their effects, and finally, discuss briefly how these
could be adopted by the IAEA. Devil‟s Advocacy, Red Teaming and ACH would all seem to be promising
techniques that the Agency could integrate into its existing information analysis and management
procedures. However, there is still a considerable amount of research that needs to be performed in
assessing exactly how this might be best accomplished. This next step will be crucial, as studies have shown
that the poor implementation of the aforementioned techniques can lead to the aggravation of the very
biases that they seek to reduce.
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