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ABSTRACT

Safety, reliability and availability are fundamental criteria in design, construction and operation of nuclear
facilities, as nuclear power plants. Deterministic and probabilistic risk assessments of such facilities are required
by regulatory authorities in order to meet licensing regulations, contributing to assure safety, as well as reduce
costs and environmental impacts. Probabilistic Risk Assessment has become an important part of licensing
requirements of the nuclear power plants in Brazil and in the world. Risk can be defined as a qualitative and/or
quantitative assessment of accident sequence frequencies (or probabilities) and their consequences. Risk
management is a systematic application of management policies, procedures and practices to identify, analyze,
plan, implement, control, communicate and document risks. Several tools and computer codes must be
combined, in order to estimate both probabilities and consequences of accidents. Event Tree Analysis (ETA),
Fault Tree Analysis (FTA), Reliability Block Diagrams (RBD), and Markov models are examples of evaluation
tools that can support the safety and risk assessment for analyzing process systems, identifying potential
accidents, and estimating consequences. Because of complexity of such analyzes, specialized computer codes
are required, such as the reliability engineering software develop by Reliasoft® Corporation. BlockSim (FTA,
RBD and Markov models), RENO (ETA and consequence assessment), Weibull++ (life data and uncertainty
analysis), and Xfmea (qualitative risk assessment) are some codes that can be highlighted. This work describes
an integrated approach using these tools and software to carry out reliability, safety, and risk assessment of
nuclear facilities, as well as, and application example.

1. INTRODUCTION

Improvements on safety, reliability and availability contribute to safe design and operation of
nuclear facilities, such Nuclear Power Plants (NPPs). A plant operated with good procedures
provides safety, which can be defined as eliminating those conditions that can cause death,
injury, occupational illness or damage to or loss of equipment or property, to an acceptable
level of risk. Deterministic and probabilistic risk assessments of such facilities are required
by regulatory authorities in order to meet licensing regulations, contributing to assure safety,
as well as reduce costs and environmental impacts. Probabilistic Risk Assessment (sometimes
named Probabilistic Safety Analysis) has become an important part of licensing requirements
of the nuclear power plants in Brazil and in the world [1].

The term safety includes hazard identification, technical evaluation, and the design of new
engineering features to prevent loss. Accident prevention using appropriate technologies
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helps to identify hazards and eliminate them before an accident occurs [2]. Safety assessment
is a systematic process that is carried out throughout the design process (and throughout the
lifetime of the facility) to ensure that all the relevant safety requirements are met by the
proposed (or actual) design. Safety assessment includes the formal safety analysis, i.e., it
includes the evaluation of the potential hazards associated with the operation of a facility [3].
The objective of a safety analysis of a nuclear facility is to help define and confirm the most
important safety basis, and ensure that the general design is capable of complying with the
dose limits in force and with the radioactive releases specified for any plant condition [4].

Deterministic Safety Analysis is the engineering analysis of a plant response using validated
models, calculations and data that predict transient response of the plant to an event sequence.
Typically, it uses conservative estimates, safety margins and Design-Basis Accidents
(DBAs), and it is based on expert judgement and knowledge of the phenomena being
modelled [5].

Risk can be defined as a qualitative and/or quantitative assessment of accident sequence
frequencies (or probabilities) and their consequences. Risk assessment refers to technical
estimation of nature and magnitude of a risk. It involves, basically, answers to three
questions: What can go wrong? How frequently does it happen? What are the consequences?
Risk assessment is a process for measuring, qualitatively and quantitatively, the risks a
particular agent represents for a specific system or facility [6]. Probabilistic Risk Assessment
(PRA), sometimes named Probabilistic Safety Analysis (PSA), is a qualitative or quantitative
assessment of the risks associated with plant operations and maintenance. These risks are
measured in terms of occurrence frequency of critical events, such as core damage or a
radioactive material release, and its effects on the health of the public, in the case of NPPs.
Risk management is a systematic application of management policies, procedures and
practices to identify, analyze, plan, implement, control, communicate and document risks [5].

Improvements on reliability, maintainability and availability of systems of a plant, also
increase safety and reduce risk. This work presents an integrated approach for systematically
use of reliability engineering tools in safety and risk assessment of nuclear facilities. An
application example analyzing a generic (Loss of Cooling Accident) LOCA of a Pressurized
Water Reactor (PWR) is also presented.

2. RELIABILITY ENGINEERING

Many concepts related to reliability engineers are used to make decisions to improve and
optimize components in order to achieve a minimum required system reliability. Some of
them are reviewed below.

2.1. System Reliability Concepts

System is a collection of interrelated parts (components) that work together by way of some
driving process. In this context, reliability is defined as the probability that an engineering
system will perform its intended function satisfactorily for its intended life under specified
environmental and operating conditions. On the other hand, unreliability is defined as the
probability that the system will fail in a time interval. In dealing with repairable systems,
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these definitions need to be adapted. Repairable systems receive maintenance actions that
restore system components when they fail. These actions change the overall makeup of the
system. Maintainability is then defined as the probability of performing a successful repair
action within a given time. In other words, maintainability measures ease and speed a system
can be restored to its operational status after a failure occurs [7].

If one considers both reliability (probability a system will not fail) and maintainability
(probability a system is successfully restored after failure), then an additional metric is
needed for probability a system is operational at a given time, (i.e., has not failed or it has
been restored after failure). Availability is then defined as the probability a system is
operating properly when it is requested for use. In other words, availability is the probability
a system will not fail or undergoing a repair action when it needs to be used [7].

To analyze and measure the reliability characteristics of a system, many other parameter can
should be defined, as Mean Time to Failure (MTTF) and Mean Time to Repair (MTTR).
MTTF is the expected failure time during which a component is expected to perform
successfully. MTTR is an important reliability measure often used in maintenance studies and
is defined as the expected value of the random variable repair time, i.e. the mean downtime.

Life Data Analysis (LDA) refers to the study and modeling of observed component or system
lives. Life data can be lifetimes, such as the time a component/system operated successfully
or the time it operated before it failed. Some distributions, as the Weibull distribution, had
better represented life data, and they are commonly called "lifetime distributions" or "life
distributions". LDA is sometimes called "Weibull analysis" because the Weibull distribution
is a popular distribution for analyzing life data. Other commonly used life distributions
include the exponential, lognormal and normal distributions. The analyst chooses the life
distribution that is most appropriate to model each particular data set based on experience and
goodness-of-fit tests [8].

2.2. System Reliability Analysis

There are many mathematical and a logical models for the functional relationships of
components, subsystems, and overall system. Among them Reliability Block Diagram
(RDB), Fault Tree Analysis (FTA), Event Tree Analysis (ETA), Failure Modes and Effects
Analysis (FMEA), Markov Models, and Monte Carlo Simulation [4] can be highlighted.

2.2.1. Reliability Block Diagram (RDB)

An overall system reliability prediction can be made by looking at the reliabilities of the
components that make up the whole system. A Reliability Block Diagram (RBD) is a
graphical representation of the components of a system, and the way they are related or
connected. The components of a RBD are connected by series or parallel configuration.  In a
series configuration, failure of any component results in failure of the entire system. In the
parallel configuration, both components must fail in order the system to fail (redundancy) [8].

In many cases, it is not easy to recognize which components are in series and which are in
parallel in a complex system. In such case, for obtaining reliability characteristics of the
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system, analytical or simulation methods should be used. The primary advantage of the
analytical solution is that it produces a mathematical expression that describes the reliability
of the system. Once the system reliability function has been determined, other calculations
can then be performed to obtain metrics of interest for the system. The more complicated a
system is, more difficult it will be to analytically formulate analytical expressions for the
reliability. In these situations, the use of simulation methods, based on Monte Carlo Method,
may be more advantageous than attempting to develop a solution analytically [8].

2.2.2. Fault Tree Analysis (FTA)

Fault Tree Analysis (FTA) is an analytical technique, whereby an undesired state of a system
(called top event) is specified, usually a state that is critical from a safety or reliability
standpoint. The system is then analyzed in the context of its environment and operation, to
find all realistic ways in which the top event can occur. FTA is a graphic model of various
parallel and series combinations of faults that will result in the occurrence of the top event.
Faults can be events that are associated with component or equipment failures, human errors,
software errors, or any other pertinent events, which can lead to the top event. A fault tree
thus depicts the logical interrelationships of basic events that lead to the top event of the fault
tree [6].

The main qualitative results of FTA are the minimal cut sets of the top event. A cut set is a
combination of basic events that can cause the top event. A minimal cut set is the smallest
combination of basic events that result in the top event and it relates the top event directly to
the basic event causes. A set of minimal cut sets for the top event constitutes all ways that
basic events can cause the top event. Quantitative analysis of fault trees involves assessment
of probability of occurrence of the top event based on probability of basic events. Both
qualitative and quantitative analysis for more complex fault trees require specialized
computer programs, including uncertainty, sensibility and importance analysis [8].

2.2.3. Event Tree Analysis (ETA)

Event trees are branched graphs, which, starting from an initiating event considered, show the
various possible sequences of plant situations (with corresponding estimated probability)
consequent to the good operation or malfunction of safety systems designed to stop the
accident or to mitigate its consequences (defence-in-depth levels). The failure probability of
these defence-in-depth levels can be obtained using historical failure data or logical models
as FTA or RBD.  Initiating events can be internal or external events, which can create
extreme environments to several plant systems. Internal hazards include: internal fires,
internal floods and missiles. External hazards include earthquakes, external floods, external
fires, high winds, aircraft crash, and transportation accidents. An event tree, therefore, gives
the picture of the various final plant situations, each one with the pertinent overall
probability. As a result, an ETA in a PRA approach is capable of estimating the likelihood
and the consequences of any accidents caused by a malfunction or an operating error [9].

2.2.4. Failure Mode and Effect Analysis (FMEA)
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Failure Modes and Effects Analysis (FMEA) is a method designed to identify and understand
potential failure modes and their causes, and the effects of failure on a product or process. It
is then possible to assess the risk associated with the identified failure modes, effects and
causes, and prioritize corrective actions. The most common types of FMEAs are Design
FMEA (DFMEA) and Process FMEA (PFMEA). A DFMEA focuses on product design,
typically at the subsystem or component level. The focus is on deficiencies related to design,
with emphasis on improving it and ensuring that product operation is safe and reliable during
its useful life. PFMEA focuses on the manufacturing or assembly process, emphasizing how
the manufacturing process can be improved to ensure that a product is built to design
requirements in a safe manner, with minimal downtime, scrap and rework.

Prioritizing the recommended actions of a FMEA is based on a
(RPN). RPN is a numerical ranking of the risk of each potential failure mode/cause, made up
of the arithmetic product of three elements: severity of the effect (S), likelihood of occurrence
of the cause (O) and likelihood of detection of the cause (D).

2.2.5. Markov Model

Markov models are recursive (repetitive) decision trees used for modeling conditions events
that may occur repeatedly over time or for modeling predictable events that occur over time.
For any given system, a Markov model consists of a list of the possible states of that system,
the possible transition paths between those states, and the rate parameters of those transitions.
In reliability analysis the transitions usually consist of failures and repairs. When representing
a Markov model graphically, each state is usually depicted as a circle, with arrows denoting
the transition paths between states for a single component that has just two states: success (no
detectable damage) and failed [10].

As an example, the Markov model can be used to model nuclear power plants piping in
locations susceptible to damage mechanisms, such as IGSCC (Inter-granular Stress Corrosion
Cracking). In such locations, a leak or rupture can only occur from the state of an existing
flaw. This kind of model can be applied in Risk-Informed In-service Inspection (RI-ISI)
evaluations due to its ability to model ruptures at different rates from a flaw or leak state [11].

2.2.6. Monte Carlo Simulation

Uncertainty assessment is part of every decision-making process. Monte Carlo simulation is a
computerized mathematical technique that allows people to account for uncertainty in
quantitative risk analysis and decision-making. Monte Carlo simulation furnishes the
decision-making with a range of possible outcomes and the probabilities they will occur for
any choice of action. It can support risk analysis by building models of possible results by
substituting a range of values - a probability distribution - for any factor that has inherent
uncertainty. It then calculates results over and over, each time using a different set of random
values from the probability functions. In PRA, Monte Carlo Simulation can be used for
uncertainty assessment of failure rate data, propagation of uncertainty in FTAs, and
consequence estimates of accident sequences in ETAs [12].
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2.3. Human Reliability Analysis

Human Reliability Analysis (HRA) is the study of the interactions between the humans and
the system, and an attempt to predict the impact of such interactions on the system reliability.
For complex systems, which involve a large number of human-system interactions in almost
every phase of the project, HRA becomes an important element of PRA to ensure a realistic
safety assessment. HRA can model and quantify these human interactions, which will be
incorporated as human basic events in the PRA logic models (e.g., ETAs and FTAs) [13].
HRA, in general, encompasses the identification of error types, likelihood of error
occurrence, opportunities to recover from errors and consequence of errors. There are also
many HRA specific techniques like THERP, SHERPA, HEART, CREAM and ATHEANA.
THERP (Technique for Human Error Rate Prediction) is the most used HRA method in PRAs
for NPPs. It is a method to predict human error probabilities and to evaluate the degradation
of a man-machine system likely caused by human errors alone, or in connection with
equipment malfunctions or operational procedures. THERP can be used for design analysis,
worker selection, prediction of system effectiveness, and determination of training
requirements [14, 15].

3. RELIABILITY ENGINEERING SOFTWARE

Because of complexity of reliability engineering analyzes, specialized computer codes are
required, such as the software package develop by Reliasoft® Corporation. BlockSim (FTA,
RBD and Markov models), RENO (ETA and consequence assessment), Weibull++ (life data
and uncertainty analysis), and Xfmea (qualitative risk assessment) are some codes that can be
used in PRA applications.

The following ReliaSoft® software package integrated by Synthesis Platform is useful for
implementing the mentioned reliability engineering tools [16]:

Weibull++: Analysis and retrieval of equipment life data, calculated results, plots and
reporting. The software supports all data types and all commonly used product lifetime
distributions.
Xfmea: It facilitates data management and reporting for all types of FMEA.
Blocksim: It implements FTA, block diagrams for reliability analysis, maintainability and
availability analysis, and Markov models;
RENO: It is a user-friendly platform for building and running complex analyses for
probabilistic or deterministic scenarios using an intuitive flowchart modeling approach
and Monte Carlo simulation.

4. PROBABILISTIC RISK ASSESSMENT (PRA) OF NUCLEAR FACILITIES

PRA is used to quantify the risks of nuclear facilities (mainly NPPs), using logical models as
ETAs and FTAs. It has increasingly been used as part of decision- making processes to assess
the level of safety of NPPs [4]. In international practice, three levels of PRA are generally
recognized. In Level 1, the design and operation of the plant are analyzed in order to identify
the sequences of events that can lead to core damage and the core damage frequency is
estimated. Level 1 provides insights into the strengths and weaknesses of the safety related
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systems and procedures in place or envisaged as preventing core damage. In Level 2, the
chronological progression of core damage sequences identified in Level 1 is evaluated,
including a quantitative assessment of severe damage to reactor fuel. It identifies ways in
which associated releases of radioactive material from fuel can result in releases to the
environment. In Level 3, public health and other societal consequences are estimated, such as
the contamination of land or food from the accident sequences that lead to a release of
radioactivity to the environment [17].

4.1. Scope of PRA

PRA presents a set of scenarios, frequencies, and associated consequences, developed to
support decisions regarding the allocation of resources to accident prevention and mitigation,
such as changes in design or operational practice. In general, this requires accident scenario
modeling, risk quantification, uncertainty assessment, and importance/sensitivity evaluation.
The scenario modeling start with the identification of the initiating events, proceeds with the
development of event trees and fault trees until an end state is reached. The end states are
formulated according to the decisions being supported by the analysis. Scenarios are
classified into end states according to the kind and severity of consequences.

In case of nuclear power plants, PRAs can be used to calculate the probability of core
damage, as result of accident sequences started by an initiating event, usually a LOCA. PRA
is then used to assess the size of radioactive releases from the reactor building, as well as the
impact of such releases on the public and the environment. The results of these analyses can
therefore identify not only the weaknesses but also the strengths with regard to the plant
safety, and thus assist in setting priorities and focusing efforts on the points identified as the
most sensitive in terms of the contribution they can make for improvements [18].

4.2. Component reliability and failure rate data (plant specific and generic data)

Component reliability is a function of its design, use and maintenance. Components designed
for specific reactor applications (especially safety related) are usually highly reliable and
should be maintained as such during their lifetime. The reliability data, however, often show
variations, which are related to operating conditions and practices, component application
and maintenance, and testing practices. The operating conditions and practices of the
facilities may greatly influence component reliability [19].

PRA can use generic or plant specific reliability or failure rate database. NUREG/CR-6928,
for instance, presents available data from nuclear industry, which includes performance data
for components and initiating events at U.S. commercial nuclear power plants. In this report,
the following types of events are covered: component unreliability, component unavailability
resulting from test or maintenance outages, especial event probabilities covering operational
issues, and initiating event (including LOCA) frequencies [20]. Generic component data may
not reflect actual technology or operating conditions of a plant, and the failure rate estimates
must be updated taking into account plant specific data. Bayes method uses generic data as
the prior distribution, and plant specific data as the conditional distribution to update the
posterior distribution. The fundamental tool for the specialization (or "updating") of failure
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probabilities (or reliability data), when new evidence becomes available, is the Bayes
theorem [21].

4.3. Importance and sensitivity analysis

Importance measures are a means of estimating the contribution of primary events to the
accident-sequence frequency. In PRA of NPPs, the main purpose of the importance analysis
is to identify the important accident sequences, system failures, component failures and
human errors with regard to core damage frequency. The importance measures for primary
events, for example, provide a quantitative perspective on risk and sensitivity of risk to
changes in input values of failure rates or human errors, supporting the prioritization of
preventive and mitigation measures. Sensitivity analysis involves the determination of how
rapidly the output of an analysis changes with respect to variations in the input. Sensitivity
studies do not usually incorporate the error range or uncertainty of the input. Sensitivity
studies can be useful for assessing the impacts of different models in the results of a PRA [6].

5. INTEGRATED APPROACH

Fig. 1 shows an integrated approach for probabilistic risk assessment using Reliasoft@
software, proposed in this work. The meanings of the abbreviations as well as the Reliasoft@
software used to implement the corresponding tools are presented in Table 1. Fig 1 shows
the task flow of PRA process, the tools used by the tasks, as well as the reliability
engineering software suggested (identified by the color of the circle background).

Figure 1: Integrated approach for probabilistic risk assessment using Reliasoft@

software
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Table 1: The meaning of the abbreviations presented in Fig. 2

Abbreviation Tools Reliasoft@ sofware
AM Analytical Models Synthesis
BT Bayes Theorem Weibull++

ETA Event Tree Analysis RENO
FMEA Failure Modes and Effects Analysis Xfmea
FTA Fault Tree Analysis BlockSim
LDA Life Data Analysis Weibull++
MM Markov Model BlockSim
MCS Monte Carlo Simulation RENO
RBD Reliability Block Diagrams BlockSim
RC Risk Curves Synthesis

In the integrated approach, the analysis starts with the PRA scope definition. This involves
the formulation of the objectives of analysis, systems and facilities involved, life-cycle step
of the project, PRA level of analysis, specification of consequence categories and frequency
cutoffs that serve to guide the analysis. This selection is carried out with support of FMEA
technique, prioritizing the scenario definition. After determining the scope, it is necessary to
list all possible initiating events during the operation analyzed in the PRA, including internal,
external, and human errors.

After identifying the initiating events, it is necessary to build scenarios around these events,
showing all possible results of an initiating event and evaluating impacts that may result from
this event. This includes the logical modeling of events that will prevent or mitigate the
consequences (actuation of safety systems, human actions, etc.). ETA is used in this task to
model graphically the chain of events that results in an end state. The quantitative assessment
of scenario modeled is carried out with support of FTA and RBD for assessment occurrence
frequency of event sequences, as well as analytical models and Monte Carlo simulation for
assessment of the magnitude of consequences of each possible end state.

Probabilities and consequences define the risks, which can be shown, compared and
prioritized with support of risk curves and FMEA technique. The quantitative risk assessment
provides an overview of the various elements of the plant, highlighting those in which
eventual failures can cause damage to the operators, facility, environment or public. If the
outcome risk of an end state is not acceptable when compared to predefined criteria, design
and operational changes should be developed, and the risk assessment have to be updated.
Risk criteria can be defined by national regulations, corporate guidelines and industry
standards. It is necessary, among the existing criteria, to identify the most relevant ones for
each case.

It is important to highlight Data Collection and A
blocks span much of the figure and appear in iterative loops. These blocks influence, and are
influenced by, many of the other blocks. For instance, blocks that identify scenarios specify
events whose probabilities need to be determined. Once initial estimates are obtained for
probabilities, preliminary quantification may determine that some of the parameters need
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additional refinement. Q Scenario M
Uncertainty A , Interpretation of R ata

Collection and Analysis ed ETA, for instance,
implementing THERP method. Life Data Analysis, Bayes Theorem, and Markov model
support Data Collection and Analysis. Monte Carlo Simulation is the tool that support
uncertainty assessment.

6. APPLICATION EXAMPLE

An application example analyzing a generic LOCA of a PWR is presented. It was analyzed a
step of a PRA, including construction of an event tree and a fault tree, using the Reliasof@

RENO software. Fig. 2 shows an event tree starting from an initiating event (LOCA),
followed by success or failure of automatic trip (AUTO), manual trip (MAN), emergency
coolant injection (ECI), emergency coolant recirculation (ECR). In this event tree there are
the following end sates: success (OK), Late Core Damage (LATE-CD), Early Core Damage
(EARLY-CD), and Anticipated Transient Without Scram (ATWS).

Figure 2:
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The ECI system was selected to illustrate the analysis of fault tree using the Reliasof@

BlockSim Software. Fig 3 shows the main components of ECI system, and Fig. 4 shows a
fault tree for ECI system failure.

Figure 3: Emergency Coolant Injection (ECI) System

Figure 4: Fault Tree for the Emergency Coolant Injection (ECI) System

7. CONCLUSIONS AND FUTURE WORKS

This work presented a proposed integrated approach for probabilistic risk assessment using
Reliasoft@ software package. The reliability engineering concepts, tools and methods
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required by the proposed approach were reviewed. An application example analyzing a
generic LOCA was carried out, showing the construction and analysis of an event tree and a
fault tree, using the Reliasof@ RENO and BlockSim software. It was demonstrated, using
qualitative assessment, the feasibility of using reliability engineering tools in Probabilistic
Risk Assessment (PRA) of nuclear facilities, as nuclear power plants. As this work is part of
an ongoing master's dissertation, the next works will include more comprehensive PRAs and
quantitative risk assessments, including estimation of occurrence frequency of the end states
and the magnitude of their consequences.
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