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ABSTRACT 

 
The present paper aims to outline the challenges related to the elaboration and concepts involved in a regulatory 

transition from a purely prescriptive approach to a combined approach that mixes performance-based concepts 

and evaluation metrics based on statistical data of equipment and personnel. This methodology might represent 

an improvement compared to a purely prescriptive approach, in which the regulatory authority defines the 

measures to be taken by operators of nuclear facilities to prevent theft, sabotage events, and mitigate their 

consequences. The prescriptive approach, despite having the advantages of clarity in the definition of 

requirements, simplicity in regulatory terms (inspections to verify compliance), and homogeneity in relation to 

various facilities, does not allow a clear and effective performance measurement, may provide insufficient or 

excessive security measures (with excessive expenditure of material and human resources), and the possibility 

of providing a false sense of security. It is known that, in many countries, the state-sponsored nuclear security 

regime mixes elements of the two mentioned approaches, prescriptive and based on performance, which is not 

Brazilian practice nowadays. Such methodological developments happened globally due to the increase of threat 

level for nuclear facilities and materials. The currently regulation in force is CNEN NE 2.01, which provides a 

set of measures intended to implement Physical Protection Systems in Nuclear, Radiological Facilities as well as 

Transport Operations, and all documents related to security of such issues. The new regulation, named CNEN 

NN 2.01, will focus only on Nuclear Material and Facilities (two other regulations specific for Security of 

Radioactive Sources and Transport Operations are under elaboration process). CNEN NN 2.01 is intended to 

provide further adherence to new international recommendations, e.g, IAEA INFCIRC 225 Rev.5 (NSS 13), 

which is currently regarded as the “state of art” on the topic. 
 

1. INTRODUCTION 

 

Nuclear Security is a comprehensive process that involves not only components, structures, 

people and organizations, but also a regulatory framework that reflects the standardization 

and regulation in this field in order to protect and secure facilities, personnel, environment, 

property and society. For this process to be effective and implemented properly around the 

globe, regulations, standards, guidelines, agreements, treaties and several other legal 

instruments are being constantly developed and updated in order to prevent acts of sabotage, 

unauthorized access and removal of relevant materials in nuclear facilities, to mitigate 
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consequences of security-related incidents and to ensure a secure use of such materials for 

exclusively peaceful purposes. In Brazil, the first legal document concerning the issue, the 

regulation CNEN-NE-2.01 “Physical Protection of Nuclear Power Plants” was approved in 

1977 by the Brazilian National Nuclear Energy Commission (CNEN), at the beginning of the 

development of the Brazilian Nuclear Program, since the risk that the malicious use of 

nuclear material started being a point of concern for many countries. Since then, the security 

licensing process of nuclear materials and nuclear facilities in general has been constantly 

increased. The current version of the nuclear security regulation, CNEN-NE-2.01 "Physical 

Protection of Operational Units of Nuclear Area", approved by CNEN’s Board of Directors in 

August 1981 and reviewed twice, in 1996 and in 2011, is applicable to the operational units 

whose activities are related to production, use, processing, reprocessing, handling, transport 

or storage of relevant materials. Recently, CNEN is through an updating process of its 

regulatory framework in nuclear security area, splitting CNEN-NE-2.01 in three other 

documents, more specific and better targeted: CNEN-NN-2.01 “Security of Nuclear Material 

and Nuclear Facilities”; CNEN-NN-2.05 “Security of Nuclear Material and Radioactive 

Sources In Transport”; and CNEN-NN-2.06 “Security of Radioactive Sources and Associated 

Facilities”.  

 

 

 
Figure 1:  The splitting process of Brazilian nuclear security regulations. 

 

 

The texts of the new documents are being developed and updated based mainly on national 

documents and laws, documents of IAEA Nuclear Security Series (in the case of nuclear 

facilities, the main source is NSS13, also known as INFCIRC 225 Revision 5, which is 

considered the “state of art” in the subject), the CPPNM (Convention on Physical Protection 

of Nuclear Material), its 2005 Amendment and regulations from other Member States. These 

new regulations aim to broaden CNEN’s scope of action in nuclear security field, keeping up 

with the current world conjuncture of nuclear and radiological threat, and following the 

international regulatory framework trends. 

 

It became necessary to rethink Brazilian nuclear security regulatory strategy in order to adapt 

national regulations to a new global threat level, to reflect appropriately worldwide 

developments in the area, and to provide more cost-effective solutions to physical protection 



INAC 2017, Belo Horizonte, MG, Brazil. 

 

of nuclear facilities. Some baseline threat aspects are considered in the Brazilian scenario for 

this study: 

 Nationwide financial crisis, that might lead to finance-motivated threats to nuclear 

and other radioactive sources and their associated facilities; 

 Severe difficulties on public security scenario; 

 Recent major public events that increased visibility of the country on the international 

stage, which might draw attention to the assets of Brazilian Nuclear Program for both 

internal and external adversaries. 

 Increased visibility of the country through corruption scandals, which might draw 

attention of some types of financially-driven criminal groups; 

 Inexistence of a national DBT (design basis threat) document to serve as a main 

orientation for design and evaluation processes; nuclear operators nowadays provide 

qualitative threat assessments to be analyzed by the regulatory commission in order to 

have their Physical Protection Plans approved. 

 

In addition, the State-sponsored nuclear regime in Brazil has some particularities and 

challenges to be considered in this study: 

 

 Severe restriction of human and financial resources; 

 Current prescriptive Nuclear Security regulations; 

 Need for proper operator training, especially during transition from prescriptive 

approach to combined approach; 

 Lack of proven experimental data to support analyses (e.g. probabilities of detection, 

delay times, neutralization data). 

 

 

2. BRAZILIAN REGULATORY CONTEXT IN NUCLEAR SECURITY 

 

Brazil, in its nuclear advent, decided to draw up and approve the regulation CNEN-NE-2.01 

"Physical Protection of Nuclear Power Plants" through Resolution 06/77, published in the 

Federal Official Gazette in November 1977. This document, having been prepared during the 

early stages of construction of the first Brazilian nuclear power plant (Angra 1), applied to all 

physical protection activities involving the use, transport and storage of nuclear materials, 

mainly to the licensing of the Physical Protection Systems of that type of facilities.  

 

Some years later, CNEN’s Board of Directors revoked the previous rule and decided to 

approve, on an experimental basis, the regulation CNEN-NE-2.01 "Physical Protection of 

Operational Units of Nuclear Area", through Resolution 07/81, then published in the Federal 

Official Gazette in August 1981. This version of the regulation aimed to broaden the scope of 

action of the previous version, being applicable to the operational units whose activities are 

related to production, use, processing, reprocessing, handling, transport or storage of relevant 

materials for the Brazilian Nuclear Program, comprising: 

 

(a) nuclear facilities under construction, maintenance or operation; 

(b) transport of nuclear and radioactive material, and vital or specified equipment; and 

(c) industrial facilities or educational and research institutions. 

 

This document reflects international agreements and recommendations on nuclear security 

area. For this review were used some base documents such as INFCIRC/225/Rev.1, issued in 
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1977, and the Convention on Physical Protection of Nuclear Material (INFCIRC/274/Rev.1), 

signed by Brazil in May 1981 and the only international legally binding document in nuclear 

security area (Fig. 2). 

 

 

 
Figure 2:  Current nuclear security regulation basis. 

 

 

After the end of world bipolarity in the early ‘90s, the emergence of non-state actors and the 

9/11 attack, CNEN decided, in 2004, to create the Group of Physical Protection (current 

Office of Nuclear Security), which centralizes licensing and regulation on physical protection 

of all Brazilian nuclear facilities, based on the current regulation CNEN-NE-2.01. 

 

The main objective of CNEN-NE-2.01 is to establish general principles and basic 

requirements for the physical protection of nuclear material and nuclear facilities. For this 

reason, this regulation is referenced by other Brazilian regulations: CNEN-NE-1.04 

“Licensing of Nuclear Material and Nuclear Facilities”, CNEN-NN-6.02 “Licensing of 

Radioactive Material and Associated Facilities”, CNEN-NE-5.01 “Transport of Radioactive 

Materials”, CNEN-NN-4.01 “Safety requirements and Radiological Protection for Mining-

Industrial Facilities” and CNEN-NN-8.02 “Licensing of Radioactive Waste Storage”, about 

specific requirements for evaluation steps of the Physical Protection Systems of these 

facilities and operations. 
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Figure 3:  CNEN NE-2.01 and its associated regulations. 

 

 

2.1.1. Prescriptive approach versus performance-based approach 

 

In CNEN NE-2.01, a mostly prescriptive approach is adopted. In such approach, the 

regulatory authority defines a finite set of measures required to operators of nuclear facilities 

to prevent theft and sabotage events, as well as mitigate its consequences. Thus, the 

inspection process is mostly a compliance verification of the list of measures defined on the 

regulation. This approach, despite having the advantages of clarity in defining requirements, 

regulatory simplicity (compliance monitoring), and homogeneity in relation to different 

facilities, does not allow for a clear and effective performance measurement, may prove to be 

inadequate or even excessive (in this case, demanding exaggerated expenditure of material 

and human resources), and may provide a false sense of security. It is well known that, in 

practice, in most developed countries, State-promoted Nuclear Security schemes are a mix of 

elements of the two approaches, prescriptive and performance-based. 

 

A performance-based approach relies on a numeric threat assessment (DBT - design basis 

threat), and probabilistic parameters of the traditional physical protection functions: 

detection, delay and response. Thus, operators may use computer-based vulnerability 

assessment tools and actual exercises to evaluate risks and a global effectiveness probability 

(PE) of their physical protection systems, which may even become regulatory requirements 

(for instance, a minimum value for PE for given facilities). Normally, this methodology 

requires more training and different inspection techniques, which might represent a challenge 

in regulatory terms.  
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3. THE UPDATING PROCESS FOR CNEN REGULATIONS  

 

Except by two punctual text changes in the wording of CNEN-NE-2.01, through Resolution 

05/96 (referring to Response Force definition) and Resolution 110/11 (referring to the 

description of security communications), the objectives, principles and requirements have 

remained the same over these years. As previously mentioned on Section 1, the new 

regulation CNEN NN-2.01 will focus on nuclear materials and facilities. 

 

The revision process for CNEN regulations is summarized in Fig. 4:  

 

 

 

 
 

Figure 4:  CNEN Regulations updating process. 

 

 

 

4. CHALLENGES INVOLVED IN THE REGULATORY APPROACH CHANGE  

 

Efforts are being made by CNEN to strengthen its nuclear security regulatory framework, by 

including some performance-based parameters in the upcoming security regulations, in order 

to better reflect best practices adopted internationally. This paper presented a preliminary 

study that aimed to point basic needs, challenges and improvements that will be need to be 

fulfilled in order to achieve a balanced prescriptive/performance-based approach in an 

adequate manner to the country´s threat scenario, limitations and constraints. Some of the 

needs and challenges derived or highlighted from this study include: 

 

 Establishment of a national DBT, to serve as a basis for PPS design; 
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 Establishment of a methodology for Targets Identification/Vital Areas definitions 

(based on high or unacceptable radiological consequences, for instance); 

 Adoption of up-to-date international practices and equipment on detection systems, 

delay functions, response equipment and security personnel (e.g. measures against 

insiders, cyber security measures); 

 Development/use of methodologies for vulnerability assessments (e.g. response times, 

alarm assessment times, simulation metrics and tools, tabletop exercises, force-on-

force exercises, scenario analyses, neutralization data); 

 Training of operators to develop/use of the methodologies related to performance-

based approach; 

 Establishment of a basic laboratory infrastructure for testing and gathering relevant 

data from equipment/sensors to serve as parameters for more accurate analyses; 

 Training and formation of stakeholders in order to maintain a well-established 

security culture. 

 

 

4. NEXT STEPS  

 

As mentioned on Section 3, CNEN NN-2.01 is currently on the Studies Commission phase. 

This process is intended to be finished by 2018. In the meantime, it is expected that the other 

new regulations reach the same, more specifically: 
 

CNEN-NN-2.05 "Security of Nuclear Material and Radioactive Material in Transport", is 

intended to cover in a single document all aspects and requirements for the regulation and 

licensing of a Physical Protection System that will be implemented during a nuclear or other 

radioactive material transport operation. In drawing up this document, the experts of the Office of 

Nuclear Security have participated in national and international meetings related to this topic, in 

order to discuss and present various regulatory aspects of transport security in the world. The 

draft is being prepared based upon IAEA documents such as Nuclear Security Series No. 9 

“Security in the Transport of Radioactive Material”. 

 

CNEN-NN-2.06 "Security of Radioactive Sources and Associated Facilities". In fact, CNEN-NN-

6.02 "Licensing of Radiological Facilities" quotes CNEN-NE-2.01 when comes to physical 

protection licensing issues. However, due to the particularities of this type of material and 

facilities, such as portability, high activity and attractiveness for manufacturing of RDD and 

RED, as well as the large number of such facilities in Brazil, currently around 2,300 active 

facilities (mostly medical and industrial facilities), the development of this new regulation would 

optimize the licensing process of them, and provide solid legal basis for the regulator in physical 

protection issues. This document is being prepared by security and safety experts, based on IAEA 

documents, such as Nuclear Security Series No. 14 “Nuclear Security Recommendations on 

Radioactive Material and Associated Facilities”, Nuclear Security Series No. 11 “Security of 

Radioactive Sources”, “Code of Conduct on Security and Safety of Radioactive Sources” and 

other international instruments from different countries related to radiological security. This 

document is also in the Studies Commission phase. 
 

 

4. CONCLUSIONS  

 

The legal foundation for nuclear security comprises international instruments and recognized 

principles, to control nuclear material and other radioactive substances. These instruments 
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serve as basis for the development and review of requirements and evaluation of Physical 

Protection Systems of nuclear and other radioactive materials and associated facilities. 

In national scenario, the new regulations in Brazil will reflect the international security trends 

and provide more adequate requirements to the licensing of Physical Protection Systems of 

nuclear and other radioactive materials and associated facilities, as well as transport 

operations, taking into account the peculiarities of each system. 

It is believed that this study will provide basis to future actions under the regulatory scope to 

perform changes in the current regulatory scenario regarding Nuclear Security in Brazil. 
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