
Study of Physical Protection System at PUSPATI TRIGA Reactor (RTP) 

 

Alfred Sanggau Ligam, Ibirin Ina, Zarina Masood, Mohd Fairus Abdul Farid,  Mohd Fazli 

Zakaria, Nurhayati Ramli, Mohammad Suhaimi Kassim, Tonny Lanyau, Phongsakorn Prak 

Tom 

Reactor Technology Centre, Malaysian Nuclear Agency (Nuklear Malaysia) 

Bangi, 43000 Kajang, Selangor 

Email: alfred@nm.gov.my 

Tel: +603 89282950 

Fax: +603 89253827 

 

___________________________________________________________________________ 

 

ABSTRACT 

Physical protection program at PUSPATI TRIGA Reactor (RTP) which is located at Nuklear 

Malaysia, Bangi Complex has been strengthened and upgraded from time to time to 

accommodate current situation needs. However, there is always room for improvement. Hence, 

study have been made to look deeper into physical protection components such as delay systems, 

external sensors, PPS intruder alarm sensors, use of video system, personnel security or insider 

threats, access control operation system operation rules and security culture that may need to 

take into consideration. 
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INTRODUCTION 

The study is to understand what are the physical protection systems (PPS) are and what 

components that may needed to strengthen the RTP security and its surrounding areas including 

premise fencing or gate as well as main entrance. Hence, these PPS are selected from many that 

are practiced in nuclear power plant. This study is intended for knowledge sharing and it is not a 

recommendation for the management to partake action. 

 

PHYSICAL SECURITY 5D’S CONCEPT 

Physical security concept can be categorized as deter, detect, deny, delay and defend. In addition to 

enhance the physical security, other measures are taken to account for insider threat and to improve 

the security culture. 

Deter 

Deter is a mix of physical infrastructure outside of building of areas such as fences, entrance gate, 

security personnel on duty and many more. The objective is to deter the intruder when approaching a 

premise from even attempting a breach of security system. It is psychological battle before the activity 

ever starts.  Signage also very importance as a deterrent message to any unauthorized persons for 

example “No Trespassing”, “24 hours Surveillance Camera” and etc. 

Detect 

Detect is a system to monitor and find out any possible intrusion in the area to give ample time for the 

security personnel to respond appropriately. Surveillance camera or Closed Circuit Television (CCTV) is a 

very popular device used in this system. Among others are external and internal detection sensors. 



Deny 

Deny is about access control system which allows only authorized person to enter the areas. This can be 

done by access control technology such as employee access card, or security personnel at the point of 

entry. 

Delay 

Delay objective is to slow down the intrusion activity to force the intruder to give security personnel to 

respond timely. The example of delay is fences, locking doors and other physical barriers. CCTV can be 

used to monitor and to respond appropriately. 

Defend 

Defend is the last hurdle that the intruder must face before any malicious activity is successful or even 

start. Response force team or security personnel are often required in this system to apprehend and 

defeat the intruder. 

 

DELAY SYSTEMS 

Engineering Structures 

Engineering structures are means constructions that can be installed inside the exclusion area, 

near vitally important areas, buildings, constructions located at the protected site, in order to 

impede adversary movement and create favourable conditions for detaining adversary by guard 

groups within exclusion area or near vitally important locations, buildings and constructions [1]. 

  



Barbed wire fence 
supported by reinforced 
concrete poles: 
1, 2, 3 – barbed wire; 
4 – peg; 
5 – bracket; 
6 – reinforced concrete pole; 
7 – foundation. 

Basic Fencing 

 

Figure 1: Basic Fence Structure 

Observation: 

 Nuklear Malaysia is upgrading current fencing at Bangi Complex and it most probably meets 

the basic requirement as mentioned above upon completion. 

 

Guards Booth 

Purpose 

 Guard booths are installed at access control point or main entrance to the premise and are 

used for locating of physical security personnel, alarms and physical security equipments. 



 Communication means; alarm equipment; cabinet with badges of drivers and 

person accompanying the vehicles; glass cases with samples of badges, stamps 

etc. 

 

Figure 2: Bangi Complex Main Entrance 

Observation: 

 Nuklear Malaysia can be described as the best guard booth if compared to other 

government complexes with it huge gate, access control system such as access card for 

employee and security vetting for outsider, deterrence concept with armed auxiliary 

polices, CCTV and clear view of surrounding for monitoring and efficient defensive action. 

 In addition to the main entrance, guards or auxiliary policed are stationed at every main 

facility and almost at all building entrances. 

 

 



Patrol path 

Purpose 

 Patrol path is used for movement of patrols on foot. 

 It is located along a foot detection strip in case guard path is not available or in case it is 

located at the distance more than 4 meters from 1 foot detection strip if any of which 

normally practiced in nuclear sites. 

 

Figure 3: Patrol Path 

Observation: 

Nuklear Malaysia does not have this system in place whereas any potential break wont causes 

much damage to the employee, facility, environment and public. However, it is a huge upgrade if 

a couple of the devices installed at the fencing system and RTP building. 



Anti-ramming device 

 
Figure 4: Example of anti-ramming devices 

 

Anti-ramming device is very useful to stop any vehicle that are detected or suspected with 

malicious activity from exiting Nuklear Malaysia. 

Observation: 

Presently, Nuklear Malaysia does not have this system in place whereas any potential break wont 

causes much damage to the employee, facility, environment and public. However, the installation 

of anti-ramming device (bollards) is to be done under the project collaborated with the 

Government of Canada. 

  



EXTERNAL SENSORS IN PPS 

 Physical protection used at nuclear site of various categories should be organised according 

to zonal principle. This principle provides for organisation of several layers of physical 

protection located in sequence along the adversary movement routes. 

 Boundaries of protected areas (perimeters) should be equipped with physical 

barriers/engineering means and physical protection (PP) equipment. 

 Example of detection devices (DD) of external sensors in PPS. 

 Capacitance DDs 

 Vibration DDs 

 Radio beam DDs 

 E-field DDs 

 DD based on leaky cable technique 

Observation: 

 Nuklear Malaysia does not have this system in place whereas any potential break wont 

causes much damage to the employee, facility, environment and public. However, it is a huge 

upgrade if a couple of the devices installed at the fencing system and RTP building. 

  



INTERNAL SENSORS IN PPS 

 Also called PPS intruder alarm sensors. 

 Detection devices installed inside buildings. 

 Type of internal sensors; 

i. Capacitance 

ii. Acoustic 

iii. Radio wave 

iv. Infrared 

v. Combined 

Observation: 

 Nuklear Malaysia does not have this system in place whereas any potential break wont 

causes much damage to the employee, facility, environment and public. However, it is a huge 

upgrade if a couple of the devices installed at the fencing system. Recently, RTP have 

planned to install a few devices under the collaboration project with the Government of 

Canada. 

 

  



USE OF VIDEO SYSTEM IN SECURING NUCLEAR FACILITIES 

 Physical protection is, according definition of IAEA, entity of protecting measures, designed 

in order to prevent unauthorized removal or radiological sabotage of nuclear materials or 

facilities. 

 The concept of physical protection requires a designed mixture of hardware (securing 

devices), procedures (including the organization of physical protection team and the 

performance of their duties) and facility design (including layout). 

 Video systems nowadays are crucial for all main functions of physical protection, which are 

detection, delay and response. 

 Video system which is merely for the purpose of monitoring only may be incomplete if it 

does not have any other function for prompt action. 

 Alarms Assessment: determination by security operator the cause of the alarm on base 

of video display,  triggered by sensor alarm 

 Video Surveillance: continuous video monitoring of an area, not fixed on detection lines  

 Access Control: allowing authorized persons and materials to move in and out through a 

boundary around each protection area in a balanced secure way 

Observation: 

 Nuklear Malaysia recently installed many CCTV at the facility and this is very good 

indication security improvement. This is including RTP with the additional of collaboration 

with foreign entities for their resources and expertise, Government of Canada. 



PERSONNEL SECURITY OR INSIDER THREATS 

 Personnel security is a system of policies and procedures to manage the risk of employee or 

contractors exploiting legitimate access to premises or assets for unauthorised purposes. 

 Personnel Security provides a level of assurance as to the trustworthiness, integrity and 

reliability of all employees, contractors and temporary employee, throughout their 

employment. 

 

Figure 5: Recruitment Structure 

Observation: 

 Any new recruitment in the government sector will go through security vetting by the Chief 

Government Security Office (CGSO). Unit Keselamatan Fizikal (UKF) of Nuklear Malaysia 

also does the same for outsider who wishes to enter Nuklear Malaysia. Document required is 

a copy photo ID such as Identification Card, Passport or Visa.  

 



BASIC ACCESS CONTROL SYSTEM OPERATION RULES 

 Access control system (ACS) is used for control of and ensuring authorized access of 

personnel, visitors and vehicles to/from rooms, buildings, structures, areas and territories in 

accordance with the regime and regulatory environment established at specific site 

 ACS TASKS are 

 To ensure only authorized access 

 To prevent prohibited objects entering nuclear site 

 To prevent nuclear material and valuable properties 

 To provide necessary information to the facilities 

 

Figure 6: Area classification and its access control system 

 ACS Components 

 Badges 



 Readers and keypads 

 Biometric readers 

 Controllers 

 Controlling computers, software, network 

 Execution units 

 Searching capabilities 

 

Figure 1: Example of access control system devices 

Observation: 

 RTP only have partially of above mentioned system in place. However, new project ongoing, 

a collaboration with the Government of Canada.  



NUCLEAR SECURITY CULTURE 

Definition of nuclear security: 

“The prevention and detection of, and response to, theft, sabotage, unauthorized access, illegal 

transfer or other malicious acts involving nuclear material, other radioactive substances or their 

associated facilities” 

IAEA Advisory Group on Nuclear Security (ADSEC) 

Definition of nuclear security culture: 

“the way of life, especially the general customs and beliefs, of a particular group of people at a 

particular time” 

From Cambridge Dictionary 

“The assembly of characteristics, attitudes and behaviour of individuals, organizations and 

institutions which serves as a means to support and enhance nuclear security” 

From Section 2 Nuclear Security Culture implementing guide 

 

 Threats to nuclear security involve criminals or terrorists acquiring and using for malicious 

purposes: 

 nuclear weapons; 

 nuclear materials to build improvised nuclear explosive devices; 

 radioactive materials to cause harm to individuals or the environment, including the 

construction of 



o radiological dispersal devices (RDDs) 

o radiological exposure devices (REDs); 

o the dispersal of radioactive material through the sabotage of facilities in which 

radioactive material can be found or of such material in transport. 

 Nuclear security culture is effected by employees 

 Employees should: 

 Be accountable for their behaviour 

 Be motivated to ensure nuclear security 

 Be professional toward their responsibilities 

 Comply with rules, regulations, and procedures 

 Be vigilant and questioning 

 Recognize the importance of information protection 

 Understand the importance of teamwork 

 Have an underlying feeling of the importance of nuclear security 

 

Observation: 

 Nuklear Malaysia continuously emphasize and put nuclear security culture as a priority in the 

organization. The information and knowledge sharing to Nuklear Malaysia personnel via 



talk, seminar, workshop and etc. to maintain and strengthen of nuclear security culture 

awareness and skills. 

 

RTP PPS UPGRADE  

Multiple new PPSs are planned for 2016/2017 to be installed at the reactor building to enhance 

the present system at various strategic locations funded by the Government of Canada for 

example; 

 Balanced Magnetic Switch 

 Biometric Sensor With Two (2) Factors 

 Electric Lock/ Padlock  

 Pin Pad 

 Exit Button 

 CCTV with IR (day/night) 

 Duress Switch 

 Turnstile Door 

 Metal Detector 

 Motion Sensor (dual tech) 

 

 



CONCLUSION 

Study can be concluded that the RTP satisfy the physical security requirement, even more with 

many projects are ongoing and planned ahead. For a reseach reactor of 1 MW thermal, RTP are 

very well maintained and equipped with very good physical security system. 
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