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Strengthening the international legal framework for nuclear security:  
Better sooner rather than later 

by Anthony C. Wetherall∗ 

Part 1: Introduction 

“[t]he threat of nuclear terrorism is real, and the global nuclear security 
system needs to be strengthened in order to counter that threat”  

Yukiya Amano, IAEA Director General (2013)1  

1.1 Overview of the article 

In this 21st century global environment, the threat of terrorists or other criminals 
eventually acquiring and using radioactive material for malicious purposes or 
sabotaging such material or associated facilities, could be calculated as being an 
inevitable, albeit a preventable catastrophe.2 Much has been done to address this 
situation, such as the International Atomic Energy Agency (IAEA) now having a 
recognised central role in strengthening nuclear security globally. However, 
concerns still remain regarding the adequacy of the global nuclear security 
architecture, consisting of legally binding and non-binding instruments, 
intergovernmental organisations (IGOs), bodies and various initiatives, as well as 
internationally-accepted guidance and best practices, such as those reflected in the 
IAEA Nuclear Security Series of publications. Issues arise with respect to the 
adequacy of the international framework for nuclear security and the level of 
effective national implementation thereof. Highlighted in this regard, is a lack of 
universal adherence to the international nuclear security legal instruments, an 
absence of sustained information sharing (particularly on national implementation) 
and the non-existence of binding nuclear security standards and mandatory peer 
review and assessment.  

This article examines the framework’s adequacy, its gaps and weak links, as well 
as the measures proposed to strengthen it. Part 1 considers some past and recent 
events, efforts, and developments that have contributed to the current status. 
Thereafter, the purported gaps and weak links and proposed strengthening 
measures are identified. While acknowledging progress, it is assumed that some 
overarching considerations, particularly national sovereignty, secrecy and 
complacency, continue to restrictively influence and determine the extent of state 
behaviour. Accordingly, these considerations are also briefly addressed in Part 1. 
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1. Amano, Y. (2013), “Director General’s Statement”, International Conference on Nuclear 
Security: Enhancing Global Efforts, IAEA, Vienna, 1-5 July 2013. 

2. Allison, G. T. (2004), Nuclear Terrorism: The Ultimate Preventable Catastrophe, Times 
Books/Henry Holt, New York, 1st ed. 
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Thereafter, Part 2 provides a concise overview of the current international legal 
framework. The purported gaps and weak links and proposed strengthening 
measures initially identified in Part 1 are then assessed in Part 3. Further to that 
assessment and prior to a conclusion, Part 4 submits that only a “watershed nuclear 
security event” may provide the momentum needed for the international nuclear 
community to address the apparent existing deficiencies in the near- to mid-term 
future, i.e. in the next eight years from now.  

Importantly, this article does not dwell on the decades-long academic debate 
regarding the prospects of nuclear terrorism, motivations, intent and capabilities. 
Rather, it is based on the views in various international fora, such as the 
United Nations (UN) and the International Atomic Energy Agency (IAEA), that the 
threat of terrorism is real, grave and serious; and that it is one of the most 
challenging and serious threats to international peace and security, if not the 
greatest to society in our time.3 Notwithstanding this significance, there is still no 
legal definition of “terrorism” after a decades-long debate,4 nor is there a definition 
of “nuclear terrorism”, though some treaties specify certain acts that can be 
considered as including a terrorist element.5 Finally, although acutely aware of the 
vital importance, this article also does not address significant issues such as the 
need to eliminate highly enriched uranium (HEU) in civil nuclear applications6 or the 
pressing need to enhance the security of military nuclear materials (which accounts 
for the vast majority of nuclear material worldwide (approximately 83%)).7 

1.2 Past and recent events, efforts, and developments  

The threat of nuclear terrorism has a very long history that can be traced back to 
shortly after the dawn of the atomic age. Indeed, the father of the atomic era and 
mastermind of the Manhattan Project,8 Robert Oppenheimer, submitted in 1946 that 
New York could be destroyed if three or four men were to smuggle in a nuclear 
weapon (NW).9 Some 30 years later, Theodore Taylor, a veteran of that project, 

                                                      
3. Amano, Y. (2013), supra note 1; and Bunn, M. et al. (2016), “Preventing Nuclear Terrorism: 

Continuous Improvement or Dangerous Decline?”, Project on Managing the Atom, Belfer 
Center for Science and International Affairs, Harvard Kennedy School, Cambridge, 
Massachusetts. 

4. Burgess, M. (2002), “Terrorism: The Problems of Definition”, Center for Defense 
Information, Washington, DC; and Badey, T. (1988), “Defining International Terrorism: A 
Pragmatic Approach”, Terrorism and Political Violence, Vol. 10, Issue 1, pp. 90-107.  

5. For example, an offence can be committed by a person that intentionally and unlawfully 
uses radioactive material “[w]ith the intent to compel a natural or legal person, an 
international organization or a State to do or refrain from doing an act”. International 
Convention for the Suppression of Acts of Nuclear Terrorism (2005), 2445 UNTS 137, 
entered into force 7 July 2007, Article 2(1)(b)(iii) (Nuclear Terrorism Convention or 
ICSANT). 

6. Fissile Materials Working Group (FMWG) (2014), “A race to the top in nuclear security 
strategy”, Bulletin of the Atomic Scientists, 23 April 2014. 

7. Ibid.; and Bunn, M. et al. (2016), supra note 3. 
8. This US research and development project led to the development of the first nuclear 

weapons during World War II. 
9. Mowatt-Larssen, R. (2009), “The Armageddon Test”, Belfer Center for Science and 

International Affairs, Harvard Kennedy School, Discussion Paper 2009-09. 
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described such a threat as an immediate one.10 Today, some 40 years after Taylor’s 
warning, an elevated threat level exists on a worldwide scale.11 

During the Cold War, such fears took a backseat to the bigger threat: the spread 
of communism. With its end, however, there was a marked shift from a bi-polar 
structure of world security to a more multi-polar structure, often considered to be 
more unpredictable and complex. Concerns increased of dispersed threats from a 
wide number of different non-state actors, i.e. terrorists and other criminals. 
Thereafter, the collapse of the Union of Soviet Socialist Republics (USSR) brought 
with it revelations of “loose nukes” and fears of state sponsored terrorism.12 The 
1990s also witnessed increases in illicit trafficking of nuclear and other radioactive 
material, leading the IAEA to, among other actions, create the Illicit Trafficking 
Database (ITDB) in 1995. Further, the international nuclear community started work 
in the late 1990s on a new treaty on the suppression of acts of nuclear terrorism and 
was considering the need to strengthen another on the physical protection of 
nuclear material. Yet, it was only after the terrorist attacks in the United States (US) 
on 11 September 2001 (9/11) that the international community, including the IAEA, 
undertook a major re-evaluation of the nuclear terrorist threat and the adequacy of 
the international legal framework for nuclear security (“nuclear security 
framework”) as one means of combating this evolving threat.13  

The rise of new terrorism, characterised by extremists willing to stop at nothing 
to achieve their goals, led to a redefining of nuclear security. The perspective 
changed from one focusing on “physical protection” (the set of legal, administrative 
and technical measures, including physical barriers, to physically protect nuclear 
material)14 to one many years later addressing the broader issue of nuclear security 
covering “[t]he prevention and detection of, and response to, theft, sabotage, 
unauthorized access, illegal transfer or other malicious acts involving nuclear 
material, other radioactive substances or their associated facilities”.15 In addition, 
the scope was expanded: whereas past activities focused on nuclear material, now 
other radioactive material, such as radioactive sources, would be a new key focus. 

                                                      
10. Bird, K. and M. J. Sherwin (2005), American Prometheus: The Triumph and Tragedy of J. Robert 

Oppenheimer, Alfred A. Knopf, New York. 
11. For example, Osama Bin Laden’s statement, “The Nuclear Bomb of Islam”, declared that 

it was a religious “duty” for his followers to get NWs. Also, see Albright, D., K. Buehler 
and H. Higgins (2002), “Bin Laden and the Bomb”, Bulletin of Atomic Scientists, Vol. 58, 
Issue 1, pp. 23-24; and Bunn, M. et al. (2016), supra note 3. 

12. Allison, G. (2000), “Russia’s ‘Loose Nukes’: The Continuing Threat to American Security”, 
Harvard Magazine, September/October, No. 103, pp. 34-35. In the US, the perceived threat 
was reflected in the Nunn Lugar Act (the Soviet Nuclear Threat Reduction Act of 1991, 
22 United States Code (USC) § 2551). 

13. Brooks, F. (2005), “Preventing Nuclear Terrorism: Towards an Integrative Approach 
National Nuclear Security”, Proceeding of the International Conference on Nuclear 
Security: Global Directions for the Future, London, 16-18 March 2005, pp. 51-56. 

14. Vez Carmona, M. (2005), “The International Regime on the Physical Protection of Nuclear 
Material and the Amendment to the Convention on the Physical Protection of Nuclear 
Material”, Nuclear Law Bulletin, No. 76, OECD, Paris, pp. 31-48. 

15. This working definition was established by the IAEA’s Advisory Group on Nuclear 
Security (AdSec) at its 5th meeting from 1-5 December 2003 and it applies in the context of 
the IAEA’s programmatic activities. Some years later, in 2011, a definition of nuclear 
security was established in the context of a states’ national nuclear security regime as 
follows: “the prevention of, detection of, and response to, criminal or intentional 
unauthorized acts [by non-state actors, i.e. terrorists and other criminals] involving or 
directed at nuclear material, other radioactive material, associated facilities, or 
associated activities”. IAEA (2013), “Nuclear Security Fundamentals: Objective and 
Essential Elements of a State’s Nuclear Security Regime”, IAEA Nuclear Security Series 
No. 20, IAEA, Vienna.  
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In as much as the accident at the Chernobyl nuclear power plant (NPP) in Ukraine 
(then part of the former USSR) on 26 April 1986 was considered as a “wake-up” call for 
the international nuclear safety community, Dr Mohammed ElBaradei, then Director 
General of the IAEA, cited 9/11 as a “wake-up” to all in the field of nuclear security.16 
Although the tragic events of 9/11 did not involve radioactive material and associated 
facilities and activities, they galvanised an unprecedented response in the field of 
nuclear security, which “stimulated a degree of risk taking, experimentation, and 
creativity that would have been impossible under normal circumstances”.17 
Subsequent devastating acts of terrorism, such as the deadly bombings in Madrid 
(2004) and London (2005), re-emphasised the need for action. Similarly, the 2004 
discovery of a secret international nuclear supply network that facilitated the illicit 
acquisition of nuclear technology further exemplified the threat,18 leading 
Dr ElBaradei to call for “binding, treaty-based controls”.19  

While a long-standing and fundamental principle of nuclear security is that the 
primary responsibility for nuclear security rests with each state,20 “nuclear security is 
only as good as its weakest link”21 with terrorists and other criminals seeking to target 
and exploit any shortcomings. Since a malicious act anywhere is a threat to everyone 
everywhere (and as highlighted by the above events), international co-operation is 
increasingly considered a vital component to ensuring global nuclear security.22 In this 
respect, a number of recent efforts and developments can be highlighted. Immediately 
after 9/11, the IAEA took concrete action by moving from an ad hoc approach of 
implementing its nuclear security activities to a more systematic one, encapsulated in 
a plan of activities approved by the IAEA policy-making organs: the Board of 
Governors (Board) and the General Conference (GC). Now in its fourth cycle 
(2014-2017), the “Nuclear Security Plan 2014-2017”, reflects a continuing evolvement of 
the IAEA’s approach to nuclear security.23 

                                                      
16. IAEA, Press Release, “IAEA General Conference Adopts Resolution on the Physical 

Protection of Nuclear Material and Nuclear Facilities”, IAEA Press Release No. 2001/21 
(21 September 2001). 

17. Mowatt-Larssen, R. (2009), “Preventing Nuclear Terrorism: A Global Intelligence 
Imperative”, Policy #1511, The Washington Institute for Near East Policy. 

18. Boureston, J. and A. K. Semmel (2010), “The IAEA and Nuclear Security: Trends and 
Prospects”, Policy Analysis Brief, The Stanley Foundation, Muscatine, Iowa. 

19. ElBaradei, M. (2004), “Saving Ourselves From Self-Destruction”, New York Times, The 
Opinion Pages, 12 February 2004. 

20. IAEA (2013), “Nuclear Security Fundamentals”, supra note 15. Nuclear security does not 
encompass the protection of the state against attack by another state.  

21. IAEA, Press Release, “Calculating the New Global Nuclear Terrorism Threat”, IAEA Press 
Release No. 2001/23 (27 October 2001). 

22. See ElBaradei, M. (2005), “Nuclear Terrorism: Identifying and Combating the Risks”, 
proceeding of the International Conference on Nuclear Security: Global Directions for the 
Future, London, 16-18 March 2005, pp. 3-8; Taniguchi, T. (2005), “Nuclear Security: 
Lessons Learned from the Past and Future Global Directions”, proceeding of the 
International Conference on Nuclear Security: Global Directions for the Future, London, 
16-18 March 2005, pp. 85-90.  

23. IAEA (2002), “Protection Against Nuclear Terrorism: Specific Proposals”, IAEA 
Doc. GOV/2002/10, IAEA, Vienna; IAEA (2005), “Nuclear Security – Measures to Protect 
Against Nuclear Terrorism: Progress Report and Nuclear Security Plan for 2006-2009”, 
IAEA Doc. GC(49)/17, IAEA, Vienna; IAEA (2009), “Nuclear Security Plan 2010-2013”, IAEA 
Doc. GOV/2009/54-GC(53)/18, IAEA, Vienna; and IAEA (2013), “Nuclear Security Plan 
2014-2017”, IAEA Doc. GOV/2013/42-GC(57)/19 and Corr.1, IAEA, Vienna. The results of the 
International Conference on Nuclear Security: Commitments and Actions, Vienna, 
5-9 December 2016, will also serve as important input for the preparation of the IAEA’s 
next Nuclear Security Plan, which will cover the period 2018-2021. 
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Although various fora continue to recognise the IAEA’s central role in 
strengthening nuclear security globally,24 the IAEA is not the only relevant IGO and 
body in the field. Following 9/11, the UN General Assembly (UNGA) took up the 
terrorism debate with increased vigour, reaffirming the relevance of co-operation and 
international law in combating terrorism. Significantly, to deal with the “burgeoning 
problem”,25 the UN Security Council (UNSC) issued two resolutions (UNSCRs) – UNSCR 
137326 and UNSCR 154027 – that are legally binding on all UN member states. Further, 
as outlined in Part 2 a number of new and revised international legally binding and 
non-binding nuclear security instruments were adopted by and under the auspices of 
the UN, the IAEA, the International Maritime Organization (IMO) and the International 
Civil Aviation Organization (ICAO). These are supplemented by non-legally binding 
technical guidance and recommendations such as INFCIRC/225/Revision 5.28 In 
addition, there are voluntary, on request and non-legally binding processes of peer 
review by experts at the request of a state (IAEA nuclear security peer reviews).29  

Distinct from an approach centred on multilateral treaties are the various 
non-treaty based initiatives, the majority being established post-9/11.30 These include 
the Nuclear Threat Initiative (NTI), the Global Partnership Against the Spread of 
Weapons and Materials of Mass Destruction (Global Partnership), the European 
Union’s (EU) Strategy against the Proliferation of Weapons of Mass Destruction (WMD) 
(EU WMD Strategy), the Global Threat Reduction Initiative (GTRI), the Global Initiative 
to Combat Nuclear Terrorism (GICNT) and the UN Global Counter-Terrorism Strategy.31 

                                                      
24. IAEA (2013), Ministerial Declaration, International Conference on Nuclear Security: 

Enhancing Global Efforts, Vienna, 1-5 July 2013. It was the first time that the Agency had 
convened such a conference. The second is schedule to be held in 2016 (International 
Conference on Nuclear Security: Commitments and Actions, Vienna, 5-9 December 2016). 

25. Boureston, J. and A. K. Semmel (2010), supra note 18. 
26. UNSCR 1373 (2001), “Threats to international peace and security caused by terrorist acts”, 

UN Doc. S/RES/1373, adopted on 28 September 2001. 
27. UNSCR 1540 (2004), “Non-proliferation of weapons of mass destruction”, 

UN Doc. S/RES/1540, adopted on 28 April 2004. 
28. IAEA (2011), “Nuclear Security Recommendations on Physical Protection of Nuclear 

Material and Nuclear Facilities”, IAEA Doc. INFCIRC/225/Revision 5, IAEA Nuclear Security 
Series No. 13. 

29. In particular, there is the International Physical Protection Advisory Service (IPPAS) and 
the International Nuclear Security Advisory Service (INSServ) missions. 

30. Luongo, K. (2012), “Nuclear Security Governance for the 21st Century: An Action Plan for 
Progress”, Partnership for Global Security, NSGEG Workshop on Improving Nuclear 
Security Regime Cohesion, Seoul, South Korea, 18-19 July 2012. 

31. In particular, in January 2001 the NTI was established as non-profit, nonpartisan 
organisation by Ted Turner and Sam Nunn. In 2002, the Global Partnership (“10 Plus 
10 Over 10 Program”) was established as a voluntary international partnership within the 
then framework of the G8. Further, in December 2003 the EU WMD Strategy was adopted. 
Council of the European Union (2003), “Fight against the proliferation of weapons of mass 
destruction – EU strategy against proliferation of Weapons of Mass Destruction”, 
15708/03, Brussels, Belgium, 10 December 2003. In 2004, the GTRI was established by the 
US, again as a voluntary international partnership. In July 2006, another informal and 
voluntary international partnership, the GICNT was established by the US and the 
Russian Federation and it currently comprises more than 86 states and 5 IGOs. In 
September 2006, the “United Nations Global Counter-Terrorism Strategy” was 
unanimously adopted by the UN General Assembly in the form of a resolution and an 
annexed Plan of Action. UNGA (2006), “The United Nations Global Counter-Terrorism 
Strategy”, UN Doc. A/RES/60/288, adopted on 8 September 2006 (20 September 2006). The 
adoption of the Strategy was the first time that all UN member states agreed to a 
common strategic and operational framework to fight terrorism. Reviewed every two 
years, the fifth review of the Strategy took place in July 2016. UNGA (2016), “The United 
Nations Global Counter-Terrorism Strategy Review”, UN Doc. A/RES/70/291, adopted on 
1 July 2016 (19 July 2016). Finally, mention should also be made to the Proliferation 



ARTICLES 

12 NUCLEAR LAW BULLETIN No. 98, VOL. 2016/2, NEA NO. 7313, © OECD 2016 

Generally, these initiatives can be credited for doing a significant amount of work in 
strengthening nuclear security world-wide, for example, by addressing a major 
concern regarding the need to convert research reactors from HEU to low enriched 
uranium (LEU).32 

In addition, a significant driver of enhanced high-level international nuclear 
security co-operation in recent years has been the series of ad hoc biennial summits of 
heads of state and governments, referred to as the Nuclear Security Summit (NSS) 
process. Formally announced by US President Barack Obama in 2009, four NSSs have 
been held to-date: the first in 2010 in Washington, then in 2012 in Seoul, thereafter in 
2014 in The Hague (2014 NSS) and finally again in Washington in March 2016 
(2016 NSS), with this being the last in the series in this format.33 Complementary to the 
official process, the Summits inspired collaboration across a broader community 
involving governments, IGOs, the nuclear industry and civil society. Driven by these 
Summits, nuclear security has remained a major global issue, at the top of the 
international security agenda. The NSSs generated substantial tangible achievements 
and some so-called “quick results”, such as the removal of nuclear material from 
countries and facilities and the minimisation of HEU. Although no legally binding 
multilateral treaties have resulted from the NSS process, a number of legally non-
binding initiatives did result, some of which are relevant to efforts to strengthen the 
nuclear security framework. Significantly, the NSS process can also be merited with 
driving states’ adherence to the international nuclear security legal instruments. 
Notably, the outreach in the run-up to and during the NSS 2016 to the state parties to 
the Convention on the Physical Protection of Nuclear Material (CPPNM)34 by the IAEA 
and the US (together with other like-minded states such as the Netherlands and the 
UK), is directly linked to the entry into force of the Amendment to the Convention on 

                                                                                                                                                                          
Security Initiative (PSI) and the World Institute for Nuclear Security (WINS). The PSI was 
launched by the US in May 2003 and it is another voluntary international partnership 
that is currently comprised of more than 100 states. The PSI is a global effort that aims to 
stop trafficking of WMD, their delivery systems, and related materials to and from states 
and non-state actors of proliferation concern. In 2008, WINS was created as a 
membership-based international non-governmental organisation. WINS provides an 
international industry-level forum to share best practices in strengthening the physical 
protection and security of nuclear and other radioactive materials and associated 
facilities worldwide. 

32. In this context, the GTRI (and its predecessor programmes) are responsible for the 
removal or disposition of more than 5 140 kilograms of HEU and plutonium, which is 
more than enough material for over 205 nuclear bombs. Further, since 2004, the GTRI has 
successfully converted to LEU fuel or verified the shutdown of 49 HEU research reactors 
in 25 countries. NNSA (2014), “GTRI: Reducing Nuclear Threats”, https://nnsa.energy.gov/ 
mediaroom/factsheets/reducingthreats. 

33. Communiqué of the Washington Nuclear Security Summit, 2010; Communiqué of the 
Washington Nuclear Security Summit, 2012; Communiqué of The Hague Nuclear Security 
Summit, 2014; and Communiqué of the Washington Nuclear Security Summit, 2016. For a 
background on the NSSs from 2010-2014, see Loukianova, A. (2015), “Improving Nuclear 
Security – One Summit at a Time”, Global Summitry, No. 2015/1, Oxford University Press, 
Oxford, pp. 84-94; Wilke, S. (2010), “Q&A with Gary Samore and Laura Holgate”, Belfer 
Center for Science and International Affairs, Harvard Kennedy School; Holgate, L. (2011), 
“The Outcomes of the 2010 Washington Summit”, US Department of State; Cann, M., 
K. Davenport and S. Williams (2014), “The Nuclear Security Summit: Assessment of Joint 
Statements”, Arms Control Association and Partnership for Global Security, Washington, 
DC.; Toby, W. (2016), “Descending From the Summit: The Path Toward Nuclear Security 
2010-2016 and Beyond”, Policy Analysis Brief, The Stanley Foundation, Muscatine, Iowa; 
Cann, M., K. Davenport and J. Parker (2015), “Keeping tabs on nuclear security 
commitments”, Bulletin of the Atomic Scientists, 31 March 2015. 

34. Convention on the Physical Protection of Nuclear Material, (1980), IAEA Doc. INFCIRC/274 
Rev. 1, 1456 UNTS 125, entered into force 8 February 1987. 
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the Physical Protection of Nuclear Material (ACPPNM or CPPNM Amendment),35 on 
8 May 2016.36 

1.3 Purported gaps, weak links and proposed strengthening measures 

“… we must not wait for a ‘watershed’ nuclear security event  
to provide the needed security upgrades”  

Dr Mohamed ElBaradei, IAEA Director General (2005)37 

Despite the dire warnings of Oppenheimer and Taylor, fortunately there has not 
been a “watershed nuclear security event”38 such as the detonation by terrorists or 
other criminals of a NW, the detonation of an improvised nuclear explosive device 
(IND), the explosion of a radiological dispersal device (RDD or, in other words, a 
“dirty bomb”), the use of a radiation exposure device (RED) or the sabotage of nuclear 
or other radioactive material or associated facilities.39 Yet, there are examples of the 
willingness of non-state actors to carry-out such acts.40 Further, ongoing terrorist 
activities by the Islamic State and other terrorist organisations in countries such as 
Syria, Iraq and beyond, will likely continue to influence the nuclear terrorist threat 
in the near- to mid-term future. 

Against the backdrop of the continuing threat, the progress made to-date and 
the high-level political attention on nuclear security through the NSS process, 
concerns still remain regarding the adequacy of the nuclear security framework. A 
deeper analysis identifies a number of common issues, in the form of apparent gaps 
and weak links. In particular, some commentators cite unease with the apparent 
complexity of the framework and the lack of universal adherence to the key 
international legal instruments on nuclear security and an absence of binding 
nuclear security standards and mandatory peer review, as well as a lack of sustained 
reporting and information sharing.41 In this context, it has been asserted that the 
nuclear security framework is inadequate and uneven, that real-world international 
co-operation and consensus on nuclear security remains weak and that the 

                                                      
35. Amendment to the Convention on the Physical Protection of Nuclear Material (2005), 

IAEA Doc. INFIRC/274/Rev.1/Mod.1, entered into force 8 May 2016. 
36. This was a month after the deposit of the instrument of ratification by Nicaragua, which 

brought the number of adherences to 102 states parties to the CPPNM, the threshold 
required, pursuant to Article 20, for the agreement to come into effect in 30 days. 
Wetherall, A. and V. Fournier (2016), “Key Nuclear Security Agreement to Enter into Force 
on 8 May”, IAEA News (8 April 2016). 

37. ElBaradei, M., supra note 22.  
38. IAEA (2005), “‘New Reality’, Shaping Nuclear Security’s Global Directions”, IAEA News 

(16 March 2005). 
39. A first scenario could concern an incident involving the acquisition of fissile material 

(stolen or purchased) from a country, and subsequent construction, delivery and 
successful detonation of a crude IND in the capital of that country, together with 
multiple credible threats in other cities worldwide. A second scenario could concern an 
incident involving the successful insider sabotage of a research reactor or NPP located in 
a country. Finally, a third scenario could concern an incident involving the acquisition of 
radioactive sources (stolen or purchased) in a country and the subsequent construction, 
delivery and successful large explosions of two RDDs in the capitals of two other 
countries, together with multiple credible threats to other cities worldwide. The potential 
acquisition and subsequent detonation of an intact nuclear weapon is not considered in 
the context of a “watershed nuclear security event” for the purpose of this article. 

40. Osama Bin Laden’s statement, “The Nuclear Bomb of Islam”, supra note 11. 
41. Brill, K. C. and J. Bernhard (2015), “Closing the gaps in nuclear security”, The Washington 

Post, 26 March 2015; Bunn, M. et al. (2014), Advancing Nuclear Security: Evaluating Progress 
and Setting New Goals, Cambridge, Mass., Report for Project on Managing the Atom, Belfer 
Center for Science and International Affairs, Harvard Kennedy School, 18 March 2014; 
and FMWG (2014), supra note 6. 
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co-ordinated global response has been inadequate.42 For example, some 
commentators attribute the apparent gaps to the fragmented and largely voluntary 
nature of the framework.43 They also consider that the framework lags behind other 
branches of international nuclear law, such as the international legal framework for 
nuclear safety (“nuclear safety framework”).44 On this point, however, it should not 
be overlooked that nuclear security, when considered as a whole, is essentially the 
branch of international nuclear law that can be deemed as being most recently 
established and as having witnessed the most recent significant developments.45 

Overall, commentators have differing views on how to address the apparent 
deficiencies with various strengthening measures being proposed and which can be 
grouped in two categories: legally binding (so-called “hard law”) and legally 
non-binding (so-called “soft law”). The Nuclear Security Governance Experts Group 
(NSGEG),46 for example, foresees the need for a mix of soft and hard law approaches 
over a period of time. As a first step, the focus is to take advantage of the existing 
instruments. These so-called “easy fixes” include consolidating the framework 
through universal adherence to the instruments while more long-term measures are 
focused on closing the gaps, for example, by establishing binding nuclear security 
standards.  

In this context, there are those who see the creation of law as the panacea and 
continue to repeat calls for legally binding approaches to address the apparent 
deficiencies. They advocate the development of legally binding measures consisting 
of mandatory peer reviews and binding standards which, for example, could be 
established by way of a proposed legally binding, overarching and comprehensive 
framework convention on nuclear security (the “framework convention”).47 Others 
may nurture such a hard law approach but appear somewhat resigned to the 
probability that such a legally binding approach is extremely unlikely to be 
established in the near- to mid-term future. Consequently, their focus for now 
appears to be on developing legally non-binding measures48 in which the framework 
integrates incentive-based approaches utilised in the nuclear safety framework. For 
example, voluntary assurances and confidence-building actions, such as voluntarily 
inviting IAEA nuclear security peer reviews49 and the giving of certain political 
commitments. 

1.4 Sovereignty, secrecy and complacency  

Before examining in more detail the purported gaps and weak links, the overarching 
considerations of sovereignty, secrecy and complacency that impact on state 
behaviour, and thus the development of the framework, are briefly considered.  

                                                      
42. FMWG (2014), supra note 6; Boureston, J. and A. K. Semmel (2010), supra note 18; and 

Bunn, M. et al. (2014), supra note 41. 
43. Brill, K.C. and J. Bernhard (2015), supra note 41. 
44. Luongo, K. (2012), supra note 30. 
45. Stoiber, C. (2012), “Recent Developments in Nuclear Security Law”, 20th Nuclear Inter Jura 

Congress on “The Evolution of Nuclear Law after Fukushima”, Manchester, 
United Kingdom, 8-11 October 2012. 

46. The NSGEG includes experts representing the Global Partnership, Stanley Foundation and 
the Asan Institute for Policy Studies. NSGEG (2014), “Preventing Weak Links in Nuclear 
Security: A Strategy for Soft and Hard Governance: Summary Report & Initial Policy 
Recommendations, March 2014”, NSGEG. 

47. Brill, K. C. and Bernhard J. (2015), supra note 41; and FMWG (2014), supra note 6.  
48. FMWG (2015), “The Results We Need in 2016: Policy Recommendations for the Nuclear 

Security Summit”. 
49. Communiqué of The Hague Nuclear Security Summit (NSS) 2014, supra note 33.  
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An essential internationally agreed element of nuclear security is that 
responsibility for nuclear security within a state rests entirely with the state.50 Yet, a 
major nuclear security event anywhere would pose an unacceptable risk and threat 
everywhere. All countries therefore have an interest in the effectiveness of the 
global nuclear security architecture. International co-operation (as well as greater 
openness and transparency, including the sharing of information) to eliminate weak 
links is therefore increasingly considered as being a hallmark of the international 
nuclear community’s efforts to combat nuclear terrorism. In this regard, a major 
challenge in developing the nuclear security framework is the need to carefully 
balance international responsibility and national sovereignty so that both can be 
properly addressed. In this context, some commentators have emphasised that 
states’ efforts to protect their sovereignty over nuclear security matters mean that 
“everyone has the right to do as little” as they choose, which has been considered as 
tightly constraining efforts to establish binding nuclear security standards.51 Another 
major challenge is the need to delicately maintain a balance between transparency 
and secrecy, the latter having dominated nuclear security, more so than in the field 
of nuclear safety. As the IAEA International Nuclear Safety Advisory Group (INSAG) 
highlights, “the general rule in the nuclear safety area […] is to pursue transparency 
[while] in the security field, the sharing of information should typically be restricted 
to […] prevent sensitive information […] from falling into the hands of adversaries”.52 
For example, a legitimate concern of states means they are less willing to share 
information related to physical protection for fear of compromising their material 
and facilities. Such states insist that information on physical protection be classified 
to avoid misuse. While there may well be a common interest of states to have 
assurances regarding the status of nuclear security in other states, secrecy continues 
to outweigh transparency. Even though the sharing of information on national 
legislation and regulations is not per se sensitive, there is a pervading lack of 
commitment of states to demonstrate to one another the level of compliance and 
extent of national implementation of their respective obligations. Taken together 
with sovereignty, it follows (as highlighted below) that compared to the treaty-based 
mandatory mechanisms in the nuclear safety framework, peer reviews and 
information exchange have, to date, not played as significant a role in the context of 
the development and implementation of the framework. 

Finally, the complacency of leaders and politicians, as well as officials at all 
levels, including nuclear managers, security-relevant staff and others, has been 
identified as the single most important obstacle to nuclear security progress: more 
particularly, it is considered as being “the enemy of action”, with an unwillingness to 
act if the threat is not deemed real and urgent.53 Indeed, three years after 9/11, the 
US Nuclear Security Advisory Group in referring to the US as “sleepwalking on 
WMD”, identified that the connections between the rhetoric of politicians and 

                                                      
50. IAEA (2013), supra note 15. 
51. Bunn, M. (2007), “Guardians at the Gates of Hell: estimating the risk of nuclear theft and 

terrorism − and identifying the highest-priority risks of nuclear theft”, Massachusetts 
Institute of Technology; and Squassoni, S. (2012), “U.S. Official Rejects Call for 
International Nuclear Security Standards”, Global Security Newswire, Guarino D., 
1 May 2012. 

52. INSAG (2010), “The Interface Between Safety and Security at Nuclear Power Plants”, 
INSAG-24, IAEA, Vienna, p. 10. 

53. Bunn, M. (2007), supra note 51; Bunn, M. et al. (2016), supra note 3; and Toby, W. (2016), 
supra note 33. Worryingly, the survey by Bunn, M. and E. Harrell identifies that “security 
officials in many countries still see nuclear theft or sabotage as implausible”. Bunn, M., 
and E. Harrell (2016), “Threat Perceptions and Drivers of Change in Nuclear Security 
Around the World: Results of a Survey”, Cambridge, MA: Project on Managing the Atom, 
Belfer Center for Science and International Affairs, Harvard Kennedy School, March 2014. 
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leaders and the necessary actions had not been made.54 Similarly, Dr ElBaradei55 also 
queried five years after 9/11 why “with clear signs of terrorists trying to acquire 
nuclear material through criminal networks [is the international nuclear 
community] still moving so sluggishly to get rid of global HEU stockpiles, and to 
minimise civilian uses of HEU?” Although clearly debatable, it was more recently 
submitted that getting states to now focus on nuclear security appears more difficult 
following the accident at the Fukushima Daiichi NPP on 11 March 201156 since they 
considered nuclear safety to be a more pressing concern than nuclear security.57 
Finally, in the context of complacency it is noted that as the NSS process was 
drawing to an end, it was observed that some states considered that the political 
agenda of the Summits had in fact been exhausted. 

The purpose of raising these overarching considerations is not to address them 
in detail, as each merits its own study. Indeed, there are also other considerations 
such as political disputes, bureaucratic procedures and organisational incentives, as 
well as technical and cost concerns that can be considered as obstacles to nuclear 
security progress. The aim, rather, is to simply note that such overarching 
considerations have clearly impacted the development of the nuclear security 
framework. Until these barriers can be overcome, they will continue to play a role in 
determining the likelihood of the proposed strengthening measures being used to 
address the gaps and weak links, if at all. 

Part 2: Overview of the international legal framework for nuclear security 

2.1 Introduction to the international legal framework for nuclear security 

Before exploring the purported gaps and weak links of the framework, an important 
first step is to identify the main relevant international legally binding and 
non-binding instruments in the field of nuclear security. These instruments, 
adopted by and under the auspices of the UN, IAEA, IMO and ICAO, can be divided 
into the following three groups: treaties, UNSCRs, and other IAEA instruments and 
texts. Since there already exists a rich body of literature on the history and 
substantive provisions of these instruments a detailed examination is not 
undertaken.58 

2.1.1 IAEA, UN, IMO and ICAO treaties comprising the common universal legal 
framework against terrorism 

The nuclear security framework currently includes seven treaties that are also part 
of the 19 treaties (adopted since 1963) comprising the so-called “common universal 
legal framework against terrorism”.59 In particular, there are the two key treaties on 

                                                      
54. Ashton, C. (2005), “Worst Weapons in Worst Hands: U.S. Inaction on the Nuclear Terror 

Threat since 9/11, and a Path of Action”, Report for National Security Advisory Group, 
Washington, DC, July 2005. 

55. ElBaradei, M. and J. G. Store (2006), “How the world can combat Nuclear Terrorism”, IAEA 
Bulletin, Vol. 48-1, September 2006. 

56. An overview of the accident is available at IAEA (2016), Fukushima Nuclear Accident, 
www.iaea.org/newscenter/focus/fukushima. 

57. Findlay, T. (2013), “Unleashing the Nuclear Watchdog: Strengthening and Reform of the 
IAEA”, Centre for International Governance Innovation, Waterloo, Ontario, Canada.  

58. IAEA (2011), “The International Legal Framework for Nuclear Security”, IAEA International 
Law Series No. 4, IAEA, Vienna. 

59. This framework also includes UNSCRs. See also “United Nations Global 
Counter-Terrorism Strategy”, Resolution adopted by the UN General Assembly, 
13 October 2010, A/RES/64/297. See also United Nations Office on Drugs and Crime 
(UNODC) (2010), The Universal Legal Framework Against Terrorism, Counter-Terrorism 
Legal Training Curriculum, Module 2, UNODC, Vienna. 
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the physical protection of nuclear material and nuclear facilities, namely, the 
CPPNM and the CPPNM Amendment,60 adopted under the auspices of the IAEA in 
1979 and 2005, respectively.  

The CPPNM has a threefold scope of application. First, it applies to the physical 
protection of nuclear material used for peaceful purposes during international 
transport (and storage incidental to such transport). More particularly, the CPPNM 
addresses the physical protection of international nuclear transport of material 
(further to the three categories of material and the levels of protection as set out in 
the two Annexes thereto). It does not, however, include requirements for the 
physical protection of nuclear material used for peaceful purposes in domestic use, 
storage and transport and nuclear facilities. Further, in focusing on nuclear material 
used for peaceful purposes, it excludes the approximately 83% of fissile material 
held in military stocks.61 Second, it provides for the criminalisation of offences, such 
as the theft or robbery of nuclear material. Finally, it addresses international 
co-operation, for example, in the case of theft, robbery or any other unlawful taking 
of nuclear material or credible threat thereof. Although the focus of the CPPNM is 
considered as being primarily on the physical protection of nuclear material during 
international transport (used for peaceful purposes), its criminalisation and 
international co-operation provisions apply equally to nuclear material (used for 
peaceful purposes) in domestic use, storage and transport.62  

In July 2005, CPPNM states parties agreed to amend the Convention so as to also 
make it legally binding to protect nuclear facilities and nuclear material in peaceful 
domestic use, storage as well as transport.63 In this context, the Convention on the 
Physical Protection of Nuclear Material and Nuclear Facilities was finally established 
upon the entry into force of the CPPNM Amendment on 8 May 2016. It provides a 
“core” undertaking and useful principles (i.e. Fundamental Principles) though it does 
not, strictly speaking, include particular standards for how secure nuclear material 
should be. The Amended Convention also provides for expanded co-operation 
between and among states, for example, to mitigate any radiological consequences 
of sabotage of a nuclear facility. States also need to prevent and combat the 
specified offences such as “smuggling” of nuclear material and the “sabotage” of a 
nuclear facility. 

                                                      
60. On 8 May 2016, some ten years after the adoption of the CPPNM Amendment, it finally 

entered into force creating the Convention on the Physical Protection of Nuclear Material 
and Nuclear Facilities. INFCIRC/274/Rev.1/Mod.1, 9 May 2016, contains an unofficial 
consolidated text of the amended Convention, known as the Convention on the Physical 
Protection of Nuclear Material and Nuclear Facilities (CPPNMNF or Amended 
Convention). 

61. It is noted that a preambular paragraph to the ACPPNM provides that: “Recognizing also 
that effective physical protection of nuclear material and nuclear facilities used for 
military purposes is a responsibility of the State possessing such nuclear material and 
nuclear facilities, and understanding that such material and facilities are and will 
continue to be accorded stringent physical protection”. 

62. More particularly, paragraph 2 of Article 3 of the CPPNM provides that “[w]ith the 
exception of articles 3 and 4 and paragraph 3 of article 5, th[e] Convention shall also 
apply to nuclear material used for peaceful purposes while in domestic use, storage and 
transport”. 

63. For additional information on the negotiating history and the Final Act of the Conference 
see IAEA (2005), “Nuclear Security – Measures to Protect Against Nuclear Terrorism: 
Amendment to the Convention on the Physical Protection of Nuclear Material”, IAEA 
Doc. GOV/INF/2005/10-GC(49)/INF/6, IAEA, Vienna. Also, see Vez Carmona, M. (2005), 
supra note 14. 
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Additionally, the framework includes the International Convention for the 
Suppression of Terrorist Bombings (the Terrorist Bombings Convention)64 and the 
Nuclear Terrorism Convention65 adopted under the auspices of the UN in 1997 and 
2005, respectively. Further, there is the 2005 Protocol to the 1988 SUA Convention66 
and the Protocol to the 1988 Fixed Platforms Protocol,67 both adopted under the 
IMO’s auspices in 2005. Finally, there is the 2010 Beijing SUA Convention,68 adopted 
under the auspices of ICAO in 2010 (and which is not yet in force). These IMO and 
ICAO treaties, focused on the “suppression of unlawful acts” (SUA), are considered as 
simply applying the broad template in existing terrorism treaties to nuclear 
terrorism.69 Furthermore, unlike the CPPNM and CPPNMNF, these instruments 
(ICSANT and the Terrorist Bombings Convention) do not substantively address 
physical protection.70 However, as for the CPPNM and CPPNMNF, they do share a 
common obligation for states parties to make certain specified acts criminal 
offences in national law. In this context, the instruments can be considered as 
establishing offences in three broadly defined categories: those related to dangerous 
materials (i.e. UN terrorist instruments); those related to ships and fixed platforms 
(i.e. IMO SUA instruments); and those related to civil aviation (i.e. ICAO SUA 
instrument). In this context, these instruments identify bases for the establishment 
of jurisdiction over an offence and incorporate the principle of aut dedere aut judicare 
(extradite or prosecute). Finally, they enable parties to engage in international 
co-operation and assistance, in particular, as concerns mutual legal assistance and 
extradition of alleged offenders, with regard to their respective objectives.  

                                                      
64. International Convention for the Suppression of Terrorist Bombings (1997), 2149 UNTS 284, 

entered into force 23 May 2001 (Terrorist Bombings Convention). The Terrorist Bombings 
Convention is not solely focused on precisely demarcated types of activity, i.e. involving 
maritime navigation or civil aviation, but focuses on the suppression of terrorist bombings, 
irrespective of location and medium used.  

65. Although adopted in April 2005 shortly before the CPPNM Amendment, the ICSANT only 
required, in accordance with its Article 25(1), 22 parties for it to enter into force, which it 
did on 7 July 2007. At the time of writing, it has 107 parties and 115 signatories. The UN 
Ad hoc Committee established by UNGA Resolution A/RES/51/210 (1996) “Measures to 
eliminate international terrorism” was mandated to elaborate, as a matter of priority, the 
Terrorist Bombings Convention and the ICSANT. In 1998, based on a text presented by the 
Russian Federation, the Ad hoc Committee commenced its work on the draft ICSANT. See 
Jankowitsch-Prevor, O. (2005), “International Convention for the Suppression of Acts of 
Nuclear Terrorism”, Nuclear Law Bulletin, No. 76, OECD, Paris, pp. 7-27.  

66. Protocol to the Convention for the Suppression of Unlawful Acts against the Safety of 
Maritime Navigation (2005), IMO Doc. LEG/CONF.15/21, entered into force 28 July 2010. 

67. Protocol of 2005 to the Protocol for the Suppression of Unlawful Acts Against the Safety of 
Fixed Platforms Located on the Continental Shelf (2005), IMO Doc. LEG/CONF.15/22, entered 
into force 28 July 2010. 

68. Convention on the Suppression of Unlawful Acts Relating to International Civil  
Aviation (2010), ICAO Doc. 9960, not yet in force (2010 Beijing Convention). The 2010 Beijing 
Convention will enter into force on the first day of the second month following the date of 
deposit of the 22nd instrument of ratification, acceptance, approval or accession (Article 22, 
2010 Beijing Convention). It currently has 32 signatures, 9 ratifications, 6 accessions and 
1 acceptance. Upon entering into force, it will replace the Convention for the Suppression 
of Unlawful Acts Against the Safety of Civil Aviation (1971) 974 UNTS 178, entered into force 
26 January 1973 (Montreal Convention). 

69. Saul, B. (2014), Research Handbook on International Law and Terrorism, Research Handbooks in 
International Law, University of Sydney, Australia, p. 109. 

70. That said, under Article 8, ICSANT states parties are still required, for example, to make 
every effort to adopt appropriate measures to ensure the protection of radioactive material, 
taking into account relevant recommendations and functions of the IAEA. Also, under 
Article 18.1, ICSANT states parties are to have regard to the physical protection 
recommendations and health and safety standards published by the IAEA with respect to 
radioactive material, devices or nuclear facilities brought under control or seized after an 
offence. 
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2.1.2 UNSCRs 

The nuclear security framework also includes two important UNSC Resolutions 
adopted under Chapter VII of the UN Charter concerning threats to the peace, 
breaches of the peace and acts of aggression. Consequently, both Resolutions are 
binding on all (currently 193) UN member states.71 UNSCR 1540 is the first ever 
resolution to focus on the potential acquisition of WMD by non-state actors. It 
provides, inter alia, that all states must adopt and enforce “appropriate effective” 
laws prohibiting any non-state actor to manufacture, acquire, possess, develop, 
transport, transfer or use NWs and their means of delivery, in particular for terrorist 
purposes, as well as ancillary crimes associated therewith. In this context, states 
must put in place “appropriate effective” physical protection measures for NWs and 
related materials, though the term “appropriate effective”72 was (intentionally) not 
defined and nor has it been subsequently elaborated upon by the 1540 Committee 
(or its Group of Experts), which was established to monitor and foster 
implementation of the Resolution.73 Prior to the entry into force of the CPPNM 
Amendment on 8 May 2016 (with the exception of the regional Treaty of Pelindaba74 
and Semipalatinsk Treaty75) it was essentially the only international legal 
instrument requiring physical protection measures for nuclear material in domestic 
use, storage and transport. The other Resolution adopted under Chapter VII, 
UNSCR 1373, primarily focuses on preventing and suppressing the financing and 
preparation of any acts of terrorism.76 It establishes a framework for improved 
international co-operation against terrorism. One of its substantive provisions is the 
call on states to adhere to and fully implement the universal terrorism treaties. 

                                                      
71. Charter of the United Nations, 24 October 1945, 1 UNTS XVI. 
72. Bunn, M. (2008), “‘Appropriate Effective’ Nuclear Security and Accounting – What is It?”, 

Presentation, “Appropriate Effective” Material Accounting and Physical Protection: Joint 
Global Initiative/UNSCR 1540 Workshop, Nashville, Tennessee, 18 July 2008. The 
important role of UNSCR 1540 in strengthening global nuclear security and reducing the 
threat of nuclear terrorism has been underscored in the 2010 Washington Nuclear 
Security Summit Communiqué and Work Plan; the 2012 Seoul Nuclear Security Summit 
Communiqué; the 2014 Hague Nuclear Security Summit Communiqué; and the follow-up 
resolutions to UNSCR 1540, particularly UNSCR 1977 (2011), “Non-proliferation of 
weapons of mass destruction”, UN Doc. S/RES/1977, adopted on 20 April 2011. 
Understandably so, however, the 2016 NSS Communiqué and the “Joint Statement on 
Promoting Full and Universal Implementation of [UNSCR 1540 (2004)]”, as with other such 
statements and Communiqués, does not clarify the issue of the meaning of “appropriate 
effective” physical protection measures.  

73. The resolution also established a committee (the “1540 Committee”) consisting of all 
UNSC members, tasked with monitoring implementation. In 2011, the UNSC extended 
the life of the 1540 Committee for another ten years to 2021. It also strengthened its role 
with respect to providing assistance and co-operating with other organisations 
(UNSCR 1977). Over the years, the UNSC has reaffirmed the measures foreseen in UNSCR 
1540 (2004) in other UNSCRs, e.g. 1673 (2006); 1810 (2008); 1977 (2011); and 2055 (2012). 

74. African Nuclear-Weapon-Free Zone Treaty (1996), 35 I.L.M. 698, entered into force 
15 July 2009 (Pelindaba Treaty). 

75. Treaty on a Nuclear-Weapon-Free Zone in Central Asia (2006), No. 51633, entered into 
force 21 March 2009 (Semipalatinsk Treaty). 

76. UNSCR 1373 (2001), supra note 26. The Counter Terrorism Committee (CTS) (assisted by a 
Counter Terrorism Committee Executive Directorate (CTED)) was established as a 
subsidiary UNSC body to facilitate the provision of assistance to states and monitor 
compliance. 
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2.1.3 Other legally binding and non-binding IAEA instruments not comprising the 
common universal legal framework against terrorism 

This final group includes the Early Notification77 and Assistance Conventions78 adopted 
under the auspices of the IAEA in 1986. Although adopted primarily as a direct response 
to the Chernobyl accident, they provide the basis for the practical and operational 
international emergency preparedness and response system (implied by the IAEA) that 
applies to events regardless of origin, i.e. an accident or an intentional act. 

In addition, there is also the legally non-binding revised IAEA Code of Conduct 
on the Safety and Security of Radioactive Sources of 2003 (the Code of Conduct).79 
This instrument is widely accepted by states as the primary instrument for the 
security of sealed radioactive sources that may pose a significant risk to individuals, 
society and the environment, i.e. those listed in Annex I of the Code (as Categories 1 
to 3). Its objectives include preventing the unauthorised access or damage to, and 
loss, theft or unauthorised transfer of, sealed radioactive sources, so as to, for 
example, reduce the likelihood of their malicious use. Initially adopted in 
September 2000, this revised Code reflects the change in states’ perception of threats 
in light of 9/11. It therefore includes strengthened provisions relating to the security 
of sealed radioactive sources and additional components concerning national 
registries of such sources. Established in 2005 (and revised in 2012), supplementary 
guidance to the Code addresses the import and export of sealed radioactive 
sources.80 As a counterbalance to the legally non-binding nature of the Code and 
Guidance (and its supplementary guidance), the endorsing resolutions of the GC 
provide for states to voluntarily write to the IAEA Director General to express their 
commitment to implement them.81 To date, 133 states have done so for the Code 

                                                      
77. Convention on Early Notification of a Nuclear Accident (1986), IAEA Doc. INFCIRC/335, 

1439 UNTS 275. 
78. Convention on Assistance in the Case of a Nuclear Accident or Radiological Emergency 

(1986), IAEA Doc. INFCIRC/336, 1457 UNTS 133. 
79. Code of Conduct on the Safety and Security of Radioactive Sources (2004), IAEA 

Doc. IAEA/CODEOC/2004, IAEA, Vienna. The Code was first published in 2001 but was 
revised in order to strengthen, inter alia, its nuclear security provisions further to the 
findings of the IAEA’s International Conference on Security of Radioactive Sources, Vienna, 
10-13 March 2003. The Code of Conduct addresses “radioactive source[s]”, which “means 
radioactive material that is permanently sealed in a capsule or closely bonded, in a solid 
form and which is not exempt from regulatory control. It also means any radioactive 
material released if the radioactive source is leaking or broken, but does not mean material 
encapsulated for disposal, or nuclear material within the nuclear fuel cycles of research 
and power reactors”. In addition to these categories, states should also give appropriate 
attention to radioactive sources considered by them to have the potential to cause 
unacceptable consequences if employed for malicious purposes, and to aggregations of 
lower activity sources which require management under the principles of the Code. As 
reflected in the reports of the Chairman of the various meetings on the sharing of 
information between states (see infra note 83), there is no agreement to change the legally 
non-binding status of the Code to a legally binding one. 

80. IAEA Guidance on the Import and Export of Radioactive Sources (2012) (Guidance), IAEA 
Doc. IAEA/CODEOC/IMO-EXP/2012, IAEA, Vienna. The supplementary Guidance was first 
adopted by the Board and endorsed by the GC in 2004 (to support the import and export 
provisions of the Code of Conduct) but was revised in 2012.  

81. IAEA (2003), General Conference Resolution: “Measures to Strengthen International 
Co-operation in Nuclear, Radiation and Transport Safety and Waste Management”, IAEA 
Doc. GC(47)/RES/7.B (2003), adopted on 19 September 2003 and IAEA (2004), General 
Conference Resolution, “Measures to Strengthen International Cooperation in Nuclear, 
Radiation and Transport Safety and Waste Management”, IAEA Doc. GC(48)/RES/10.D, 
adopted on 24 September 2004. 
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and 106 for the Guidance.82 Additionally, in 2006 the Board endorsed a voluntary and 
formalised peer review process pursuant to which states, in international and 
regional meetings, can periodically exchange information and lessons learnt and 
evaluate each other’s progress.83 In this context, the Resolution of the 2015 GC 
“encourage[ed] Member States to [continue to] support the[se] dedicated 
international [review] meetings under the auspices of the IAEA on the Code of 
Conduct”.84 

Finally, the legal instruments are also supplemented by new and revised 
non-legally binding IAEA technical guidance published since 2006 in the IAEA 
Nuclear Security Series.85 Most significant, with respect to the implementation of the 

                                                      
82. More particularly, IAEA member states were urged “to write to the Director General that 

[they] fully support and endorse the IAEA’s efforts to enhance the safety and security of 
radioactive sources, [that they are] working toward following the guidance contained in 
the [Code], and encourage[d] other countries to do the same” (see operative paragraph 6 
of IAEA General Conference Resolution GC(47)/RES/7.B). Similarly, the 2004 GC 
encouraged states, with respect to the Supplementary Guidance, “to act in accordance 
with the Guidance on a harmonized basis and to notify the Director General of their 
intention to do so as supplementary information to the Sources Code”. See operative 
paragraph 8 of IAEA General Conference Resolution GC(48)/RES/10. 

83. Report of the Chairman (2006), “A Process for the Sharing of Information as to States’ 
Implementation of the Code of Conduct on the Safety and Security of Radioactive Sources 
and its associated Guidance on the Import and Export of Radioactive Sources”, Attachment 
to Chair report, Meeting of technical and legal experts for Consultations with States with a 
view to establishing a formalized process for a periodic exchange of information and 
lessons learned and for the evaluation of progress made by States towards implementing 
the Code of Conduct on the Safety and Security of Radioactive Sources (TM-28817). The last 
international meeting of this kind was held this year in Vienna. See the Report of the 
Chairman (2016), “Open-ended Meeting of Technical and Legal Experts for Sharing of 
Information on States’ Implementation of the Code of Conduct on the Safety and Security 
of Radioactive Sources and its supplementary Guidance on the Import and Export of 
Radioactive Sources”, Vienna, 30 May-3 June 2016. Of note are the Guidelines regarding 
National Papers on the Implementation of the Code of Conduct on the Safety and Security 
of Radioactive Sources and its Associated Guidance on the Import and Export of 
Radioactive Sources, Version 2016-06-03, ibid., pp. 1-8.  

84. IAEA (2015), General Conference Resolution: “Measures to strengthen international 
cooperation in nuclear, radiation, transport and waste safety”, IAEA Doc. GC(59)/RES/9, 
adopted on 17 September 2015. It is also noted that the Resolution of the 2016 GC 
“[r]equest[ed] the Secretariat to continue to foster information exchange on 
implementation of the Code [...] and its supplementary Guidance […];”. IAEA (2016), 
General Conference Resolution: “Measures to strengthen international cooperation in 
nuclear, radiation and transport and waste safety”, IAEA Doc. GC(60)/RES/9, adopted on 
29 September 2016, para. 122. 

85. The single top tier publication, the Nuclear Security Fundamentals, contains objectives 
and essential elements of nuclear security and provides the basis for security 
recommendations (IAEA (2013), supra note 15). Recommendations are the second tier and 
they elaborate on the essential elements of nuclear security and present the 
recommended requirements that should be implemented for the application of the 
Nuclear Security Fundamentals. There were three such documents published in 2011: 
INFCIRC/225/Revision 5; IAEA (2011), “Nuclear Security Recommendations on Radioactive 
Material and Associated Facilities”, IAEA Nuclear Security Series No. 14; and IAEA (2011), 
“Nuclear Security Recommendations on Nuclear and Other Radioactive Material out of 
Regulatory Control”, IAEA Nuclear Security Series No. 15. The third and fourth tiers, 
Implementing Guides and Technical Guidance, provide more detailed information on 
implementing the Recommendations using appropriate measures. Implementing Guides 
provide further elaboration of the Recommendations in broad areas and suggest 
measures for their implementation. Technical Guidance publications include: Reference 
Manuals, with detailed measures and/or guidance on how to apply the Implementing 
Guides in specific fields or activities; Training Guides, covering the syllabus and/or 
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CPPNM and the Amended Convention, is the non-binding recommendations document 
on the physical protection of nuclear material and nuclear facilities, commonly referred 
to as INFCIRC/225/Revision 5 (or NSS No. 13).86 This text represents the current global 
minimum “standards” – the benchmark – for physical protection of nuclear material and 
nuclear facilities. While the recommendations are per se legally non-binding, they can be 
made legally binding, for example through incorporation (explicitly or by reference) in 
bilateral nuclear co-operation agreements and bilateral and trilateral agreements that 
the IAEA concludes with states involving the application of safeguards to material 
and/or equipment, as well as those agreements addressing certain technical assistance, 
as a condition of assistance. 

Part 3: Assessing the purported gaps and weak links, and proposed strengthening 
measures 

3.1 Purported gaps and weak links in the framework  

3.1.1 Complexity of the framework 

“Many of the tiles of the nuclear security mosaic are in place,  
but the picture is only beginning to emerge”  

Matthew Bunn (2010)87 

 i. Some aspects of the development of the framework 

It is apparent that there has been a rather multifaceted and complex response by 
states to the threat of nuclear terrorism with the development of a significant 
number of legally binding instruments, non-binding instruments and underlying 
technical guidance, as well as non-binding initiatives.88 Yet, in many respects this 
position can also be considered as the case for the international nuclear safety 
framework (see below). However, in citing concerns regarding the complexity of the 
nuclear security framework, some commentators refer to it as being a “plethora” of 
overlapping national, bilateral, and multilateral tools and instruments.89 Others 
consider it an ineffective and fragmented “patchwork of unaccountable voluntary 
arrangements that are inconsistent across borders” and which are not well suited to 

                                                                                                                                                                          
manuals for IAEA training courses in the area of nuclear security; and Service Guides, 
which provide guidance on the conduct and scope of IAEA nuclear security advisory 
missions. 

86. INFCIRC/225/Revision 5 applies to the physical protection of nuclear material against 
unauthorised removal with the intent to construct a nuclear explosive device and the 
physical protection of nuclear facilities and nuclear material (whether peaceful or military), 
including during transport and against sabotage. The IAEA published “Recommendations 
for the Physical Protection of Nuclear Materials” in 1972. That document was later revised 
in 1975 and published as INFCIRC/225/Corrected. Modification started in 1977 resulting in 
INFCIRC/225/Rev.2 being completed in 1989. A revised version was completed in September 
1993 and was published as INFCIRC/225/Rev.3. It included, inter alia, the concept of “in-
depth” protection. A fourth revision was published in 1999 as INFCIRC/225/Rev.4. It 
addressed the prevention of sabotage of material and facilities for the first time. It also 
included the concept of the Design Basis Threat (DBT), which facilitated a state-by-state 
approach. 

87. Bunn, M. (2010), Securing the Bomb 2010, Cambridge, Mass. and Washington, DC: Project on 
Managing the Atom, Belfer Center for Science and International Affairs, Harvard Kennedy 
School and Nuclear Threat Initiative, April 2010. 

88. Barker, J. C. (2007), “The Politics of International Law-Making: Constructing Security in 
Response to Global Terrorism”, Journal of International Law and International Relations, Vol. 3, 
pp. 5-16. 

89. Boureston, J. and A. K. Semmel (2010), supra note 18. 
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future challenges.90 Further, other commentators have asserted that the instruments 
as a whole do not add-up to an effective global framework for securing all NWs, 
weapons-usable nuclear material and major nuclear facilities worldwide against 
today’s threat, let alone future ones.91  

While significant, these views could be considered as representing just one side 
of the debate. In reflecting upon the differing objectives, scope and legal forms of the 
various instruments, their complementary and reinforcing nature has in fact been 
positively recognised.92 Indeed, the perspective presented at important international 
conferences is that as a whole, the instruments amount to a significant 
strengthening of the pre-9/11 framework.93 Perhaps these distinct positions could be 
better understood within the context of the historical development of the nuclear 
security framework, which even IAEA Director General Yukiya Amano has identified 
as being rather complex.94 One way to consider the development is through the 
diverse objectives in IGOs’ responses (including the UN and IAEA) to the Cold War 
period as well as the pre- and post-9/11 world.95 Additional context to the expansion 
of the framework is the development of the aforementioned broader universal legal 
counterterrorism regime. In this regard, UNODC explains that due to the complex 
and politically sensitive task of defining “terrorism” within a single globally accepted 
and legally binding instrument, the international community took a pragmatic 
approach: specific instruments were adopted in response to specific instances of 
international terrorism, which compartmentalised the approach to terrorism.96 
Thus, the result is a multi-layered broad anti-terrorism framework that currently 
includes 19 multilateral treaties and UNSCRs. 

 ii. Criminalisation and physical protection provisions 

Indeed, an advantage in having a large number of instruments is that the synergies 
between them can add layers of protection.97 This perspective is consistent with the 
aforementioned international conferences, which recognises the complementary 
nature of the current regime, finding that it provides a solid platform for nuclear 
security. However, a disadvantage of numerous instruments developed at different 
times, for different purposes and in different forums, is the possibility of 
inconsistent and contradictory provisions.98 For example, it has been asserted that 
the implementation and integration of ICSANT and the CPPNM (presumably also the 
CPPNM Amendment) are impacted because they were adopted under different 

                                                      
90. FMWG (2012), “Seoul Nuclear Security Summit Delivers Modest Results: Experts Call for 

Bolder Action to Prevent Nuclear Terrorism” (27 March 2012), statement by K. Luongo, 
co-chair of the FMWG and president of the Partnership for Global Security; and Bunn, M. et al. 
(2016), supra note 3. 

91. Shin, C. (2013), “Creating a Nuclear Security Framework Convention, Asian Institute for 
Policy Studies”, NSGEG Roll-Out Events for the Publication of Policy Recommendations, 
24 March 2013. See also the statement by K. Luongo in Guarino, D. (2012), “Nuclear 
Security Standards Still Lacking After Summit, Advocates Say”, Global Security Newswire, 
NTI. 

92. President’s Summary, International Conference on Nuclear Security: Enhancing Global 
Efforts, 1-5 July 2013, Vienna, Austria.  

93. President’s Finding, “International Conference on Illicit Nuclear Trafficking: Collective 
Experience and the Way Forward”, 19-22 November 2007, IAEA, Edinburgh. 

94. IAEA (2011), supra note 58. 
95. Khripunov, I. (2014), “International Legal Framework for Strengthening Nuclear Security”, 

University of Georgia, USA, Peace Palace Library. 
96. UNODC (2010), supra note 59. 
97. Stoiber, C. (2012), supra note 45. 
98. Indeed, it has been referred to as a “legacy of inconsistencies, overlaps and duplications”. 

Khripunov, I. (2014), supra note 95. 
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auspices (respectively the UN and IAEA), although at the same time it is 
acknowledged that “it necessarily shouldn’t”. 99 

There are two different aspects to the treaties, however, that in seeking to gain a 
clearer understanding of the framework should be considered separately in any 
analysis of it: the substantive physical protection aspects of the instruments 
(e.g. primarily the CPPNM and Amended Convention) and their criminalisation (and 
related) aspects (e.g. ICSANT and other UN, IMO and ICAO treaties, as well as the 
CPPNM and Amended Convention). In highlighting the complexity, some of the 
literature focuses primarily on the physical protection aspects, though the 
criminalisation (and related) aspects may be considered as being actually more 
troublesome. Peri Lynne Johnson, Legal Adviser and Director of the IAEA Office of 
Legal Affairs, identifies that the main features of the ICSANT (and other UN, IMO and 
ICAO treaties) are the common obligations on states parties to make certain 
specified acts criminal offences in national law (and related provisions) and to 
co-operate, particularly, in the context of extradition and the provision of mutual 
legal assistance.100 While the CPPNM and the Amended Convention include similar 
obligations (albeit with variances in the scope of application of the specified acts), 
they also go much further than criminalisation and related measures. The 
distinguishing feature of the CPPNM and the Amended Convention is that they are 
the only internationally legally binding undertakings in the area of physical 
protection of nuclear material and nuclear facilities used for peaceful purposes, and, 
with respect to all modes of land, sea and air transport, in one place. Neither the 
ICSANT nor any of the other aforementioned treaties expressly and 
comprehensively address these matters. 

At first there may appear to be a number of duplications, overlaps and 
inconsistencies. However, a deeper analysis identifies that such concerns should 
perhaps better focus on the criminalisation and related obligations of the 
instruments, rather than the other aspects of nuclear security, in particular, the 
physical protection requirements. This point arises since the criminalisation 
requirements generally concern related or identical offences. It follows that the 
purported complexity and so-called “patchwork” of the framework, as identified by 
some commentators, should not necessarily be considered an issue from the 
perspective of the substantive technical aspects of physical protection of nuclear 
material and facilities. In this context, the core instruments on the physical 
protection of nuclear material used for peaceful purposes during international 
transport are the CPPNM and the Amended Convention, the latter being also 
applicable to the protection of nuclear facilities and nuclear material in domestic 
use, storage and transport. These instruments are supplemented by IAEA technical 
guidance, in particular, INFCIRC/225/Revision 5. As for the need to achieve and 
maintain a high level of security of radioactive sources, generally speaking, regard 
need only be had to the Code of Conduct (and its supplementary guidance on the 
import and export of radioactive sources, leaving aside Article 28 of the Joint 
Convention). 

Further, the aforementioned assertion that implementation is negatively 
impacted due to the adoption of treaties under different auspices needs to be 
considered in light of the extensive practical co-operation between the IAEA and the 
UN101 through UNODC (which is mandated by the UNGA to provide legal and related 

                                                      
99. Luongo, K. (2012), supra note 30. 
100. Johnson, P. (2014), “Facilitating the entry into force and implementation of the 

Amendment to the Convention on the Physical Protection of Nuclear Material: 
Observations, challenges and benefits”, Nuclear Law Bulletin, No. 94, OECD, Paris. 

101. Agreement Governing the Relationship Between the United Nations and the International 
Atomic Energy Agency, IAEA Doc. INFCIRC/11, 30 October 1959. 
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assistance to requesting states to join and implement the universal legal 
instruments against terrorism). Such co-operation includes legislative assistance 
activities, in respect of which model legislative provisions were jointly published in 
2010 by both organisations in the IAEA publication, the Handbook on Nuclear Law: 
Implementing Legislation.102 In any case, strictly speaking, the primary focus of 
UNODC’s co-operation and assistance to states is essentially limited to criminal 
justice and related procedural aspects of countering terrorism, rather than the 
technical aspects of physical protection: the latter subject falling within the scope of 
IAEA legislative and technical assistance activities. Further, if indeed there is any 
such complexity, this does not necessarily prevent the instruments’ coexistence; 
nor, as demonstrated by the practical use of the model legislative provisions in the 
IAEA Handbook on Nuclear Law, does it unduly restrict their actual practical 
implementation at the domestic level.103 

 iii. Comprehensive international legal instruments on nuclear safety and 
nuclear security 

“You can’t be safe without being secure –  
and you can’t be secure without being safe” 

Matthew Bunn (2011)104 

As a final point, a comparison can also be made with the instruments establishing 
the nuclear safety framework. With the exception of those instruments primarily 
focused on criminalisation (ICSANT and the Terrorist Bombings Convention, as well 
as the IMO and ICAO SUA instruments), the international legal instruments on 
nuclear safety105 and security share the common objective of protecting people, 
society and the environment from the harmful effects of a nuclear incident, which 
may include exposure to ionising radiation.106 Some commentators differentiate the 
international legal frameworks on nuclear security and nuclear safety by stating that 
there is not a single comprehensive international legal instrument on nuclear 
security, unlike in the area of nuclear safety.107 However, it should be clarified 
though that there is per se no single international legal instrument that 
comprehensively addresses nuclear safety. In particular, the Convention on Nuclear 
Safety (CNS)108 deals with only one type of facility – land based civil NPPs – whereas 
civil research reactors are addressed by the Code of Conduct on the Safety of 

                                                      
102. Stoiber, C. et al. (2010), Handbook on Nuclear Law: Implementing Legislation, IAEA, Vienna. 
103. Many states when drafting comprehensive national nuclear legislation use, as a 

reference, the model provisions in the Handbook on Nuclear Law: Implementing Legislation. 
However, there are many aspects of nuclear security that will not be found in a single 
comprehensive nuclear law, such as those laws related to national security and 
intelligence functions or those related to trustworthiness assessment, laws related to 
information security, border controls, customs and prohibited goods or substances, etc. 
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104. Bunn, M. (2011), “Next steps to strengthen nuclear security and prevent nuclear 
terrorism”, Next Generation Nuclear Security: Measuring Progress and Charting the Way 
Forward, 13 April 2011, Vienna, Austria. 

105. According to INSAG, “nuclear safety” means “[t]he achievement of proper operating 
conditions, prevention of accidents or mitigation of accident consequences, resulting in 
protection of workers, the public and the environment from undue radiation hazards”. 
INSAG (2010), supra note 52. 

106. Ibid. 
107. Chang-Hoon Shin (2013), “Creating a Nuclear Security Framework Convention”, Asian 

Institute for Policy Studies, NSGEG Roll-Out Events for the Publication of Policy 
Recommendations, 24 March 2013. 

108. Convention on Nuclear Safety (1994), IAEA Doc. INFCIRC/449, 1963 UNTS 293. 
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Research Reactors.109 Occupational exposure of workers is addressed in the 
Convention concerning the Protection of Workers against Ionizing Radiations.110 
Further, the safety of radioactive waste and spent fuel management is again 
addressed in another international legal instrument, the Joint Convention.111 
Emergency preparedness and response, as already identified, is addressed in the 
Early Notification and Assistance Conventions.112 Further, the safe transport of 
radioactive material by all modes is addressed in various modal instruments,113 due 
to the incorporation of the UN’s Recommendations on the Transport of Dangerous 
Goods,114 which include the IAEA Regulations on the Safe Transport of Radioactive 
Material.115 Thus, there are a variety of international instruments addressing nuclear 
safety that does not unduly impact on matters of implementation. 

3.1.2 Lack of universal adherence to the international nuclear security instruments  

In recent years, a number of treaties on and related to nuclear security have been 
adopted, revised and entered into force (albeit with the exception of the 2010 Beijing 
SUA Convention). Despite positive developments such as an overall increase in their 
status of adherence, concerns remain regarding the overall lack of universal 
adherence. Although reference can be made to the legal obligation to join the 
universal legal instruments pursuant to UNSCR 1373, not all states have done so. It is 
not the purpose of this article to analyse the reasons why states choose to join one 
legal instrument and not another. However, in the context of nuclear security, the 
aforementioned overarching considerations, particularly, complacency, can be cited 
as influencing the lack of universal adherence. Additionally, the volume of 
international instruments addressing nuclear security, particularly those 
criminalising related offences, should not be overlooked. In this context, some states 
(whether rightly or wrongly) may consider that there is little need to join another 
treaty if the specified acts have already been criminalised in national law (and they 
are of the view that they have also established a legal basis for extradition, 
establishment of jurisdiction, mutual legal assistance, etc.) pursuant to being party 
to a different treaty(ies). 

The IAEA continues to highlight that “global effectiveness requires States’ 
adherence to, and implementation of, all the relevant legal instruments”.116 Such 
universalisation is considered to be of utmost importance, to be promoted, not only 
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by the states concerned, but also by the IAEA, UNODC, etc.117 An important aspect of 
the need for universalisation lies not only in the need for robust national nuclear 
security regimes so as to prevent weak links in the nuclear security chain but also in 
the principle of aut dedere aut judicare (extradite or prosecute), which is embedded in 
the aforementioned universal legal instruments. Its aim is to make the world 
inhospitable to terrorists (and those who finance and support them) by denying 
them safe havens: the basic premise being that those perpetrators should either be 
brought to trial or be extradited.118  

In considering the measure of universalisation, a benchmark can be whether all 
current 193 UN member states are party. However, no such universalisation exists in 
respect of the international instruments in the nuclear safety119 and nuclear security 
fields. With currently 169 parties, the Terrorist Bombings Convention, is the most 
adhered to universal instrument relevant to nuclear security. Importantly, the 
CPPNM with 153 parties (152 states parties and EURATOM) is currently the most 
adhered to multilateral treaty adopted under the auspices of the IAEA, while the 
ACPPNM has 105 parties (104 states parties and EURATOM). Further, it is also noted 
that 133 political commitments have been made to the legally non-binding Code of 
Conduct and 106 to its supplementary guidance (as of 17 August 2016).120  

Some commentators, prior to the entry into force of the ACPPNM on 8 May 2016, 
cited this as a “significant gap”,121 since it had been more than a decade after its 
adoption in 2005.122 This entry into force is considered as the single most important 
step the international community could have taken to strengthen nuclear security 
globally since it helps in reducing the vulnerability of states to nuclear terrorism.123 
The concerted push prior to the NSS 2016 entry into force demonstrates the 
inclination of states to finally take the necessary action when the spotlight is on. 
Now, the focus is on universalising the Amended Convention, with the last IAEA GC 
encouraging the IAEA to continue with its efforts to promote adherence.124 In this 
regard, countries with nuclear facilities and weapons-usable nuclear material that 
are still not party are: Belarus, Iran, Pakistan, North Korea and Syria.125 Of those 
countries, Iran, North Korea and Syria are still not even party to the original 
Convention. Ultimately, the remaining one-third of the existing CPPNM states 
parties need to join the ACPPNM, irrespective of whether they possess nuclear 
material or nuclear facilities. There is also a need to assess the adequacy of national 
implementation, particularly, in some of those countries that joined the ACPPNM in 
the months prior to its entry into force. 

On review, there continues to be an overall increase in adherence to the relevant 
international legal instruments. Yet, despite the legal obligation and repeated calls 
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in various fora to join the universal legal instruments, there is still a continuing lack 
of universal adherence. Further, following the recent entry into force of the ACPPNM, 
there is now a need for concerted efforts leading to its universalisation. While a lack 
of universalisation exists in other fields of nuclear law, in this particular field, the 
issue continues to be particularly important since nuclear security is only as good as 
its weakest link and there is a need to ensure that there is no safe haven for 
terrorists.  

3.1.3 Absence of binding nuclear security standards 

 i. Calls for stringent global standards  

Turning now to the call for binding nuclear security standards, Part 2 identified the 
existence of relevant instruments and technical guidance such as the ACPNMM and 
INFCIRC/225/Revision 5. It has been asserted, however, that there are apparently no 
specific requirements as to how secure material should be (particularly 
weapons-usable nuclear material). For some, the ACPPNM leaves too much to the 
discretion of the states parties. For example, in 2010 it was stated that further to the 
ACPPNM “countries should set national rules for nuclear security” but at the same 
time it was submitted that it “says nothing about what those rules should say”.126 In 
addition, although identified as being more specific, the IAEA recommendations 
(i.e. INFCIRC/225/Revision 5) have been considered as being “quite vague” and the 
“discussion process, in which essentially any participating state can object to a 
particular recommendation, tend[ing] to result in least-common denominator 
outcomes”.127 Further, some commentators reflect concerns regarding the absence of 
specific binding global rules, standards, baselines or best practices for how secure 
nuclear material and facilities should be. The absence of such standards is cited as 
being a gap,128 indeed a significant one,129 which urgently needs filling.130 For 
example, the point was made over ten years ago that the absence of such standards 
meant that even if the IAEA recommendations were fully implemented, one might 
“still not be adequately secured against attack”.131  

Over the years, calls for such binding standards have taken different forms. From 
the national US perspective, there is the ambitious proposed goal of 1994 to establish 
a so-called international binding “stored weapons standard” (established by the 
US Department of Energy in 1997).132 In addition, there is the proposal for a so-called 
“gold standard” of 2004133 (reflected in the July 2005 report by the US Nuclear Security 
Advisory Group134 and also in testimony before the US House of Representatives 
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Committee on Foreign Affairs in 2010).135 In the international context, just over a 
month after 9/11, in October 2001, there was a call for the creation of legally binding 
international standards for physical protection, albeit not citing the aforementioned 
proposals.136 Later, in May 2002, the urgent need for legally binding “stringent global 
standards” of security for civilian material and facilities (as well as covering military 
uses) was also cited.137 In the post 9/11 environment, this proposal appears the most 
repeated, even finding its way into the so-called IAEA’s 20/20 report of May 2008138 
prepared by an independent commission of high-level international experts. 
Significantly for the IAEA, the report somewhat ambitiously proposed that states 
negotiate legally binding agreements that set “effective global nuclear security 
standards” and that over time states not only give the IAEA an important role and 
mandate in developing such standards but also in “assisting in and confirming their 
implementation”.139  

In an attempt to facilitate implementation, proposed new “stringent global 
standards” are considered as needing to be performance based rather than rule 
(prescriptive) based.140 Thus, instead of requiring nuclear material to be in a locked 
vault or for a physical barrier (i.e. a fence) to be around a nuclear facility, it is 
proposed that the standard state how hard the lock should be to pick or break and 
how difficult it should be to get through a barrier undetected. A fundamental point 
for such standards is the need for an effective physical protection system that works 
when challenged, i.e. that the system is able to defeat threats that terrorists and 
other criminals have demonstrated. In this regard, the proposed standard is centred 
on a minimum “Design Basis Threat” (DBT)141 that nuclear security systems 
worldwide should be designed to be able to meet and which all states should, at a 
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minimum, be obliged to meet. It is recalled that a state’s current evaluation of the 
threat is formalised through (but not necessarily limited to) a “threat assessment” 
process, pursuant to which a DBT can be derived. As identified in 2007,142 2008143 and 
again in 2014,144 the advocated minimum baseline threat includes a well-placed 
insider; a modest group of well-trained and well-armed outsiders, capable of 
operating as more than one team; and both the insider and the outsiders working 
together (states facing more capable adversaries should provide higher levels of 
protection). Such a proposal for establishing “stringent global standards” centred on 
a minimum DBT; however, this raises the question of whether such an approach is 
sufficiently flexible to deal with evolving threats and inherent national differences 
in culture and threat environments.145 In this regard, is it really feasible to develop a 
single DBT for all facilities with weapons-usable nuclear material, even a minimum 
one, given that threats of terrorism differ from state to state, as do the various 
factors that influence approaches taken by states to address such threats? 

One could point to developments, such as the NSS 2016 “Joint Statement on 
Strengthening Nuclear Security Implementation”, which may indicate progress in 
the area of building commitment to stringent nuclear security principles and 
standards. However, despite the purported significance of the gap, the repeated 
long-standing calls for a remedy, the impetus of 9/11 and more recently the high-
level political attention given to nuclear security through the past four Summits, 
states on the whole continue to reject the call for such standards.146 While it has 
been stated that it is more important to “begin taking large strides in the right 
direction than to agree on just how far to travel”, a critical assessment reveals that 
in practice, states have taken only some relatively minor strides in the direction of 
international binding standards, never mind large ones. Thus, there continues to 
remain a distinct lack of political will among states to establish such binding 
standards: the quest does not therefore appear any closer to fruition. 

 ii. Non-binding nature of IAEA Safety Standards and IAEA Nuclear Security 
Guidance 

Both the international legal frameworks for nuclear safety and nuclear security are 
underpinned by voluntary and non-legally binding technical guidance. The technical 
guidance on nuclear safety is considered by a number of states and some 
commentators as being more legitimate and valid than its counterpart guidance on 
nuclear security. In the nuclear safety field, this guidance is essentially referred to as 
“standards”, which are developed as an express function under the IAEA Statute147 
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145. Tobey, W. (2012), Building a Better International Nuclear Security Standard, US-Korea 

Institute (USKI) at the Paul H. Nitze School of Advanced International Studies, Johns 
Hopkins University. 

146. The Final Report of the Informal Open-Ended Expert Meeting to Discuss Whether there is 
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and published in the IAEA Safety Standards Series. Nuclear security technical 
documents, however, are referred to as “guidance”, not standards. Their 
development is per se not expressly required under the IAEA Statute (although a 
legal basis for their development clearly stems from the Statute). Starting only a 
decade ago, in 2006, the IAEA Nuclear Security Guidance Series is obviously less 
mature than the IAEA Safety Standards Series, with the origin of some of the 
standards being traced back to 1958.148 It is also less comprehensive, comprising 
approximately only 30 security publications as opposed to currently more than over 
200 safety standards.149 Notwithstanding this imbalance, a number of steps have 
been taken to further strengthen and legitimise the IAEA Nuclear Security Guidance 
Series, including the application of a threefold structure similar to that in the IAEA 
Safety Standards Series; the adoption by the Board in 2012 of two top-tier sets of 
documents: the Nuclear Security Fundamentals and Recommendations; and the 
establishment in 2012 of the Nuclear Security Guidance Committee (NSGC) open to 
all IAEA member states.  

In contrasting nuclear security and safety approaches, some commentators 
identify the “absence of universal mandatory nuclear security standards”, as if they 
already existed (when they do not) in the nuclear safety field.150 In addition, some 
identify aspects of the international nuclear safety framework that might be adapted 
to help improve nuclear security by proposing that “introducing more binding 
international standards” could address concerns about weak links.151 Even more 
ambitiously, there is a call for mandating the IAEA to “negotiate binding agreements 
that establish global nuclear security standards” and giving the IAEA the “authority 
and the responsibility to certify compliance with these standards by monitoring 
national implementation”.152 By the same token, however, it is conceded that “it is 
difficult to visualize states agreeing to give the IAEA mandatory and intrusive 
authority and powers in the foreseeable future”.153 Again, somewhat ambitiously and 
optimistically, a three-phased approach is proposed in which first the guidance is 
re-named “standards”, and then it is submitted that the NSGC should establish 
minimum baseline nuclear security standards, which together with the other texts 
will thereafter all become mandatory.154 

While the difference in the use of the terms “standards” and “guidance” appears 
in many respects to be simply one of nomenclature, proposals seek nonetheless to 
vest the nuclear security guidance with the same standing as the safety standards 
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with the aim of seeking to provide the former texts with a higher status.155 
Regardless of their title, however, it should already be understood that the two sets 
of documents are both essentially of a legally non-binding nature. 

3.1.4 Lack of a legally binding peer review process 

 i. Treaty-based processes 

Some of the identified literature continues to highlight the need to assess the 
effectiveness of national nuclear security regimes through strengthened and 
additional nuclear security peer reviews focusing on the physical protection of 
nuclear material and nuclear facilities, as well as self-assessments and international 
peer review missions. More particularly, in highlighting the ways in which the gaps 
and weak links can be filled and strengthened, a number of commentators, in calling 
for mandatory peer reviews,156 point to approaches in the nuclear safety framework, 
including existing treaty based peer reviews.157 Before considering the lack of a 
binding peer review process in the nuclear security field, two core features of the 
approach in the international nuclear safety framework can be distinguished. The 
first feature concerns the mandatory and legally binding processes under two of the 
safety treaties, the CNS and Joint Convention. The second aspect is the voluntary 
and non-legally binding processes of nuclear safety peer reviews and advisory 
services undertaken by experts at the request of a state in the context of the IAEA’s 
nuclear safety programme activities. 

With regard to the CNS and Joint Convention, it is recalled that they are 
considered as being so-called “incentive instruments”:158 they do not rely on 
mechanisms of oversight by an international body (such as the IAEA Secretariat) or 
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sanctions for non-compliance. Rather, they rely primarily on the common aim of 
contracting parties to achieve and maintain a high-level of safety worldwide. This is 
essentially achieved through a peer review process pursuant to which contracting 
parties are obliged to produce, every three years, national reports on their 
implementation for review by the other contracting parties (but not the IAEA). In this 
context, they are obliged to exchange written questions, answers and comments 
prior to the meeting, as well as to participate in the meeting.159 On the whole, this 
process is considered as being successful.160 Weaknesses, though, do exist, including 
the lack of attendance by all the contracting parties in meetings, the 
non-submission by some contracting parties of the required national reports and the 
lack of transparency in the availability of submitted national reports. As an example 
(admittedly somewhat of an exceptional one), the continuing non-participation of 
Bangladesh in the peer review process, even though in 2015 the site for a proposed 
NPP (Rooppur) was licensed and construction at the Rooppur site is planned for 2017, 
is highlighted.161 

Unlike in the nuclear safety instruments, such as the CNS and Joint Convention, 
no express legally binding peer review mechanisms focusing on national 
implementation are included in the primary nuclear security treaties, namely the 
CPPNM, the Amended Convention, the Terrorist Bombings Convention and 
ICSANT.162 Thus, there is no formalised and mandatory treaty based peer review 
process by which states parties (or an IGO such as the IAEA) can review 
implementation. However, Article 16 of the CPPNM and the Amended Convention 
foresees the convening of conferences to “review” implementation and adequacy.163 
While this provision does not per se provide a basis for establishing a peer review 
process comparable to that in the CNS and Joint Convention, commentators such as 
Jonathan Herbach positively identify the future potential of utilising Article 16 as a 
legal basis for the convening of review conferences every five years, with possible 
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annual intersessional meetings.164 In this context, it is also worth highlighting that 
the NSS 2016 “Action Plan in Support of the International Atomic Energy Agency”, 
provided “[f]or States Parties to the CPPNM, [to] advocate for the Director General of 
the IAEA, in his or her role as depositary, to convene regular review conferences, as 
provided for in Article 16.2 of the Convention, further to the conference to be 
convened by States Parties after the entry into force of its 2005 Amendment”.165 It 
can be expected that the IAEA Director General will actively pursue the convening of 
the first Article 16 conference for the amended CPPNM. 

It is also recalled that the IAEA Secretariat organised the first ever meeting of the 
points of contact and central authorities of the parties as identified in the CPPNM, 
from 14-16 December 2015, in Vienna (Technical Meeting of the Point of Contact and 
Central Authority of State Parties to the Convention on the Physical Protection of 
Nuclear Material). The purpose of that meeting was to recall the responsibilities of 
the CPPNM points of contact and to identify mechanisms to meet the additional 
responsibilities that would be introduced upon entry into force of the ACPPNM. The 
second meeting of the points of contact (and central authorities) identified in the 
CPPNM and the Amended Convention is to be held during the week immediately 
preceding the International Conference on Nuclear Security: Commitments and 
Actions, Vienna, from 5-9 December 2016 (the 2016 Ministerial Conference). With a 
view to preparing for the first Article 16 conference, this and future meetings could 
provide an opportunity to, inter alia, engage with states’ representatives (although 
the majority may have a limited (technical) mandate) on matters of peer review, 
information sharing and reporting mechanisms (including the identification of the 
types of information that could be shared without compromising confidentiality of 
sensitive information). In this regard, it can also be highlighted that the NSS 2016 
“Action Plan in Support of the International Atomic Energy Agency”, “[a]dvocate[d] 
for the IAEA to continue to organize and support regular meetings of CPPNM Points 
of Contact to support and promote their active engagement and to further facilitate 
the implementation of CPPNM and its 2005 Amendment, including the sharing of 
good practices”. 

Notwithstanding these developments, it is recalled that states expressly decided 
not to establish a legally binding and mandatory treaty based process (whether by 
states parties or by an international body, such as the IAEA). Although this decision 
was made in 1999 during the lengthy discussions as to whether the CPPNM needed 
amending,166 the position did not change after 9/11 or during the years of negotiation 
resulting in the adoption of the ACPPNM in July 2005. Neither is any change reflected 
in the more recent various NSS Communiqués and other outputs of the Summits. 
Further, consistent with the views expressed by the representatives of some states 
parties at the abovementioned first ever meeting of the points of contact, the 
initiative should in no way be considered a form of peer review of national 
implementation (such as that in the CNS or Joint Convention), or even serving to 
open the door to such a process. It cannot be ruled out though that some 
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like-minded states will use the Article 16 conference as an opportunity to 
demonstrate leadership by circulating detailed national reports with the aim of 
encouraging other states to follow. Overall though, it would seem that utilising 
existing treaty provisions to establish a review process, such as in the Amended 
Convention, appears difficult, requiring innovative interpretation and the agreement 
of all the parties, which is unlikely to exist in the near- to mid-term future. Finally, 
making political commitments to request existing peer reviews (and to implement 
existing guidance) could, as an interim measure, increase the momentum to 
strengthen the framework (see below) but whether they could provide a 
“springboard” to legally binding approaches remains a matter for future discussion. 

 ii. IAEA peer review and advisory services 

Existing IAEA activities in the form of nuclear safety peer review and advisory 
services are not compliance-monitoring mechanisms but rather a means of assisting 
states in assessing national and facility level nuclear safety frameworks and 
systems, etc. They include the IAEA Integrated Regulatory Review Service (IRRS), 
designed through peer review to strengthen and enhance the effectiveness of the 
national regulatory infrastructure of states. It also includes operational safety 
services, such as the Operational Safety Review Team (OSART), which started in the 
early 1980s, and the Peer Review of Operational Safety Performance Experience 
(PROSPER), as well as the Emergency Preparedness Review (EPREV) Service. These 
nuclear safety peer reviews are undertaken pursuant to the aforementioned IAEA 
statutory function of establishing standards and providing for their application.167 In 
this context, further to the 2011 Fukushima Daiichi accident, the 2011 IAEA Action 
Plan on Nuclear Safety provided for “[IAEA] Member States to be strongly encouraged 
to voluntarily host [such] peer reviews, including follow-up reviews, on a regular 
basis”.168 This outcome was also reflected in the post-accident amendments to the 
underlying documents of the CNS in order to strengthen its effectiveness.169 

As for nuclear safety, a range of upon request and voluntary IAEA nuclear 
security advisory services (and peer reviews) are available to IAEA member states, 
such as the IPPAS and the INSServ. Despite lacking an express statutory basis like 
the IAEA nuclear safety peer review process, member states are nonetheless 
increasingly availing themselves of these activities, as recognised by the IAEA GC.170 
A total of 73 IPPAS missions have been undertaken in 46 member states since its 
inception in 1996171 and 74 INSServ missions in 63 member states.172 During an IPPAS 
mission, a state’s physical protection system is reviewed and compared with 
international guidelines173 and internationally recognised best practices. IPPAS 
missions were initially only requested by developing countries or states 
transitioning from communism, though they are now increasingly requested by 
developed countries (e.g. the US, UK and France being the first NW states to host 
such missions, following the first request by a developed country, Norway, in 2003). 
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This growing number, including those states with large NPP programmes, indicates 
that such missions, while remaining voluntary, are becoming widely seen as an 
important tool.174 In this context, Director General Amano considered in 2013 such 
reviews a “no brainer” for a state’s nuclear security arrangements and noted that 
they are being used effectively to improve nuclear safety.175 This rather bold 
statement is also reflected in various fora, such as the Ministerial Declaration of the 
2013 Conference,176 the 2014 Hague Communique177 and the work of an ad hoc panel 
established by the EU,178 all of which essentially encouraged states to use them on a 
voluntary basis. 

Although at an earlier stage of development as compared to those in nuclear 
safety, over time, nuclear security peer reviews can be expected to become a regular, 
normal and commonplace part of doing business, as reflected in the 20/20 report179 
and as sought by some commentators.180 Yet, despite the purported significance of 
the gap, the repeated calls for a remedy and the high-level attention given to nuclear 
security through the past four NSSs, progress to-date is really reflected through an 
increase in states’ voluntarily requesting such missions. It follows that crystallising 
IAEA nuclear security peer review in a legally binding form appears more 
aspirational rather than attainable in the near- to mid-term future, not least since 
mandatory IAEA peer review (and safety standards) does not exist in the more 
mature field of nuclear safety. 

 iii. Proposed framework convention on nuclear security 

The NSGEG has recommended that the standards of conduct embodied by the 
INFCIRC/869181 initiative (stemming from the NSS 2016 “Joint Statement on 
Strengthening Nuclear Security Implementation” (see below)) be codified in a legally 
binding framework convention.182 Proponents of a framework convention state that 
it would not affect existing obligations or voluntary agreements but would 
supplement them by filling the gaps.183 Importantly, the proposed convention would 
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create a mechanism – the conference of the parties to the convention – to meet 
periodically to review and make needed improvements.  

In considering the need for a new convention, and notwithstanding the potential 
benefits, the legal complexities of adding one more convention would appear to 
make it preferable to move incrementally until there is more support for a 
comprehensive overhaul. There is in fact still much to be done in strengthening the 
IAEA’s role before negotiating a new legal instrument.184 In addition, if the lack of 
universalisation of the existing treaties is considered as a weakness of the 
framework, then further diluting the focus by adding another treaty would appear to 
be an unnecessary complication. Further, while a legally binding mechanism may be 
desirable in the future, the search for it now, when no consensus exists, is likely to 
delay feasible voluntary mechanisms such as the INFCIRC/869 initiative.185 In 
addition, past treaty making experience suggests that the negotiation process can 
often take too long, resulting in too few specific requirements. The multi-year effort 
leading to the 2005 adoption of the ACPPNM and its entry into force over a decade 
later can be highlighted in this regard, as can the seven and ten years it took to 
respectively negotiate and bring into force the ICSANT and CPPNM.  

Establishing a proposed framework convention with periodic review meetings of 
the parties could be a step in the right direction; however, much of the literature 
considers its development as more of a realistic long-term prospect, rather than a 
near- to mid-term goal. Without a compelling reason to do so, a simple conclusion is 
that states are unlikely to negotiate a new nuclear security convention with legally 
binding standards and peer reviews any time soon. On a final note, it should not be 
forgotten that a legally binding and robust framework (as sought by some 
commentators) will be unlikely to enjoy universal support (as sought by others, who 
critique the current framework for such a deficiency). Thus, to attract the needed 
support, universal legally binding obligations such as on physical protection, would 
still most likely need to be vague and weak (which would still not meet the demands 
of others that seek to avoid a so-called “least-common-denominator diplomacy”). In 
this context, it is recalled that while the CNS and Joint Convention are legally 
binding instruments, their provisions have been identified as being merely drafted 
in general terms,186 albeit being reinforced through peer review processes.187 

 iv. Strengthening national implementation and consolidated reporting and 
information sharing 

In light of the foreseen difficulties, including the considerable diplomatic capital 
necessary to reach agreement on any new legally binding instrument, such as the 
aforementioned framework convention, a proposed way forward could be for states 
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to make legally non-binding political commitments. Simply because a text is legally 
non-binding should not be a matter of concern. As Dr ElBaradei stated in the context 
of IAEA safety standards, many states have accepted them as a basis for their 
national legislation.188 By doing so, states have in effect voluntarily undertaken to 
comply with recommendations because they believe it is in their best interest to do 
so. As discussed earlier, a mechanism already exists within the IAEA framework for 
the giving of political commitments to the Code of Conduct (and its supplementary 
guidance), which is reinforced through a formalised process for periodic exchange of 
information and lessons learned.  

Significantly, within the framework of the 2014 NSS, 35 states made voluntary 
commitments in the form of a “Joint Statement on Strengthening Nuclear Security 
Implementation” to take specific steps, including to subscribe to the IAEA Nuclear 
Security Fundamentals and to meet the intent of the Code of Conduct and nuclear 
security recommendations (i.e. IAEA Nuclear Security Series Nos. 13-15) in national 
rules and regulations, to periodically host voluntary peer reviews to ensure effective 
implementation, and commit that those responsible for nuclear security are 
demonstrably competent.189 As a way of providing a basis for further strengthening 
the framework, the Joint Statement was published as an IAEA Information Circular 
on 22 October 2014. All IAEA member states can subscribe to INFCIRC/869, in 
particular, by writing to Director General Amano committing to fully implement its 
objectives. Three more countries – China (INFCIRC/896, 21 June 2016), India 
(INFCIRC/897, 24 June 2016) and Jordan (INFCIRC/892, 13 November 2015) – have 
pledged to strengthen nuclear security implementation, bringing the total number of 
subscribing states to 38. While attracting new countries to subscribe to the initiative 
is a slow process, the initiative demonstrates the possibility for countries (albeit 
currently a limited number) to collectively make commitments on matters of 
nuclear security implementation. It is therefore hoped that additional countries will 
get on board in the future but the extent to which they do will likely be determined 
by a number of factors, such as the degree of integration of the initiative into the 
IAEA framework, in particular, the recognition given to it by the IAEA policy making 
organs (the GC and Board). 

Transparency is an important input to fostering greater co-operation, enhancing 
confidence and raising stakeholders’ awareness of nuclear security issues, including 
national implementation. Various mechanisms exist for sharing information on a 
state’s legislative and regulatory framework and nuclear security practices. The 
result is considered as creating a situation in which reporting and information 
sharing is limited and in which existing mechanisms are underutilised.190 For 
example, pursuant to UNSCR 1540, there are the national reports on the steps 
countries have taken to implement the Resolution, i.e. to prevent the spread of 
weapons and materials of mass destruction and their delivery systems. Additionally, 
some states have on a voluntary basis provided additional information on their 
implementation of UNSCR 1540, including their effective national practices in 
implementing it. Because of this, UNSCR 1540 is an essential mechanism for 
increasing transparency in nuclear security and there are positive trends, such as 
the voluntary preparation of and submission to the UNSCR 1540 Committee of 
national implementation action plans, which map out priorities and plans for 
implementing key provisions of the Resolution. However, further attention is still 
required in a number of areas, including the need to address the varying quality of 
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states’ reports with a view to ensuring that there is a clear and common 
understanding of the nuclear security regime, as it falls within the framework  
of UNSCR 1540. Further, 17 countries still have not submitted a report and many 
others need to submit answers to the clarifying questions posed by the 
UNSCR 1540 Committee.191  

There is also the obligation to submit information to the IAEA Director General 
pursuant to Article 14 of the CPPNM and the Amended Convention. More 
particularly, states parties are obliged to inform the IAEA Director General, as 
Depositary, of the laws and regulations that give effect to those instruments. The 
Depositary is then obliged to periodically communicate this information to all states 
parties. It is understood that to-date, no substantive guidance has been given, or 
established by the states parties and/or the IAEA, on the form and content of the 
information. It follows that some states parties have simply chosen to submit the 
titles of the relevant laws and regulations, whereas others have gone further by 
submitting copies thereof. In the run up to the 2014 NSS, a few states parties 
(Australia, the UK and the Netherlands) proactively provided what in effect may be 
considered by some to be national reports on their implementation of the Amended 
Convention, along the lines envisaged by NSS 2016 “Joint Statement on 
Sustainability in Reporting and Information Sharing” (which provides that “[s]tates 
are already obligated to submit reports pursuant to Article 14 of the [CPPNM]” 
(emphasis added)). There is a need therefore for guidance to be established with 
respect to the form and content of the information to be submitted, as well as the 
process for doing so. Currently, the submitted information is accessible via a 
password restricted website, presumably a reflection of the specific Depositary 
obligation to communicate information on implementing laws and regulations to 
the states parties. In contrast, UNODC (for ICSANT and the Terrorist Bombings 
Convention) and the UNSCR 1540 Committee facilitate the access of this type of 
information on national implementation to the public. Some of the practical 
elements of the implementation of Article 14.1 are likely to arise during the second 
meeting of the points of contact (and central authorities) identified in the CPPNM 
and the Amended Convention, to be held in the first week of December 2016. On a 
final note, in respect of information sharing and reporting in the context of a 
broader number of instruments (such as UNSCR 1540, the Code of Conduct and 
ICSANT, as well as the INFCIRC/869 initiative), the potential relevance of the NSS 
2016 “Joint Statement on Sustainability in Reporting and Information Sharing” and 
its “Consolidated National Nuclear Security Report” as a tool to facilitate information 
sharing and reporting, is also noted. 

Whereas prior to the entry into force of the CPPNM Amendment on 8 May 2016, 
Article 14 obligations were minimally implemented, the IAEA Secretariat is likely to 
pursue an increased level of information sharing by states parties, while being 
acutely conscious of the limitations. In this regard, it is recalled that the Ministerial 
Declaration of the 2013 International Conference on Nuclear Security had already 
“[e]ncourage[d] the IAEA, in consultation with Member States, to consider ways of 
further promoting the exchange, on a voluntary basis, of information on the 
implementation of the legal instruments relevant to nuclear security” (emphasis 
added). This message was also echoed by the IAEA GC, most recently in Resolution 
GC(60)/RES/10. More pointedly, the NSS 2016 “Action Plan in Support of the 
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International Atomic Energy Agency” already “[a]dvocate[d] for the IAEA to play a 
central role in assisting States Parties in the implementation of the CPPNM and its 
2005 Amendment, including States Parties informing the IAEA of their laws and 
regulations in accordance with Article 14.1 of the Convention”. Such a message, if 
not in such detail, could be echoed in the upcoming Ministerial Declaration of the 
2016 Ministerial Conference. There is therefore potential in utilising existing 
provisions to further increase information sharing and to possibly provide a basis for 
some form of more detailed reporting on national implementation in the future. 

Part 4: Momentum for action 

“The Day After an Attack, What Would We Wish We Had Done?  
Why Aren't We Doing It Now?” 

Sam Nunn, Co-Chairman and Chief Executive Officer, NTI (2005)192  

Given the purported gaps and weak links, what will finally be the tipping point for 
the international nuclear community to comprehensively and fully address them? In 
considering this issue, it is possible to turn to the international legal framework for 
nuclear safety, as an example of how nuclear law has been driven by events and 
incidents. Although former IAEA Director General Hans Blix called for a “progressive 
development” of international nuclear law, more often than not, nuclear law 
developed in a more reactive manner rather than a progressive one. To recall, 
nuclear law seeks to balance the risks and benefits arising from the use of nuclear 
energy and ionising radiation.193 In fulfilling this objective, various legal measures 
have been established at the international and national level in the core branches of 
nuclear law, namely, nuclear safety, security and safeguards, as well as civil liability 
for nuclear damage.  

In considering the international legal framework for nuclear safety, the accident 
at the Three Mile Island NPP in the US in 1979 might be deemed as being somewhat 
of a “wake-up call” for the US;194 however, its effects were not of a transboundary 
nature. It was not sufficient at that time, therefore, to lead to the development of 
any legally binding international legal instruments on nuclear safety. Rather, the 
“wake-up call” for the international nuclear community occurred with the Chernobyl 
accident in 1986. That accident brought a new vision and approach to nuclear safety: 
the safety of NPPs was no longer considered a strictly national concern.195 It was 
thus a defining moment, leading to calls by the Presidents of the US and USSR for 
the creation of an international nuclear safety framework. It gave birth to new 
international legal instruments primarily adopted by and under the auspices of the 
IAEA (such as the Early Notification and Assistance Conventions) and led to a 
fundamental expansion of the IAEA’s safety programme.196 As Professor Norbert 
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Pelzer describes, “it resulted in major and significant amendments to the 
international body of nuclear law”.197 

Most recently, Director General Amano identified the second watershed nuclear 
safety event, the 2011 Fukushima Daiichi accident, as another “wake-up” call for the 
international nuclear community.198 Following the accident, a number of questions 
were raised.199 Was a new international legal instrument on nuclear safety required? 
Should there be an overhaul of the approach to nuclear safety moving beyond an 
incentive-based approach? Should the IAEA safety standards be made legally 
binding and, if so, should they be supplemented with mandatory peer review? 
Further, should the general safety obligations in the CNS and other relevant 
instruments be made more mandatory and precise? However, while the 
effectiveness of the framework and mechanisms to enhance its effective 
implementation were strengthened after the accident, states did not propose 
binding safety standards or mandatory safety peer reviews.200 

With respect to the nuclear security framework, it has been stated that there 
appears to be no legitimate reason to wait for a catastrophe to occur before further 
developing the framework. Over a decade ago, Sam Nunn201 stated that “[t]he world 
cannot afford what [he] call[ed] a security Chernobyl”. Additionally, it has been 
submitted that “there can be no doubt that the current piecemeal approach [...] 
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would be seen as woefully and probably irresponsibly deficient”.202 In 2002, 
US President George W. Bush also warned that “history will judge harshly those who 
saw this coming danger but failed to act”.203  

Although primarily driven by a reaction to events, the international community 
can be considered as having taken a number of preventative actions in 
strengthening the international legal framework. Indeed, five of the seven 
instruments relevant to nuclear security that comprise the universal 
counter-terrorism legal framework, were adopted in the decade from 2005 to 2010. 
However, there appears to still be a need for continued action. It would therefore be 
unfortunate if only a “watershed nuclear security event” was to provide the required 
momentum to address the identified gaps and weak links and more, such as to 
change the legally non-binding status of the Code of Conduct to a legally binding 
one. But, despite the need for action, it may take such an event to create the 
required momentum.  

Although perhaps controversial, the basis for this assertion is strong. First, the 
evolving threat of nuclear terrorism remains real. Second, a main driver for 
significant developments in the nuclear security framework can be attributed to the 
evolving threat of terrorism, most prominently highlighted by the tragic events of 
9/11, as well as subsequent terrorist atrocities and other events. Although not 
involving radioactive material and associated facilities and activities, 9/11 
nevertheless acted as a wake-up call for the international nuclear community, in a 
similar manner as the Chernobyl accident did in 1986. Third, in considering the need 
to strengthen the existing framework, it appears that states are unwilling and 
unlikely, in the near- to mid-term, to go beyond approaches in the nuclear safety 
framework. More particularly, it is unlikely that any time soon will there be an 
agreement to legally binding standards and mandatory peer review and assessment 
(whether by the IAEA or by states parties within the framework of a multilateral 
treaty). Rather, only a limited number of states appear to be willing to follow an 
approach based on voluntary measures. Finally, despite high-level political attention 
through initiatives such as the NSS process, the nuclear security problem has not 
been solved (nuclear security in any case being a continuous process): a number of 
gaps and weak links remain, though this article has sought to put them into better 
context.  

The result is that concerns still remain regarding the adequacy of the global 
nuclear security architecture, in particular, the nuclear security framework and the 
effectiveness of the national implementation thereof. It is clear therefore that the 
work of building a strengthened, sustained and comprehensive global nuclear 
security architecture is going to require continuous consideration. In this regard, a 
number of influencing factors and some as yet unknown outcomes can be 
highlighted. For example, there remains the extent to which states (and other 
stakeholders) decide to maintain the momentum and awareness of the NSS process, 
to create a path towards a strengthened international nuclear security regime and 
further shape the institutional framework post-NSS 2016. What will be their resolve 
to enhance the nuclear security role and capabilities of the IAEA204 and the UN, as 
well as other relevant IGOs, bodies and initiatives? In this context, is it feasible that 
there could be a multilateral political track outside the IAEA? Also, what is the 
likelihood of the IAEA’s mandate being strengthened to the extent that it is able to 
undertake mandatory peer reviews and establish binding nuclear security 
standards? There is also the matter as to whether the IAEA’s high-level international 

                                                      
202. NSGEG (2015), International Convention on Nuclear Security, supra note 182. 
203. Bush, G. W. (2002), “Introduction” to US, The National Security Strategy of the 

United States”, September 2002. 
204. Findlay, T. (2013), supra note 57. 



ARTICLES 

NUCLEAR LAW BULLETIN No. 98, VOL. 2016/2, NEA NO. 7313, © OECD 2016  43 

conference on nuclear security (such as the 2016 Ministerial Conference) can be a 
forum to maintain the needed high-level political momentum and also whether it 
can continue to raise awareness of nuclear security among key stakeholders. The 
Ministerial Declaration of the 2016 Ministerial Conference will be informative in this 
respect. Further, there is the issue of the extent to which existing reporting and 
transnational information sharing mechanisms can be better utilised and 
strengthened. In this context, there is a need to better articulate the type of 
(non-sensitive) information that states could be further encouraged to share, 
including, in the case of a nuclear security event.  

An additional factor concerns whether the INFCIRC/896 initiative can be further 
integrated into the IAEA framework, thus unshackling it from its NSS origin, which 
would hopefully lead to a greater number of non-NSS states subscribing to it. In this 
context, states will need to demonstrate support and build momentum for the effort 
and its objectives. A measure of success would be the number of subscribed and 
committed states and the degree of voluntary reporting, in particular, the manner in 
which states demonstrate implementation (such as through a formalised process). 
Also relevant is the level of explicit recognition of such initiatives in the 
2016 Ministerial Declaration, if at all (noting that no reference was made in the 2016 
IAEA GC Resolution GC(60)/RES/10 on “Nuclear Security”). Additionally important will 
be the continuing resolve of those states comprising the post-2016 NSS Nuclear 
Security Contact Group205 and those subscribed and committed to the INFCIRC/896 
initiative, as well as other likeminded states, to sustain high-level attention on 
nuclear security. It will also be significant to see whether more non NSS 
participating states will join the Contact Group in the future. Of further importance 
with respect to effective national implementation will be the number of states 
requesting peer reviews and the periodicity thereof, as well as the degree of 
transparency of such activities and the subsequent actions to resolve identified 
issues, as well as the availability of assistance.  

Another relevant factor will be whether the currently foreseen biannual 
meetings of CPPNM and CPPNMNF points of contact could eventually act as a vehicle 
for discussions on national implementation. Additionally, the extent to which these 
meetings can in fact lay some of the groundwork for the preparations of the 
Article 16 conference, the first of which is to be held in 2021, will be relevant. In this 
regard, the openness of states parties to utilise the Article 16 process as a future 
mechanism for discussing matters of national implementation will be vital. Whether 
the CPPNMNF is determined as being inadequate, necessitating its strengthening, in 
light of the situation prevailing at the time of the first Article 16 conference, should 
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not be overlooked. On a final note, clearly relevant is the willingness of 
world-leaders to fulfil their respective “undelegatable responsibility” for nuclear 
security by co-operating in building a strengthened, sustained, and comprehensive 
global nuclear security architecture. The openness of the newly elected American 
president to continue the important nuclear security work of the previous 
administration and the degree of commitment by the US and the Russian Federation 
to co-operation and joint efforts on nuclear security will also be crucial in setting the 
future stage.  

4.1 Final conclusion 

In this 21st century, post-9/11 global environment, the threat of nuclear terrorism is 
the most urgent, pressing and critical challenge facing the international community 
today. For more than a decade, significant efforts undertaken by the international 
nuclear community (including the IAEA) have focused on strengthening the 
international legal framework for nuclear security. This has included the adoption of 
new and revised treaties and new legally binding UNSCRs. High-level political 
attention through the recent NSS process has identified nuclear security as a critical 
global governance challenge, including the continuing need to strengthen the 
international legal framework for nuclear security. However, as in other 
international nuclear legal frameworks, specifically the nuclear safety framework, 
major developments have unfortunately, on the whole, been reactive to events.  

Although adherence to the international legal instruments continues to increase 
and the ACPPNM is now in force, the lack of universalisation of the treaties is an 
ongoing issue that needs to be continuously addressed. Notwithstanding the 
repeated calls by commentators for the purported gaps to be filled and the purported 
weak links to be comprehensively strengthened, they continue to remain. Moreover, 
despite some demands for a hard law regime comprised of mandatory peer review 
and the adoption of binding standards, such as through the conclusion of a new 
framework convention, increased emphasis was placed in the run-up to the 2016 
NSS on an incentive-based and voluntary framework in the near- to medium-term. 
The focus of proponents of an incentive-based and voluntary nuclear security 
framework is to build upon the concept of shared responsibility of states, some 
harking back to the incentive-based nuclear safety framework, as well as other 
successful incentive-based and voluntary regimes in other fields. To-date, a number 
of strengthening measures have been proposed, including voluntary and confidence 
building measures, such as the giving of certain political commitments to 
implement existing nuclear security guidance and to request existing peer reviews. 
In this context, the INFCIRC/869 initiative can be considered as one positive step 
towards a strengthened, sustained and comprehensive global nuclear security 
architecture; however, it clearly needs greater support and does not address many 
aspects of the basic premise of proponents for a binding approach.  

Even though the proposed strengthening measures may have laudable goals, in 
the current political climate, a number of them appear to be more aspirational and 
unlikely to be implemented any time soon. For now, and looking some years ahead, 
there appears to be a lack of strong and sustained political will by a majority of 
states, which even impedes the giving of political commitments on strengthening 
national implementation. While there are some forms of information sharing and 
national reporting currently taking place, the proposed establishment of binding 
IAEA nuclear security standards and mandatory nuclear security peer reviews still 
appears unrealistic, as does the possibility of any discussion on the adoption and 
entry into force of a new framework convention on nuclear security. It is therefore 
difficult to consider that without some compelling reason to do so, states, in the 
near- to mid-term future, will agree to go beyond the existing approaches. Yet, to 
contemplate that only a “watershed nuclear security event” may provide the 
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required momentum for the identified gaps and weak links to be comprehensively 
addressed in such a time period is very disheartening. It is therefore hoped that the 
international nuclear community seriously considers whether more can be done 
sooner, rather than later. 




