
 NEA/CSNI/R(2012)2 

671 
 

RISK-INFORMED, PERFORMANCE-BASED SAFETY-SECURITY INTERFACE 
 

Bruce Mrowca, Information System Laboratories, Inc., United States of America 
 

 Farouk Eltawila, Federal Authority for Nuclear Regulation, United Arab Emirates 

  
Abstract 
Safety-security interface is a term that is used as part of the commercial nuclear power security 
framework to promote coordination of the many potentially adverse interactions between plant 
security and plant safety.  Its object is to prevent the compromise of either.  It is also used to describe 
the concept of building security into a plant’s design similar to the long standing practices used for 
safety therefore reducing the complexity of the operational security while maintaining or enhancing 
overall security.  With this in mind, the concept of safety-security interface, when fully implemented, 
can influence a plant’s design, operation and maintenance.  It brings the approach use for plant 
security to one that is similar to that used for safety. 

Also, as with safety, the application of risk-informed techniques to fully implement and integrate 
safety and security is important.  Just as designers and operators have applied these techniques to 
enhance and focus safety, these same techniques can be applied to security to not only enhance and 
focus the security but also to aid in the implementation of effective techniques to address the safety-
security interfaces. 

Implementing this safety-security concept early within the design process can prevent or reduce 
security vulnerabilities through low cost solutions that often become difficult and expensive to retrofit 
later in the design and/or post construction period.  These security considerations address many of the 
same issues as safety in ensuring that the response of equipment and plant personnel are adequate.  
That is, both safety and security are focused on reaching safe shutdown and preventing radiological 
release.  However, the initiation of challenges and the progression of actions in response these 
challenges and even the definitions of safe shutdown can be considerably different. 

This paper explores the techniques and limitations that are employed to fully implement a risk-
informed, safety-security interface.   
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1  Introduction 

The term safety-security interface addresses the concept of optimizing the sometimes complementary 
and sometimes competing objectives of plant safety and security.  Ideally this optimization is risk-
informed and considered early in the design process, included in the site evaluation, and continued 
into plant operation. 

Design, in its simplest form is a plan used to satisfy a set of requirements.  In nuclear power plant 
design, the regulated portion has long been focused on safety.  Specifically, its focus has been on the 
actions to prevent nuclear and radiation accidents, or to limit their consequences.  The classic 
approach is to identify a set of postulated accidents, typically referred to as design-basis accidents, for 
which a nuclear facility must be designed and built to withstand.  This approach also includes the 
identification of the minimum requirements for the mitigating response to these design-basis accidents 
using design rules informed by operating experience, testing and analysis. 

A parallel approach, although much more operationally focused, has occurred for security.  The plant 
challenges in this case are referred to as design basis threats and the design focus is on providing 
physical protection (or physical security) equipment and necessary response forces to protect against 
acts of radiological sabotage or to prevent the theft of nuclear material. 

The interaction between the safety objectives focused on plant system structures and components, and 
the security objectives focused on physical security has been evolving due to the greater application of 
risk-informed techniques for both safety and security, and due to the complexity and the resulting cost 
of providing a safe and secured plant in a world where there is an increasing understanding of the 
complexity of these challenges and of the potential severity of the consequences if these challenges are 
not successfully mitigated.   

2  Probabilistic versus deterministic 

The classic design approach discussed above is often referred to as deterministic and the risk-informed 
approach as probabilistic.  Although these two approaches appear distinctive, the real difference is the 
degree of emphasis and formality in which the frequency and consequences of the accident 
progression is considered.  Consider the following table which compares key attributes used in both 
methods. 

 

Attribute  Deterministic  Probabilistic  

Event Selection 
Limited and bounding set 
typically determined by expert 
judgment 

Large set determined by failure 
modes and effects and operating 
experience 

Scope of Prevention 
Systems Safety-grade systems All systems 

Operator Response Limited credit based on 
deterministic rules 

Probabilistically determined through 
human reliability analysis 

Number of failures Worst-case single failure assumed Includes multiple failures including 
common cause failures 

Accident Duration 
Analyzed until the limiting 
parameter(s) is demonstrated 
successful 

Typically 24 hours 
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Attribute  Deterministic  Probabilistic  

End Condition Demonstrates success based on 
explicit criteria 

Event sequences of interest end in 
core damage or release 

Frequency of End 
Condition Not Calculated 

Provided in terms of core damage 
frequency or large early release 
frequency 

Uncertainties Includes margins 
Includes reduced margins.  Uses 
probabilistic distributions – best 
estimate. 

Quality Assurance Formalized process with well-
established guidance 

Improving process with several 
recently issued standards 

 

As can be seen from the above table, the application of risk-informed techniques results in a 
broadening of events and the broadening of the mitigation alternatives considered.  This in of itself 
increases the likelihood of these two seemingly independent objectives, safety and security, to interact.  
Risk informing also brings a greater realism to the construction of the sequence of events through the 
use of event tree and fault tree modeling techniques. Therefore, it more clearly exposes potential 
interactions that may have been previously unidentified.  It also reduces the limitations that may result 
from what is sometimes a stylized scenario used in deterministic analyses and the use of risk-informed 
techniques typically result in a larger variety of accident scenarios.   

3.  Safety-security interface 

Both safety and security consider a set of challenges, the associated responses and seek the 
achievement of a safe-stable endstate (i.e., safe shutdown).  Although the initiating challenges for 
safety and security are very different in both frequency of occurrence and impact on the plant systems, 
there is considerable overlap with regard to the plant response in that no matter what the challenge is, 
plant operators and equipment are required in both cases to reach a safe shutdown condition. 

Considering the safety-security interactions early in the design process can prevent or reduce security 
vulnerabilities through low cost solutions that often become difficult and expensive to retrofit later in 
the design and/or post construction period.  As much consideration should be given to security as to 
safety in the evaluation of the physical site, the layout and access of the facility, the structural capacity 
of critical components and structures, and the degree of redundancy and physical diversity of these 
components.  Just as redundancy and diversity are used to limit single point failures in response to 
design basis events, similar techniques should be used in the design process to maximize the 
effectiveness of the security operational programs.   

In addition to the equipment and operator response in mitigating a challenges, physical protection is 
also concerned with detection and delay of a potential adversary and the security response in order to 
prevent an adversary from reaching their objectives, often referred to as targets.  A plant’s physical 
protection program typically includes features such as access control and the associated physical 
barriers and sensors to enable the identification and mitigation of an attacked.  

As a result, safety and security have both complementary and competing elements.  Both safety and 
security benefit from a robust design that has redundancy, diversity and margin.  For these 
complementary elements, coordination between the programs is needed to ensure that design decisions 
optimize the benefits of both programs.  For example, the present of redundant storage tanks which 
perform a critical function may be a good safety decision but a good safety/security decision would be 
to ensure that these redundant tanks are protected with adequate barriers (i.e., location, structural 
capacity, controlled access, etc.) such that the security challenges are also effectively mitigated.   
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The security objectives to control access and to delay intruders can sometimes compete with 
operational needs which are often more focused on maximizing the operator’s timely action in 
response to a plant challenge.  A balance needs to be achieved such that the adverse impacts of these 
competing objectives are minimized. 

The following table summarizes some of the key security attributes that require coordination between 
safety and security. 

 

Attribute Type Design Objective Interface 

Stand-off 
Distance 
from Public 
Access 

Site 

Security – adequate to ensure 
necessary security response 
prior to adversary engaging 
targets 

Large stand-off distances may limit 
or eliminate sites that otherwise have 
excellent safety and environmental 
characteristics including seismicity, 
climatology, hydrology, population 
density, and external hazards.  

Defensible 
Terrain Site 

Security – geography does 
not present unacceptable 
security challenge 

Terrain that is highly defensible with 
respect to its topography and 
configuration of nearby roads, 
railroads and waterways will need to 
be balanced with desired safety and 
environmental characteristics. 

Hardened 
Structures Design 

Security – critical structures 
defensible against design 
bases threat 

Complementary – structures 
hardened for external hazards such as 
seismic and high winds will also aid 
in achieving defensible structures that 
meet security objectives. 

Equipment 
Placement Design Security – maximize delay to 

reach equipment 

Equipment placement both internal to 
buildings and within the site could 
compete with operational and safety 
objectives that may benefit from 
other design consideration (e.g., short 
piping and cable runs, and centralized 
access). 

Separation 
of 
Redundant 
Functions 

Design Security – limits single point 
failures 

Complementary – separation will 
typically benefit both safety and 
security as safety also requires 
separation for external hazards such 
as fire and flooding. 

Building 
Access Design 

Security – restricts access to 
ensure locations are 
monitored, controlled and 
defensible 

Security controls may delay operator 
access to remote or local control 
points. 

Secured 
Pathways Design 

Security – ensures expected 
operator pathways are 
protected 

Security controls may delay operator 
access to remote or local control 
points. 
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Attribute Type Design Objective Interface 

Choke 
Points Design Security – ensures adversary 

pathways are limited 

Security controls may delay operator 
access to remote or local control 
points. 

Defensive 
Positions Design 

Security – ensures adversary 
pathways are defended with 
hardened positions 

Security controls may delay operator 
access to remote or local control 
points. 

Plant Modes Operations 

Operations – changing plant 
modes is necessary for 
maintenance and refueling 
Security – security response 
may require adjustments to 
reflect plant configuration 

Requires additional coordination to 
ensure that proposed changes do not 
unacceptably degrade the safety or 
security response. 

Maintenance 
of Safety 
Equipment 

Operations 

Safety - required to maintain 
reliability of safety function.  
Unavailability typically 
limited by technical 
specifications 
Security - Most safety 
equipment is required to 
support achieving high 
assurance of the security 
function.  Some maintenance 
activities may require 
changes to the security 
response. 

Complementary – Although 
maintenance is required in order to 
meet the safety and security 
objectives, careful coordination is 
required to ensure that maintenance 
activities do not unacceptably 
degrade the safety or security 
response. 

Maintenance 
of Security 
Equipment 

Operations 

Security - required to 
maintain reliability of 
physical protection function.  
Unavailability typically 
limited by technical 
specifications 

May compete with other production 
and/or safety objectives by restricting 
some activities (e.g., additional 
access delays) due to the presence of 
compensatory actions. 

 

For each attribute listed above where security and safety may compete, the designer, operator and 
regulator will need to determine the optimal solution.   The challenge is how to achieve optimization 
between these sometime competing objectives.  This is where performance-based, risk-informed 
techniques become important.  

4.  Risk-informed 

Risk-informing security and safety regulations is the process of determining what can go wrong, how 
likely is it and what are the consequences. 

A fundamental issue in risk-informing security is the difficulty in determining a frequency of the 
adversary challenge (i.e., the initiating event frequency) in order to answer the question of how likely 
is it, or more specifically, how likely is a specific type of security challenge.  This frequency 
determination is a typical element of performing probabilistic safety assessments, but is not common 
in security assessments as this determination is fraught with uncertainty, sensitive information and is 
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extremely dynamic.  The lack of an initiating event frequency and the resulting lack of scenario 
frequencies limits the direct comparison of safety events with security events.  Without this formality, 
such comparisons and the resulting optimization can only be performed subjectively.  This limitation 
can be easily solved through the use of standard threat frequencies which could be promulgated by the 
appropriate national authority.  These frequencies may not necessarily reflect the actually likelihood of 
a particular security event but could reflect the degree of importance placed by the national authority 
on protecting against a threat.  Its determination becomes more a policy decision informed by the 
threat environment than an intelligence analysis.  

An alternate approach is to assume an initiating event frequency of one and to compare the conditional 
core damage frequency of security-related events to that of the safety risk.  Although such an approach 
avoids the direct determination of attack frequencies, it still requires some characterization of this 
frequency in order to select the type of safety sequences that are to be used in the comparison.  That is, 
there are low frequency high consequence events and high frequency low consequence events.  Which 
ones do you compare against?  One needs to select the type of event that will be compared to and 
inherent in this selection is a judgment as to the attack frequency.  Therefore, whether this frequency is 
directly or indirectly determined, it is necessary if safety and security risks are to be compared. 

Other aspects of a security risk analysis could be developed by augmenting the probabilistic safety 
analysis with security-related features addressing response/adversary pathway analysis and adversary 
interdiction analysis.  Risk-informed techniques can be used to support the identification of adversary 
targets and the overall performance assessment of a security plan.  These techniques can identify the 
set of target elements which may be of interest to the adversary in a similar fashion to the techniques 
used to identify cutsets where the building blocks know as target elements, would be similar to basic 
events, the building block of cutsets, and the grouping of target elements resulting in failure of the top 
event, target sets, would be similar to cutsets.  The tools and techniques used for the development of a 
plant’s PSA could be leverage to construct a sabotage model which could be used to identify the 
combination of events that may prevent safe shutdown and that may be of interest to an adversary.    

Risk assessment techniques can also be used to assess the ability of the proposed protective measures 
to meet the security objectives.  That is, probabilities can be determined for each protective measure 
(e.g., failure to detect, failure to respond given detection, failure to neutralize the adversary given 
successful response, etc.) and a set of sequences can be developed for each target set for each design 
basis threat.  Included in this assessment should be a timeline analysis associated with the adversary 
pathway between the point of detection at the facility’s parameter to the disruption of all targets within 
a target set and the security response that is initiated at the same time as the point of detection and 
continues to the planned interdiction point.   This framework assumes that security objectives are 
characterized in a similar manner to the risk objectives of achieving a core damage frequency and 
large release frequency target similar to that used on the safety side.      

A risk assessment tool that fully integrates the assessment of safety and security would support 
sensitivity analyses that could assess the security benefit and safety cost, or vise versa, in order to 
achieve true optimization.  This tool could also support operational decisions that may require 
adjustments to a plant’s security postured as the result of maintenance or changes in the plant’s mode 
of operation. 

5. Performance-based 

The performance-based aspect of this framework is in how the effectiveness of the program is 
assessed in both its development and later during the operational phase of the plant.  An effective 
performance-based program focuses on the overall program effectiveness as opposed to many 
intermediate prescriptive requirements.   It also requires a well-defined performance objective or 
objectives, the ability to verify these objectives through regulatory oversight, and the ability to take 
appropriate corrective action prior to unacceptable consequences. 

The development of a risk-informed security program provides measurable objectives to support a 
performance-based framework.  The explicit modeling of the many protective measures can be 
periodically tested in order to determine if the overall security objectives are being maintained.  
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Testing should include the assessment of both hardware and personnel.   Integrated tests that verify 
detection capability, adversary and response force timelines for key target sets would help to provide 
regulatory confidence that the in-place protection measures are effective. 

6. Conclusion 

A well-developed security program should optimize safety and security through the use of an 
integrated risk-informed framework.  Such a framework would fully support a performance-based 
oversight process, and would enable changes and any emergent deficiencies to be assessed and 
characterized.  Although the technical methods to develop such a framework are available and similar 
to that used on the safety side, the formality of performing this type assessment requires careful 
planning and execution.  However, the application of these techniques not only enhance and focus the 
implementation and maintenance of the necessary security measures but also aid in the 
implementation of effective techniques to address the safety-security interfaces. 

 

 


