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Abstract 

 

The reactor trip system (RTS) and engineered safety features actuation system (ESFAS) in nuclear 
power plants utilizes instrumentation and control (I&C) to provide automatic protection against 
unsafe and improper reactor operation during steady-state and transient power operations.  During 
normal operating conditions, various plant parameters are continuously monitored to assure that the 
plant is operating in a safe state.  In response to deviations of these parameters from pre-determined 
set points, the protection system will initiate actions required to maintain the reactor in a safe state. 
These actions may include shutting down the reactor by opening the reactor trip breakers and 
actuation of safety equipment based on the situation.  The RTS and ESFAS are represented in 
probabilistic risk assessments (PRAs) to reflect the impact of their contribution to core damage 
frequency (CDF).  The reactor protection systems (RPS) in existing nuclear power plants are 
generally analog based and there is general consensus within the PRA community on fault tree 
modeling of these systems.  In new plants, such as AP1000® plant, the RPS is based on digital 
technology.  Digital systems are more complex combinations of hardware components and software. 
This combination of complex hardware and software can result in the presence of faults and failure 
modes unique to a digital RPS.  The United States Nuclear Regulatory Commission (NRC) is currently 
performing research on the development of probabilistic models for digital systems for inclusion in 
PRAs; however, no consensus methodology exists at this time.  Westinghouse is currently updating the 
AP1000® plant PRA to support initial operation of plants currently under construction in the United 
States.  The digital RPS is modeled using fault tree methodology similar to that used for analog based 
systems.  This paper presents high level descriptions of a typical analog based RPS and of the 
AP1000® plant digital RPS.  Application of current fault tree modeling techniques to the digital system 
is reviewed, and unique issues related to accounting for common cause failures and software failures 
are discussed.   
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1.  Introduction 

 The reactor protection system (RPS) for Westinghouse (W) Nuclear Steam Supply System (NSSS) 
plants is compromised of the reactor trip system (RTS) and the engineered safeguards features 
actuation system (ESFAS).  The function of the RPS is to sense abnormal transient situations and 
initiate a reactor trip and actuate specific safety related components to mitigate the events. 10 CFR 50 
Appendix A, Criteria 20 states “The protection system shall be designed; 1) to initiate automatically 
the operation of appropriate systems including the reactivity control systems, to assure that specified 
acceptable fuel design limits are not exceeded as a result of anticipated operational occurrences and, 2) 
to sense accident conditions and to initiate the operation of systems and components important to 
safety”.  With regard to reliability, Criteria 21 states “… Redundancy and independence designed into 
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the protection system shall be sufficient to assure that (1) no single failure results in loss of the 
protection function…”.  These criteria are applicable regardless of the basis of the design of the RPS; 
analog or digital.  Section 2 provides a high level description of a typical W NSSS RPS.  Digital based 
protection systems perform similar functions; however, signal processing and communications are 
performed by processor and communication modules that use digital signals instead of analog signals.  
Section 3 provides a high level description of the AP1000® plant digital based RPS.  Planned 
application of traditional fault tree methodology to the AP1000® digital RPS is discussed in Section 4.  
Unique digital system issues related to availability of failure data and software failures are also 
discussed. 
   

2.  Current W NSSS RPS description 
 

The W NSSS RPS consists of process sensors or transmitters, the process protection system, the logic 
cabinets, and the reactor trip breakers and actuation relays.  Figure 1 shows the RPS.  The process 
protection system includes a number of analog channels which process or condition the signal received 
from a sensor and provide a signal to each of two logic cabinets.  In the logic cabinet, the actuation 
logic is performed and signals are provided to the RTBs and actuation relays.  The actuation relays 
consist of master and slave relays.  The master relays received the signal from the logic cabinet and 
control a number of slave relays.  The slave relays typically control the safeguards equipment.  In the 
current plants, the process protection system is analog, such as the 7300 system, or digital, such as the 
Eagle 21 system.  The logic is performed either by solid state components and combinations of relays. 

 
    

 
 

Figure 1. RPS Simplified Diagram 
 

 
 

A typical analog channel consists of a sensor, a channel power supply, signal conditioning circuits, 
and a comparator which is the output device to the logic cabinet.  The sensor measures physical 
parameters such as temperature, pressure, level, etc.  The measurement is converted to an electrical 
signal and transmitted to the protection racks for signal conditioning.  Each analog channel is also 
dependent on its corresponding DC power supply.  The signal conditioning modules perform a number 
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of functions including amplification, square root derivation, lead/lag compensation, integration, 
summation and isolation.  A signal comparator, usually a bistable device, compares the conditioned 
signal to a predetermined setpoint and turns the output off or on if the voltage exceeds the setpoint.  
Each bistable controls two relays; one for Train A logic and the other for Train B logic. 

 
The combinational logic is performed in the logic cabinet.  This is where the one-out-of-two, two-out-
of-three, or two-out-of-four logic is evaluated for actuation of the RTBs or master and slave relays.  
Each logic cabinet consists of the input bay which contains the input relays, the logic bay, and the 
output bay which contains the master and slave relays.  The input bays are arranged such that all 
inputs are physically and electrically isolated.  The logic bay is where all the logic decisions are made 
and where the majority of SSPS system tests are performed.  The output bays are the interface between 
the logic circuits and the safeguards equipment.  There are some variations to this configuration with 
multiple output bays. 

 
The SSPS receives inputs from the analog channels via the input relays.  This is accomplished using 
relays in either an energized or de-energized state, as determined by the output of the comparator.  
When a comparator senses a trip condition the corresponding input relay will energize as appropriate, 
applying a ground to a specific logic input.  The logic inputs are applied to universal logic boards 
which are the basic circuits of the protection system.  These boards contain one-out-of-two, two-out-
of-three, or two-out-of-four logic circuits.  Grounding of the appropriate number of universal board 
inputs will cause a signal to be generated.  Output signals from the universal boards are connected to 
other universal boards, undervoltage output boards, or safeguard output boards as described: 

 
1. Connection to other universal boards enables additional logic combinations.  For example, 

auxiliary feedwater may be started by low level in one steam generator as sensed by 2 of 
3 channels.  Each of the three steam generator channels for one steam generator would input 
to a 2 of 3 universal boards.  For a three-loop plant there would be three such circuits.  The 
output of each of these universal boards would input to a 1 of 3 universal boards to achieve 
the desired logic. 

 
2. Connection to undervoltage output boards to drive the undervoltage relays to trip the RTBs 

which results in a reactor trip. 

 
3. Connection to safeguard output boards to drive the master relays which in turn drive the 

slave relays which actuate safeguards equipment. 

 
The master and slave actuation relays function to start the safeguards equipment which is used to 
mitigate events.  This is accomplished by a combination of relay operations initiated by the output of 
the logic circuit.  Each master relay energized by the logic circuit closes contacts which energize one 
or more slave relays.  The number of master and slave relays is dependent on the particular protective 
function.  The more complex the function, the greater the number of relays energized.  Each slave 
relay, when energized, closes contacts in the actuation circuits for one or more pieces of equipment. 

 
 

3.  AP1000® Plant digital RPS description 
 

Similar to the analog based RPS in current plants, the AP1000® plant digital protection system 
provides detection of off-nominal conditions and actuation of appropriate safety-related functions 
necessary to achieve and maintain the plant in a safe condition.  The Protection and Monitoring 
System (PMS) controls safety-related components in the plant that are operated from the main control 
room (MCR) or remote shutdown workstation.  In addition, the PMS provides the equipment 
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necessary to monitor the plant’s safety-related functions during and following an accident as required 
by Regulatory Guide 1.97 [1]. 

 
The AP1000® plant digital RPS consists of four redundant divisions designated A, B, C, and D, as 
described in WCAP-16675 [2] and depicted on Figure 2.  The system performs the necessary safety-
related signal acquisition, calculations, setpoint comparison, coincidence logic, RT/ESF actuation 
functions, and component control functions to achieve and maintain the plant in a safe shutdown 
condition.  It also contains maintenance and test functions to verify proper operation of the system.  
The system includes four redundant safety displays, one for each division, located in the MCR.  Four 
redundant divisions are provided to satisfy single failure criteria and improve plant availability. 

 
 

 
 

Figure 2. AP1000® Plant Digital RPS Simplified Diagram 
  

Related sensors and the reactor trip switchgear are, for the most part, four-way redundant for I&C 
equipment used for reactor trip and ESF actuation functions.  This redundancy permits the use of 
bypass logic so that a division or individual channel out of service can be accommodated by the 
operating portions of the protection system reverting to a two-out-of-three logic from a two-out-of-
four logic.  Four redundant measurements of each variable for reactor trip criteria are obtained by the 
use of four separate sensors.  One measurement is processed by each division.  Analog signals are 
converted to digital form by analog-to-digital converters (ADCs) within the division’s bistable 
processor logic (BPL).  Signal conditioning is applied to selected inputs following the conversion to 
digital form. Following necessary calculations and processing by the BPL, the measurements are 
compared against the applicable setpoint for that variable.  A partial trip signal for a parameter is 
generated if the channel’s measurement exceeds its predetermined or calculated limit.  Processing of 
variables for reactor trip is identical in each of the four redundant divisions of the protection system. 

 
The local coincidence logic (LCL) in each division is capable of generating a reactor trip signal if two 
or more of the redundant channels for a single variable are in the partial trip state.  The reactor trip 
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signal from each of the four divisions of the PMS is sent to that division’s reactor trip circuit breakers 
(RTCBs).  Each division controls two RTCBs.  The reactor is tripped when two or more actuation 
divisions output a reactor trip signal opening their breakers.  This automatic trip demand signal 
initiates the following two actions.  It de-energizes the undervoltage (UV) trip attachments on the 
RTCBs, and it energizes the shunt trip (ST) devices on the RTCBs.  Consistent with the undervoltage 
trip and shunt trip devices in a current PWR design.  Either action causes the breakers to open. 
Opening the appropriate trip breakers by two divisions removes power to the rod drive mechanism 
coils, allowing the rods to fall into the core.  Bypass of a protection channel that generates a reactor 
trip signal and bypass of a reactor trip actuation division is permitted because the single failure 
criterion is met even when one channel or division is bypassed. Bypassing two or more redundant 
channels or divisions is not allowed and is handled via the design. 

 
The LCL subsystem acts to initiate a reactor trip or ESF actuation when a pre-determined condition in 
2 out of 4 independent safety divisions reaches a partial trip or partial actuation state. The LCL also 
provides for the bypass of trip or actuation functions to accommodate periodic tests and maintenance. 
The LCL subsystem performs two primary functions: 
 

1. The reactor trip coincidence logic performs the logic to combine the partial trip signals from 
the BPL subsystems and generates a fault tolerant trip output signal to the reactor trip switchgear 
and initiation logic. 

 
2. The ESF coincidence logic performs the logic to combine the partial actuation signals from the 
BPL subsystems along with automatic and manual permissives, blocks, and resets to generate a 
fault tolerant actuation output signal to the integrated logic processor (ILP) subsystems. 

 
The ESF subsystem performs two primary functions: 

 
1. The ESF coincidence logic function performs system-level logic calculations, such as 

actuation of the passive residual heat removal system. It receives inputs from the BPL 
subsystems, the MCR and Remote Shutdown Room (RSR) fixed-position switches. 

 
2. The ESF component control function consists of the ILPs, which perform the component fan-

out for each ESF system-level actuation, and component interface modules (CIMs) that 
provide the capability for on/off control of individual safety-related plant components.  The 
CIMs receive inputs from the ILPs and from the plant control system (PLS). 

 
The primary functions of the ESF logic processors are to process inputs, calculate system level 
actuation, combine the automatic actuation with the manual actuation and manual bypass data, and 
transmit the data to the ILPs. To perform the ESF coincidence logic calculations, the ESF processors 
require data from the BPL subsystems, and also use manual inputs (such as setpoint and system-level 
blocks and resets) from the MCR and the remote shutdown workstation.  The ESF logic processors 
perform the following functions: 
 

1. Receive bistable data supplied by the four divisions of BPL subsystems and perform 2 out of 4 
voting on this data. 
 

2. Implement system-level logic and transmit the output to the ILP processors for ESF 
component fan-out and actuation. 
 

Process manual system-level actuation commands are received from the MCR and RSR. The ESF 
component control function is implemented with redundant ILPs and CIMs that provide a distributed 
interface between the safety system and the plant operator for control of non-modulating safety-related 
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plant components.  CIMs provide the capability for on/off control of individual safety-related plant 
components. The CIMs receive inputs from the ILPs and from the PLS.  Non-modulating control 
relates to the opening or closing of solenoid valves and solenoid pilot valves, and the opening or 
closing of motor-operated valves and dampers.  
 
4.  Modeling of the AP1000® plant digital RPS 

 
The AP1000® plant design certification PRA is being updated to support initial operation of plants 
currently under construction in the United States.  This effort includes refinement of the probabilistic 
models which represent the digital RPS and is focused on addressing the unique issues associated with 
modeling digital based systems.  Traditional PRA methods are being used to perform this work.  
Specifically, fault trees are being utilized to represent the digital RPS following the outline of 
desirable characteristics identified in NUREG/CR-6962 [3].  The following sections summarize how 
these characteristics will be addressed in the PRA: 

 
4.1 Level of Detail 
 
The level of detail in the digital RPS model will be based on the combination of the system design and 
the availability of failure data.  At a high level the system is comprised of four redundant divisions.  
Within each division, there are sub-divisions that are dedicated to 1) monitoring plant parameters and 
determining if a safety function should be actuated, 2) gathering information from the other divisions 
and performing coincidence logic, and 3) sending actuation signals to the appropriate components.  
Each of these sub-divisions includes a combination of sensors and transmitters, microprocessors, input 
modules, output modules, and component interface modules (CIMs).  Based on the availability of 
failure data, each of these components will be represented by a basic event in the PRA model.  This is 
consistent with how analog systems in current plants are modeled where basic events are included for 
components that perform similar functions.  These components in current analog plants include 
equipment such as process sensors and transmitters, bistables, safeguard driver cards, universal logic 
cards, and master and slave relays.  The level of detail will permit evaluations that support determining 
the importance of specific components as well as common cause failures for processors and modules 
that perform similar functions. 
 
4.2 Identification of Failure Modes  
 
A failure modes and effects analysis (FMEA) has been performed for the AP1000® plant protection 
system and will be used as part of the process to identify system failure modes.  This will be 
accomplished by reviewing the failure modes tabulated in the FMEA and assessing the effects of the 
failure modes on the PRA success criteria.  The FMEA was performed by first analyzing failures of 
the system at a high level, and then successively refining the analysis by looking at failure modes of 
major components, and then failure modes of microprocessors, input modules and out modules.  The 
identification of failure modes in a digital system is completed by the redundancy associated with 
having multiple channels (i.e.; two of four channels must vote in order for a safety function to be 
actuated), and redundant signal processing occurring within a channel (i.e.; one of two processors 
determine that a plant parameter is exceeded).  The FMEA will be used to assure that failure modes 
related to these design features are accounted for in the PRA. 
 
4.3 Addressing Software Failures  
 
Digital systems are unique relative to analog systems because they contain software.  Failures of 
digital systems due to software failures have occurred in the airline industry and can have a significant 
impact on safety.  Software is developed in stages that start with a concept and culminate in a code 
that is executed by a computer processor.  Faults may be introduced during code development and it 
may not be apparent that such faults exist until a specific combination of a fault and other conditions, 
such as interaction with input data from field sensors, trigger an undesired response.  Because of the 
difference in failure mechanisms between hardware and software (hardware fails due to factors such as 
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aging, while software fails due to a fault in the code in combination with the occurrence of a specific 
set of input data), it cannot be assumed that software failures are included in hardware failure data.  In 
order to reflect this, it is desirable that the PRA model explicitly include software failures in the logic 
model so that the contribution to system reliability and CDF is accounted for.  Therefore, in addition 
to common cause failure (CCF) events for hardware faults, the AP1000® plant digital I&C system 
logic model will include CCF events that reflect CCF of software.  The CCF events will be developed 
based on specific functions (e.g.; all microprocessors that monitor field data will be included in two 
CCF groups, one for hardware faults and one for software faults).  For example, the BPLs in each 
division included process modules that are programmed to specifically monitor data from field sensors 
and determine when a safeguards action is required.  These process modules will be included in a CCF 
group that represents failure due to hardware faults, and a CCF group that represents failure due to a 
software fault.  In addition, a CCF event will also be developed to represent a global failure of all 
software within the system.  Representation of software failures in this fashion will facilitate a range 
of sensitivity analyses to assess the uncertainty associated with software failure probabilities. 
 
4.4 Identification of Common Cause Failure Groups  
 
As discussed in the previous section, CCF events due to hardware faults will be developed to account 
for the redundancy associated with multiple field sensors, redundant process modules, and multiple 
signal transmitters to safety components.  However, development of the CCF events must also account 
for the unique features associated with a digital system.  The components in a digital system 
communicate through buses, hardwired connections, and networks. It is necessary that CCF events are 
identified that represent the propagation of failures through communication devices and their effects 
on related components in the system.  The types of failure propagation that will be considered include: 
 

• Inter-system failure propagation when data is shared (i.e.; equipment status is shared 
between the digital RPS and PLS). 

• Inter-channel failure propagation to account for the communication of redundant divisions 
amongst each other.  For example, the BPLs in each division provide output to the LCLs in 
all divisions. 

• Intra-channel failure propagation when redundancy within a division is used.   In the 
AP1000® RPS, each division includes two each of the BPL, LCL, and ILP subracks. 

 
This is similar to the approach in vintage ESFAS and RTS modeling, where the key elements of a 
standard approach for applying common cause include [1]: 
 

• Common cause failures are modeled within each signal, but not across signals.  For example, 
a common cause group is assigned for all of pressurizer pressure bistables.  A separate 
common cause group is assigned for the low steam generator level bistables. 

• Common cause failure is modeled between components in trains A and B performing the 
same functions.  This is similar to the concept of modeling common cause across channels 
such as the BPLs in each division. 

 
4.5 Digital System Component Failure Data  
 
In PRAs, it is preferred that component failure data be based on operating experience from 
components that are similar to those included in the logic model, and also that are in a similar 
application and operating environment.  The data used for analog based RPS in current plants comes 
from various sources.  NUREG/CR-6928 provides generic data for transmitters/sensors and bistables.  
Data for reactor trip breakers, undervoltage driver cards, safeguard driver cards, and universal logic 
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cards was developed as part of PWROG projects such as documented in WCAP-15377-NP-A, 
Revision 1 [1].  Data for components in newly designed digital systems generally scarce or 
unavailable.  For the AP1000® plant digital RPS, failure data is being developed using industry 
accepted reliability prediction methods such as Military Handbook 217F [4].  These methods are used 
to estimate failure rates for electronic components and systems based on part counts and part stresses.  
At a minimum; stress factors due to quality, operating temperature, component rating, duty cycle, and 
cycle rate are considered in these estimates.  Although there is uncertainty associated with the use of 
such methods, they have been proven to be successful in achieving reliable estimates to support 
evaluation of system reliability.  Development of software failure probabilities for complex digital 
systems is a subject area where there is no consensus in the technical community on a method to 
estimate the reliability of this kind of software.  For example, methods based on testing the software 
may be inadequate because the test environment is not identical to the operating environment, the 
software tests may not be representative of actual operating conditions, and exhaustive tests are not 
practical.  Since there is no consensus on a method for determining software failure probabilities, 
estimates will be included in the model and appropriate sensitivity analyses will be performed to 
assess the associated uncertainties as suggested in NUREG/CR-6962 [3]. 
 
4.6 Identification of Uncertainties  
 
Given the limitations associated with representing the function of a digital I&C system with fault trees, 
and the scarcity of component and software failure data, it needs to be recognized that there is a great 
deal of uncertainty associated with the contribution of digital system failure to CDF.  This uncertainty 
in data will be estimated as part of the data analysis task and propagated throughout the model to 
assess the impact on CDF.  The sources of model uncertainty such as identification of CCF groups and 
sparseness of data to support independent failure probabilities will be identified along with their 
associated assumptions in the PRA documentation.  In addition, sensitivity analysis will be specified 
and performed for each combination of uncertainty and assumption and included in the PRA 
documentation. 
 
4.7 Integration into the PRA Model 
 
The AP1000® plant digital RPS fault tree will be directly integrated into the PRA model in a fashion 
similar to that used for current plants.  The methodology ties each initiator or sequence to the 
applicable signals and RPS functions required to mitigate the event.  For example, LOCAs can be tied 
to signals for low pressurizer pressure and high containment pressure, and the components required to 
initiate safety injection.  As part of the process, each initiator group can be evaluated to determine 
what signals will occur in response to the initiators and be incorporated into the model to ensure that 
diverse means are provide to actuate the safety components.  This approach allows all dependencies of 
the digital system on other systems (such as its support systems) and vice versa to be explicitly 
modeled.  Since all the dependencies are explicitly modeled in the logic model of the fault trees and 
event trees, both qualitative and quantitative results can be obtained directly from analysis of the PRA 
model. This will also permit review of the reasonableness of cutsets that include digital system 
failures, and provide importance measures for the digital system components. 
 
5. Conclusions 
 
This paper discussed representation of analog and digital protection systems in PRA models.  The RPS 
systems in existing nuclear power plants are generally analog based and there is general consensus 
within the PRA community on fault tree modeling of these systems.  In new plants, such as the 
AP1000® plant, the RPS is based on digital technology.  Digital based systems are more complex 
combinations of hardware components and software and result in the presence of faults and failure 
modes unique to digital based systems.  Research is currently being conducted by the NRC to develop 
a methodology for including probabilistic models of digital systems in PRAs; however, no consensus 
methodology exists at this time.  Westinghouse is currently updating the AP1000® plant PRA to 
support initial operation of plants currently under construction in the United States.  The digital I&C 
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systems are being modeled using traditional fault tree methodology with a focus on addressing the key 
characteristics of such a model per the guidance provided in NUREG/CR-6962 [3].  A high level 
description of the AP1000® plant digital RPS relative to a typical analog based RPS system was 
provided.  In addition, the key characteristics of an acceptable digital system PRA model were 
discussed in terms of how they are planned to be addressed for the updated AP1000® plant PRA.  
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