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ABSTRACT 

 

 
The paper presents the development and implementation of regulatory guidelines for the 

oversight of safety and security culture within licensees‘ organizations. CNCAN (the National 

Commission for Nuclear Activities of Romania) has used the International Atomic Energy 

Agency (IAEA) attributes for a strong safety culture as the basis for its regulatory guidelines 

providing support to the reviewers and inspectors for recognizing and gathering information 

relevant to safety culture. These guidelines are in process of being extended to address also 

security culture, based on the IAEA Nuclear Security Series No. 7 document – Nuclear 

Security Culture: Implementing Guide. Recognizing that safety and security cultures coexist 

and need to reinforce each other because they share the common objective of limiting risk and 

that similar regulatory review and inspection processes are in place for nuclear security 

oversight, an integrated approach is considered justified, moreover since the common elements 

of these cultures outweigh the differences.  
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Introduction  
 

Since the introduction of the concept by the International Nuclear Safety Advisory Group (INSAG) [1], 

there have been many definitions proposed for safety culture over the years. The definition of safety 

culture used in this paper is that proposed by the International Atomic Energy Agency (IAEA): ―the 

assembly of characteristics and attitudes in organizations and individuals which establishes that, as an 

overriding priority, protection and safety issues receive the attention warranted by their significance‖. [2]  

 

Although not directly covered by the traditional approaches to the regulation of nuclear facilities and 

activities, safety culture has become one of the main areas of interest for nuclear safety authorities 

worldwide, particularly in what regards the regulatory capability for assessing safety culture and the 

means for influencing it. This paper presents the regulatory oversight process developed by the National 

Commission on Nuclear Activities Control (CNCAN), using the attributes for a strong safety culture and 

the security culture indicators promoted by the IAEA.   
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Regulatory assessment of safety culture 
 

It is recognised that the prime responsibility for ensuring the safety of a nuclear installation rests with the 

licence holder. This is an established principle in international conventions, such as the Convention on 

Nuclear Safety, and in national legislative systems worldwide. The role of the nuclear safety authorities is 

to verify that the licensees take the necessary measures to keep risk to the public as low as reasonably 

achievable, and to apply enforcement actions in response to indications of licensees‘ failure to meet their 

prime responsibility for safety. The traditional regulatory approach to nuclear safety oversight consists of 

setting requirements, through regulations and licence conditions, and verifying compliance with them, 

with enforcement actions taken in case of deviations. With safety culture being at least as important as the 

technical aspects of safety, but infinitely less tangible, there is a significant challenge to the regulators 

trying to address it in their requirements. 

 

The extent to which regulatory requirements cover aspects particularly relevant to safety culture is 

generally limited to those concerned with the management systems and the safety policies of the 

licensees, the training of staff with safety-related duties, the use of operational experience feedback, etc. 

The challenges associated with the regulatory assessment of information relevant to safety culture include 

the lack of access to the underlying assumptions, the inherent subjectivity of the reviewers, the fact that 

the safety culture of a whole organisation cannot be readily inferred from a sampling approach to 

inspection. 

 

A structured approach to the assessment of information relevant to safety culture 
 

Common to all regulatory jurisdictions is the acknowledgement of the importance of the management 

system in supporting a strong safety culture. With the issuance of the safety guides on management 

systems for nuclear installations [3, 4], the IAEA has provided a framework for the assessment of safety 

culture, based on a set of 37 attributes, grouped into 5 areas corresponding to safety culture 

characteristics:  

- Safety is a clearly recognised value; 

- Leadership for safety is clear; 

- Accountability for safety is clear; 

- Safety is integrated into all activities; 

- Safety is learning driven. 

 

The data relevant to safety culture encompasses all information that could provide an input to the 

assessment of the safety culture characteristics and of the fulfilment of the respective attributes. The main 

means for gathering data relevant to safety culture consist of review of documentation, interviews with 

licensees‘ staff and observation of activities in the field as well as in common meetings between 

regulators and licensees. Ideally all these means should be used in an integrated manner, structured in 

order to cover all the attributes, in order to get an overall view of how the characteristics and attributes of 

a strong safety culture are exhibited across a whole process or in the context of a particular activity.  

 

It should be noted that the findings resulting based on this approach will inevitably reflect the subjective 

opinion of the reviewer, the relevance of the attribute in the specific area of technical assessment or 

inspection and the means for gathering the information. While a specific finding could not provide a view 

on the safety culture of the organisation as a whole, evidence of certain attributes not being met for 

several functional areas and processes would provide a clear indication of a problem that would warrant 

increased regulatory surveillance.   
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In 2008, Romania received a recommendation, based on the peer review in the framework of the 

Convention on Nuclear Safety, to develop dedicated diagnostic tools in order to improve the effectiveness 

of regulatory assessment of safety culture. This action has been addressed, with support from the IAEA, 

through an Extra Budgetary Programme (EBP), funded by CNCAN and the Norwegian Radiation 

Protection Authority.  

 

In the period 2010 - 2011, CNCAN defined a Safety Culture Oversight Process (SCOP), building on the 

existing regulatory inspection and review processes, and produced SCOP guidelines based on the 

structured approach outlined above. Detailed SCOP guidelines are provided for assessing each safety 

culture attribute and include, as applicable: 

- regulatory expectations relevant to the attribute; 

- documentation to be reviewed; questions to be asked; observations to be made; 

- elements necessary for considering an attribute fulfilled; 

- warning flags. 

 

The implementation of the SCOP proved that all the routine regulatory reviews and inspections reveal 

aspects that are of certain relevance to safety culture. Interaction with plant staff during the various 

inspection activities and meetings, as well as the daily observation by the resident inspectors, provides all 

the necessary elements for having an overall picture of the safety culture of the licensee. Systematic 

planning of regulatory inspections to cover all areas important to safety should ensure that safety culture 

aspects are timely observed. However, a large number of review and inspection activities are required, 

over a relatively long period of time, to gather sufficient data in order to make a judgement on the safety 

culture of an organisation as a whole. Training of the reviewers and inspectors is essential for achieving 

consistency in the regulatory approach to safety culture oversight. It was found that Edgar Schein‘s model 

of organizational culture is useful for promoting a common understanding of safety culture both within 

the regulatory organization and in the relation with the licensees.  

 

Safety and Security Culture Oversight Process 

 

Based on the lessons learned from the development and implementation of the safety culture oversight 

process, it was considered that the SCOP guidelines could be extended and supplemented to address also 

security culture. Security culture has been defined by the IAEA as "the assembly of characteristics, 

attitudes and behaviour of individuals, organizations and institutions which serves as a means to support 

and enhance nuclear security" [5]. Recognizing that "safety and security cultures coexist and need to 

reinforce each other because they share the common objective of limiting risk" [5] and that similar 

regulatory review and inspection processes are in place for nuclear security oversight, an integrated 

approach is considered justified, moreover since the common elements of these cultures outweigh the 

differences.  

 

Information relevant to security culture is currently gathered through the routine regulatory oversight 

activities, in a manner similar to the process for gathering information relevant to safety culture. 

Examples of documentation reviews, practices observed and interview activities that are useful for 

gathering information on security culture through routine regulatory processes are provided in the 

following: 

 

Review of documentation:  

- physical protection system procedures: e.g. use of experience feedback for improving procedures; use 

of good practice documents and international guidance;  

- written evidence of management expectations regarding nuclear security; 
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- job descriptions, personnel evaluation (performance appraisal) records;  

- physical protection records: shift logs, unusual events (and their analysis), equipment issues and time 

for repair, treatment of nonconformances, testing, inspection and maintenance records; 

- training materials, training needs assessments, training records; 

- self-assessment reports, observation sheets, audit reports, studies supporting physical protection 

system upgrades, planning and preparation for organisational changes; 

- records of incentives and sanctions; past inspection reports and the implementation of regulatory 

dispositions. 

 

Observation of activities:  

- conduct of physical protection staff during normal activities (checks at access points, use of 

equipment, adherence to procedures, maintenance of shift records, shift turnover, activity in the central 

and secondary alarm stations, response to alarms, etc.) 

- performance during physical protection exercises, evaluation of physical protection exercises; 

- training activities (classroom training, practical training, coaching, etc.) 

- in-house examination of physical protection staff competencies;   

management conduct during their observation programme, etc. 

 

Interviews with managers, physical protection staff and contractors are performed during the licensing 

process, as well as part of the routine interactions for inspections and meetings. 

 

In order to have a more structured approach, CNCAN is in process of updating the SCOP guidelines to 

address also Security Culture, using the guidance provided in the IAEA Nuclear Security Series No. 7 [5]. 

The security culture indicators provided in this guide are similar in the level of detail with the regulatory 

expectations provided in the guidelines for safety culture oversight. Information on documentation to be 

reviewed, questions for interviews, activities to be observed, etc. will be provided based on the experience 

of the reviewers and inspectors, supplemented with guidance such as the one provided in the IPPAS 

(International Physical Protection Advisory Service) guidelines issued by the IAEA.  

 

Subsequently, specific training will be provided to the staff involved in the review, inspection and 

licensing of nuclear facilities in the physical protection area for recognising and assessing issues 

potentially relevant to security culture. The common aspects of safety and security culture will be 

emphasized for all the regulatory staff for ensuring consistency of the review and inspection practices.  

 

Conclusions 
 

While it is difficult to ascertain to what extent the safety culture attributes and security culture indicators 

are met by an organisation as a whole, the means for identifying areas where expectations are not met are 

already provided by the traditional assessment and inspections processes employed by regulatory 

authorities. It is relatively easy to observe signs of weakening safety and security performance, but it is 

more difficult to choose the means by which the regulator can influence the safety and security culture of 

the licensee. Good communication is essential and a goal-setting rather than a prescriptive approach may 

prove beneficial. 

 

The establishment of a link between the safety culture attributes and security culture indicators outlined in 

the IAEA publications and the functional areas and processes reviewed as part of the regulatory oversight 

programmes provides a better basis for the implementation of a performance based approach to 

regulation.   
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