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Cyber Security in Nuclear Power Plants –  
U.S. NRC Regulatory Guide 5.71

We have already made a big step into new millennia and with it there is 
no more dilemma about presence of computers and internet in our lives. 
Almost all modern facilities struggle with this new dimension of informa-
tion flow and how to use it to their best interest. But there is also the other 
side of the coin – the security threat. For nuclear power plants this threat 
poses even greater risk. In addition to protecting their trade secrets, per-
sonal data or other common targets of cyber attacks, nuclear power plants 

need to protect their digital computers, communication systems and networks up to and including the 
design basis threat (DBT). As stated in U.S. Nuclear Regulatory Commission (NRC) Regulatory Com-
mission Regulations, Title 10, Code of Federal Regulations (CFR), section 73.1, “Purpose and Scope” this 
includes protection against acts of radiological sabotage and prevention of the theft or diversion of special 
nuclear material.
The main purpose of this paper is to explore the NRC Regulatory Guide (RG) 5.71 and its guidance in 
implementing cyber security requirements stated in NRC 10 CFR, section 73.54, “Protection of Digital 
Computer and Communication Systems and Networks”. In particular, this section requires protection 
of digital computers, communication systems and networks associated with the following categories of 
functions:

• safety-related and important-to-safety functions,
• security functions,
• emergency preparedness functions, including offsite communication, and
• support systems and equipment which, if compromised, would adversely impact safety, security, or 

emergency preparedness functions.

This section requires protection of such systems and networks from those cyber attacks that would act 
to modify, destroy, or compromise the integrity or confidentiality of data or software; deny access to sys-
tems, services or data; and impact the operation of systems, networks, and equipment.
This paper will also present some of experiences from implementing these regulations in NPP Krško.

Keywords: cyber security, regulatory guide, NPP Krško, 10 CFR 73.54

Goran Pogačić
NPP Krško, Engineering 
Services, Process Informatics
Vrbina 12, 8270 Krško, Slovenia
goran.pogacic@nek.si


