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Abstract: This paper presents historic and new evidence that wireless 
encryption algorithms can be cracked or even bypassed which has been 
proved by other researchers. The paper presents a description of how WEP 
and WPA/WPA2 Personal encrypt data and how the passphrase is shared 
between the nodes of the network. Modern tools available on the internet 
have been evaluated, decomposed and tested to provide evidence on the 
reliability of passwords. A number of criteria are used to compare the tools 
and their efficiency. 
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1. INTRODUCTION 

A wireless LAN (WLAN) is a network in which a user can connect to a 
local area network (LAN) through a wireless connection. Since most modern 
WLANs are based on IEEE 802.11 standards the term “Wi-Fi” is used as a 
synonym for “WLAN”. Nowadays, WLAN devices are commonly used by 
everyone, mostly because of the need to connect to the Internet. [1] At 
home, at work, even public places such as local café and shopping centers 
people are able to connect to the Internet via a Wi-Fi device connected to a 
Wi-Fi Access Point (AP).[2] The issue here is that almost nobody actually 
cares if the connection just established is safe or not. Most people have 
heard the terms authentication, encryption, WEP, WPA and WPA2 but only 
few knows how they work and even fewer knows how they can be cracked 
or even bypassed. 

1.1. WEP 

In WEP authentication a wireless device sends an authentication 
request to the access point which will reply with a 128 bit challenge in a 
clear text.[3] The client will sign that challenge with the shared secret key 
and send it back to the access point. The AP will decrypt the signed 
message (uses the same shared key as client did) and verifies the 
challenge sent. If the challenge matches, then the authentication has 
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succeeded and the client is able to access the WLAN. It must be noted that 
the same key is used for authentication and encryption so this kind of 
authentication is prone to man in the middle attacks (There is no way to 
distinguish if the subsequent messages are from a legitimate client or an 
impostor). The encryption process between an AP and a client WEP uses 
RC4 stream cipher. WEP uses 8-bit RC4 and operates on 8-bit values by 
creating an array with 256 8bit values for a lookup table. WEP also uses 
CRC (Cyclic Redundancy check) for data integrity. It performs a CRC 
checksum on the plaintext and generates a CRC value. Then that value is 
concatenated to the plaintext, thesecret key is concatenated to the 
Initialization Vector (IV) and given into theRC4. RC4 creates a keystream 
that is based on the secret key and the IV. The keystream and the 
CRC+plaintext message are XOR’ed. The result of that is called ciphertext. 
The same IV that was initiallyused is presented in clear text to the resultant 
ciphertext. The IV plus the ciphertext along with the frame headers are then 
transmitted over the air. 

1.2. WPA 

WPA includes dynamic key generation, an improved RC4 data 
encryption that uses TKIP and 802.1x authentication.[4]  It can provide data 
protecting and ensure that only authorized users can access the WLAN. At 
this point, the importance of TKIP must be stated since it employs a pre-
packet key, meaning that it automatically generates a new key (128 bit) for 
every packet. This means that static key attacks can not affect WPA. WPA 
has also replaced the cyclic redundancy check (CRC) that WEP uses as an 
integrity check since it didn’t provide a strong data integrity guarantee.  The 
integrity check algorithm used is called Michael or MIC which is stronger 
that CRC but as past researches has shown MIC has a flow because of its 
limitation to retrieve the keystream from short packets to use for re-injection 
or even spoofing. TKIP uses a master key which is distributed using 802.1x 
or PSK (in that case it derives a pairwise master key). Pairwise master key 
is used in order to get four other keys. These keys are used during the 
encryption. One of these four keys is called temporal key which is used to 
encrypt data over the WLAN. The temporal key is XORed with the MAC of 
the transmitter and then is mixed with a sequence number in order to 
produce a key that is used as input to the previous WEP algorithm. [5] It 
must be noted that by adding all these steps, the key becomes much more 
secure since now it depends on time and the transmitter’s MAC. The source 
and the destination addresses are added along with the sequence 
number.MSDU stands for MAC Service Data Unit and MPDU stands for 
MAC Protocol Data Unit. 
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1.3. WPA2 

Authentication in WPA2 is performed between the client and the access 

point by generating a 256-bit PSK from a plaintext passphrase (8-63 

characters long).[6] The PSK in conjunction with the SSID and the SSID 

length form a mathematical basis for the PMK (Pair-wise Master key) to be 

used in key generation. In order to generate the key, there is a need of two 

handshakes, a four way handshake for PTK, GTK derivation and a group 

key handshake for GTK renewal. SinceWPA2encryption is compatible with 

TKIP and AES we will focus on AES. [7] For AES, the MIC is calculated 

using a 128-bit IV. The IV is encrypted with AES and TK in order to produce 

a 128-bit result. This result is XORed with the next 128 bits of data. The 

result of that XOR is then passed through the first two steps until all 128 

blocks in the 802.11 payload are exhausted (AES uses groups of bits of a 

fixed length – called blocks). Finally the first 64 bits are used to produce the 

MIC.Since the MIC is created the counter mode algorithm encrypts the data 

and the MIC. It begins with a 128-bit counter preload similar to the MIC IV, 

but it uses a counter value initialised to one, instead of a data length 

resulting in another counter used to encrypt every single packet. In order to 

encrypt the data and the MIC,the counter has to be initialised (if it is the first 

time) otherwise the counter has to be incremented. Then, the first 128 bits 

are encrypted by using AES and TK in order to produce a 128-bit result. A 

XOR is performed on that result which is going to be used later. The first 

128 bits of data produce the first encrypted block (128-bit). The same 

procedure is repeated until all 128-bit blocks have been encrypted. Then the 

counter is set to zero and it is encrypted using AES and XOR with MIC 

appending the result the encrypted frame. 

2. METHODOLOGY 

Technical Specifications: 

Machine used:Samsung RV515 

Processor: AMD Dual Core Processor E-450 (1.65GHz, 1MB L2 Cache) 

Memory: 4GB DDR3 System Memory at 1066MHz (4GB x 1) 

Graphics Adapter: AMD Radeon HD6470M 
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NIC: Alfa AWUS036H – 5 dB Antenna 

[11]O/S: Backtrack 5 R3 

2.1. WEP 

 

Tab. 2: CPU consumption in standby during injection and cracking. 

 CPU/standby CPU/injection CPU/Cracking 

FERN 30.6%-20.3% 100% x2 100% x2 

Gerix 11.1%-24.6% 36.7%-50.0% 72.2%-99.9% 

Airdump-ng 9.7%-25% 71.2% - 72.5% 48.5%- 30.0% 

 

2.1.1. WEP encryption: 64 bit 
Passphrase: 12345 

Tab. 3: Time and IVs needed in order to crack the 
12345 password. 

 Time to decrypt IVs needed 

FERN 00:22,0 18,500 
Gerix 00:20,6 8,500 
Airdump-ng 00:14,5 8,000 

   

 
 
 
Passphrase: 1234554321 

Tab. 4: Time and IVs needed in order to crack the 1234554321 
password. 

 Time to decrypt/12000 Ivs IVs needed 

FERN 01:01,6 14,700 
Gerix 02:02,6 11,000 
Airdump-ng 01:57,1 11,900 

 

Tab.1: RAM consumption in standby during injection and cracking. 

 RAM/standby RAM/injection RAM/cracking 

FERN 150 MB 840 MB 1.2 GB 

Gerix 142.4 MB 178 MB 198 MB 

Airdump-ng 139.2 MB 146 MB 148 MB 
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2.1.2. WEP encryption: 128 bit 
Passphrase: 1234567890123 

Tab. 5: Time and IVs needed in order to crack the 1234554321 
password. 

 Time to decrypt/12000 Ivs IVs needed 

FERN 04:24,1 48.800 
Gerix 03:10,5 39,200 
Airdump-ng 03:03,2 32,500 

 

Three tools were used to grab and replay ARP packets into the 
network. [8] This cause the network to send ARP replay packets, thus 
increasing the number of packets sent. After that WEP key was cracked by 
analysing cryptographic weaknesses in the packets that I have sniffed (the 
ARP packets). 

2.2. WPA 

Tab. 6: RAM and CPU consumption while cracking. 

 RAM/cracking CPU/Cracking 

FERN 320 MB 100% 40% 

Gerix 218 MB 100%-38% 

Airdump-ng 204 MB 100%- 38% 

 

Tab. 7: Time required to find the passphrase 
(Zealotsk) which is at the end of the dictionary. 

 Time to find the 
passphrase 

FERN 00:53,6 
Gerix 00:52,1 
Airdump-ng 00:52,0 

  
 

Tab. 8: Time to find the passphrase (Zealotsk) which is 
at the middle of the dictionary. 

 Time to find the 
passphrase 

FERN 00:33.6 
Gerix 00:34,2 
Airdump-ng 00:33,3 
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A dictionary attack was performed, using the same three tools as WEP. 
The dictionary list used contains movie characters and 26,707 words. For 
the first test the last word of the dictionarywas chosen which was zealotsk 
(The sk was added at the end since at least 8 characters were required). 
For the second test the same word had been placed right at the middle of 
the list (position: 13353). [9] It must be mentioned that all of the tools were 
able to grab the WPA handshake in a matter of seconds (5-10) but it is not 
something that it can be measured precisely since it was always random. It 
is really important to understand that all these tools do not actually crack 
WPA, but they crack the WPA handshake protocol. Finally, these tools are 
able to use both .txt .lst files. 

2.3. WPA2 

Tab. 9: CPU consumption in standby during injection 
and cracking. 

 RAM/cracking CPU/Cracking 

Reaver 531 MB 100% 100% 

 

Tab.10: Time needed to crack PIN in seconds, minutes and hours. 

Seconds to crack the PIN Minutes to crack the 
PIN 

Hours to crack the 
PIN 

31861 531.016666667 8.874509091 

 

Since a Dictionary attack was already demonstrated for WPA, it was 
decided that another tool is going to be used which is called Reaver. [10] 
The main concept is to brute-force attack the AP itself, attempting every 
single possible combination in order to find the AP’s 8 digit PIN number and 
get all the credentials of the AP. This makes it a lot of easier than a simple 
brute force attack, in case a dictionary attack is useless, since AP’s WPS 
pin uses only numeric characters. This means 10^8 (100,000,000) possible 
combinations, but since the last digit of the pin is a checksum value, which 
can be calculated based on the previous 7 digits, that key length is reduced 
to 10^7 (10,000,000) possible values. It took 8.8 hours to crack the PIN and 
get the passphrase. Based on an [12] online password calculator a simple 
brute force attack in a complex passphrase of 8 characters would take 
approximately 10800 years. Finally, we have to realise that even if the 
passphrase is changed by a legitimate user we are able to find it once again 
but now without waiting 5 to 10 hours since we have the PIN number. A test 
was performed every time the passphrase was changed, but after 4 
seconds the reaver tool was able to find the new passphrase since the PIN 
number was applied to it. 
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3. CONCLUSIONS 

This research has proven that even with a low processing power and 
free software, it is possible for someone to bypass/crack every security 
protocol in matter of hours or even minutes. The latest security protocol 
(WPA2) was introduced back in 2004; it is obvious that wireless LAN is not 
as safe as they are supposed to be since the security mechanisms they use 
are out of date. 
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