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Abstract: Electronic circuits fault detection techniques, especially on 
modern mixed-signal circuits, are evolved and customized around the world 
to meet the industry needs. The paper presents techniques used on fault 
detection in mixed signal circuits. Moreover, the paper involves standard-
ized methods, along with current innovations for external testing like Design 
for Testability (DfT) and Built In Self Test (BIST) systems. Finally, the re-
search team introduces a circuit implementation scheme using FPGA. 
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1. INTRODUCTION 

Using fault detection techniques on electronic component/devices, 
manufacturers can enhance the good, reliable quality and operation of their 
respected products before shipping the products to their potential customers 
and speeds up the fault diagnosis in components/devices which leads to a 
faster repair of the faulty component and ultimately less down time for the 
device/machine that uses these component/devices.[1-4] 

Current research projects have also adapted the use of the power sup-
ply current IPS for producing a good/fault signature and a reference metric 
good/fault classification. [5-11] 

Several fault testing methods and techniques are utilizing both the static 
and the mixed signal specifications of mixed signal circuits such as ADC’s 
and DAC’s to produce a good/fault signature/metric for comparison. A 
summary of these specifications and the related work will be presented. Fi-
nally, a circuit implementation scheme using FPGAs will be proposed. 
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2. METHODOLOGY – TESTING SPECIFICATIONS 

The testing specifications are presented in the following paragraphs. 
Mixed signal IC’s, such as ADC’s and DAC’s have static and dynamic speci-
fications which are used by researchers in order to produce the good/fault 
signature and/or the classification metric. A complete set of these specifica-
tions can be found also in the data books of different manufacturers. The 
main static and dynamic specifications will be described below. The specifi-
cations to be described are: 

• Static: Differential Non Linearity (DNL),Integral Non Linearity (INL), 
Gain-Offset Error 

•  Dynamic: Configurable Logic Blocks (CLB), Signal to noise ratio 
(SNR), Total Harmonic Distortion (THD), Signal to noise and Distortion 
ratio (SINAD), Effective Number of bits (ENOB) 

2.1. Static Specifications 

• Differential Non Linearity (DNL), is the maximum deviation 
between two neighboring codes. Ideally, a change of one LSB in digital 
code corresponds to one LSB analog voltage signal change for DAC’s 
and vice versa for ADC’s [3]. 

• Integral Non Linearity is defined as the maximum deviation of the 
ADC/DAC transfer function of a straight line from start to end point. Two 
main methods are used, the end point method and the best straight line 
method. 

• Gain-Offset Error is the transfer function of a DAC/ADC which can 
be expressed from the function D=GA+K where D is the Digital code, A 
the Analog signal value and K, G are the offset and the gain 
respectively (K, G are constants). The Gain Error is the deviation 
between the theoretical value of G (given by the manufacturer) and the 
actual value of the device expressed as a percentage difference 
between the values. It can also be expressed in mV or LSB’s.  

2.2. Dynamic Specifications 

• Signal to noise ratio (SNR) is the ratio of the rms signal amplitude 
without the 5 first harmonics over the mean value of the square root 
sum of all other spectral components except the DC component. 
• Total Harmonic Distortion (THD) is defined as the ratio of the rms 
value of the primary frequency over the mean value of the root sum 
squares of its harmonics 
• Signal to Noise and Distortion Ratio (SINAD) is the ratio of the 
rms signal amplitude, including the 5 first harmonics, over the mean 
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value of the root sum square of all other spectral components without 
the DC component. 

• Effective Number of bits (ENOB) is defined by the following 
equation (1):  

(1)                    
sin 1

6,02

AD
ENOB

−
=  

There are more static and dynamic specifications for ADC’s and DAC’s 
but the above mentioned specifications were widely used by researchers to 
extract their respective metric [1,2,4]. 

3. TESTING METHODS 

The testing methods to be described are the following: 

3.1. Basic testing method 

The emerged Build In Self Test (BIST) technique partially solves the 
issue of a complex testing scheme, since it is integrated inside the 
component at hand. BIST can significantly reduce the production cost but 
can be impractical in many cases due to the fact that the BIST is more 
complex than the tested component or/and it occupies a large area inside 
the component.[1] 

All the methods rely on the basic concept behind these testing schemes 
which is the comparison of the output response (signature) of the “non-
faulty” Circuit Under Test (CUT) to the “faulty” one. 

The output voltage of a good CUT’s VOUT provides the signature 
against which the signatures of the “faulty” ones will be compared and 
classified according to the respective match. If the signatures match the 
CUT then it is classified as “good” and if the signatures don’t match then the 
CUT’s are classified as “faulty” [5]. 

A signature provided by measuring the power supply current IPS [6] 
gave a new interesting aspect to the ongoing research. 

3.2. Input Stimulus 

Different input signals and patterns are used for driving the CUT in 
order to produce the output signature. These signals, range from pure 
sinusoidal [7] to more complex signals such as multitone signals [8], impulse 
response [9] and pseudo-random patterns [10]. In some schemes there is 
no direct input signal but a positive or negative feedback from the output 
which drives the CUT to oscillate (Oscillation BIST) [11]. 
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3.3. Classification methods 

The output response or/and the IPS waveform from a series of CUTs 
measurements/simulations (signature) will compose a data base which will 
be the basis of the good/faulty classification. The respective signature of the 
good CUT will be compared to the signature of the Device Under Test 
(DUT) and will be classified accordingly. In order to classify the DUTs, a 
metric is used which derives from the spectral analysis [12], RMS and the 
mean value of the signature [13]. SNR, SINAD, THD [14] and other mixed 
signal static and dynamic specifications are also used to produce the 
classification metric. At start, the Euclid distance was used to compare the 
signatures. Current implementations introduced the wavelet packet spectral 
analysis [15], the Malahanobis distance [16],[17] and the Voltera series [9] 
as a classification metric. 

4. CONCLUSIONS – FUTURE WORK 

This paper provides the foundations of the future work and it will guide 
the selection of the method to be implemented. The aim is to develop 
external testing devices which will take the current signatures of positive, 
negative and ground power supply lines of the DUT and classify the DUT 
accordingly. 

The IPS of the CUT (positive, negative power supply lines and ground 
line) will be sampled by an external Analog to Digital Converter to the 
FPGA. The sampled data are led to a Digital Filter, positioned into the 
Signal Processing Unit, located inside the FPGA and used for antiallizing 
and denoising purposes. After the filtering, the sampled data are led to the 
second stage of the signal processing unit also located inside the FPGA, At 
this stage, the signal processing unit will perform the spectral analysis of the 
IPS signature using Fast Fourier Transformation (FFT) and Discrete 
Wavelet Transformation (DWT) algorithm to extract the energy of the 
signature. The rms and mean values of the IPS signature will be also 
calculated in the same unit. All these features will provide the necessary 
information to create a signature data base for comparing the “good” circuits 
against the measured CUTs for the good/fault classification.  

The comparison will be executed after the CUT’s signature is extracted. 
Both signatures, good and the DUT’s will be compared with the help of a 
distance metric. The Malahanobis distance metric may be used, which is 
similar to the Euclid distance metric but more efficient as an algorithm. This 
comparison will lead to a good/fault classification. 
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Fig. 1: Block Diagram of our future implementations. 

 

The novelty that will be introduced is the Digital Stimulus Pattern 
Generator incorporated inside the FPGA. Its purpose is to apply the correct 
digital or analog signal (after a D/A conversion) to the CUT according to the 
specification of the CUT. When a CUT cannot be classified from the 
signature taken for a specific stimulus, then the pattern generator will create 
a new stimulus that will provide a new signature for comparison. This 
stimulus will be created by LUT’s, DDS and LFSR. The Stimulus will be also 
user selectable depending on the CUT. 

The A/D conversion of the current sampling and the D/A conversion for 
the CUT stimulus will be done externally and all the digital processing, 
filtering, frequency component analysis, metric extraction and final 
good/faulty classification will be implemented inside the FPGA. FPGA’s can 
be significantly faster than any conventional DSP and they have parallel 
processing capabilities which can be very useful in simultaneous processing 
algorithms. 
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