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SCK • CEN 2014 highlights I 04 far-reaching optimisation 

Research centres such as SCK•CEN are more 

and more dependent on digital systems and 

IT tools. This increases the risk of viruses and 

cyberattacks. The new Cybersecurity group is 

taking added preventive measures to protect 

against potential ICT vulnerabilities even better.

CIA increases cybersecurity
Integrated approach to digital risks

The ICT expert group has been moni- 

toring the protection of information and 

communication technology at SCK•CEN 

for many years. The Cybersecurity group 

was set up in order to go a step further. 

They have launched a project to manage 

cybersecurity. The underlying principle 

is a general pattern that determines 

policies and the responsibilities for risk 

management.

All components taken together
Cybersecurity covers more than just 

computers and network connections at the 

Belgian Nuclear Research Centre. This also 

concerns all digital components that can be 

operated, like lighting, ventilation and testing 

equipment. For this reason, an inventory was 

created of all the components that qualify for 

cybersecurity. The cybersecurity team looks 

at the specific risks in cooperation with the owners of the 

equipment.

Monitoring ‘CIA’
There will be special software that monitors the network to 

control cybersecurity continuously, to remove viruses and to 

check whether there is communication with suspect addresses.

SCK•CEN constantly develops new software. From now on, 

developers and the security team will together research which 

measures they can take to make information more secure. 

They always assess the ‘CIA’ of the information: confidenti-

ality, integrity and availability. The security team examines every 

element of information to see whether the CIA is guaranteed and 

what the consequences will be if one of the three components 

is missing. 

In the meantime, a first series of tests has been carried out. No 

traces have been found of long-term and targeted cyberattacks.
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INTERNAL INFORMATION 
CAMPAIGN
All major research centres are working on applying 

specific ISO and EN standards for cybersecurity to their 

own environment and management systems. What is 

special about the Belgian Nuclear Research Centre is 

that researchers are themselves responsible for their 

equipment, while in many companies, there is an ICT 

department to monitor this. Several hundred employees 

are therefore involved in the cybersecurity programme. 

A large internal information campaign will motivate them 

to participate in this.
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