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Abstract 

 

In recent years, many components in instrumentation and control (I&C) and electrical systems of 

nuclear power plants (NPPs) were replaced by digital, software-based components. Due to the more 

complex structure, software-based I&C and electrical components show the potential for new failure 

mechanisms and an increasing number of failure possibilities, including the potential for common cause 

failures. An evaluation of the operating experience of digital, software-based components may help to 

determine new failure modes of these components. In this paper, we give an overview over the results of 

the evaluation of the operating experience of digital, software-based components used in I&C and 

electrical systems in NPPs in Germany.  

 

 

1. Introduction 
 

The components of I&C and electrical systems in German NPPs are generally in use since the 

commissioning of the plants in the 1970s/1980s. Thus, an increasing amount of components of I&C and 

electrical systems has to be replaced reaching its end of lifetime. In recent years, many of them were 

replaced by digital, software-based components. Therefore, digital, software-based components both in 

safety and in non-safety systems show an increased use in NPPs. A further increase is expected as the 

supply of spare parts for hardwired systems is deteriorating. 

The specific characteristics of digital, software-based components differ from the characteristics of 

non-digital components: They have e. g. a more complex structure, additional properties, changed failure 

behavior, and a changed man-machine-interface. Furthermore, digital, software-based components show 

the potential for new failure modes and an increasing number of failure possibilities due to the use of 

software or programmable logic. 

As failure modes of digital, software-based components and man-machine-interface differ 

fundamentally from non-digital components, an evaluation of the operating experience of digital, software-

based components used in I&C and electrical systems in NPPs in Germany was carried out by GRS. For 

this evaluation, data from different German NPPs, boiling water reactors (BWR) (type 69 and type 72) as 

well as pressurized water reactors (PWR) (Generation 2 up to Konvoi), were collected. To improve 

statistics and to include failures in non-safety systems, events not fulfilling the incident reporting criteria of 

German authorities are also included in this evaluation. The data provided by licensees of German NPPs 

were recorded between 2000 and 2012. Digital, software-based components used in the NPPs have been 

identified and their operating experience has been analyzed in order to identify relevant failure modes and 

to establish a knowledge base for future failure rating. Therefore, particular attention is paid to purely 
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software-related failures as well as to the sensitivity of digital, software-based components to potential 

failures, e. g. stemming from ambient conditions like radiation. 

 

2. Data collection 
 

The data collected for the evaluation stem from different German NPPs. GRS collects data from 

German boiling water reactors and German pressurized water reactors, both of different types. GRS 

collected 1008 events stemming from the years 2000-2012 in 6 different German NPPs. 

The 1008 events include components from I&C and electrical systems as well as from measuring 

transducers. 38.5 % of the data stem from I&C systems, 4.7 % of the data stem from electrical systems, 

and 56.8 % of the data stem from measuring transmitters. 6617 components installed (plant data) were 

recorded. 

3. Evaluation of operational data 
 

In a first step, the evaluation of the collected events focused on the following aspects: 

 Affected process based systems 

 Failure detection methods 

 Relevance of software 

 Relevance of environmental effects 

The following figures show the process based systems, in which the evaluated events took place, 

figure 1 for boiling water reactors and figure 2 for pressurized water reactors. Only systems with a 

percentage higher than 5 % are shown, the remaining systems are summarized into “other”.  

 

Figure 1: Systems in which the evaluated events took place (for boiling water reactors) 
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Figure 2: Systems in which the evaluated events took place (for pressurized water reactors) 

 

 

Most of the evaluated events in boiling water reactors took place in the Steam, water and gas cycles 

(12.1 %), the nuclear heat generation (11.9 %) and the emergency power systems (10.6 %). For pressurized 

water reactors, most of the evaluated events took place in systems for water supply and disposal (20.4 %), 

the reactor auxiliary systems (17.7 %), and the cooling water systems (14.4 %). 

The GRS analysis concerning failure detection showed that mostly, failures were detected during 

technical testing or by system warning. Only a small number of events caused a failure on demand. It was 

further evaluated how non-self-reporting failures were detected. Figure 3 shows the distribution of the 

different forms of failure detection for the non-self-reporting failures. It can be seen that most of the 

failures (77.4 %) were detected due to technical inspections, which means during a planned check of the 

component. Only a small amount of failures (4.4 %) were not detected until the component was requested 

(failure on demand). Also only small amounts of events were detected during operation (failure occurred 

while the component was operating) and at inspection tours of personnel (failure was detected on planned 

tours of the personnel). As most of the failures have been detected due to technical inspections and only a 

small amount of failures lead to a failure on demand, it can be stated that the current failure detection 

methods applied in the NPPs regarded in the analysis are suitable. But the events initiated by a failure on 

demand, if occurring in a safety system, can have a major impact on plant safety. Thus, an in-depth 

analysis of these events has to be performed. 
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Figure 3: Failure detection of non-self-reporting events 

 

 

In the GRS analysis, the data were divided into hardware and software failures as cause of the event. 

In order to identify possible new failure mechanisms in software-related events, these events were 

classified into three groups:  

 RS: events in which the software has caused the event, like e. g. programming errors 

 HS: events in which a hardware error is the cause for a software failure, like e. g. buffer 

batteries 

 KS: events caused by a failure of the part which is related to software but which will not 

necessarily lead to failure of the whole component, like e. g. displays 

Other events which are purely hardware-related are not considered in this evaluation. Figure 4 shows 

the results of this classification in groups. On the left side of figure 4, the software-related events (RS, HS, 

and KS) are shown in comparison to purely hardware-related events. It can be seen that even in digital, 

software-based components, which are considered in this analysis only, most of the events show purely 

hardware-related failures (85.9 %). The right side of figure 4 shows the distribution of the software-related 

events only. In most cases the software itself has caused the event (RS: 45.8 %). 
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Figure 4: Events related to software compared to all events (left side) and compared to sum of RS, HS, and KS 

(right side) 

 

Another focus of the GRS analysis was on environmental effects of digital, software-based 

components. This evaluation has shown no significant number of events. Within the observation period 13 

events of measuring transmitters are recorded which were caused due to radiation. The affected measuring 

transmitters were in 4 cases for differential pressure measurement, in 4 cases for overpressure 

measurement, and in 5 cases for rotational speed and speed measurement. Two events are reported with 

lightning as cause. In one case, an analogue input module showed a failure of analog channels after a 

lightning strike. In another case, an ultrasonic flow transmitter showed a flow increase after a lightning 

strike. Only a few events were found with humidity (3) or heat (7) as cause of the event. 

Thus, for the collected data it can be stated that environmental effects only have a minor impact on the 

functionality of digital, software-based components as installed in the regarded German NPPs. 

 

 

4. New failure mechanisms 
 

In a further step of the evaluation of the operating experience of digital, software-based components 

we have identified some new failure modes for these components. In the following, two of these failure 

modes are presented exemplarily. 

 Buffer battery: 1.6 % of all evaluated events were caused by buffer batteries in I&C components. 

We have identified some events in which failures with buffer batteries are the cause, for example: 

 Loss of safety control system of the refuelling machine: Due to exhausted buffer batteries 

in the safety control system of the refuelling machine the program modules in the volatile 

memory of the central processing unit (CPU) of the safety control system got lost. 

 Complete CPU program loss in the safety control system of the refuelling machine due to 

faulty buffer batteries 

 CPU program loss due to loss of power supply for CPU buffering 

 Communication and system time: We have identified events in which communication between 

components failed or the component itself failed due to wrong time input, for example: 

 Wrong data input when changing to daylight saving time 

 Restart and/or new synchronisation to remove error 
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5. Software events fulfilling the incident reporting criteria of German authorities 
 

In addition to the analysis of data collected in selected German NPPs, we have evaluated German 

events which fulfil the incident reporting criteria of German authorities. Here, we also found some events 

with software-related failures. In the following, two of these events are described shortly. 

In one case, a digital, software-based neutron flux monitoring system caused an event. The behaviour 

of the medium-range channel was not in line with the specification. From 2001 to 2007, a repeated control 

rod insertion in the area of low, increasing reactor power (below 5 %) was observed. Due to the low reactor 

power the incident reporting criteria were not fulfilled. During test series in 2007, the relative neutron flux 

change rate showed an overshooting behaviour at low input signals. This behaviour is not allowed and 

therefore the incident reporting criteria were fulfilled. The cause for the overshooting behaviour was a 

programming error within the algorithm to calculate the relative neutron flux change rate. 

In the other case, a digital, software-based module in the limitation system showed a temporary 

malfunction. A communication block in the affected module began emitting constant signals when the 

malfunction occurred and therefore the entire communication of the backplane bus in the cabinet was 

blocked. The assumed reason for the malfunction was an error in the adaption of the firmware when 

changing the fabrication method of the module from application-specific integrated circuit (ASIC) to field-

programmable gate array (FPGA) technology. 

Both described events show that an error in the software can lead to events that can have a negative 

impact on safety systems of NPPs. 

 

6. Conclusion 
 

Operational data from 6 different German NPPs, boiling water reactors (type 69 and type 72) as well 

as pressurized water reactors (Generation 2 up to Konvoi), were collected and evaluated. 

It was shown that the current methods are suitable to detect failures in software-based components. 

Mostly, failures are detected during technical testing. Only a small number of failures led to a failure on 

demand. But if such failures on demand occur in a safety system they can have a major impact on plant 

safety. Thus, further evaluation of these events has to be performed to identify possibilities for 

improvement. 

Further, the failure causes have been analyzed. It was found out that failures of software-based 

components were mainly caused by parts which are not related to the software.  

In the analysis of the collected data it was shown that environmental effects (heat, humidity, radiation 

and lightning) only have a minor impact. It can be stated that the software-based components are able to 

run reliably under the environmental conditions which can be found in NPPs under normal operation. 

In the analysis new failure mechanisms were identified. 1.6 % of all events were caused by buffer 

batteries, which led e.g. to losing the safety control system of the refuelling machine. In addition, failures 

in communication led to various problems with the communication between systems. 

The examples of two software related events fulfilling the incident reporting criteria of German 

authorities show that programming errors can have a major impact on the system.  
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