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Zusammenfassung VII 

Zusammenfassung 

Der Einsatz rechnerbasierter Leittechnik, begründet durch den technologischen Fort-
schritt der Computerindustrie, stellt weltweit für die Ingenieure der Kernkraftwerke eine 
aktuelle Herausforderung dar. Im Vergleich zur bewährten, festverdrahteten Leittechnik 
muss das Engineering bei der Implementierung der rechnerbasierten Technologie neue 
Charakteristika berücksichtigen, welche sich primär durch eine größere Leistungsfähigkeit 
und die Verwendung von Software auszeichnen. Hieraus resultieren für das Engineering 
die Möglichkeiten, komplexere Funktionen zu realisieren und verschiedene Funktionen 
auf einzelnen Komponenten zu integrieren. Gleichzeitig ist jedoch die Minimierung der 
Wahrscheinlichkeit für das Auftreten von gemeinsam verursachten Ausfällen der Kompo-
nenten von hoher Priorität. Zudem muss das Engineering auch das deterministische Si-
cherheitskonzept für Kernkraftwerke bei der Leittechnikauslegung implementieren. Zum 
einen müssen die Auslegungsmerkmale Redundanz, Diversität, physikalische Trennung 
und Unabhängigkeit implementiert werden. Zum anderen muss die Leittechnik bezüglich 
der Überlagerung festgelegter Ereignisabläufe mit postulierten Fehlern und Ausfällen 
analysiert werden, so dass der sichere Betrieb des Kernkraftwerks durch die Leittechnik 
sichergestellt werden kann. 

Im Fokus dieser Arbeit stehen die Grundlagen des Engineerings, d.h. Beschreibungsmittel 
und Methoden, auf die das Engineering für eine qualitativ hochwertige und effiziente 
Implementierung der rechnerbasierten Leittechnik angewiesen ist. Aus der Analyse des 
deterministischen Sicherkonzepts und der technologisch begründeten Charakteristika 
werden die für das Engineering relevanten technischen Anforderungen abgeleitet, die mit 
den allgemeinen Strukturierungsprinzipien der IEC 81346 und den erweiterten Bewer-
tungskriterien für Beschreibungsmittel auf Basis der VDI/VDE-Richtlinie 3681 kombiniert 
werden und somit Zielkriterien für die Bewertung von Beschreibungsmitteln ergeben. Die 
Analyse und der Vergleich bestehender Beschreibungsmittel zeigen, dass, aufgrund der 
umfassenden Anforderungen resultierend aus der Überlagerung der Ereignisabläufe mit 
den Fehlern und Ausfällen, kein Beschreibungsmittel die Zielkriterien zufriedenstellend 
erfüllt. Infolgedessen ist die Synthese eines Beschreibungsmittels unter Berücksichtigung 
der o.g. Herausforderungen notwendig, ergänzt durch eine Methode für das effiziente 
Engineering und die Analyse der Leittechnikauslegung unter Anwendung des Beschrei-
bungsmittels. Wegen der Abstraktion als Meta-Metamodell wird AutomationML als 
Grundlage für die Synthese gewählt, auch wenn AutomationML nicht alle Zielkriterien 
erfüllt. 

Die Synthese des Beschreibungsmittels baut einerseits auf der Syntax von AutomationML 
auf, andererseits ist die Semantik durch den Kontext der rechnerbasierten Leittechnik 
bestimmt und mittels der Produkt-, Funktions- und Ortsstrukturen der IEC 81346 struktu-
riert. Für die Modellierung der Leittechnikfehler und -ausfälle sowie der Ereignisabläufe 
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wird das Beschreibungsmittel um eine Ereignisstruktur ergänzt, die auf Basis der CDL kon-
zeptualisiert und mit Hilfe der PSL formalisiert wird. Die Formalisierung dient als Grundla-
ge für die Verwendung in wissensbasierten Systemen, die automatisiertes Engineering 
ermöglichen. Die Modellierung der Leittechnik, als Teil der Methode, ist in den Lebens-
zyklus der IEC 61513 eingebettet und erfolgt in zwei Schritten, so dass die Auslegung auf 
der Anlagen- und Systemebene analysiert werden kann. Für die Analyse werden die Kon-
zepte der D3-Analyse, FTA, ETA und FMEA integriert. 

Abgeschlossen wird die Arbeit durch die exemplarische Anwendung des Beschreibungs-
mittels und der Methode auf die Modernisierung eines Reaktorschutzsystems, mit der die 
Validität des entwickelten Konzepts gezeigt wird. 
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Summary 

The utilisation of computer-based I&C, as a result of the technological advancements in 
the computer industry, represents an up-to-date challenge for I&C engineers in nuclear 
power plants throughout the world. In comparison with the time-proven, hard-wired I&C, 
the engineering must consider the novel characteristics of computer-based technology 
during the implementation, these are primarily constituted by higher performance and 
the utilisation of software. On one hand, this allows for implementing more complex I&C 
functions and integrating several I&C functions on to single components, although on the 
other hand, the minimisation of the CCF probability is of high priority to the engineering. 
Furthermore, the engineering must take the implementation of the deterministic safety 
concept for the I&C design into consideration. This includes engineering the redundancy, 
diversity, physical separation, and independence design features, and is complemented 
by the analysis of the I&C design with respect to the superposition of pre-defined event 
sequences and postulated failure combinations, so as to secure the safe operation of the 
nuclear power plant. 

The focus of this thesis is on the basic principles of engineering, i.e. description languages 
and methods, which the engineering relies on for a highly qualitative and efficient com-
puter-based I&C implementation. The analysis of the deterministic safety concept and 
computer-based I&C characteristics yields the relevant technical requirements for the 
engineering, these are combined with the general structuring principles of standard IEC 
81346 and the extended description language evaluation criteria, which are based on the 
guideline VDI/VDE-3681, resulting in target criteria for evaluating description languages. 
The analysis and comparison of existing description languages reveals that no description 
language satisfactorily fulfils all target criteria, which is constituted in the comprehensive 
requirements for the superposition of event sequences and failure combinations. For this 
reason, the synthesis of a description language, under consideration of the aforemen-
tioned challenges, is necessary; supplemented by a method utilising the description lan-
guage for efficient engineering and I&C design analysis. Due to the abstraction of Auto-
mationML as a meta-metamodel, it is utilised as the basis for the description language 
synthesis, however AutomationML also does not fulfil all target criteria. 

On one hand, the description language synthesis is based on the syntax of Automa-
tionML, and on the other hand, the semantics are determined by the context of comput-
er-based I&C in nuclear power plants and structured utilising the general product, func-
tion, and location structures of standard IEC 81346. When modelling I&C failure combina-
tions in addition to event sequences, the description language is completed by an event 
structure, for which CDL is utilised for the conceptualisation and the formalisation is ac-
complished with PSL. The PSL formalisation allows for implementing the description lan-
guage in a knowledge-based system, so that automated engineering is enabled. The I&C 
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modelling, as part of the method, is embedded in the IEC 61513 I&C safety life-cycle and 
is realised in two steps. Consequently, the I&C design can be analysed at both plant and 
system level. For the I&C design analysis the concepts of the D3-analysis, FTA, ETA, and 
FMEA are combined. 

The thesis is concluded with an example applying the description language and method 
to the modernisation of a reactor protection system; this illustrates the validation of the 
overall concept developed in this thesis. 
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1 Introduction 

1.1 Motivation 
The heritage of power plant I&C system architectures has established de facto 
conventions that are more amenable to hardwired, stove-piped systems with 
limited interface structures rather than functionally integrated, interlinked 
system architectures. As such, modern digital architectures, which are already in 
wide use outside the nuclear power community, represent a radical departure 
from traditional nuclear power plant I&C architectures [IAEA NP-T-3.12 2011]. 

According to the quotation, the implementation of computer-based instrumentation and 
control (I&C) systems in nuclear power plants is accompanied by radical change. This 
change is unavoidable for the majority of nuclear power plants worldwide, because com-
puter-based I&C systems are implemented, either as part of new build projects, or as part 
of modernisation projects related to the life time extension of nuclear power plants. 

Nowadays, nuclear power plants contribute to the worldwide electricity generation with 
an approximate market share of 13 % [IEA 2012]. The future outlook for nuclear energy is 
positive, as shown in the BLUE Map scenario of the International Energy Agency (IEA) [IEA 

2010], where its worldwide electricity generation share is expected to increase to approx-
imately 24 % by 2050 [IEA 2010A]. Despite the IEA’s world energy outlook illustrating a 
lower projection for 2035, due to the accident in Fukushima [IEA 2012A], data shows that 
the short-term effect of the accident with respect to nuclear power plant decommission-
ing is smaller than 3 % [WAGMAN 2012] and that nuclear energy development is still of 
high priority in the long-term [MING ET AL. 2012]. 

The increased nuclear energy share is mainly achieved by new nuclear power plants, of 
which several will start their commercial operation in the forthcoming years [WAGMAN 

2012]. However, the projected increase is ambitious and, amongst other obstacles, ham-
pered by the challenges in financing new nuclear power plants [IEA 2010A]. On one hand, 
new build projects are affected by cost overruns [WAGMAN 2012], and on the other hand, 
the current trend of low electricity prices makes the investment in new build projects 
unappealing [OSTROFF AND FREEBAIRN 2012]. For this reason, the nuclear energy share is 
additionally increased over time by extending the operating life of existing nuclear power 
plants beyond the standard design life of 40 years [IEA 2010A]. 

By the end of 2011, 435 nuclear power plants were in operation worldwide, of which  
79 % were in operation for more than 20 years and 32 % had an operation duration of 
greater than 30 years [IAEA 2012A]. The trend towards the life time extension of nuclear 
power plants is driven forward in the United States of America, where 70 out of 104 op-
erating nuclear power plants received a life time extension increasing their total opera-
tion time to 60 years [NUREG-1350 2012]. The life time extensions are not easily obtained 
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and the nuclear power plants must undergo comprehensive modernisations, including 
I&C system modernisations. The modernisation projects can be expensive [GAERTNER 

2010], but the required investment carries less risk in comparison to a new build project, 
preserves the preceding nuclear power plant investments, and contributes to nuclear 
safety. Worldwide the progression of I&C system modernisations is at various stages: in 
the United States of America the first I&C system modernisation project was successfully 
completed by the end of 2011 [OVERTON 2012], in the Ukraine most of the nuclear power 
plants already completed the I&C system modernisations [YASTREBENETSKY ET AL. 2012], and 
in France comprehensive I&C system modernisations are currently in the planning phase 
[SALAÜN ET AL. 2012]. 

The transition from hard-wired to computer-based I&C systems has different effects on 
the design and the operation of nuclear power plants [IAEA 2008], of which the quotation 
addresses the significant impact on the I&C system architectures. The I&C systems and 
their architectures play a major role in nuclear power plants, most significantly because 
they constitute the interface between the measurement of the process and the process 
control utilising actuators. The process related requirements are expressed in I&C func-
tions, which are implemented in the I&C systems. As the I&C system architectures are 
composed of distributed components, the allocation of the I&C functions to I&C system 
architectures must be thoroughly engineered [IAEA DS-431 2012]#. 

An up-to-date example is in existence for the I&C system design of the European Pressur-
ised Water Reactor (EPR). The regulatory bodies of the United Kingdom, Finland, and 
France released a joint statement related to the inadequacy of the independence be-
tween the I&C safety system and the I&C control systems [HSE 2009]. Consequently, a 
hard-wired backup I&C system was integrated into the I&C system design for the EPR in 
Finland and the United Kingdom, whereas the EPR I&C system design in France was modi-
fied and some important I&C functions of the I&C control systems were implemented 
into the I&C safety system, i.e. the allocation of I&C functions to the I&C system architec-
ture was re-engineered [MACLACHLAN 2012]. In contrast to this, different I&C system archi-
tectures are in discussion in Germany [WEICH, HEINZ, AND SCHILDHEUER 2010]. On one hand, 
a technologically diverse I&C system architecture is proposed, and on the other hand, a 
technologically homogenous I&C system architecture is considered, for which the alloca-
tion of the I&C functions to the I&C system architecture is specifically engineered. 

In contrast to the hard-wired technology, computer-based I&C systems exhibit the capa-
bility to aggregate several I&C functions on single components, thus creating dependen-
cies between the I&C functions and the I&C system architectures. These dependencies 
must be considered in the design of I&C systems, because component or I&C system fail-
ures could affect several, required I&C functions. In the scope of the safety concept of 
nuclear power plants, the I&C system design must be analysed with respect to postulated 
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failure combinations, superimposed with pre-defined event sequences which challenge 
the nuclear power plant. The failure combinations can be associated with the change of 
the I&C system architectures, which equally affects the I&C functions, though their func-
tionality must be ensured under the challenge of the event sequences. These analyses 
are directly connected to the allocation of the I&C functions to the I&C system architec-
tures, because, based on the analysis results, the I&C system design and the I&C function 
allocation may require modifications. An example highlighting this is provided by the EPR 
I&C system design, where an extensive manual review process of postulated failure com-
binations, and their effects, resulted in requests for design modifications [GASSINO AND 

REGNIER 2010]. 

The addressed, application specific challenges for the I&C engineering, based on I&C sys-
tem implementations in nuclear power plants, are in line with current research questions. 
In order to be able to evaluate the I&C system architectures and to analyse the effects of 
postulated failure combinations, preferably as early in the I&C system life-cycle as possi-
ble, the I&C engineering must revert to the modelling of the I&C system design. This im-
portance of modelling is also generally emphasised by [WAGNER AND LÖWEN 2010] in the 
plant manufacturing discipline. In the scope of cross-disciplinary co-operation, the report 
on future research for the industry 4.0 project states the need for the utilisation of mod-
els in the early life-cycle phases, in addition to seamless information models [KAGERMANN, 
WAHLSTER, AND HELBIG 2012]. The first need complies with the necessity to analyse the I&C 
system designs as early as possible in the I&C system life-cycle, so as to possibly modify 
the I&C system design based on the analysis results, i.e. the implementation of front-end 
loading is required. The second need is related to seamless information models for multi-
ple engineering disciplines. This is partially valid for the domain of this thesis, because the 
I&C systems and their architectures are at the interface between the process measure-
ment and the process control, thus connecting the process and I&C engineering disci-
plines. 

Closely related to these research questions is the need for domain models in order to 
improve the digital plant engineering, in this case for the mechatronics discipline [BÖHM 

ET AL. 2011]. In general, domain models comprehensively model the technical aspects of 
the underlying discipline and represent the interface to the relevant engineering disci-
plines. The modelling of I&C systems can be associated with a domain model, because, in 
order to analyse the I&C system designs, their technical aspects must be comprehensively 
modelled. However, more important is the stated need for modelling dependencies in 
relation to time, which corresponds to the change of I&C system architectures due to 
failure combinations. The same need is stated in [SCHÄFER AND WEHRHEIM 2007], where the 
modelling of the volatility of mechatronic systems is presented as a future research chal-
lenge. 
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Although the latter research questions are stated in the context of the discipline of mech-
atronics, they also hold validity for the underlying application of I&C systems in nuclear 
power plants. Mechatronics represents the integration of electrical engineering, infor-
mation technology, and mechanical engineering, for which the challenges are based on 
the interrelations between the disciplines and the integration of the emergent infor-
mation technology. In the case of computer-based I&C systems, there equally exists the 
necessity to integrate electrical engineering, information technology, and mechanical 
engineering, whereas the mechanical equipment is of secondary interest. The stated 
challenges in the area of modelling can be transferred. 

1.2 Goals and Thesis Outline 
The goal of this thesis is the synthesis of a description language for the modelling and 
analysis of temporal change of I&C system structures. This will be further supplemented 
by a method for the utilisation of the description language in the I&C system life-cycle, 
which, in combination, yield a simplified and more efficient I&C engineering. 

The focus of the description language synthesis is not on the I&C system design activity, 
but on the analysis of the I&C system design with respect to the superposition of postu-
lated failure combinations and pre-defined event sequences, i.e. the analysis of the ef-
fects of temporal changes. For this reason, the description language must constitute the 
capabilities for comprehensively modelling I&C systems. This is based on the technical 
requirements of the safety concept of nuclear power plants and the technological charac-
teristics introduced by the transition from the hard-wired technology to the computer-
based technology. Likewise, the priority of the method is on the analysis of the I&C sys-
tem design. This is supplemented by considering the required modelling activities of the 
I&C system design. The focus of this thesis is shown in Figure 1-1, as well as the delimita-
tion of the thesis is indicated. 

In addition to the design activity of I&C systems being excluded from the scope of this 
thesis, the modelling of the I&C system behaviour shall not be considered either. The ad-
dressed, application specific challenges in the previous section do not primarily affect the 
I&C system behaviour, but concentrate on the design of the I&C system architecture. 
Moreover, the consideration of the I&C system behaviour contradicts the desired front-
end loading, as the behaviour is engineered in the late life-cycle phases. Finally, the track-

Figure 1-1. Focus of the thesis 
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ing of the I&C system requirements also falls out of the scope of this thesis. This is be-
cause the knowledge of the relationship between the requirements and the I&C system 
design is not required for the analysis of the I&C system design, but is solely of interest 
for the derivation of the I&C system design modifications. 

The first four chapters of this thesis comprise of the analysis of the state of the art of I&C 
systems in nuclear power plants, in addition to description languages and modelling of 
I&C systems. Based on this information, chapter 5 and chapter 6 present the synthesis of 
the description language incorporating the analysis of postulated failure combinations 
and the corresponding method for the utilisation of the description language, completed 
by the overall concept validation in chapter 7. An overview of the thesis outline is shown 
in Figure 1-2. 

Chapter 2 provides a general overview of I&C in nuclear power plants, which comprises 
of the presentation of the deterministic safety concept of nuclear power plants, a discus-
sion about the technological differences between computer-based and hard-wired I&C 
systems, the technical requirements relevant for the description language synthesis, and 
the description of the I&C engineering. The content of this chapter establishes the con-
text and foundation for the thesis, especially the derivation of the relevant technical re-
quirements. It forms the basis for the analysis and the comparison of existing description 
languages in chapter 4 and for the description language synthesis in chapter 5. 

The importance of the engineering and the focus on description languages is highlighted 
in chapter 3. Initially, the concept of failures is analysed as the basis for the description 
language synthesis and the modelling of temporal changes. Subsequently, the means for 
the I&C engineering, i.e. description languages and models, methods, and tools, are pre-
sented, followed by the analysis of the views on I&C systems and the evaluation criteria 
for description languages. The chapter is concluded with the mapping of the technical 
requirements onto the established evaluation criteria, via the intermediate step of re-
quirement groups, which results in the target criteria for the description language to be 
synthesised. 

The established evaluation criteria and target criteria are utilised for the analysis and the 
comparison of existing description languages in chapter 4. This chapter presents the state 
of the art of existing description languages for modelling I&C and justifies the selection of 
AutomationML as the basis for the description language synthesis. 

The description language synthesis in chapter 5 is divided into two parts. The first part 
describes the modelling of static I&C system structures, whereas the second part intro-
duces the concept for the modelling of temporal change of physical structure. Through-
out the chapter, the synthesis follows the general syntax of description languages, com-
pleted by the implementation tracking of the requirement groups, which also considers 
the technical requirements as derived in chapter 2. 



6 Introduction 

The utilisation of the synthesised description language in the life-cycle of I&C systems is 
considered in chapter 6. Initially, the description language utilisation for modelling I&C 
systems is presented as part of the two-step modelling approach, which is aligned with 
the engineering life-cycle presented in chapter 2. Following this, the method for the anal-
ysis of the effects with respect to the superposition of temporal change of physical struc-
ture and event sequences, i.e. the TeCoPS analysis, is considered. This is co-ordinated 
with the two-step modelling approach. 

The overall concept, i.e. the synthesised description language and the method for its ap-
plication, is validated in chapter 7, which is based on the example of an accomplished 
reactor protection system modernisation project. Initially, the modernisation project is 
motivated by analysing the existing I&C system design. Subsequently, the two-step mod-
elling approach and the TeCoPS analysis are applied to the modernisation project; this 
includes the utilisation of the synthesised description language. 

Chapter 8 summarises the findings of the thesis and provides an outlook on possible fu-
ture work. 

Figure 1-2. Outline of the thesis 
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2 Instrumentation and Control in Nuclear Power Plants 

The design and the operation of nuclear power plants are fundamentally affected by the 
inherent risk of the ionising radiation. For this reason, all activities, including the design 
and realisation of I&C systems, are associated with the consideration of the deterministic 
safety concept and the accompanying comprehensive technical requirements. On one 
hand, I&C systems must be designed with respect to design features like redundancy, 
diversity, and separation. While on the other hand, the I&C system design is determined 
by the necessity to control pre-defined event sequences. Both design aspects influence 
the I&C system design in so far as component failures must not negatively affect the I&C 
system operation. 

The objective of this overview chapter is to present the state of the art of I&C systems in 
nuclear power plants, i.e. the context of this thesis. The first section presents the deter-
ministic safety concept, i.e. the hierarchical safety function concept, the concept of de-
fence-in-depth, and the safety classification, including the general operating principle of 
nuclear power plants. Following this, the second section describes the scope of the I&C 
systems under consideration and discusses the characteristics of computer-based I&C 
technology. Based on this information, the third section can present the relevant rules 
and standards, followed by the derivation of the technical requirements relevant for the 
description language synthesis. The chapter is concluded with the presentation of I&C 
engineering in nuclear power plants, which consists of the different roles and responsibil-
ities, as well as the engineering life-cycle. 

2.1 Safety Concept of Nuclear Power Plants 
The safety concept of nuclear power plants is deterministic in its nature [IEC 61513 

2011]#. Guidance questions for the design of nuclear power plants are related to possible 
problems and their effects, enabling the design of nuclear power plants to be determined 
by a specific set of postulated initiating events (PIE) and their control. On the contrary, 
probabilistic approaches are utilised complementarily in order to evaluate the design and 
disclose capabilities for improvements to achieve a balanced safety concept. In compari-
son, the design in other industries is characterised by a probabilistic approach, e.g. in the 
scope of [IEC 61508-1 2010]#, where the safety integrity levels determine the design. A 
more comprehensive integration of the probabilistic approach into the deterministic safe-
ty concept of nuclear power plants is still in its infancy [NRC 2012]@. 

This section presents the relevant aspects of the deterministic safety concept of nuclear 
power plants. Initially, the general operating principle of nuclear power plants, focusing 
on nuclear power plants with boiling water or pressurised water reactors, is presented in 
order to support the understanding of the deterministic safety concept. 
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2.1.1 General Operating Principle of Nuclear Power Plants 
Worldwide there are different types of nuclear power plants in operation. They are dif-
ferentiated by the following criteria of their reactors: type of coolant (e.g. water, gas, or 
sodium), type of moderator (e.g. water or graphite), neutron spectrum (thermal or fast 
neutrons), nuclear fuel enrichment (natural or enriched uranium), arrangement of nucle-
ar fuel (e.g. utilisation of fuel assemblies or pebble-bed reactors), and utilisation of the 
reactor (e.g. research or power reactor) [KLEEN AND THIEME 2011]. Out of the possible com-
binations of these criteria, seven reactor types proofed to be technically feasible and 
economically attractive [KUGELER 1994]. In the scope of this thesis, the reactor types are 
constrained to light water reactors, because they are utilised in more than 80 % of the 
nuclear power plants in operation worldwide [IAEA 2012A]. 

Light water reactors are characterised by the utilisation of normal water as moderator 
and coolant. The water impacts light water reactors in two significant ways. Firstly, water 
has the ability to absorb neutrons, the fission material therefore must be enriched in or-
der to increase the number of neutrons, and likewise to increase the number of fissions. 
Consequently, 3-4 % enriched uranium 235 is used as fission material, which is comprised 
in uranium-dioxide. Secondly, water decelerates fast neutrons; this is beneficial because 
the number of fissions is increased for slow, i.e. thermal, neutrons. Furthermore, the wa-
ter fulfils the role of coolant for the nuclear fuel and as the transport medium for the 
generated heat [VOLKMER 2006]. 

The heat generation of nuclear power plants with light water reactor is based on the con-
trolled fission of uranium 235 nuclei with neutrons. The fission of one uranium 235 nu-
cleus yields various fission products, i.e. atomic nuclei with different nucleon numbers, 
and 2-3 fast neutrons. Moreover, the fission is connected to the ionising radiation in the 
form of neutrons, alpha, beta, and gamma radiation, which is the reason for the imple-
mentation of the safety concept. The fast neutrons are decelerated by the moderator, 
and the resulting thermal neutrons can fission further uranium 235 nuclei. In combina-
tion with an appropriate, physical, reactor layout, the repeated nuclear fission yields a 
chain reaction, which must be controlled in order to avoid a supercritical reactor with a 
rapidly increasing number of neutrons. The control of the chain reaction can be achieved 
by the control of the moderator density in boiling water reactors or the integration of 
absorber material into the reactor, ensuring that a stable number of neutrons is main-
tained. Each nuclear fission of a uranium 235 nucleus approximately yields 200 MeV, of 
which roughly 85 % is converted into thermal energy and contributes to the required heat 
generation [FASSBENDER 1967]. 

The power generation of nuclear power plants, as well as for example coal-fired power 
plants, relies on the principles of thermal power plants, where the generated heat, i.e. 
thermal energy, is converted into mechanical energy, in most cases under the utilisation 
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of a steam driven turbine, and subsequently converted into electrical energy [LEDERER AND 

WILDBERG 1992]. Light water reactors occur in two different designs: boiling water reactors 
(BWR) and pressurized water reactors (PWR) [LEDERER AND WILDBERG 1992], which are pre-
sented in the following. 

Boiling Water Reactors 

The design of a nuclear power plant with a boiling water reactor is divided into two main 
parts: the nuclear island with the reactor building and the containment and the turbine 
hall, this is shown in Figure 2-1 [VOLKMER 2006]. The containment and its internals, i.e. the 
reactor pressure vessel (RPV), the nuclear fuel assemblies, the control rods, and the circu-
lation pumps, are shown in the left half of Figure 2-1. 

The RPV is filled to two thirds full with water, has an operating pressure of about 7 MPa, 
an input water temperature of 215 °C and a steam output temperature of 290 °C. Under 
these conditions, heat is generated by the controlled nuclear chain reaction, as described 
in this section, and consequentially steam is generated due to boiling of the water. The 
thermal power output of the reactor is controlled by the control rods, which contain the 
absorber material, on one hand, and by the circulation pumps on the other hand. Short-
term control of the thermal power output is achieved by the adjustment of the water 
throughput, i.e. the moderator density, utilising the circulation pumps, whereas long-
term control is accomplished by the adjustment of the control rods. The control rods also 
realise the reactor trip function for the fast shut-down of the reactor. The location of the 
control rods and the internal circulation pumps below the RPV are specific design charac-
teristics of modern BWR. 

Figure 2-1. Schematic diagram of a BWR (based on [VOLKMER 2006]) 
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The turbine hall is shown in the right half of Figure 2-1. Its main parts are the turbine, the 
generator, the condenser, and the pre-heater. The steam generated in the RPV is directly 
piped into the turbine, which powers the generator for the electric power generation. 
Connected to the turbine is the condenser, where the steam is condensed under the utili-
sation of river or sea water, and subsequently fed back into the RPV via a pre-heater. Con-
sequently, a BWR utilises a single water-steam cycle [LAMARSH AND BARATTA 2001], resulting 
in the steam containing short living nitrogen 16 with high gamma radiation and subse-
quently requiring all components containing the steam from the reactor, which includes 
the turbine hall, to be shielded by a concrete structure. 

Pressurised Water Reactors 

The design of a nuclear power plant with pressurised water reactor is shown in Figure 2-2 
[VOLKMER 2006]. It comprises of a reactor building with the containment vessel and a tur-
bine hall, where the turbine hall is similarly designed compared to a BWR, but the con-
tainment vessel is differently designed. The containment vessel, shown in the left half of 
Figure 2-2, comprises the nuclear fuel assemblies and control rods, situated within the 
RPV, in addition to the pressuriser and the steam generators. 

In contrast to the BWR, the RPV is completely filled with water, has an operating pressure 
of about 15 MPa, an input water temperature of 290 °C and an upper water temperature 
of 325 °C. Under these conditions, boiling of the water in the RPV is not possible and the 
required steam is generated in the steam generators. Consequently, the PWR comprises 
of two separate water cycles, and the turbine hall is free of radioactive materials. For the 
control of the PWR, the control rods are utilised for fast reactivity variations on one hand, 

Figure 2-2. Schematic diagram of a PWR (based on [VOLKMER 2006]) 
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and the intermixture of a neutron absorber, e.g. boric acid, is utilised for slow reactivity 
variations on the other hand. The pressuriser provides a stable pressure in the RPV 
[LAMARSH AND BARATTA 2001]. 

The general operating principle of BWR and PWR is similar. However, differences in the 
details of operation originate from the differences in the design, e.g. the design of the 
steam producing components or the design of the control rods. When considering the 
safety concept, both designs rely on the same basic concept, albeit with a different im-
plementation. In the scope of this thesis, the BWR design is primarily used as an example, 
although the findings are also applicable to PWR. 

2.1.2 Deterministic Safety Concept 
The necessity for a safety concept emanates from ionising radiation arising from the op-
eration of nuclear power plants (see section 2.1.1). In this section, the relevant aspects of 
the deterministic safety concept are introduced. First of all, the hierarchical safety func-
tion concept is presented; this establishes the system functions to be implemented and is 
deduced from the fundamental safety objective. The framework for the technical imple-
mentation of the system functions is considered in the subsequent section as part of the 
concept of defence-in-depth. In accordance with the deterministic defence-in-depth con-
cept, the categorisation of system functions and classification of structures, systems, and 
components is presented. 

2.1.2.1 Hierarchical Safety Function Concept 

The most important objective for the design and the operation of nuclear power plants 
“…is to protect people and the environment from harmful effects of ionizing radiation” 
[IAEA SF-1 2006]#. This objective is denoted as the fundamental safety objective and is 
established in [IAEA SF-1 2006]#, which formulates the basic ideas of the safety concept of 
nuclear power plants. Fulfilment of the fundamental safety objective is facilitated by the 
following three measures: “(a) To control the radiation exposure of people and the release 
of radioactive material to the environment; (b) To restrict the likelihood of events that 
might lead to a loss of control over a nuclear reactor core, nuclear chain reaction, radio-
active source or any other source of radiation; (c) To mitigate the consequences of such 
events if they were to occur” [IAEA SF-1 2006]#. These three measures are complemented 
by ten safety principles, so that by means of [IAEA SF-1 2006]# more specific safety re-
quirements and safety measures can be established. 

For the design of nuclear power plants, the fundamental safety objective and its 
measures are converted into three fundamental safety functions [IAEA SSR-2/1 2012]#. 
First of all, the “control of reactivity” must be ensured at all times, which enables the nu-
clear chain reaction within the reactor to be stopped. Likewise, the control of the gener-
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ated heat must be considered; the second fundamental safety function requires the “re-
moval of heat from the reactor and from the fuel store”. This fundamental safety function 
prevents damage to the nuclear fuel rods, which in turn yields the third fundamental 
safety function: “confinement of radioactive material, shielding against radiation and 
control of planned radioactive releases, as well as limitation of accidental radioactive re-
leases”. The three fundamental safety functions conform with the measures of the fun-
damental safety objective, as the third fundamental safety function conforms to the first 
measure and the other two fundamental safety functions prevent and mitigate the 
events addressed in measures (b) and (c). 

Considering the design of BWR and PWR (see section 2.1.1), the first fundamental safety 
function is, for example, fulfilled by the utilisation of the control rods, the removal of heat 
is accomplished by various cooling systems, and the radioactive material is confined by 
structural means like the RPV and the containment (see section 2.1.2.2.1 for the fulfil-
ment of the third fundamental safety function). 

The fundamental safety objective and the fundamental safety functions represent ab-
stract concepts, which are universally applicable to all types of nuclear power plants, but 
lack the necessary level of detail for the implementation. Therefore, the hierarchical 
structure of the fundamental safety objective and the fundamental safety functions is 
completed by two further levels, which serve as the transition from the abstract concepts 
into the level of implementation. The complete hierarchical safety function concept is 
shown in Figure 2-3. 

With regards to the safety functions, the abstract fundamental safety functions are con-
firmed via consideration of the fundamental safety objective. The safety functions only 
hold validity for certain types of nuclear power plants. An exemplary list of safety func-
tions for BWR, PWR and pressure tube reactors is provided in the annex of [IAEA NS-R-1 

2000]#. At the lowest level of the hierarchical safety function concept, the system func-
tions, which are specific to a certain nuclear power plant, establish the functions to be 
implemented within the process and I&C systems [KTA 2001]. Their detailed technical 
implementation is not determined within the scope of the hierarchical safety function 
concept and they can be implemented utilising different designs of systems, subsystems, 
and components. 

An example for the lower two levels of the hierarchical safety function concept is inte-
grated into Figure 2-3. A possible safety function for BWR and PWR is to prevent unac-
ceptable reactivity transients [IAEA NS-R-1 2000]#, which is implemented by the system 
function for the reactor trip under the utilisation of the control rods. 
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2.1.2.2 Concept of Defence-in-Depth 

In contrast to the hierarchical safety function concept, which solely considers the abstract 
concept of functions, the framework for the technical implementation of the system 
functions is defined by the concept of defence-in-depth. This concept is deeply embed-
ded in the safety concept of nuclear power plants and must be taken into consideration 
for all matters [PETRANGELI 2006]. For example, the eighth safety principle for the preven-
tion of accidents specifies defence-in-depth as the major means for the prevention and 
mitigation of accidents [IAEA SF-1 2006]#. In addition to this, the universal standard for 
the design of nuclear power plants, i.e. [IAEA SSR-2/1 2012]#, requires the implementa-
tion of defence-in-depth. 

The concept of defence-in-depth is defined as “(a) hierarchical deployment of different 
levels of diverse equipment and procedures to prevent the escalation of anticipated oper-
ational occurrences and to maintain the effectiveness of physical barriers placed between 
a radiation source or radioactive material and workers, members of the public or the envi-
ronment, in operational states and, for some barriers, in accident conditions” [IAEA 2007]. 
Defence-in-depth realises a comprehensive approach to safety of nuclear power plants 
and does not only affect technical issues, but also takes procedures, such as an adequate 
management system, into consideration. In the scope of this thesis, only the technical 
issues are of relevance. The next section describes the physical barriers for the confine-
ment of radioactive material, followed by a description of the five levels of defence, 

Figure 2-3. Hierarchical safety function concept (based on [BMU PSÜ 1998]#) 
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which have the objective of ensuring the integrity of the physical barriers. In principle, 
the presentation of defence-in-depth concept follows [INSAG-10 1996]. 

2.1.2.2.1 Physical Barriers 

The objective of the physical barriers within the defence-in-depth concept is to confine 
the radioactive material, so that the physical barriers directly contribute to the fulfilment 
of the third fundamental safety function (see section 2.1.2.1). Consistent with the under-
lying idea of hierarchical deployment of different levels of diverse equipment, the physi-
cal barriers are composed of different, hierarchically ordered passive and active struc-
tures and components. 

The innermost barrier is represented by the fuel matrix, supplemented by the cladding of 
the nuclear fuel rods. In combination, these two passive barriers contribute most to the 
confinement of the radioactive material. The next barrier is the boundary of the reactor 
coolant system, which comprises the RPV, associated piping, and several valves. And the 
outermost barrier is represented by the containment, a stable structure mostly made out 
of steel or reinforced concrete (see section 2.1.1 for an overview of the containment and 
its internals). Compared with the two inner barriers, the two outer barriers comprise of 
passive structures and, at their outer borders, active components for the confinement of 
the radioactive material. 

2.1.2.2.2 Levels of Defence 

The maintenance of the effectiveness of the physical barriers is ensured by the hierarchi-
cally ordered five levels of defence, which decisively determine the concept of defence-
in-depth. The division of the levels of defence follows the different plant states, resulting 
in the scope of each level of defence being limited and the levels of defence remaining 
independent of each other. Only if independence between the levels of defence is en-
sured, the loss of one level of defence can be compensated by the remaining levels of 
defence. Hence, the defence-in-depth concept requires comprehensive consideration of a 
nuclear power plant in its entirety, including I&C [JOHNSON 2010A]. 

Four different plant states are defined as: “(a) Normal operation; (b) Anticipated opera-
tional occurrences, which are expected to occur over the operating lifetime of the plant; 
(c) Design basis accidents; (d) Design extension conditions, including accidents with signif-
icant degradation of the reactor core” [IAEA 2007]. The first two plant states are part of 
the general operations, whereas the latter two states constitute the accident conditions 
of nuclear power plants. The frequency of occurrence is highest for the plant state of 
normal operation and decreases significantly for the accident conditions, as can be seen 
from the occurrence values given in [ILK 2008]. Anticipated operational occurrences 
(AOO), which are deviations from normal operation, without negatively affecting nuclear 
safety [IAEA 2007], occur with a frequency of at least 10-2 per year, the design basis acci-
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dents (DBA), i.e. postulated design basis accidents that are considered and controlled by 
the nuclear power plant design [IAEA 2007], occur with a frequency between 10-3 and  
10-5 per year, and the design extension conditions occur with a frequency smaller than 
10-5 per year. 

An overview of the levels of defence is given in Figure 2-4, which shows the levels of de-
fence, the plant states, the different levels’ objectives, and the technical means for the 
implementation. The colour gradient accentuates the frequency of occurrence of each 
level of defence, i.e. the lighter the colour the higher the frequency of occurrence, but it 
also indicates the risk of released radioactive material, which is inversely proportional to 
the frequency of occurrence. To the right of Figure 2-4, the defence-in-depth strategies 
are stated. For the first two levels, accident prevention is essential, while accident mitiga-
tion is important for the fourth and the fifth level of defence. The third level of defence 
considers the automatic control of accidents, with preference for the prevention of acci-
dents. 

Level 1: Prevention of abnormal operation and failures 

The first level of defence considers the normal operation of nuclear power plants without 
failures and is associated with continuous occurrence, i.e. high availability. Based on the 
level’s design objective, i.e. conservative design and high quality during construction and 

Figure 2-4. Levels of defence of the defence-in-depth concept  
(based on [INSAG-12 1999]) 
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operation, it is the main contributor to the prevention of anticipated operational occur-
rences and accidents. With respect to the technical means, the first level of defence re-
verts to operational systems, mainly quality of passive components and control systems. 

Level 2: Control of abnormal operation and detection of failures 

Anticipated operational occurrences are associated with abnormal operation of nuclear 
power plants and constitute the second level of defence. Albeit anticipated operational 
occurrences frequently occur, they are part of the operational state, and the second level 
of defence contributes to the accident prevention. The objective of this level is to control 
the anticipated operational occurrences and to immediately bring the plant back to a 
normal operation state. For this to occur, inherent plant features, e.g. core stability, are 
utilised, as well as monitoring, limitation, and control systems, which are all part of the 
operational systems. 

Level 3: Control of accidents within the design basis 

The third level of defence is associated with rare design basis accidents. The design basis 
of nuclear power plants comprises of specific accidents, these must be deterministically 
controlled utilising technical means, i.e. the safety system. The safety system consists of 
the passive components containing the radioactive material in the RPV and the contain-
ment, the reactor protection system (RPS), and the engineered safety features actuation 
systems (ESFAS). The RPS monitors the nuclear power plant status and actuates the cor-
responding ESFAS in order to ensure the fulfilment of the fundamental safety functions. 
The design objective for the safety system of the third level of defence is high dependabil-
ity, i.e. availability, reliability, safety, integrity, and maintainability [AVIZIENIS ET AL. 2004], 
achieved by the design features like redundancy, diversity, and separation (see section 
2.3.2). 

Level 4: Control of severe conditions including prevention of accident progression and 
mitigation of the consequences of a severe accident 

The frequency of occurrence for the fourth level of defence is very rare, and hence the 
associated accidents are not included in the design basis. In addition, the effects of these 
accidents can be more severe and the objective of this level is to minimise the risk of se-
vere core damage and protect the containment, i.e. the outer physical barrier. The acci-
dent management of this level reverts to design margins and utilises all available plant 
systems, i.e. the operational systems, the RPS, and the ESFAS. 

[INSAG-10 1996] considers the fourth level of defence as described here, but other organ-
isations further segment this level of defence. [BMU SC 2012]#, for example, considers 
very rare occurrences (level 4a), occurrences with multiple failures within the safety sys-
tem (level 4b), and accidents with severe core damage (level 4c). [WENRA SO 2010]# in 
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contrast proposes the integration of certain beyond design basis occurrences, i.e. acci-
dents of the fourth level of defence, into the third level of defence for new nuclear power 
plant designs. These developments are particularly important for the safety concept, but 
in the scope of this thesis, the separation into independent levels of defence is of greater 
relevance. 

Level 5: Mitigation of the radiological consequences of significant external releases of 
radioactive materials 

The fifth level of defence is concerned with the mitigation of the consequences of sever 
core damage and offsite emergency plans. For this level, severe core damage is assumed, 
as well as the release of radioactive material. The protection of humans and the envi-
ronment constitutes this level’s objective. 

2.1.2.3 Safety Classification of Structures, Systems, and Components 

The aspects of the safety concept, as they are presented in the sections 2.1.2.1 and 
2.1.2.2, consider the system functions on one hand and the framework for their technical 
implementation on the other, but solely based on this information, the gap between the 
system functions and their detailed technical implementation is not closed. There exists 
the need for more detailed information on the systems implementing the system func-
tions and their relationship to the safety concept; this is provided by the safety classifica-
tion of structures, systems, and components (SSC) [IAEA DS-367 2012]#. 

There exist different schemes for the safety classification of SSC from different organisa-
tions. [JOHNSON 2010] provides a qualitative comparison of the different safety classifica-
tion schemes, shown in Figure 2-5, which differentiate by the number of classes respec-
tively categories, the basis for the safety classification, i.e. system functions or SSC, and 
the relative dependence between the classes respectively categories. As it is evident from 
Figure 2-5, the application of the safety classification schemes is mainly based on the un-
derlying national regulations. In the following, the universally applicable safety classifica-
tion schemes of the IAEA and the IEC are presented. 

The IAEA safety classification of SSC must be performed for items important to safety 
[IAEA SSR-2/1 2012]#. According to [IAEA 2007], this is plant equipment which is either 
part of the safety related systems or part of the safety system. Besides the RPS and the 
ESFAS, the safety system comprises safety system support features such as the auxiliary 
systems for emergency power supply. Systems like the reactor control system and the 
radiation monitoring system on the contrary pertain to the safety related systems. In the 
scope of this thesis, the items important to safety are denoted as safety significant sys-
tems, which are mainly associated with the technical means of the second and the third 
levels of defence and implement the system functions of the hierarchical safety function 
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concept. Items not important to safety are the operational systems of the first level of 
defence. 

The approach for the safety classification scheme of the IAEA is defined in [IAEA DS-367 

2012]#. The starting point for the safety classification of SSC is the categorisation of sys-
tem functions, which form the lowest level of the hierarchical safety function concept. 
The system functions of safety significant systems are deterministically categorised based 
on: “1) The consequences of failure to perform the function; 2) The frequency of occur-
rence of the postulated initiating event for which the function will be called upon; 3) The 
time following a postulated initiating event at which, or the period of time during which, 
the function will be required to be performed” [IAEA DS-367 2012]#, resulting in the three 
safety categories 1, 2, and 3, graded by the severity of the system function failure and 
supplemented by a non-safety category. Utilising the system function categorisation, the 
different SSC implementing the system functions are classified into the three safety clas-
ses 1, 2, and 3, supplemented by a non-safety class. The classification of SSC in [IAEA DS-
367 2012]# is completed by the assignment of high level design rules corresponding to 

Figure 2-5. Qualitative comparison of safety classification schemes 
[JOHNSON 2010]. 
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the classification, by which the detailed technical implementation of the system functions 
is enabled. 

In contrast, the IEC safety classification scheme [IEC 61226 2009]# provides a more con-
sistent differentiation between the categorisation of system functions and the classifica-
tion of SSC. In addition, it establishes comprehensive technical requirements, based on 
the categorisation, which support the detailed technical implementation of the system 
functions. The advantages of the IEC classification scheme are emphasised by [COOK 

2010], accompanied by a comparison of this approach to the safety classification in the 
United States of America. 

[IEC 61226 2009]# defines the three categories A, B, and C for system functions important 
to safety, which are supplemented by a non-safety category. The categorisation uses a 
deterministic categorisation concept based on the importance of safety of the system 
functions, which is similar to the IAEA approach. The classification of SSC is determined in 
the scope of [IEC 61513 2011]#, where the classification, utilising the three safety classes 
1, 2, and 3, is based on the categorisation. Furthermore, [IEC 61226 2009]# assigns de-
tailed technical requirements to the categories related to the system functions, I&C sys-
tems, and components. 

Due to the organisations’ supranational status, the presented safety classification 
schemes are generally applicable and can be adopted in the national regulations. Despite 
the differences of the safety classification schemes, all schemes have in common, that 
they consist of a limited number of classes respectively categories, completed by corre-
sponding classification criteria and technical requirements for the design. 

2.2 I&C in Nuclear Power Plants 
The general operating principle and the deterministic safety concept are ubiquitously 
presented in section 2.1 and consider nuclear power plants in their entirety, consisting of 
process systems and I&C systems. This section sets the focus on the subject of I&C in nu-
clear power plants. Initially, the boundaries of I&C systems are specified and important 
I&C systems are presented. Following this, the technological differences between com-
puter-based technology and hard-wired technology are discussed. 

2.2.1 Scope of I&C Systems 
I&C systems are defined as systems performing I&C functions, as well as self-service and 
self-monitoring functions, and being composed of different electri-
cal/electronic/programmable electronic components, i.e. measurement components, 
input components, processing components, communication components, interfaces to 
the actuators, interfaces to other output components, and power supply [IEC 61513 

2011]#. The I&C functions realised by the I&C systems are defined as system functions for 
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the operation, control, and monitoring of physical plant processes [IEC 61513 2011]#. In 
the same way as I&C systems are composed of different subsystems and components, the 
I&C functions can also consist of several partial I&C functions. 

An overview of the general architecture of an I&C system and its boundaries is given in 
Figure 2-6, which is shown for the example of a computer-based I&C system, as these I&C 
systems are of relevance for this thesis (see section 2.2.2 for the comparison of comput-
er-based and hard-wired I&C technology). Interfaces to the physical plant processes are 
provided by different sensors, which acquire process variable information like pressure, 
temperature, flow rate, and neutron flux. This information is digitised and distributed via 
communication components to the electrical/electronic/programmable electronic pro-
cessing components. The processing components typically consist of several distributed 
processing components, to which the I&C functions are allocated [ECKERT ET AL. 2011]. In 
consequence, the addressed dependencies between the allocation of I&C functions and 
the I&C system architecture exist. The process variable information is controlled with re-
spect to the I&C functions, so as to purposefully intervene in the physical plant processes, 
i.e. to keep the physical plant processes within specified limits and automatically trigger 
I&C functions in order to control anticipated operational occurrences and design basis 
accidents. The processed information is subsequently distributed via communication 
components to the actuator interfaces [IAEA NP-T-3.12 2011]. 

The boundaries of an I&C system are manifold. There are interfaces to the physical plant 
processes, i.e. the sensors and actuator interfaces, but also interfaces to the nuclear 
power plant operators, i.e. the human machine interfaces (HMI), which allow for the 
monitoring and manual operation of the plant processes. Furthermore, an I&C system 
comprises interfaces to other I&C systems. Throughout the I&C engineering, these 
boundaries must be specified in detail. 

A common approach for the structuring of I&C systems is presented by the automation 
pyramid [LUNZE 2008]. The automation pyramid defines five hierarchically ordered levels 
with respect to the proximity of the I&C systems to the physical plant processes: 

Figure 2-6. General architecture of an I&C system and its boundaries  
(based on [IEC 61508-4 2010]#) 
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• Level 1: Field level (sensors and actuators) 
• Level 2: Control level (programmable logic controllers) 
• Level 3: Management level (information processing, human machine interface) 
• Level 4: Plant control level (manufacturing execution system) 
• Level 5: Enterprise control level (enterprise resource planning) 

The pyramidal structure can be associated with the information on each level of the au-
tomation pyramid. The lower levels are associated with large amounts of information due 
to the information acquisition and distribution of the sensors and actuators, this decreas-
es for the higher levels where the volume of information is condensed [VOGEL-HEUSER ET 

AL. 2009]. The first three levels are close to the physical plant processes and directly inter-
vene with, and control, these processes, whereas levels four and five have the objective 
of planning the operation of an industrial plant. 

[ERDMANN, SCHNIEDER, AND SCHIELKE 1994] define a more general approach for the structur-
ing of I&C systems, consisting of four levels: the operative level, the tactical level, the dis-
positive level, and the strategic level. The operative level of I&C systems is responsible for 
the implementation of I&C functions, and is consequentially associated with the field 
level of the automation pyramid. The tactical level is determined by the I&C functions, it 
controls the utilisation of the underlying I&C system components, and conforms to levels 
two and three of the automation pyramid. The dispositive level is characterised by eco-
nomic considerations and designates the required I&C components, whereas the strate-
gic level determines the overall objective of the I&C systems. The latter two levels of the 
general structured approach are associated with levels four and five of the automation 
pyramid. 

In the scope of this thesis, the operative level and the tactical level, i.e. levels one, two 
and three of the automation pyramid, are of relevance, which is in line with the stated 
definition of I&C systems at the beginning of this section. These levels are required for 
the implementation of the I&C functions under the utilisation of the I&C systems. The 
remaining levels are important for the economic operation planning, but are out with the 
scope of this thesis. 

Due to their central role in nuclear power plants, the I&C systems are often associated 
with the nervous system of nuclear power plants [IAEA 2008]. They are highly integrated 
into nuclear power plants, acquire the required knowledge about the physical plant pro-
cesses, and ensure safe operation. Nuclear power plants comprise of several I&C systems 
implementing different I&C functions and having diverse objectives. This results in a plant 
level I&C system architecture specific to a certain type of nuclear power plant. Several 
examples of plant level I&C system architectures are given in [NUREG/CR-6992 2009] and 
[IAEA 1999]. Exemplarily, the plant level I&C system architecture of the Advanced Pressur-
ised Water Reactor is presented [MHI 2011]. The corresponding plant level architecture 
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of the I&C systems is shown in Figure 2-7, which shows a simplified adaptation of the 
corresponding figure in [MHI 2011]. The plant level architecture is divided into four 
groups of I&C systems based on the I&C systems’ objectives, namely: the protection and 
safety monitoring system (PSMS), the plant control and monitoring system (PCMS), the 
human system interface system (HSIS, also denoted as HMI), and the diverse actuation 
system (DAS). 

The PSMS represents the safety system and is composed of the RPS, the ESFAS and the 
safety logic system. Within the PSMS, the RPS and the ESFAS fulfil their roles as described 
for the third level of defence in section 2.1.2.2.2. The I&C function for the reactor trip is 
directly triggered by the RPS, whereas the ESFAS is triggered in all other cases for the ful-
filment of the fundamental safety functions. The ESFAS control the corresponding process 
systems, whereas the safety logic system is responsible for the component level control. 
The PSMS, as the safety system, realises the third level of defence. 

Figure 2-7. Exemplary plant level architecture of I&C systems (based on [MHI 2011]) 
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The first two levels of defence are realised by the PCMS, which consists of several safety 
related and non-safety related I&C systems. Besides the shown I&C systems, the PCMS 
also comprises of the control rod drive mechanism control system, the in-core neutron 
instrumentation system, the turbine electro-hydraulic governor control system, the bal-
ance of plant control system, the turbine supervisory instrument system, the generator 
transformer protection system, and the auto voltage regulator/automatic load regulator 
system. Detailed descriptions of these I&C systems are provided in [MHI 2011]. These I&C 
systems contribute to the normal operation of nuclear power plants, but also to the con-
trol of anticipated operational occurrences. 

The third and the fourth groups of I&C systems are represented by the DAS and the HSIS. 
The DAS is an I&C system implementing the necessary I&C functions for the control of 
anticipated operational occurrences and accidents in the case of a common cause failure 
of the PSMS or the PCMS. It is a back-up I&C system, which generally utilises a diverse 
I&C technology, and is allocated to the fourth level of defence. The HSIS comprises the 
HMI for the PSMS, the PCMS and the DAS, so that the operators can monitor the plant 
status and manually trigger I&C functions. 

In this example, the realisation of the defence-in-depth concept becomes visible, as the 
mere separation of the I&C systems into the PSMS, the PCMS, and the DAS yields the re-
quired independence between the levels of defence, which is also consistently realised 
for the HSIS. The four groups of I&C systems can be distinctly allocated to the first three 
levels of the automation pyramid, where the HSIS corresponds to the third level and the 
other three groups of I&C systems correspond to the first two levels. 

The plant level design of the I&C system architecture, including the allocation of I&C func-
tions, is the initial step for the I&C engineering in nuclear power plants. In the second 
step, the system level design of I&C systems must be considered, this is impacted by the 
technical requirements of the safety concept. [REBSTOCK 2010] correlates the technical 
requirements with the safety significance of I&C systems, resulting in the third level of 
defence posing the largest challenges for the I&C engineering. For this reason, the tech-
nical requirements of the third level of defence form the basis for the description lan-
guage synthesis in order to cover the technical requirements of the remaining levels of 
defence. 

2.2.2 Computer-Based Technology versus Hard-Wired Technology 
For the realisation of I&C systems in nuclear power plants different technologies are uti-
lised, these can be divided into two groups: computer-based technology and hard-wired 
technology. The hard-wired technology originated in the 1950s and 1960s [IAEA 1999] 
and is based on relays and electronic components. I&C systems with hard-wired technol-
ogy have been in operation since the commissioning of most nuclear power plants. With 
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the experience of about 400 reactors over 30 years in operation, it is obvious that these 
I&C systems represent proven technology with high reliability. However, nowadays the 
hard-wired I&C systems face the problem of obsolescence [SCHROEDER AND MARKHARDT 

2010] resulting in a requirement for comprehensive planning related to ageing manage-
ment [IAEA TECDOC-1402 2004]. 

In contrast, computer-based I&C systems exploit the advances in computer technology 
and, for example, utilise microprocessors, application specific integrated circuits, and field 
programmable gate arrays [NUREG/CR-6992 2009]. Computer-based I&C systems are 
characterised by the involvement of software, either in the case of application software 
for the programming of the components or in the case of software for the design of em-
bedded logic of e.g. field programmable gate arrays. 

The two technologies are fundamentally different, and the I&C system design has been 
comprehensively impacted by the transition from hard-wired I&C systems to computer-
based I&C systems [IAEA NP-T-3.12 2011]. For the subsequent discussion about the tech-
nological differences, the following literature is used: [IAEA 1999], [HEALTH & SAFETY 

COMMISSION 1998], [JNES 2011], [IAEA NP-T-1.4 2009] and [IAEA NP-T-3.12 2011], this list is 
not intended to be exhaustive but will provide a general overview of the major differ-
ences. 

A significant difference between the two technologies, causing various implications, is 
based on the increased processing power of computer-based I&C systems due to the ad-
vances in computer technology [IAEA 1999]. On one hand, more complex I&C functions 
can be realised utilising computer-based technology, which comprise of control functions, 
in addition to self-testing functions and monitoring functions. The self-testing functions 
of computer-based I&C systems contribute to the improvement of the I&C system 
maintenance, as more comprehensive testing can be regularly performed in comparison 
to hard-wired I&C systems, whereas the implementation of monitoring functions allows 
the extension of the maintenance, e.g. to the analysis of signals. 

Taking the management of complexity into consideration [REBSTOCK 2010], the implemen-
tation of more complex I&C functions in safety significant I&C systems must be carefully 
considered. Likewise, the effect of the reasonable aggregation of several I&C functions on 
single components must be comprehensively evaluated [IAEA DS-431 2012]#, as it is stat-
ed for different technical requirements (see section 2.3.2). The aggregation of I&C func-
tions creates dependencies between the I&C functions and the I&C system architecture 
which do not exist for hard-wired I&C systems in the same way. In addition, the safety 
concept must be taken into account for the I&C system architecture [IAEA NP-T-1.4 2009]. 
The differences between the I&C system architectures for computer-based technology 
and hard-wired technology are best discussed using the exemplary I&C system architec-
tures in Figure 2-8 and Figure 2-9. 
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The low processing power of the hard-wired technology is expressed in the extensive I&C 
system architecture shown in Figure 2-8. The architecture comprises of three redundan-
cies for the implementation of I&C functions. Each redundancy acquires sensor signals, 
which are initially pre-processed using hard-wired components and subsequently pro-
cessed using dynamic and static logic, which are based on relays and electronic compo-
nents, before finally triggering the actuators. Some I&C functions, like the reactor trip, are 
directly triggered by the dynamic logic, whereas the remaining I&C functions are addi-
tionally processed utilising the static logic. For each I&C function processed by the static 
logic, the I&C system is composed of various components, these are not shown in Figure 
2-8 due to the limited space. Consequently, under the utilisation of hard-wired technolo-
gy, the I&C system architecture is determined by the I&C functions; and the I&C functions 
are not aggregated. 

In contrast, Figure 2-9 shows the physical structure of a comparable computer-based I&C 
system. The main I&C system consists of five components, of which the three acquisition 
and processing units acquire and pre-process the sensor signals, then process the infor-
mation according to the I&C functions, and finally trigger the corresponding actuators. 
Some I&C functions, like the reactor trip, are directly triggered by the three acquisition 

Figure 2-8. System level architecture of an exemplary hard-wired I&C system 
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and processing units, whereas the I&C functions for the two cooling systems are con-
trolled by two further processing components. In comparison to the exemplarily hard-
wired I&C system architecture, shown in Figure 2-8, several I&C functions are aggregated 
using a small, limited number of components. However, for computer-based I&C systems, 
the dependencies between the I&C functions and the I&C system architecture must be 
evaluated (see section 2.3.2 for the required analyses), so that, for example, a single 
component failure must not affect several required I&C functions [IAEA DS-431 2012]#. 

On the other hand, the increased processing power results in a decrease in the number 
of required components, and also yields a reliability improvement due to the decreased 
number of unique components [IAEA 1999]. However, the improvement in reliability 
must be evaluated against the implemented complexity due to the aggregated, and pos-
sibly more complex, I&C functions. 

Another major difference between computer-based technology and hard-wired technol-
ogy is the utilisation of software for computer-based I&C systems. As already stated in 
the beginning of this section, software can play different roles for computer-based tech-
nology. The discussion in this section is limited to software for programmable electronic 
components. In this context, the software is divided into system software and application 
software [IEC 61513 2011]#, where the system software controls the functionality of the 
processing component and the application software implements the I&C functions. 

The utilisation of software results in various advantages. Due to the separation of the 
application software from the underlying hardware, computer-based I&C systems entail 
greater flexibility. The computer-based I&C systems can be more easily adapted and mod-
ified simply by changing the application software, while the underlying hardware, and 
thus the I&C system architecture, is maintained. Considering the importance of the safety 
concept, the software adaption and modifications must be evaluated with respect to 

Figure 2-9. System level architecture of an exemplary computer-based I&C system 



Instrumentation and Control in Nuclear Power Plants 27 

their effects and come at the cost of renewed verification and validation of the software 
[IEC 60880 2006]#. 

Verification and validation of software is important to ensure a highly qualitative com-
puter-based I&C system. For software, one always has to “assume that any program that 
is of a reasonable size will contain bugs” [HEALTH & SAFETY COMMISSION 1998], i.e. software 
faults, which cannot be completely removed during testing due to the complexity of the 
software [LEVESON 1995]. 

Software is deterministic in nature [IAEA NP-T-1.4 2009], and the software faults are, 
usually unintentionally, designed in the course of the engineering. Therefore, in the pres-
ence of an appropriate triggering event, the software fault is activated and results in a 
failure of the associated computer-based I&C system component. The same software 
versions are typically implemented in all redundancies of a computer-based I&C system, 
so that a software fault possesses the potential to result in a common cause failure (CCF) 
affecting multiple redundancies of an I&C system [IAEA NP-T-1.5 2009]. CCF is defined as 
the “failure of two or more structures, systems and components due to a single specific 
event or cause” [IAEA 2007]. A design feature to counteract the software CCF potential is 
the integration of diversity into the software, implemented through different redundan-
cies. However, forced diversity in software does not represent an ultimate solution as 
faults in the design specification are not removed by this design feature [LITTLEWOOD AND 

STRIGINI 2000]. 

Besides the challenge of CCF resulting from the software, computer-based I&C systems 
are susceptible to the same CCF mechanisms as hard-wired I&C systems. [BÖRCSÖK 2008] 
lists four groups of CCF sources: design faults, production faults, maintenance faults, and 
operation faults, which are emphasised and expanded upon as examples in [IAEA NP-T-
1.5 2009]. Potential CCF mechanisms can be implemented throughout the entire I&C sys-
tem design, while the requirement specification phase is very important due to its signifi-
cance for the I&C system design. The evaluation of the CCF potential in an I&C system 
design is covered in [BÖRCSÖK 2008], consisting of qualitative and quantitative approaches, 
whereas design features to counteract CCF mechanisms in an I&C system design are stat-
ed in [IAEA NP-T-1.5 2009]. 

The increased processing power and utilisation of software are the main differences be-
tween computer-based and hard-wired technology relevant for this thesis. The stated 
references list further differences, which include advances in the area of the HMI, digital 
communications, discrete behaviour of computer-based I&C systems, and technology 
based characteristics such as improved accuracy, absence of drift, high capacity data stor-
age, and susceptibility to electromagnetic interference. For the HMI, computer-based 
technology offers versatile features to support the operators, e.g. the utilisation of video 
display units (VDU) and the filtering of information, which must be engineered under the 
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consideration of human factors engineering [IAEA NP-T-3.10 2010]. The digital communi-
cations have the advantage of a reduced cabling effort and enable the distribution of in-
formation between distributed I&C systems, so that they contribute to the I&C system 
architecture design, this however, also poses the risk of a violation of the independence 
between I&C systems. Likewise, the discrete behaviour must be considered by the engi-
neering. In computer-based I&C systems the process information is sampled and digit-
ised, so that response times, processor loads, transmission speed, and timing sequences 
are all challenges with regards to the engineering of computer-based I&C systems. 

2.3 Derivation of the Technical Requirements 
I&C engineering in nuclear power plants is concerned with a set of heterogeneous tech-
nical requirements originating from different rules and standards. This section presents 
the technical requirements, which must be considered for the system design of I&C sys-
tems and which form the basis for the description language synthesis in chapter 5. At 
first, the existing rules and standards are examined in section 2.3.1, followed by the selec-
tion of the relevant rules and standards for this thesis. Subsequently, the important tech-
nical requirements are presented in section 2.3.2. 

2.3.1 Rules and Standards 
The rules and standards for the design and operation of nuclear power plants in general, 
and for I&C systems in particular, are determined by different organisations on a national 
and international level. Driven by the major accidents in Chernobyl, Harrisburg and Fuku-
shima on one hand [IAEA 2011], and by the necessity to revise the rules and standards 
based on new developments, so as to apply them to new builds and modifications [STUK 

2010], on the other hand, the organisations strive for a steady further development of 
the rules and standards. 

On a national level, the rules and standards must be integrated into a regulatory frame-
work controlled by a regulatory body. This requirement stems from the Convention on 
Nuclear Safety [IAEA 2012B]@ established in 1994. Its objective is to strengthen nuclear 
safety and to implement an international, legally binding agreement, which the signing 
parties must comply with [IAEA 2002]. In the following sections, the regulatory frame-
works of Germany, the United States of America, and Finland are exemplarily presented, 
supplemented by a presentation of international organisations and their approaches. The 
presentations consist of a short introduction of the involved organisations and a descrip-
tion of their relevant rules and standards. Based on this information, the relevant rules 
and standards for this thesis are selected. 



Instrumentation and Control in Nuclear Power Plants 29 

2.3.1.1 International Atomic Energy Agency 

On an international level, the rules and standards are affected by the International Atom-
ic Energy Agency (IAEA) [IAEA 2012C]@. An independent organisation, the IAEA was estab-
lished in 1957 and nowadays has 154 member states. The IAEA is concerned with work 
within all nuclear applications, e.g. in medicine and in nuclear power plants, and is divid-
ed into five departments: Nuclear Sciences and Applications, Nuclear Energy, Safety and 
Security, Safeguards, and Technical Cooperation. In the scope of this thesis, the IAEA work 
on Safety and Security for nuclear power plants is of prime importance, which is repre-
sented in the internationally agreed and hierarchically ordered IAEA Safety Standards 
series [IAEA 2012]. 

At the top of the IAEA Safety Standards series, as shown in Figure 2-10, is the Safety Fun-
damentals [IAEA SF-1 2006]# which specify the fundamental safety objective for the use 
of nuclear power, supplemented by principles related to the objective’s implementation 
(see section 2.1.2.1). Based on the Safety Fundamentals, the various documents of the 
General Safety Requirements and Specific Safety Requirements, distinguished by the 
scope of application, establish elementary requirements. Support for the implementation 
of, and conformance to, the established safety requirements is provided on the lowest 
two levels of the hierarchy with the General Safety Guides and Specific Safety Guides. 

The following two IAEA documents must be considered for the technical requirements 
related to I&C systems in nuclear power plants: 

1. IAEA SSR-2/1: Safety of Nuclear Power Plants: Design [IAEA SSR-2/1 2012]#: This 
document is part of the Specific Safety Requirements and the successor of [IAEA 

NS-R-1 2000]#. It establishes 82 requirements concerning the design of SSC in nu-
clear power plants, including I&C systems, and, as the major document in the 
scope of the IAEA Safety Standards for the design of nuclear power plants, is of 
high significance. These requirements are agreed on an international level by the 
member states and intended as a basis for the national regulatory frameworks 

Figure 2-10. IAEA Safety Standards [IAEA 2012] 
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that have to be fulfilled. 
2. IAEA DS-431: Design of Instrumentation and Control Systems for Nuclear Power 

Plants [IAEA DS-431 2012]#: This Specific Safety Guide supplements the Specific 
Safety Requirements [IAEA SSR-2/1 2012]# and provides I&C specific recommenda-
tions on the requirements’ implementation. It combines and supersedes the exist-
ing Specific Safety Guides [IAEA NS-G-1.1 2000]# and [IAEA NS-G-1.3 2002]#. 

Besides these two IAEA Safety Standards, several IAEA documents provide useful infor-
mation on I&C systems in nuclear power plants [IAEA 2012D]@. However, these docu-
ments do not establish technical requirements and are therefore referenced in the sec-
tions in which they apply. 

2.3.1.2 Western European Nuclear Regulators’ Association 

The Western European Nuclear Regulators’ Association (WENRA) was founded in 1999 by 
the regulatory bodies of Switzerland, Belgium, Germany, Finland, France, the United 
Kingdom, Italy, Spain, Sweden, and the Netherlands with the objective of harmonising 
the approach towards nuclear safety in Europe and creating a network for European 
regulators [WENRA 2012]@. Nowadays, all European states using nuclear power are part 
of WENRA, resulting in the harmonisation work having a solid basis and influencing nu-
clear safety in Europe. The WENRA work is carried out by the Reactor Harmonisation 
Working Group and provides two relevant documents: 

1. Safety Reference Levels [WENRA SRL 2008]#: The Safety Reference Levels establish 
requirements in 18 different areas related to nuclear safety, which are not con-
strained to technical requirements but also consider areas like the management 
system. The Safety Reference Levels are based on the work of the IAEA, supple-
mented by the input of the member states and must be considered in the national 
regulatory frameworks. 

2. Safety Objectives for New Power Reactors [WENRA SO 2010]#: With respect to 
new nuclear power plants, this WENRA document establishes seven safety objec-
tives. They are based on the IAEA Safety Fundamentals [IAEA SF-1 2006]# and 
mainly consider the safety concept of nuclear power plants. 

2.3.1.3 Regulatory Framework of Germany 

In Germany, the regulatory framework is set by the Federal Ministry for the Environment, 
Nature Conservation and Nuclear Safety (BMU) [BMU 2012]@, although the regulations 
are mainly implemented by the individual states in Germany. At the top of the regulatory 
framework the legal framework is determined by the Basic Law, the Atomic Energy Act 
and different ordinances, e.g. the Radiation Protection Ordinance and the Nuclear Licens-
ing Procedure Ordinance, as it is shown in Figure 2-11, whereas technical requirements 
are established on the lower hierarchy levels. The requirements of the BMU are supple-
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mented by recommendations of the advisory bodies: Reactor Safety Commission (RSK), 
Nuclear Waste Management Commission, and German Commission on Radiological Pro-
tection, of which the recommendations of the RSK are specifically concerned with nuclear 
safety. 

The basic document for the technical requirements is the Safety Criteria for Nuclear Pow-
er Plants by the BMU, which provides an extensive set of overriding technical require-
ments on all areas of nuclear safety that must be fulfilled [BMU SC 2012]#. Below the level 
of the safety criteria, the Nuclear Safety Standards Commission (KTA) [KTA 2012]@ issues 
nuclear safety standards. The KTA comprises a special role, as its work has a long and 
worldwide, highly accepted, history and is characterised by the cooperation between 
experts of the manufacturers, operators of nuclear power plants and independent organ-
isations, as well as state officials. The KTA safety standards are more specific than the 
safety criteria and provide detailed technical requirements. The lowest level of the regu-
latory framework of Germany is completed by different industry standards. 

The following two documents are relevant for this thesis: 

1. Safety Criteria for Nuclear Power Plants [BMU SC 2012]#: The Safety Criteria for 
Nuclear Power Plants consists of seven modules, each establishing different re-
quirements, e.g. module three is specifically concerned with technical require-
ments for the different systems. The document combines and supersedes existing 
German rules [GRS 2012]@, namely: Nuclear Power Plant Safety Criteria [BMI SIKR 

1977]#, Design of PWR Nuclear Power Plants against Incidents [BMI SL 1983]#, RSK 
Guidelines for Pressurized Water Reactors [RSK LL DWR 1996]#, RSK Guidelines for 
Boiling Water Reactors draft [RSK LL SWR 1978]#, IAEA Safety of Nuclear Power 
Plants: Design [IAEA NS-R-1 2000]#, IAEA Safety of Nuclear Power Plants: Opera-
tion [IAEA NS-R-2 2000]#, and the WENRA Safety Reference Levels [WENRA SRL 

2008]#. 

Figure 2-11. Regulatory framework of Germany (based on [BMU 2012]@) 
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2. KTA 3501 Reactor Protection System and Monitoring Equipment of the Safety 
System [KTA 3501 1985]#: This KTA safety standard specifically considers the tech-
nical requirements for the implementation of safety significant I&C systems. It is 
currently undergoing a review process, which takes into account the existing rules 
and standards in Germany, including the Safety Criteria for Nuclear Power Plants, 
and the challenges connected to computer-based I&C systems. 

2.3.1.4 Regulatory Framework of the United States of America 

The U.S. Nuclear Regulatory Commission (NRC) is the regulatory body of the United 
States of America and was established as an independent agency in 1974 [NRC 2012A]@. 
The work of the U.S. NRC is divided into five working areas: Regulations and Guidance, 
Licensing, Decommissioning, and Certification, Oversight, Operational Experience, and 
Support for Decisions, of which the technical requirements are established in the Regula-
tions and Guidance working area. 

The regulatory framework in the United States of America is based on the NRC Regula-
tions Title 10 Code of Federal Regulations (10 CFR) [NRC 10 CFR 2012]#, which comprises 
“(r)equirements binding on all persons and organizations who receive a license from NRC 
to use nuclear materials or operate nuclear facilities” [NRC 10 CFR 2012]#. Guidance on 
the implementation of the NRC regulations is available within the NRC Regulatory Guides 
[NRC 2012B]@. Licensing in the United States of America is based on Standard Review 
Plans [NRC 2012C]@, these consist of the procedures the U.S. NRC follows when issuing a 
license and are supplemented by Interim Staff Guidance [NRC 2012D]@, which provide 
information on issues not contained in the former documents. Information from the NRC 
staff to the Commission on various issues related to the rulemaking is published in SECY 
papers [NRC 2012E]@. And finally, information on regulatory decisions, research, incident 
investigations, as well as technical and administrative issues is provided by the NUREG-
Series publications [NRC 2012F]@, which originate from sources like the NRC staff or ex-
ternal contractors. 

A limited number of these documents are relevant for I&C systems, listed on the NRC 
website [NRC 2012G]@. The following three documents state technical requirements: 

1. 10 CFR Part 50, Appendix A: General Design Criteria for Nuclear Power Plants 
[NRC 10 CFR 2012]#: This part of the NRC regulations establishes general high level 
technical requirements for the design of nuclear power plants in general, but also 
for safety significant I&C systems in particular. As part of the regulations, these 
high level technical requirements must be fulfilled. The Regulatory Guide RG 
1.153 [NRC RG 1.153 1996]# highlights the requirements valid for safety significant 
I&C systems. 
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2. IEEE Std 603-1991 Standard Criteria for Safety Systems for Nuclear Power Gen-
erating Stations [IEEE STD 603 1991]#: Paragraph (h) of 10 CFR 50.55a requires the 
application of IEEE Std 603-1991, which establishes the technical requirements for 
safety significant I&C systems. The version from 1991 is stated in the NRC regula-
tions, but the revised version of this standard, i.e. [IEEE STD 603 2009]#, should al-
so be considered for this thesis, because it considers current industry practices. 

3. IEEE Std 7-4.3.2-2003 IEEE Standard Criteria for Digital Computers in Safety Sys-
tems of Nuclear Power Generating Stations [IEEE STD 7-4.3.2 2003]#: The Regula-
tory Guide 1.152 [NRC RG 1.152 2011]# considers the utilisation of computer 
based I&C systems and accepts the technical requirements established in this 
standard. IEEE Std 7-4.3.2 focuses on technical requirements for computer based 
I&C systems and should be used in conjunction with IEEE Std 603. The updated 
version [IEEE STD 7-4.3.2 2010]# should also be considered. 

2.3.1.5 Regulatory Framework of Finland 

In Finland the regulatory body is Säteilyturvakeskus (STUK), the Finnish Radiation and 
Nuclear Safety Authority [STUK 2012]@. The hierarchy of the regulatory framework is 
similar to other states and comprises of legislation, regulations, and guidelines. However, 
its structure is clearly arranged and the regulations are expressed in 69 Regulatory Guides 
(YVL) [STUK 2012A]@, which take the IAEA Safety Standards into account [IAEA 2002], and 
of which the following documents comprise technical requirements on I&C systems: 

1. YVL 1.0 Safety criteria for design of nuclear power plants [STUK YVL 1.0 1996]#: 
This general guideline establishes high level technical requirements for the design 
of nuclear power plants in general, but also considers safety significant I&C sys-
tems in particular. The requirements are elaborated for the system design in 
[STUK YVL 2.0 2002]#. 

2. YVL 2.7 Ensuring a nuclear power plant’s safety functions in provision for fail-
ures [STUK YVL 2.7 1996]#: The focus of this guideline is on the design of safety 
functions, with a focus on technical requirements related to failures of functions 
and their consequences on the design. 

3. YVL 5.5 Instrumentation systems and components at nuclear facilities [STUK YVL 

5.5 2002]#: I&C specific technical requirements are established in YVL guideline 
5.5, including specific technical requirements for computer based I&C systems. 
Due to its focus on I&C systems, the technical requirements of this guideline must 
be considered. 

2.3.1.6 International Electrotechnical Commission 

Another origin for technical requirements is represented by international standardisation 
organisations. On one hand, several working groups of the Institute of Electrical and Elec-
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tronics Engineers (IEEE) create standards relating to the engineering of nuclear power 
plants. These standards are mostly applied to nuclear power plants originating from the 
United States of America, as can be seen from their status within the regulatory frame-
work of the United States of America. The important standards for technical require-
ments, i.e. [IEEE STD 603 1991]# and [IEEE STD 7-4.3.2 2010]#, are already stated in section 
2.3.1.4. 

On the other hand, the International Electrotechnical Commission (IEC) [IEC 2012]@ pro-
vides several standards related to nuclear power plants, most of which are applied within 
Europe. The technical committee TC 45 considers nuclear instrumentation in general, 
whereas the subcommittee SC 45A deals with instrumentation and control of nuclear 
facilities. SC 45A takes the IAEA work into consideration, especially the predecessors of 
[IAEA SSR-2/1 2012]# and [IAEA DS-431 2012]#. Important technical requirements are 
stated in the following six documents: 

1. IEC 61513 Nuclear power plants – Instrumentation and control important to 
safety - General requirements for systems [IEC 61513 2011]#: This standard is the 
top level standard of SC 45A with respect to safety significant I&C systems in nu-
clear power plants and establishes general technical requirements. It is the equiv-
alent standard to IEC 61508 [IEC 61508-1 2010]#, i.e. the IEC standard for func-
tional safety of electrical/electronic/pro-grammable electronic safety-related sys-
tems, and interprets the requirements for the discipline of nuclear power plants. 

2. IEC 61226 Nuclear power plants – Instrumentation and control important to 
safety – Classification of instrumentation and control functions [IEC 61226 

2009]#: The important topic of classification of I&C functions is considered by this 
second level standard. In addition, general technical requirements are stated with 
respect to the classification (see section 2.1.2.3). 

3. IEC 60880 Nuclear power plants – Instrumentation and control systems im-
portant to safety – Software aspects for computer-based systems performing 
category A functions [IEC 60880 2006]#: The technical requirements related to 
software for systems performing category A functions (according to IEC 61226, see 
Figure 2-5) are established in this standard. In the scope of this thesis, the soft-
ware requirements are of secondary interest, but the standard is stated here be-
cause of its importance for computer based I&C systems. IEC 60880 has an 
equivalent standard in the [IEC 61508-1 2010]# series. 

4. IEC 62138 Nuclear power plants – Instrumentation and control important to 
safety – Software aspects for computer-based systems performing category B or 
C functions [IEC 62138 2004]#: Complementary to [IEC 60880 2006]#, this standard 
states the technical requirements for I&C systems performing category B and/or C 
functions (according to IEC 61226, see Figure 2-5). 
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5. IEC 62340 Nuclear power plants – Instrumentation and control systems im-
portant to safety – Requirements for coping with common cause failure (CCF) 
[IEC 62340 2007]#: Common cause failures must be considered in the design of 
I&C systems, this standard provides different measures specifically for the preven-
tion of CCF. 

6. IEC 60709 Nuclear power plants – Instrumentation and control systems im-
portant to safety – Separation [IEC 60709 2006]#: This second level standard 
elaborates more detailed technical requirements on the topic of separation, which 
is required in the scope of [IEC 61513 2011]#. 

2.3.1.7 Selection of the Relevant Rules and Standards 

The previous subsections of section 2.3.1 present different approaches for the rules and 
standards in the discipline of nuclear power plants. However, there exists a general dif-
ference between the approaches at national and international level. At national level, the 
regulatory frameworks are specifically structured according to the different states; they 
comprise of a comprehensive, legally binding set of documents and provide detailed 
technical requirements. The German regulatory framework is principally determined by 
the BMU safety criteria [BMU SC 2012]#, which must be fulfilled as binding requirements, 
complemented by the KTA safety standards, which in German practice must be fulfilled in 
the design of a nuclear power plant due to their accepted standing. The U.S. NRC regula-
tory framework is as comprehensive as the German framework, but, contrary to Germa-
ny, the IEEE standards are more closely integrated into the framework and have an official 
status. And the Finnish regulatory framework in contrast offers a set of guidelines, but 
offers far more freedom on their implementation in nuclear power plants. 

In contrast, at an international level several stakeholders have an interest in the rules and 
standards, meaning that there is the need for a general consensus and resulting in tech-
nical requirements that are not as detailed as those from a national level. The IAEA holds 
a special position in this case, because it is accepted by most states worldwide. In con-
trast, WENRA on one hand concentrates on Europe, and on the other hand does not pro-
vide very detailed technical requirements and stays at a high level. The IEC presents a 
comprehensive and detailed set of standards, which are mainly applied in Europe. 

For the presentation of the technical requirements in the following section, the IAEA 
standards, i.e. [IAEA SSR-2/1 2012]# and [IAEA DS-431 2012]#, are used for three reasons. 
Firstly, the IAEA standards are accepted worldwide, presenting a consensus. Secondly, the 
technical requirements established by the IAEA standards are set at an adequate level of 
detail and incorporate the technical requirements relevant for the third level of defence. 
And thirdly, the IAEA work is the basis for, and influences most of, the rules and standards 
presented in sections 2.3.1.2 to 2.3.1.6, meaning that their technical requirements are 
found within the remaining rules and standards. 
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2.3.2 Relevant Technical Requirements 
The rules and the standards presented in the last section establish requirements con-
cerned with all aspects of I&C engineering, which differentiate by their detail and their 
objective. [IEC 60880 2006]# for example focuses on the software of I&C systems imple-
menting category A I&C functions, whereas [IEC 62340 2007]# solely considers the pre-
vention and the mitigation of CCF. In the scope of this thesis, the technical requirements 
relevant for the I&C system design are of significant importance. For this reason, these 
technical requirements are presented based on the selected IAEA standards [IAEA SSR-
2/1 2012]# and [IAEA DS-431 2012]#. The complete list of relevant technical requirements 
is given in Appendix A, whereas this section only makes references to the corresponding 
paragraphs. 

[IAEA SSR-2/1 2012]#, as the main IAEA standard for the design of nuclear power plants, 
requires the implementation of the safety concept of nuclear power plants by the re-
quirements 4, 7, and 22. Requirement 4 necessitates the fulfilment of the three funda-
mental safety functions by the nuclear power plant design, where the paragraphs 3.5, 
3.6, and 3.7 of [IAEA DS-431 2012]# connect this general requirement to the I&C systems. 
The design of the I&C systems must consider the implementation of the I&C functions 
with respect to the fulfilment of the fundamental safety objective. Paragraph 7.71 of 
[IAEA DS-431 2012]# should be emphasised, as it discusses the requirements of the I&C 
functions and their allocation to the I&C systems (see section 2.2.2). In this regard, re-
quirement 7 commands the implementation of the defence-in-depth concept. For I&C 
systems, paragraph 4.10 of [IAEA DS-431 2012]# states the design features of redundancy, 
physical segregation, independence, functional diversity, and design diversity as the suit-
able design features for the implementation of the defence-in-depth concept. And in the 
context of the safety concept, requirement 22 entails the safety classification of all safety 
significant systems, although the classification scheme to be applied is not further speci-
fied. The information related to these three requirements is combined in the design ba-
sis, as it is mandatory as per requirement 14. The design basis specifies the information 
on the “necessary capability, reliability and functionality for the relevant operational 
states, for accident conditions and for conditions arising from internal and external haz-
ards, to meet the specific acceptance criteria over the lifetime of the nuclear power plant” 
[IAEA SSR-2/1 2012]#. 

Corresponding to the presentation of the scope of I&C systems in section 2.2.1, the de-
sign of I&C systems in nuclear power plants must incorporate sufficient instrumentation, 
suitable control and protection systems, communication systems, operator interfaces, 
and power supplies, as is needed by the requirements 59, 60, 61, 37, 65, and 68. There-
fore, the design of I&C systems requires a comprehensive engineering approach consider-
ing all I&C system aspects, especially those under the consideration of the safety concept. 
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However, the requirements related to the scope of I&C systems do not establish any 
boundary conditions for the I&C system designs and the allocation of I&C functions. 

Boundary conditions for the I&C system design are presented by the different required 
design features. Some of these are already stated for the required implementation of the 
defence-in-depth concept, i.e. redundancy, physical segregation, independence, func-
tional diversity, and design diversity, but the implementation of further design features is 
enhanced by additional requirements. Requirement 21 states the need for physical sepa-
ration and independence of the safety system, this is emphasised by the separation be-
tween protection and control systems by requirement 64. Requirement 62 relates to the 
reliability of I&C systems and the corresponding design features of redundancy, diversity, 
tolerance of random failures and CCF, and fail-safe design are stated in paragraph 6.9 of 
[IAEA DS-431 2012]#. And requirement 26 discusses the implementation of fail-safe de-
sign. 

The design features of independence and separation are established in different require-
ments. Their implementation is important due to the safety concept [SEIDEL 2012], where 
the levels of defence must be realised independently of each other (see section 2.1.2.2), 
especially the I&C systems of the second and third levels of defence which must be inde-
pendent from each other (see requirement 64). Independence and separation are inter-
related; I&C systems can only be independent if they are separated. Paragraph 4.14 of 
[IAEA DS-431 2012]# details the implementation of independence with the avoidance of 
failure propagation. For the implementation of separation, paragraph 6.27 of [IAEA DS-
431 2012]# states physical separation, electrical isolation, functional independence, and 
independence from the effects of communication as suitable design features. Electrical 
isolation is achieved by the utilisation of suitable components, whereas functional inde-
pendence and communication independence must be implemented by the I&C engineer-
ing. Physical separation is achieved by considering the location aspect of the I&C system 
design, so that for example a complete I&C system is not located within a single room. 

Redundancy is defined as the “provision of alternative (identical or diverse) structures, 
systems and components, so that any one can perform the required function regardless of 
the state of operation or failure of any other” [IAEA 2007]. Redundancy is a generally ac-
cepted design feature, which is usually implemented in order to counteract single failures 
of components and to improve the reliability of I&C systems [IAEA DS-431 2012]#. The 
examples given in section 2.2 show the implementation of redundancy, where the safety 
system in Figure 2-7 is fourfold redundant and the two I&C system architectures shown in 
Figure 2-8 and Figure 2-9 are threefold redundant. 

Redundancy is not effective in the case of CCF, because the different redundancies are 
affected by the same common cause and their failure occurs simultaneously. For this rea-
son, redundancy is combined with the design feature of diversity. Diversity is defined as 
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“the presence of two or more redundant systems or components to perform an identified 
function, where the different systems or components have different attributes so as to 
reduce the possibility of common cause failure, including common mode failure” [IAEA 

2007]. This is a general definition of diversity, whereas [NUREG/CR-7007 2010], based on 
[NUREG/CR-6303 1994], provides a more detailed definition of diversity establishing sev-
en diversity attributes: design diversity, equipment manufacturer diversity, logic pro-
cessing equipment diversity, functional diversity, life-cycle diversity, logic diversity, and 
signal diversity, completed by corresponding assignment criteria. These diversity attrib-
utes can be flexibly combined and implemented in I&C systems. Support for their imple-
mentation is provided by [NUREG/CR-7007 2010], which states three diversity strategies 
combining the seven diversity attributes. Strategy A is based on fundamentally diverse 
technologies, for example a combination of computer-based and hard-wired technology, 
strategy B utilises distinct technology approaches, for example microprocessors and field 
programmable gate arrays, and strategy C is based on architectural variations within a 
technology. Furthermore, [NUREG/CR-7007 2010] provides an evaluation scheme for the 
diversity strategies, which yields the best result for strategy A. 

The last design feature is stated by requirement 26 for the implementation of fail-safe 
design. Fail-safe design differentiates from the other design features, because its imple-
mentation requires more comprehensive knowledge on the underlying physical plant 
processes. Any system or component failure must not negatively influence the nuclear 
power plant operation, therefore each fail-safe design implementation represents a spe-
cial design. For example, the automatic triggering of the reactor trip I&C function in the 
case of a power supply failure of the I&C system is a fail-safe design. 

Based on the determinism of the safety concept of nuclear power plants, the I&C systems 
must be designed under consideration of possible failures. Requirement 24 establishes 
the necessity for the consideration of CCF, whereas requirement 25 establishes the con-
trol of single failures. The basics of CCF are presented in section 2.2.2. Requirement 24 
states diversity, redundancy, physical separation, and functional independence as suitable 
design features to counteract the CCF mechanisms in I&C systems. These design features 
are presented in the previous paragraphs, whereas paragraph 4.41 of [IAEA DS-431 2012]# 
connects the design feature of diversity to the causes of CCF, i.e. requirements, design, 
and manufacture or maintenance faults. In the context of CCF, paragraph 4.29 of [IAEA 

DS-431 2012]# highlights the necessity for a well-considered allocation of I&C functions to 
I&C systems for computer-based technology, so that CCF do not negatively affect several 
required I&C functions. 

The single failure, required by requirement 25, is defined as “a failure which results in the 
loss of capability of a system or component to perform its intended safety function(s), and 
any consequential failure(s) which result from it” [IAEA 2007]. Due to this requirement, 
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the I&C systems must be designed in a way, so that any single failure does not prevent 
the fulfilment of the safety functions. The general design feature to counteract single fail-
ures is redundancy, as it is stated in paragraph 6.21 of [IAEA DS-431 2012]#. Besides the 
consideration of consequential failures, the single failure requirement can be accentuated 
like in Germany. [KTA 3501 1985]# requires the control of certain failure combinations for 
safety significant I&C systems. Throughout the operational state, i.e. on the first and se-
cond level of defence (see Figure 2-4), the I&C systems must control a random failure and 
a CCF, a CCF and maintenance, and a random failure and maintenance, in all cases super-
imposed by consequential failures. In the case of accident conditions, i.e. on the third and 
fourth level of defence (see Figure 2-4), the I&C systems must control the accident super-
imposed with a random failure, a CCF, and consequential failures. 

The consideration of the different failures and their combinations distinctively deter-
mines the I&C engineering. It is in the nature of the failures, that they occur in the com-
ponents of the I&C systems, but their effects have to be analysed on the I&C functions 
level. The requirements 10 and 42 necessitate the accomplishment of a safety assess-
ment and a safety analysis, for which a deterministic and a probabilistic approach are 
proposed. The deterministic safety analysis [IAEA SSG-2 2009]# is the analytical evaluation 
of the nuclear power plant response to a PIE. Its focus is on the determination of the 
event sequence, caused by the PIE, under the consideration of the boundary conditions 
and the fulfilment of acceptance criteria, i.e. the deterministic approach analyses the 
physical plant processes. In contrast, the probabilistic approach [IAEA SSG-3 2010]# anal-
yses the balance of the implemented safety concept of a nuclear power plant. It usually 
utilises the combination of the event tree analysis (ETA) for the analysis of event se-
quences and the fault tree analysis (FTA) for the analysis of fault causes. With respect to 
I&C systems, paragraph 2.81 of [IAEA DS-431 2012]# refers to the safety analysis recom-
mendations in [IAEA NS-G-1.2 2001]#, which provide further details on the deterministic 
and probabilistic analyses. The deterministic analysis does not consider I&C systems, 
whereas the probabilistic analysis with its utilisation of ETA and FTA is conducted for I&C 
systems. Paragraph 2.84 of [IAEA DS-431 2012]# states additional analysis techniques for 
I&C system designs: the traceability analysis for requirements, the failure mode and ef-
fects analysis (FMEA), the defence-in-depth and diversity analysis (D3 analysis), the relia-
bility analysis, the reliability testing, the analysis to confirm design for reliability, and the 
confirmation of functional requirements. Of these analysis techniques, the FMEA, the D3 
analysis, the ETA, and the FTA are of relevance for this thesis, because they analyse the 
effects of the single failures and CCF with regards to the I&C system design. 

The events to be considered in the safety analysis are established in requirements 16 and 
17. A PIE represents “an identified event that leads to anticipated operational occurrences 
or accident conditions” [IAEA 2007] (see section 2.1.2.2.2) and can be caused by any kind 
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of SSC failure and operating fault. Internal and external hazards are part of the PIE, but 
focus on events affecting larger parts of a nuclear power plant, e.g. a fire or flooding. 

2.4 Engineering of I&C Systems 
The I&C engineering of computer-based I&C systems in nuclear power plants, irrespective 
of whether it is part of a modernisation project or part of a new build project, represents 
a challenge for the nuclear power plant owner, because not only must the regulations be 
complied with, but also the accompanied project management must be accomplished. 
The project management is determined by the coordination between the operator, the 
supplier, and the regulatory body [SCHRADER ET AL. 2012]. Under this condition, the I&C 
engineering must yield an I&C system corresponding to the safety concept and the tech-
nical requirements. This section presents the relevant aspects of the I&C engineering. 
Initially, the different roles and responsibilities involved in the I&C engineering are pre-
sented, followed by the presentation of the I&C system safety life-cycle for the engineer-
ing. 

2.4.1 Roles and Responsibilities 
Nuclear power plants are typical industrial plants, which rely on the contribution of the 
standard engineering disciplines: process engineering, mechanical engineering, civil engi-
neering, and electrical engineering. An example for the engineering disciplines involved in 
a nuclear power plant is given in [IAEA TECDOC-1052 1998]. The exemplary organisational 
structure comprises of three departments, of which the production department is re-
sponsible for the operation of the nuclear power plant, the engineering department con-
ducts the different projects, and the finance department controls the economic perfor-
mance of the nuclear power plant. The engineering department is composed of the 
standard engineering disciplines, although there is an additional, separate discipline for 
the I&C engineering, and the process engineering is located within the disciplines of 
power plant engineering and nuclear safety. Albeit the I&C engineering is performed by 
the I&C discipline, relationships exist between the disciplines, and their interfaces play an 
important role for the engineering, however, this is outside the scope of this thesis, which 
focuses alone on the I&C engineering. 

Nuclear power plant owners are required to implement an organisational structure. Re-
quirement 2 of [IAEA SSR-2/1 2012]# requires the implementation of a management sys-
tem in order to ensure correct implementation of the IAEA safety requirements. The 
management system is defined as “a set of interrelated or interacting elements (system) 
for establishing policies and objectives and enabling the objectives to be achieved in an 
efficient and effective manner” [IAEA 2007] and is further specified in [IAEA GS-R-3 

2006]#. It is also applicable to the I&C engineering, as it considers “the organisational 
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structure, organisational culture, policies, resources (e.g. personnel, equipment, infra-
structure, working environment), and processes for developing an I&C system that meets 
safety requirements” [IAEA DS-431 2012]#. 

The impact of the management system requirement is diverse, although one aspect re-
lated specifically to the project management shall be emphasised in this section. For the 
project organisation two general approaches can be implemented. On one hand, the nu-
clear power plant owner and the I&C system supplier can agree on a turnkey contract, 
where the I&C system supplier is responsible for the entire I&C engineering. On the other 
hand, both parties can agree on an alliance structure, which distributes the risk to both 
parties, but also requires both parties to be actively involved in the I&C engineering [IAEA 

TECDOC-1389 2004]. Both approaches have their advantages and disadvantages, alt-
hough the responsibility for the correct I&C engineering, and consequently for the nucle-
ar safety, lies with the nuclear power plant owner, as is stated by requirement 1 of [IAEA 

SSR-2/1 2012]#. For this reason, the nuclear power plant owner must provide sufficient 
I&C engineering knowledge and capabilities. 

For the engineering of nuclear power plants, requirement 9 of [IAEA SSR-2/1 2012]# re-
quires the application of proven engineering practices, these are mainly based on nation-
al and international rules and standards. This requirement is refined for the I&C engineer-
ing of computer-based I&C systems, as requirement 63 of [IAEA SSR-2/1 2012]# requires 
the application of appropriate practices for the development of the components, i.e. the 
hardware and the software. Therefore, the I&C engineering, especially for computer-
based technology, must revert to generally accepted principles of engineering. 

2.4.2 IEC 61513 I&C Safety Life-cycle 
In accordance with the requirement for the management system implementation, para-
graph 5.51 of [IAEA GS-R-3 2006]# demands the implementation of adequate develop-
ment processes. This demand is also valid for the engineering of I&C systems [IAEA DS-
431 2012]#, meaning that for the I&C engineering an adequate life-cycle must be consid-
ered, which equally considers the engineering and the project management. Although 
both life-cycle aspects are important, in the scope of this thesis the engineering is of ut-
most relevance. 

Life-cycles for the engineering of I&C systems are considered in different references. 
[IAEA 1999] provides basic considerations for the I&C life-cycle, although the focus is on 
the project management, and thorough considerations on the project planning are pre-
sented. A further life-cycle approach is presented in [IAEA NP-T-3.12 2011], which estab-
lishes two consecutive life-cycles. The first life-cycle is related to the engineering of new 
I&C systems, whereas the second life-cycle is applicable to I&C system modernisations. 
However, the focus of these life-cycles is also on the project management and the engi-
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neering is covered secondarily. A comprehensive life-cycle related to the I&C engineering 
of I&C systems is presented in [IAEA DS-431 2012]#, which is based on the management 
system requirement. This life-cycle comprises of different phases and [IAEA DS-431 2012]# 
provides information on common and specific life-cycle phase activities. The importance 
of safety with regards to the I&C engineering is accentuated by the structure of the life-
cycle in the form of the V-model [FORSBERG AND MOOZ 1992]. As a reviewer, the author con-
tributed to the structuring of this life-cycle according to the V-model [IAEA DS-431 2012]#. 
Similar to the life-cycle in [IAEA DS-431 2012]# is the safety life-cycle presented in [IEC 

61513 2011]#. This I&C engineering safety life-cycle is not structured according to the V-
model, but is based on the same life-cycle phases and provides more comprehensive in-
formation on the phases. For this reason, the safety life-cycle of [IEC 61513 2011]# is pre-
sented in the following paragraphs and taken as the basis for this thesis. 

The safety life-cycle for the I&C engineering of I&C systems comprises of several phases, 
where for each phase the objectives, input information, output information, and results 
are stated. The phases of the safety life-cycle are divided into two main parts: the overall 
I&C safety life-cycle and the I&C system safety life-cycle. The overall I&C safety life-cycle 
considers all I&C systems at a plant level, whereas the I&C system safety life-cycle is ap-
plicable to the specific I&C systems. The overview of the interrelations between these 
two life-cycle parts is given in Figure 2-12, which shows the integration of the I&C system 
safety life-cycle into the overall I&C safety life-cycle. 

The overall I&C safety life cycle begins with the derivation of the I&C requirements from 
the plant safety design basis. Within this life-cycle phase, the functional, performance, 
and independence requirements, the categorisation requirements, and the plant con-
straints are reviewed, for which the design basis (see section 2.3.2), the safety classifica-
tion (see section 2.1.2.3), and the plant layout constitute the input information. The re-
view of the plant constraints considers the boundaries of the I&C systems (see section 
2.2.1), the interfaces to the support systems, e.g. the power supply, possible internal and 
external hazards, and the operating principle, which can result in extensive requirements 
in the case of I&C system modernisations. The output information of these activities is 
the overall I&C requirement specification, and additionally is the input information for 
the subsequent life-cycle phases of I&C architecture design, allocation of I&C functions to 
I&C systems, and required analysis. The design of the I&C architecture yields the I&C sys-
tems under consideration of the safety concept (see section 2.1.2), to which the I&C 
functions are allocated. In order to evaluate these design activities, the required analysis 
considers the overall I&C architecture with respect to the reliability, the measures against 
CCF, and the influences from human factors. [IEC 61513 2011]# does not specify analysis 
techniques, nevertheless the different analysis techniques stated in section 2.3.2 are ap-
plicable. The output information of the design activities is the overall I&C system specifi-
cation, which is utilised for the subsequent I&C system safety life-cycles. In parallel to the 
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design activities, the overall planning is accomplished, this consists of plans for quality 
assurance, security, I&C integration and commissioning, operation, maintenance, and 
training. The last two phases of the overall I&C safety life-cycle take all I&C systems into 
consideration and are related to the integration, commissioning, operation, and mainte-
nance of the I&C systems. 

The overview of the I&C system safety life-cycle is shown in Figure 2-13. It consists of 
seven sequentially ordered life-cycle phases and utilises the overall I&C system specifica-
tion as input information to develop the requirements specification. The system require-
ments specification establishes the requirements related to the I&C functions, the design 
constraints, the I&C system boundaries, and the environmental conditions, so that the 
I&C system can be designed. The design information is aggregated in the system specifi-
cation, which comprises of the information on the components, the I&C system architec-
ture, software requirements, and the allocation of the I&C functions to the components. 
In the subsequent life-cycle phase the system specification is expanded to the level of 
detail corresponding to the I&C system component implementation, e.g. the component 
behaviour is designed in detail. This level of the system safety life-cycle considers compo-
nents on the one hand, but also the hardware and the software on the other hand [IAEA 

DS-431 2012]#. In addition, this phase is accompanied by an analysis requirement, related 
to the functional validation and reliability, for which the analysis techniques stated in sec-

Figure 2-12. Overall I&C safety life-cycle (based on [IEC 61513 2011]#) 
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tion 2.3.2 are applicable. In the next life-cycle phases, the I&C system components are 
integrated into the I&C system, the I&C system is validated, installed, and possible design 
modifications can be considered. The I&C system validation consists of two parts. On one 
hand, the I&C functionality is partially tested in the scope of the factory acceptance test 
[IAEA NP-T-3.12 2011]. And on the other hand, the I&C system validation is completed in 
parallel to the I&C system installation in the nuclear power plant [IAEA DS-431 2012]#. 
Subsequently, the I&C system commissioning is considered as part of the overall I&C sys-
tem integration and commissioning, where all I&C systems are incorporated. Considering 
the entire safety life-cycle, the I&C system safety life-cycle phase of design modifications 
need not always occur but it does need to be considered throughout the entire safety 
life-cycle. 

The presented safety life-cycle embodies a top-down approach, where initially all I&C 
systems are considered as part of the overall I&C safety life-cycle, following this the spe-
cific I&C systems are designed within the I&C system safety life-cycles. Moreover, in the 
detailed design phase of the I&C system safety life-cycle, the I&C system components, 

Figure 2-13. I&C system safety life-cycle (based on [IEC 61513 2011]#) 
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including their hardware and software, are considered. In each part of the safety life-
cycle different aspects of the I&C engineering are of importance. The overall I&C safety 
life cycle is determined by the design of the I&C systems and the allocation of I&C func-
tions to the I&C systems, always under consideration of the safety concept. The same is 
valid for the I&C system safety life-cycle, although, the I&C functions are allocated to the 
distributed I&C system components. With respect to the presented importance of the 
I&C function allocation in section 2.2, these aspects of the I&C engineering require more 
comprehensive design effort. 

Considering the examples given in section 2.2, Figure 2-7 shows the result of the design 
activities of the overall I&C safety life-cycle. In the scope of this thesis, the overall I&C 
architecture is denoted as the plant level I&C system architecture, and the I&C system 
architecture is denoted as the system level I&C system architecture. Hence, Figure 2-9 
shows an example of a system level I&C system architecture, which is the result of the 
I&C system safety life-cycle design activities. 
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3 Requirements for the Description of I&C Systems 

In order to support the presented I&C engineering workflow in section 2.4, that is making 
the I&C engineering more simple and efficient, one or more suitable description lan-
guages are required for adequately modelling the I&C systems. In the scope of this chap-
ter, the relevant criteria for the evaluation of existing description languages are estab-
lished, followed by the mapping of the relevant technical requirements, derived in sec-
tion 2.3.2, onto the evaluation criteria. This results in target criteria to determine the 
connection between the underlying application of safety significant I&C systems in nucle-
ar power plants and the description languages. Initially, the analysis of the state of the art 
is concerned with the cause for the evaluation and analysis of the I&C system designs, 
and the concept of failures is considered, this is of relevance for the description language 
synthesis in chapter 5. Moreover, the means for the I&C engineering, especially models 
and modelling, views on I&C systems, and evaluation criteria for description languages 
are analysed. 

3.1 Concept of Failures 
The engineering of I&C systems is distinctively determined by the consideration of failure 
combinations consisting of single failures and common cause failures, as is stipulated in 
the technical requirements in section 2.3.2. This section presents the basic considerations 
of failures restricted to the disciplines of I&C and computer technology. 

In the IAEA safety glossary failures are defined as the “inability of a structure, system or 
component to function within acceptance criteria” [IAEA 2007]. The definition is based on 
the function of a SSC and criteria for its correct operation, so that any deviation of the 
specified operation results in a failure, which conforms to the definition in [IEC 61513 

2011]#. In [IEC 61508-4 2010]#, the failure is additionally connected to the termination of 
a component’s ability to provide the function. This definition extends the focus to the 
components implementing the functions and to the point in time that the failure occurs, 
i.e. failures are events [LEVESON 1995]. Failures are classified, with respect to their origin, 
into common cause failures, random hardware failures, systematic failures [IEC 61508-4 

2010]#, and software failures [IEC 61513 2011]# on one hand, and regarding their effect 
into dangerous, safe, and no effect failures [IEC 61508-4 2010]# on the other hand. 

A further characteristic of failures is the failure mode, which is defined as “the manner or 
state in which a structure, system or component fails” [IAEA 2007]. Failure modes provide 
important insights on the operation of computer-based I&C systems and express them-
selves in a variety of ways [KORSAH ET AL. 2010]. Although [AUTHÉN AND HOLMBERG 2012] pro-
vide a taxonomy for failure modes specific to hardware and software, [KORSAH ET AL. 2010] 
raise the problem of defining a unified framework for failure modes due to the lack of 
detailed information. Neither the study of data bases by [KORSAH ET AL. 2010] nor the in-
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dustry survey by [KORSAH, MUHLHEIM, AND HOLCOMB 2007] yield sufficient information about 
computer-based I&C system failure modes, which is, amongst others, required for the 
reliability estimation [DING, GU, AND HAUPTMANNS 2012]. 

Failure modes characterise the effects of the failure events, whereas the causes of fail-
ures are further elaborated by faults and errors. In the scope of [IEC 61508-4 2010]#, 
faults and failures are interrelated by the dependence between cause and effect. Faults 
represent abnormal conditions, which can, in the presence of a triggering mechanism, 
result in a component’s inability to operate a function in conformance to its specification 
[IEC 61508-4 2010]#. This concept is systematically explained by [AVIZIENIS ET AL. 2004], 
where faults, errors, and failures are interrelated and discussed. Failures are defined as 
previously stated, while errors represent deviations from the specified system states and 
are the prerequisite for failures. The cause of errors and failures is constituted by faults, 
which are usually dormant and result in errors when they are activated, i.e. triggered by 
any kind of mechanism, such as environmental conditions or abnormal signals. The errors 
propagate within a component until a failure occurs and the operation deviates from its 
specification. In dependence of the structuring of components in I&C systems, failures 
can represent the cause for faults in other components, so that the concept of faults, 
errors, and failures is a repeated occurrence of fault activation, error propagation, and 
failure occurrence, denoted as chain of threats [AVIZIENIS ET AL. 2004]. [AVIZIENIS ET AL. 2004] 
establish eight fault classes, which result in 31 likely combinations of faults in the area of 
development faults, physical faults, and interaction faults. The failures are characterised 
by the failure domain, the detectability of failures, the consistency of failures, and the 
consequence of failures on the environment. The failure domain, which is of relevance in 
this thesis as it characterises the failures, is related to content failures, early timing fail-
ures, late timing failures, halt failures, i.e. a constant or no function output, and erratic 
failures. These failure characterisations are in line with the classification by [BONDAVALLI 

AND SIMONCINI 1990], which classifies failures to be “in the time domain, in the value do-
main and in both the domains”. 

3.2 Means for the I&C Engineering 
The American Engineers’ Council for Professional Development defined engineering in 
the year 1941 as “the creative application of scientific principles to design or develop 
structures, machines, apparatus, or manufacturing processes, or works utilizing them 
singly or in combination; or to construct or operate the same with full cognizance of their 
design, or to forecast their behavior under specific operating conditions; all as respects an 
intended function, economics of operation and safety to life and property” [ECPD 1941]. 

This general definition of engineering also holds validity for the specific engineering of 
I&C systems, for which two aspects are relevant in this thesis. Firstly, the definition points 
out several engineering activities and objectives. Out of these activities and objectives, 



48 Requirements for the Description of I&C Systems 

the design activity is of specific importance, as well as the engineering objective of safety 
to life and property, i.e. the safety concept of nuclear power plants must be adequately 
implemented in the I&C system design. Secondly, the definition decisively connects the 
engineering to the application of scientific principles, for which a common approach in 
the discipline of I&C is represented by the BMW-principle1 [SCHNIEDER 1999]. The BMW-
principle classifies the means for the I&C engineering into three parts: description lan-
guages, methods, and tools. These means are utilised in combination throughout the I&C 
engineering, but claim orthogonality in their theoretical concepts, which cannot be 
merged. The following sections present the three engineering means in more detail. 

3.2.1 Description Languages – Models and Modelling 
Description languages are composed of defined syntax and semantics and are utilised for 
the description of models. The syntax consists of a set of symbols, which are aggregated 
in the concept of semiotics, and rules for their composition, whereas the semantics pro-
vide the meaning of the symbols [CHOUIKHA, JANHSEN, AND SCHNIEDER 1998]. According to 
[VDI/VDE 3681 2005]#, description languages are defined as textual, mathematical-
symbolic, or graphical means for the representation of all aspects in the life-cycle of I&C 
systems, ranging from the requirements specification phase to the operation and 
maintenance phase, which are concerned with documentation. The definition divides the 
symbols into the three representations of text, mathematical symbols, and graphics, 
however it leaves the semantics open to all aspects connected to I&C systems and their 
life-cycle. Furthermore, the scope of description languages is not constrained by 
[SCHNIEDER 1999] because of the variety of views on I&C systems and the involved I&C 
system aspects. However, [SCHNIEDER 1999] does constrain the utilisation of multiple de-
scription languages with respect to the economics of development. Moreover, [SCHNIEDER 

1999] assigns description languages the primary status of being absolutely necessary for 
the I&C engineering. Well-known examples of description languages are Structured Text 
(textual representation), algebraic models (mathematical symbolic representation), and 
Petri Nets (graphical representation) [VDI/VDE 3681 2005]# (see chapter 4 for the discus-
sion of description languages). 

The objective of description languages is modelling, i.e. the description of models, for 
which several definitions exist. [VDI/VDE 3681 2005]#, based on [DIN 19226-1 1994]#, de-
fines a model in the scope of description languages as the “depiction of a system or pro-
cess in another conceptual or concrete system, which is obtained on the basis of the appli-
cation of known legitimacies, an identification or assumptions and which displays the 

                                                                        
1 The acronym is based on the German translations of description language, method, and tool with 
Beschreibungsmittel, Methode, and Werkzeug. 
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system or the process with sufficient accuracy with respect to selected questions” 
[VDI/VDE 3681 2005]#. Therefore, a model is an abstract representation of a system or 
process with limited scope. This is in line with the definition stated by [EPPLE 2008], who 
emphasises the limited scope of models due to the focus on specific aspects. These defi-
nitions of models originate from the I&C discipline and are conform with the often quot-
ed definition of models in the general theory of models [STACHOWIAK 1973]. In this defini-
tion, models are characterised by three criteria: (i) the mapping criterion, i.e. models are 
representations of real or artificial originals, which could be models themselves, (ii) the 
reduction criterion, i.e. models do not constitute all attributes of the original but only the 
ones which are relevant, and (iii) the pragmatic criterion, i.e. models have a specific ob-
jective and use. [LUDEWIG 2003] circumscribes models based on these criteria from the 
concepts of tool, name, icon, symbol, metaphor, and theory, of which the concept of the-
ory is an abstract type of model, the concept of metaphor is a special type of model, and 
the remaining concepts are not consistent with models. 

Models and modelling are utilised in different areas of, and with different objectives for, 
I&C in nuclear power plants. [SARSHAR, KRISTIANSEN, AND SIVERTSEN 2010] consider descrip-
tion languages for the modelling of CCF and dependencies in the I&C system design 
phase, [THOMAS, WHALEY, AND KARNS 2012] utilise models for the modelling and simulation 
of physical plant processes and control systems, [NGUYEN ET AL. 2012] emphasise the ad-
vantage of model driven engineering for I&C systems within the subject of small modular 
reactors, and [AUTHÉN AND HOLMBERG 2012] present considerations related to the model-
ling of computer-based I&C systems for the reliability analysis as part of the probabilistic 
risk analysis. Although all of these references seize the topic of models and modelling of 
I&C in nuclear power plants, the presented description languages are not applicable to 
the modelling of I&C systems in the scope of this thesis, because they are either consid-
ered for a different application, e.g. the process modelling by [THOMAS, WHALEY, AND KARNS 

2012], or no specific description languages are addressed in detail, e.g. [SARSHAR, 
KRISTIANSEN, AND SIVERTSEN 2010], [NGUYEN ET AL. 2012], and [AUTHÉN AND HOLMBERG 2012]. 

The origin of a model, as defined in [STACHOWIAK 1973], can be a model itself, where the 
hierarchical structuring is denoted by the prefix meta, and two consecutive layers are, for 
example, denoted as model and metamodel. A common concept for the structuring of 
models is presented by the Meta Object Facility (MOF) [OMG MOF 2011]# in the discipline 
of software engineering, this specifies the architecture for hierarchically structured meta 
data. The number of layers in the metamodel hierarchy is not restricted in the scope of 
MOF, however different utilisations limit the number of layers, e.g. in the case of the Uni-
fied Modeling Language (UML) [OMG UML 2011]#. The UML metamodel hierarchy con-
sists of four layers, as shown in the middle column of Figure 3-1. The uppermost layer, i.e. 
the meta-metamodel layer M3, consists of the MOF specification, which specifies the 
abstract concepts on which the metamodel layer is based on. The metamodel layer M2 is 
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more complex and establishes the syntax and the semantics of UML. Utilising the UML 
specification, the engineering describes its user specific models, which have correspond-
ing run-time instances. 

In the I&C discipline, the importance of metamodels is emphasised by [EPPLE 2003] based 
on their advantages for the unification of, and the agreement between, different model-
ling approaches. Metamodels are differentiated into basic metamodels and structural 
metamodels, where the structural metamodels are created from the basic metamodels 
on the basis of structural rules common to a specific discipline, i.e. structural metamodels 
are discipline specific. Based on the importance of metamodels, as presented by [EPPLE 

2003], the concept of the metamodel hierarchy is seized by [HUNDT 2012] for the model-
ling of behaviour in the I&C discipline. [HUNDT 2012] builds his concept on the four layer 
UML metamodel hierarchy and specifies a meta-metamodel for the modelling of behav-
iour. The metamodel layer is comprised of behaviour description languages like the Gantt 
Chart, whereas specific implementations of behaviour models like Gantt Charts in Mi-
crosoft Excel constitute the model layer. The lowest layer is represented by specific sys-
tem behaviour, e.g. the behaviour of a robot cell. [HUNDT 2012], moreover, makes refer-
ences to e.g. [GÜTTEL AND FAY 2008] and [CHAPURLAT ET AL. 2007], where the concept of met-
amodels in the I&C discipline is also utilised. 

Within the scope of this thesis, the metamodel hierarchy is limited to the lowest three 
layers, as is shown in the right column of Figure 3-1. Description languages in general 
constitute the metamodel layer, which provide the syntax and the semantics for the de-
scription of the I&C system models. These represent different aspects of the original, re-
al-world I&C systems. Hence, the description language to be synthesised in chapter 5 is a 
metamodel. 

3.2.2 Methods 
For the definition of methods [SCHNIEDER 1999] reverts to the dictionary and defines a 
method as a systematic process, based on a set of rules, for the acquirement of 

Figure 3-1. Metamodel hierarchy 



Requirements for the Description of I&C Systems 51 

knowledge or practical results. The systematic character of methods supports the I&C 
engineering in the I&C system development, where the engineering must follow the 
method-specific set of rules. According to [SCHNIEDER 1999], the I&C system development 
relies on the coordinated combination of description languages and methods, as well as 
tools. The description languages provide the syntax and the semantics for modelling the 
underlying application, whereas the methods establish the systematic process for the 
description, the analysis, and the modification of models. 

Methods related to the discipline of I&C systems in nuclear power plants are presented in 
sections 2.4.2 and 2.3.2. On one hand, section 2.4.2 presents the relevant I&C safety life-
cycle, which establishes the method the plant level and the system level I&C engineering 
must follow for the design of I&C systems in nuclear power plants. The I&C safety life-
cycle consists of several phases and activities in order to generate the I&C system, i.e. in 
this case the final model to be described is the original I&C system. On the other hand, 
several analysis techniques for I&C system designs are addressed in section 2.3.2. These 
methods aim at the analysis of models, at which each analysis technique is characterised 
by a specific set of rules determining the systematic process and specific analysis goals. 

In order to support the I&C engineering, the synthesis of the description language must 
be completed by a method for the description language utilisation. With the focus on the 
evaluation and analysis of I&C system designs, the method’s objective is to analyse the 
I&C system models. The I&C safety life-cycle in section 2.4.2 provides the framework for 
the method. In chapter 6, the method will be presented. 

3.2.3 Tools 
Tools represent the third part of the BMW-principle and are defined as the support 
means for realisation of I&C systems [SCHNIEDER 1999]. Tools support the utilisation of 
description languages and methods, so that the benefit for the engineering is increased. 
The extent of tools involved in the I&C engineering is large and, for example, comprises of 
pens, computers, and machines. Machines are utilised for the I&C system realisation, 
whereas pens and computers support the I&C system design. Nowadays the I&C system 
design is extensively supported by the concept of Computer Aided Engineering. 

Tools usually support a limited number of description languages and methods. Figure 3-2 
explicitly shows the interaction between description languages and methods within the 
scope of tools. Description languages and methods are combined for the model descrip-
tion, analysis, and modification, whereas the tools provide the supporting boundary con-
ditions for the engineering. The tools are out with the scope of this thesis; the focus is 
primarily on description languages and secondarily on methods. 
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3.3 Views on I&C Systems 
For the modelling of I&C systems in nuclear power plants, the reduction criterion must be 
specifically taken into consideration because the different aspects encompassed by the 
I&C systems, as presented in section 2.2, have to be limited. Several approaches exist for 
the structuring of I&C systems, which originate in the nuclear power plant discipline, are 
utilised in the industry in general, or are considered in research. In order to align the ter-
minology of the different approaches, the recommendations presented in [ISO/IEC 42010 

2011]# for software-intensive systems, i.e. including computer-based I&C systems, are 
applied. 

[ISO/IEC 42010 2011]# provides recommendations relating to the architectural description 
of software-intensive systems. Architectural descriptions are defined as “a collection of 
products to document an architecture” [ISO/IEC 42010 2011]#, and they are “organized 
into one or more constituents called (architectural) views” [ISO/IEC 42010 2011]#. The 
architecture of a system is “the fundamental organization of a system embodied in its 
components, their relationships to each other, and to the environment, and the principles 
guiding its design and evolution” [ISO/IEC 42010 2011]#. This definition encompasses the 
I&C systems as presented in section 2.2, and more specifically it corresponds to the ex-
plicitly shown plant level and system level I&C system architectures in Figure 2-7, Figure 
2-8, and Figure 2-9. The different I&C system aspects are covered by the views of archi-
tectural descriptions. Views are “a representation of a whole system from the perspective 
of a related set of concerns” [ISO/IEC 42010 2011]#, and therefore views are a means for 
structuring I&C systems with respect to specific criteria. The concept of the architectural 
description is presented in a conceptual framework, where a system has an architecture 
which is described by one architectural description. The architectural description is or-
ganised by at least one view, which conforms to a viewpoint and consists of one or more 
models. A viewpoint is “a specification of the conventions for constructing and using a 
view” [ISO/IEC 42010 2011]#, and hence it organises the corresponding views. 

The topic of views on I&C systems and their modelling is addressed by [BÖHM ET AL. 2011], 
where the views are represented by the disciplines involved in mechatronics, i.e. mechan-
ics, electrical engineering, and information technology. Based on these three views, 

Figure 3-2. Relationship between description languages, methods, and tools 
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[BÖHM ET AL. 2011] propose two approaches for the modelling of the views, i.e. the disci-
pline-spanning integrated structure and the related discipline-specific structures. The 
former approach integrates the view specific information in a single structure, whereas 
the latter approach is based on separate view specific structures, which are completed by 
interrelations between the structures. Both possibilities are considered by [BÖHM ET AL. 
2011], in addition to any possible combination. In the following, several structuring ap-
proaches for I&C systems and their views are presented. The concepts of all approaches 
are based on separate view specific structures, at which they differentiate for the model-
ling of the interrelations between the views. 

In the scope of the nuclear standard IEC 61513 [IEC 61513 2011]# two views on systems in 
nuclear power plants are defined: the function view and system view. The function view 
is solely concerned with the functions, i.e. system functions and I&C functions, and the 
technical means for their realisation are denoted as associated systems and equipment 
(FSE). This view is utilised as part of the process engineering, where the functions are 
considered for the control of the PIE and their consequential AOO and DBA. In contrast, 
the system view only considers the systems and components of nuclear power plants, 
this is important for the system design and determines the adequate implementation of 
the FSE. The relationship between the two views is shown in Figure 3-3 with the focus on 
I&C functions and I&C systems. The I&C functions are implemented by different compo-
nents, whereas several I&C functions are aggregated in the components of the I&C sys-
tems. In general, the engineering manages the views independently from each other, but 
they are interrelated, and the dependencies between the I&C functions and the I&C sys-
tem architectures, as presented in chapter 2, must be considered by the I&C engineering. 
However, it should be noted that the standard does not provide details on the modelling 

Figure 3-3. Relationship between I&C functions and systems  
(based on [IEC 61513 2011]#) 



54 Requirements for the Description of I&C Systems 

of the interrelations. 

The function view and system view are basic views on I&C systems, resulting in them be-
ing seized by the presentation of I&C core knowledge in [IAEA NP-T-3.12 2011]2. In addi-
tion, the report emphasises the importance of the I&C system life-cycle and provides a 
life-cycle view (see section 2.4.2). The life-cycle view provides long-term temporal infor-
mation on I&C systems and consists of different life-cycle phases, starting with the im-
plementation, and ending with the decommissioning of the I&C systems. The views in 
[IAEA NP-T-3.12 2011] are presented independently from each other. Likewise, the func-
tion view and the system view are utilised for the classification of I&C systems with the 
objective to set up an inventory data base of computer-based I&C in nuclear power 
plants in the United States of America [WOOD ET AL. 2012]. Besides these views, [WOOD ET 

AL. 2012] define the platform view, which represents the technological information of the 
installed computer-based I&C3. Within the scope of the information gathering, the infor-
mation on the function view, the system view, and the platform view are interrelated in 
the inventory data base, although not in order to support the I&C engineering or enable 
their modelling. 

The first three presented structuring approaches originate from literature of the nuclear 
power plant discipline. A general structuring approach for industrial systems is presented 
in the standard IEC 81346 [IEC 81346-1 2009]#, which specifies structuring principles and 
rules for the reference designation of industrial systems. [IEC 81346-1 2009]# defines 
three views4: function view, product view, and location view. The function view corre-
sponds to the previously addressed function view, whereas the product view corresponds 
to the system view. In the scope of [IEC 81346-1 2009]#, the term product is defined as 
the outcome, i.e. the result, of a process, so that it also comprises of systems and com-
ponents, i.e. the system view5. The I&C systems realise the transition from the real world 
to the information world of industrial plants [VOGEL-HEUSER ET AL. 2009], where the loca-
tion view provides important information on I&C systems, because, in order to imple-
ment design features such as independence, separation, and redundancy, the spatial in-
formation of the location view is required for the I&C system design. In addition, the 
analysis of I&C systems with respect to internal and external hazards, e.g. fire or flooding, 
requires the location information on I&C systems. Figure 3-4 shows the relationship be-
tween the function view and the product view within the engineering topic. Initially, an 
engineering object, e.g. the I&C system to be engineered, is considered with respect to 
the function view and hierarchically decomposed, i.e. the engineering approach is from 
                                                                        
2 [IAEA NP-T-3.12 2011] denotes the views as approaches and the system view as physical approach. 
3 [WOOD ET AL. 2012] denote the views as classes. 
4 [IEC 81346-1 2009]# denotes the views as aspects. 
5 The misleading utilisation of the term product in IEC 81346 is highlighted by [GARCÍA AND GELLE 2006]. 



Requirements for the Description of I&C Systems 55 

the top-down. Subsequently, the decomposed engineering object is composed, i.e. the 
engineering approach is from the bottom-up, under the utilisation of the product view. 
This exemplary engineering approach is in line with the approach presented in [IEC 61513 

2011]#, where in the beginning the process engineering engineers the I&C functions, fol-
lowed by the I&C system design of the I&C engineering. The engineering objects on the 
lower level comprise both views and [IEC 81346-1 2009]# considers the importance of the 
interface between the views, although it does not provide any details on the engineering 
and modelling of the views [GARCÍA AND GELLE 2006]. In comparison to the high level inter-
actions between the function view and the product view shown in Figure 3-3, the [IEC 

81346-1 2009]# approach reveals the advantages of decomposing the engineering ob-
jects, which yield the relationship between the views on the lower hierarchical levels of 
the I&C systems, e.g. for components. 

Further views on I&C systems are considered in research. A more fundamental structur-
ing approach for I&C systems is presented by [SCHNIEDER 2001], where I&C systems consist 
of three views: architecture view, function view, and behaviour view, supplemented by 
system states. The function view is the same as the previously addressed function views, 
the architecture view corresponds to the system view, and the behaviour view represents 
the behaviour information of I&C systems in the form of states and state transitions. In 
this structured approach, the states and state transitions form the basis and directly yield 
the system behaviour which is a representation of the functions. Furthermore, the func-
tions are determined by the architecture view. 

Figure 3-4. Relationship between the function and product views  
(based on [IEC 81346-1 2009]#) 
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In the scope of AutomationML, process and manufacturing plants are structured based 
on the resource view, the product view, and the process view [GÜTTEL AND FAY 2008], 
[SCHLEIPEN AND DRATH 2009]. The resource view is associated with the equipment executing 
processes and handling products, i.e. robots and conveyors for example, so that it com-
plies with the system view. The process view comprises the production processes. And 
the product view must not be confused with the [IEC 81346-1 2009]# product view, as in 
the scope of [GÜTTEL AND FAY 2008] and [SCHLEIPEN AND DRATH 2009] the product view struc-
tures the products processed by the resources and altered by the processes. These three 
views are directly connected by three corresponding interrelations. 

For the implementation of manufacturing execution systems (MES), [WITSCH AND VOGEL-
HEUSER 2011] base their modelling framework on three views: technical system view, pro-
duction process view, and MES functional view. The technical system view corresponds to 
the system view, whereas the other two views represent the function view. The views are 
connected by three interrelations, whose meanings correspond with their utilisation, i.e. 
data transfer, equivalence, and deployment. 

The structuring approaches, which have been exemplarily discussed above, provide a 
variety of views on I&C systems: function view, system view, physical view, life-cycle view, 
platform view, product view (according to [IEC 81346-1 2009]#), location view, architec-
ture view, behaviour view, resource view, product view (according to [GÜTTEL AND FAY 2008] 
and [SCHLEIPEN AND DRATH 2009]), and process view. Out of these views, the function view 
and the system view are represented in all structuring approaches. Albeit the utilised 
terminology for the system view is manifold and is denoted as product view, physical 
view, architecture view, and resource view. As the scope of this thesis is on the evaluation 
and the analysis of I&C system designs with respect to the superposition of failure com-
binations and pre-defined event sequences, the views presented in [IEC 81346-1 2009]#, 
i.e. the function view, the product view, and the location view, form the basis for the 
modelling of I&C systems and are therefore relevant to this thesis. The function view and 
the product view, i.e. the system view, are required for the I&C system design as they are 
stated in the nuclear structuring approaches and are consistently considered for the 
presentation of I&C in nuclear power plants in chapter 2. The location view adds the re-
quired spatial information to the I&C system modelling, whereas the remaining views do 
not add required information. Within the scope of this thesis, the system view is denoted 
as the product view or physical view, of which both terms are utilised interchangeably. 
Moreover, as the modelling of I&C systems is concerned with different structures, the 
term view is replaced by structure. With respect to the interrelations between the views, 
most structuring approaches do not provide any solutions, although in research, the in-
terrelations are considered by direct connections between the views, i.e. structures. This 
approach is seized for the modelling of I&C systems and the description language synthe-
sis in chapter 5. 
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3.4 Evaluation Criteria for Description Languages 
The engineering can revert to a large number of description languages with different ob-
jectives and for different applications. In order to support the engineering with the ap-
propriate selection of description languages for the modelling of the underlying applica-
tion, the evaluation of the description languages is necessary. A comparable need is stat-
ed as a research question by [KAGERMANN, WAHLSTER, AND HELBIG 2012], where, in the disci-
pline of co-modelling, the research for a modelling theory of technical systems is re-
quired, so as to, for example, answer the questions: “What are good models?” and “How 
to find adequate models?”. Although the research question is extensive, it entails the 
necessity to evaluate description languages as the basis for modelling. 

Multiple approaches for the evaluation of description languages exist, which are differen-
tiated by the evaluation of the semantics, e.g. the modelling of behaviour or the repre-
sentation of time, and the syntax, e.g. the modelling of hierarchy or composition. In the 
discipline of software architecture description languages, [MEDVIDOVID AND TAYLOR 2000] 
present a classification and comparison framework, at which the evaluation criteria are 
structured into three groups: (i) modelling components, (ii) modelling connectors, and 
(iii) modelling configurations, i.e. connected graphs of components and connectors. Con-
sequentially, the focus of this evaluation approach is on the semantics. In contrast, 
[MOODY 2009] introduces a framework for the evaluation of graphical description lan-
guages, which encompasses nine groups of evaluation criteria for the evaluation of the 
graphical syntax and symbols. Within the chemical engineering discipline data models are 
compared by [BAYER AND MARQUARDT 2003], where the focus of this evaluation approach is 
on the entire life-cycle of chemical engineering and the evaluation criteria covers a broad 
range of the semantics, e.g. the functions, the equipment, the cost data, and the docu-
mentation. And the syntax, e.g. the hierarchy, references, and inheritance, of information 
models for middleware in I&C is evaluated by [MAHNKE ET AL. 2011]. 

The criteria of the evaluation approaches addressed above are not comprehensively justi-
fied, and their utilisation is based on the underlying application. In the discipline of I&C, a 
more comprehensive approach for the evaluation of description languages is presented 
by [CHOUIKHA, JANHSEN, AND SCHNIEDER 1998] consisting of three qualitative evaluation ap-
proaches, which aim at the classification of description languages. At first, the paradig-
matic evaluation approach reverts to well-established and common concepts, i.e. the 
paradigms, and classifies the description languages with respect to the semantics. The 
following evaluation criteria, which claim orthogonality, are utilised: (i) data oriented 
view, (ii) function oriented view, (iii) object oriented view, (iv) behaviour oriented view, (v) 
system oriented view, and (vi) process oriented view. Secondly, the pragmatic evaluation 
approach takes the description language application context into consideration and com-
prises of the following evaluation criteria for the classification: (i) natural descriptions, i.e. 
intuitive descriptions like text and diagrams, (ii) mathematical descriptions, (iii) imple-
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mentation oriented descriptions, (iv) structure oriented descriptions, (v) state oriented 
descriptions, and (vi) method oriented descriptions. And thirdly, the anthropocentric 
evaluation approach, which concentrates on the cognitive perception of human engi-
neers, evaluates description languages based on four classes: (i) natural languages, (ii) 
isolated languages, i.e. the description languages consider a single view, (iii) combined 
languages, i.e. several views are combined, and (iv) integrated languages, i.e. several 
views are integrated. 

The paradigmatic, pragmatic and anthropocentric evaluation approaches solely allow for 
a qualitative evaluation, i.e. classification, but do not evaluate the value of the descrip-
tion languages for the engineering. For this reason, [CHOUIKHA, JANHSEN, AND SCHNIEDER 

1998] also propose a set of evaluation criteria which is based on the theoretical system 
requirements for description languages and the applicability of description languages in 
the system development. Thus, the following evaluation criteria have a theoretical basis 
and consider the applicability: (i) formalisation, i.e. the utilisation of syntax and seman-
tics, (ii) structure orientation, i.e. the modelling of the parts of a system, modularity, and 
hierarchy, (iii) behaviour orientation, i.e. the modelling of state transitions, the logic of 
processes, concurrency and sequence of processes, and time representation, and (iv) 
design orientation, i.e. representation, consistency of the development, capability for 
simulation and analysis, and tool support. 

Table I. VDI/VDE-3681 evaluation criteria for description languages 

Formal basis 

Formal 

Description of 
behaviour 

Deterministic 

Semi-formal Non-deterministic 

Informal Static 

Representation 

Textual Dynamic 

Mathematical-symbolic 
Explicit time 
representation 

Discrete event-driven 

Graphical Time-discrete 

Tools 

Research Time-continuous 

Prototypical application 

Synchronisation 

Synchronous 

Industrial application Asynchronous 

Structure 

Hierarchy Concurrent 

Composition/decomposition 
 

Structural change 

The work of [CHOUIKHA, JANHSEN, AND SCHNIEDER 1998] represents the basis for the guideline 
VDI/VDE-3681 [VDI/VDE 3681 2005]#. This guideline is commonly applied in the I&C disci-
pline for the evaluation of description languages. Due to the guideline’s status and its 
sound basis, the VDI/VDE-3681 evaluation criteria form the basis for the description lan-
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guage evaluation within this thesis. The VDI/VDE-3681 evaluation criteria are shown in 
Table I. It comprises of seven groups with 22 evaluation criteria and relates to the syntax 
and the semantics. The groups of formal basis, representation, and structure, shown in 
the left hand columns of Table I, consider the syntax and symbols, whereas the remaining 
three groups determine the semantics. Of these, the (i) formal basis criteria evaluate the 
syntax of description languages, the (ii) representation criteria evaluate the means of 
representation, the (iii) tools criteria evaluate the state of the existing tool support, and 
the (iv) structure criteria evaluate the structural representation of the semantics, i.e. “all 
the relations between the parts of a whole” [VDI/VDE 3681 2005]#. The evaluation of the 
semantics is concerned with (v) behaviour, the (vi) representation of time, and the (vii) 
synchronisation of distributed processes. 

3.5 Requirements for the Description Language 
The evaluation criteria for description languages presented in the previous section are 
expanded upon within the scope of this section 0. Based on the expanded evaluation 
criteria, the technical requirements derived in section 2.3.2 are mapped to these criteria, 
yielding the target criteria for the description language to be synthesised. The section is 
concluded with statements regarding additional, non-technical requirements for the de-
scription language. 

3.5.1 Extension of the VDI/VDE-3681 Evaluation Criteria 
The VDI/VDE-3681 evaluation criteria cover the basics of description languages, however 
their applications reveal the need for additional criteria, e.g. in the case of the evaluation 
of UML [KATZKE 2008] or the evaluation of description languages for the modelling of MES 
[RICKEN AND VOGEL-HEUSER 2010]. For the underlying application of I&C system modelling, 
the VDI/VDE-3681 evaluation criteria do not cover the semantics of physical structure, as 
was demanded in section 2.2. In consequence, the evaluation criteria are correspondingly 
extended in accordance with the author’s publication [GÖRING AND FAY 2012]*. Table II 
shows the extended evaluation criteria utilised in this thesis, which are highlighted with 
the bold text. 

The extended evaluation criteria are based on different considerations of the product 
structure and the function structure, so that an additional product structure group is in-
tegrated into the evaluation criteria. This product structure group allows for the differen-
tiated evaluation of the product structure modelling, at which the criteria of components 
and physical structure enable the graded evaluation of the I&C system architecture mod-
elling. The component criterion captures the modelling of single components and, for 
example, component attributes, whereas the physical structure criterion encompasses 
the comprehensive modelling of the physical I&C system structures. Hierarchy and com-
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position/decomposition are aimed at the syntax for modelling the product structure. In 
addition the criterion of change of physical structure considers the modelling of the ef-
fects of, for example, failures (see section 3.1) on the physical and function I&C system 
structures. The group of structures is renamed to the function structure, so as to differen-
tiate it from the product structure group. In order to evaluate the syntax of interrelations 
between the product view and the function view, the additional criterion for the evalua-
tion of interrelations is introduced [GÖRING AND FAY 2012]*. 

Table II. Extended VDI/VDE-3681 evaluation criteria for description languages 

Formal basis 

Formal 

Description of 
behaviour 

Deterministic 

Semi-formal Non-deterministic 

Informal Static 

Representation 

Textual Dynamic 

Mathematical-symbolic 
Explicit time  
representation 

Discrete event-driven 

Graphical Time-discrete 

Tools 

Research Time-continuous 

Prototypical application 

Synchronisation 

Synchronous 

Industrial application Asynchronous 

Additional  
criteria 

Interrelations Concurrent 

Product  
structure 

Components 
Function 
structure 

Hierarchy 

Physical structure Composition/decomposition 

Hierarchy Structural change 

Composition/decomposition 
 

Change of physical structure 

3.5.2 Mapping of the Technical Requirements onto the Extended 
Evaluation Criteria 

The extended evaluation criteria provide the framework for the description language 
evaluation, where the mapping of the technical requirements derived in section 2.3.2 
onto the evaluation criteria is required in order to base the description language analysis, 
in chapter 4, on target criteria for the description language being synthesised. In the ini-
tial step, the technical requirements are mapped to the views on I&C systems, subse-
quently followed by the mapping onto the extended evaluation criteria, as accomplished 
in the author’s publication [GÖRING AND FAY 2012A]*. 

The mapping of the technical requirements onto the views on I&C systems is shown in 
Table III, in which the technical requirements are mapped to the product structure, func-
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tion structure, and behaviour view consisting of different requirement groups. The rela-
tionships between the technical requirements and the requirement groups are included 
in the rightmost column of the table in Appendix A. The technical requirements are main-
ly assigned to the product structure and the function structure. These views comprise of 
five and four requirement groups respectively, which represent abstractions of the tech-
nical requirements. The product structure is concerned with the modelling of the com-
plete I&C system architecture, fulfilled by the modelling of interfaces, design features, 
CCF, and different SSC characteristics. Out of the required design features the require-
ment for the fail-safe design is, solely, not mapped to the corresponding requirement 
group. This is because of its addressed requirement for comprehensive process 
knowledge and the accompanying specific I&C system design solutions. The fail-safe de-
sign is not comparable to the other design features and not considered for the I&C sys-
tem modelling, subsequently leaving the fail-safe design to the specific I&C engineering. 
The function structure, on the contrary, is responsible for the modelling of the function 
chains, which are composed of all components involved in an I&C function, i.e. starting 
with the process variables and sensors and ending with the actuators. The function struc-
ture is supplemented by requirements related to the allocation of I&C functions to the 
I&C systems, the safety concept, and different function characteristics. 

Table III. Alignment of the technical requirements with the views on I&C systems 

 Requirement group Explanation 

Pr
od

uc
t s

tr
uc

tu
re

 

Structures, systems,  
and components 

Modelling of the complete I&C system architecture consisting of 
e.g. sensors, processing components, actuators, and power supply 

Interfaces Modelling of interfaces within and at I&C system boundaries 

Design features Independence, separation, redundancy, and diversity 

Common cause failures Modelling of dependencies between I&C systems and components 

System/ component  
characteristics 

Classification, configuration management for hardware and soft-
ware, documentation, qualification, … 

Fu
nc

tio
n 

st
ru

ct
ur

e 

I&C functions Modelling of the functional chains from sensors to actuators 

Allocation of I&C func-
tions to I&C systems 

Modelling of the dependencies between the I&C system architec-
tures and the I&C functions 

Safety concept 
Modelling of the safety concept, i.e. the hierarchical safety func-
tion concept, the concept of defence-in-depth, and the safety 
classification 

Function characteristics Categorisation, automation, priority, … 

Be
ha

vi
ou

r 

Analysis of event  
sequences 

Modelling of event sequences and corresponding I&C system  
responses 

Failure combinations 
Modelling of the single-failure criterion and consequential failure 
combinations 

System behaviour 
Non-deterministic, deterministic, cyclic, and dynamic behaviour,  
asynchronous and concurrent processes 
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Although the IEC 81346 views on I&C systems are utilised within this thesis, the location 
view is not considered in Table III, because the necessity for the location view is based on 
the design features of redundancy, independence and separation and the analysis of the 
effects of internal and external hazards. The corresponding technical requirements are 
assigned to the product structure and the behaviour view. The behaviour view is added 
due to the technical requirements related to the analysis of event sequences. With the 
objective of completeness, the system behaviour requirement group is integrated into 
Table III with the corresponding technical requirements are stated in Appendix A. Howev-
er, it should be noted that the system behaviour is not relevant to the description lan-
guage synthesis in the scope of this thesis. 

The mapping of the technical requirements onto the extended evaluation criteria for de-
scription languages, via the abstraction of the views on I&C systems and the requirement 
groups, is shown in Figure 3-5. The solid arrows indicate the required mappings, whereas 
the dashed arrows indicate the additional mappings based on the system behaviour re-
quirement group. The mapping of the technical requirements onto the evaluation criteria 

Figure 3-5. Mapping of the technical requirements onto the extended  
evaluation criteria 
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for description languages yields the target criteria for the description language evalua-
tion, these are highlighted in Figure 3-5. The importance of the physical I&C system struc-
ture is reflected in the requirement for the modelling of all product structure criteria, 
supplemented by the criteria of hierarchy and composition/decomposition for the func-
tion structure, in addition to the modelling of the relationships between the two struc-
tures. Regarding the analysis of the I&C system models, the failure combinations require 
the fulfilment of the criterion of change of physical structure, whereas structural change 
of the function structure is not required. The analysis of event sequences requires the 
modelling of deterministic behaviour, the representation of discrete event-driven time, 
and the modelling of asynchronous and concurrent event sequences. The requirement 
groups of system and function characteristics are not mapped to the extended evaluation 
criteria, because this general information about I&C systems is not considered in the de-
scription language synthesis and usually added as attributes to the description languages. 
However, the system and the function characteristics are considered for the description 
language synthesis in chapter 5. 

These target criteria form the basis for the description language evaluation in chapter 4 
and for the description language synthesis in chapter 5. The three remaining require-
ments groups of evaluation criteria in Table II, i.e. formal basis, representation, and tools, 
are not affected by the technical requirements. 

3.5.3 Additional Requirements for the Description Language 
Besides the technically based target criteria for the description language, additional re-
quirements exist for the description language, i.e. regarding the applicability. The descrip-
tion language … 

1. …must be easily amenable for the engineering, so that its concepts are easy to com-
prehend and simple in application (see section 2.4). This requirement entails a semi-
formal basis of the description language, which does not build on a mathematical-
symbolic representation but also avoids informal syntax [VDI/VDE 3681 2005]#; 

2. ...must allow for the support of the automated I&C system model analysis with re-
spect to the superposition of postulated failure combinations and pre-defined event 
sequences, which provides support to the I&C engineering (see sections 1.2 and 
2.3.2); 

3. …must be applicable in the I&C safety life-cycle, where it must be adaptable to the 
I&C engineering phases and must, especially, enable the analysis of the I&C system 
designs (see section 2.4); 

4. …must fulfil the role of the interface between the process engineering and the I&C 
engineering, i.e. it must transform the process related requirements into the I&C sys-
tem designs (see sections 1.1 and 2.2). 
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4 Analysis and Comparison of Description Languages 

This chapter presents the analysis and comparison of existing description languages for 
the modelling of I&C. In the upcoming section 4.1, different description languages are 
introduced, including a short description, their utilisation, and examples of current re-
search. The selection of description languages for analysis and comparison is based on 
their capability to model the views on I&C systems, especially the function structure and 
the product structure. 

This is followed in section 4.2 by the evaluation of the description languages, for which 
the extended evaluation criteria, established in section 3.5.1, are utilised. The addressed 
description languages are then compared to the target criteria of section 3.5.2. Under the 
consideration of the additional requirements for the description language, established in 
section 3.5.3, the basis for the description language synthesis in chapter 5 is selected, i.e. 
one of the presented description languages, and the selection is justified. 

4.1 Description Languages for Modelling I&C 

4.1.1 Sequential Function Chart and Function Block Diagram 
The Sequential Function Chart (SFC) and the Function Block Diagram (FBD) are estab-
lished description languages specified as part of the IEC 61131-3 programming languages 
[IEC 61131-3 2003]# for the programming of programmable logic controllers (PLC). Among 
the IEC 61131-3 programming languages the SFC is utilised for the conceptual modelling 
of the control flow of sequential and parallel processes [JOHN AND TIEGELKAMP 2010], i.e. 
the “SFC was defined to break down a complex program into smaller manageable units 
and to describe the control flow between these units” [JOHN AND TIEGELKAMP 2010], where-
as the FBD allows for the detailed modelling of the PLC program behaviour. 

The SFC comprises of two representations, of which the textual representation is primari-
ly utilised for the exchange of information between tools. The graphical SFC representa-
tion consists of two symbols: steps and transitions. The steps are composed of instruc-
tions for the modelling of the PLC program behaviour, for which any of the IEC 61131-3 
programming languages can be utilised, whereas the transitions serve for the modelling 
of the control flow between the steps. The steps and the transitions are modelled alter-
nately in the SFC network structure, where the Boolean expressions of the transitions 
activate and deactivate the steps. Starting with an initial step, the steps and the transi-
tions are structured sequentially, however the SFC also allows for the modelling of diver-
gent and convergent processes including priority control. This also includes concurrent 
processes, but the modelling of synchronisation between the processes is excluded. 
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In contrast to the control flow modelling of the SFC, the specific PLC program behaviour 
can be modelled under the utilisation of the FBD. When modelling the information flow 
with the FBD, the graphical symbols of blocks and connections are available. The former 
symbol represents standard functions like counters and Boolean expressions, as well as 
more specific user defined functions. The latter symbol of connections is utilised for the 
connection of the blocks resulting in the FBD network structures. The FBD supports the 
flexible connection of the blocks, and thus enables the modelling of arbitrarily complex 
information flow. 

Similar to the FBD is the description language Continuous Function Chart (CFC). According 
to [YU ET AL. 2012], the CFC is equal to the FBD with both relying on the connection of 
function blocks for the modelling, but there are differences which exist between the de-
scription languages when compared in detail. The FBD is standardised and promoted as 
part of the international standard IEC 61131-3, whereas the CFC is supplier specific and 
various versions are in existence [WARDANA, FOLMER, AND VOGEL-HEUSER 2009]. Despite the 
CFC ever more frequently superseding the FBD in the process industries [IACOB, ANDREESCU, 
AND MUNTEAN 2009], the FBD is utilised for the comparison of existing description lan-
guages, in this thesis, due to its standardised status. 

For the programming of PLC, the SFC and the FBD represent established description lan-
guages commonly utilised. On one hand, research is interested in the further develop-
ment of the standard IEC 61131 [PLCOPEN 2012]@, and on the other hand, the verification 
of the IEC 61131-3 models is of interest, e.g. [WARDANA 2009], [BLECH 2011], [PRÄHOFER, 
RAMLER, AND GRILLENBERGER 2011], and [SOLIMAN, THRAMBOULIDIS, AND FREY 2012]. With re-
spect to the underlying application of this thesis, the control flow of sequential and paral-
lel processes of the SFC provides the syntax and semantics for the modelling of I&C func-
tions, this is emphasised by [YU ET AL. 2012A], whereas the FBD is applicable to the model-
ling of the logic of the I&C functions. 

4.1.2 IEC 61499 Function Blocks 
The concept of function blocks (FB) is described and adapted in the standard IEC 61499 
[IEC 61499-1 2005]#, which has the objective to overcome the IEC 61131-3 deficiency in 
the flexible development of distributed control systems [THRAMBOULIDIS 2005]. In contrast 
to the SFC and FBD, the IEC 61499 FB concept is embedded in a hierarchical framework 
modelling the physical structure of distributed control systems. At the highest level, the 
control system is composed of different components, which have at least one interface, 
either an interface to the physical plant processes or a communication interface. At the 
component level, the components are constituted of several resources representing func-
tional units. The functions are allocated to the components, in addition to the resources 
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of the components, thus taking the characteristics of distributed control systems into 
consideration. 

In the scope of [IEC 61499-1 2005]#, the functions are represented as networks of FBs, but 
the FBs are structured differently compared to IEC 61131-3. The IEC 61499 FBs consist of 
the FB head and the FB body, where the FB head manages the control flow of the func-
tion and the FB body is responsible for the data flow. For the control flow, IEC 61499-1 
utilises the event based execution control chart, which is a variant of the state chart 
[THRAMBOULIDIS 2005], whereas the data flow can be, for example, implemented utilising 
any of the IEC 61131-3 description languages. 

The active utilisation of the IEC 61499 FB in research [THRAMBOULIDIS, ZOITL, AND VYATKIN 

2009] is shown in several publications. The alignment of the IEC 61499 reference model 
with the engineering of mechatronic components is presented by [SÜNDER ET AL. 2005], the 
combination of IEC 61499 and UML and Gantt Charts for the reconfiguration of distribut-
ed controllers is examined by [PANJAITAN, HUSSAIN, AND FREY 2005], a UML based develop-
ment process for IEC 61499 is proposed by [HUSSAIN AND FREY 2006], the utilisation of IEC 
61499 for the modelling of energy autarchic manufacturing is presented by 
[GERBER,HIRSCH, AND HANISCH 2009], and the transition from IEC 61131-3 to IEC 61499 is 
examined by [GERBER, HANISCH, AND EBBINGHAUS 2008] and [CAMPANELLI, FOGLIA, AND PRETE 

2012]. However, the standard is not yet established within the industry [THRAMBOULIDIS, 
ZOITL, AND VYATKIN 2009], and research has to, for example, consider the following prob-
lems: requirements elicitation, programming in the whole, location transparency in de-
sign space, and run-time environments [THRAMBOULIDIS, ZOITL, AND VYATKIN 2009], as well as 
the concept of events [THRAMBOULIDIS 2012]. For the modelling of safety significant I&C 
systems in nuclear power plants, the IEC 61499 FB concept is comparable to the IEC 
61131-3 FBD and enables modelling of the I&C function logic. However, the main differ-
ences exist in the consideration of the hierarchical framework of the physical structure 
and the event based control flow of IEC 61499. 

4.1.3 Formalised Process Description 
The Formalised Process Description (FPD) description language is specified in guideline 
VDI/VDE-3682 [VDI/VDE 3682 2005]#. With the objective of a seamless engineering pro-
cess, the FPD is developed as a description language for the modelling of technical pro-
cesses, which yields process models that are simple, discipline independent, easily com-
prehensible, and applicable throughout the entire life-cycle [POLKE AND SCHNIEDER 2003]. 
For technical process modelling the FPD is composed of a graphical representation, which 
is supplemented by a textual representation, i.e. an information model. 

The graphical process modelling is based on the concept of process operators changing 
the state of products, such as materials, and energy [POLKE AND SCHNIEDER 2003]. The 



Analysis and Comparison of Description Languages 67 

graphical representation utilises four symbols modelling products, energy, process opera-
tors, and technical resources, i.e. components. These are supplemented by modelling the 
flow between the products, the energy, and the process operators. Moreover, the utilisa-
tion of the technical resources by the process operators can be modelled. The FPD allows 
for the modelling of balance boundaries, so that the input and output quantities of pro-
cesses can be determined, including the composition and decomposition of process op-
erators. The information model establishes the conceptual relationship between the 
symbols and provides the syntax for the modelling of attributes, i.e. attributes for the 
identification and characterisation of the symbols. 

An exemplary application of the FPD and the prototype of a software based tool are 
shown by [FELLEISEN ET AL. 2009], whereas the benefits of the FPD are addressed by 
[FELLEISEN ET AL. 2009A]. [FELLEISEN ET AL. 2009A] specifically highlights the advantages of 
modelling the material flow compared to the existing flow diagrams located in ISO 10628 
[ISO 10628 1997]#, i.e. block diagrams, process flow diagrams, and piping and instrumen-
tation diagrams (P&ID). The FPD’s objective of the seamless engineering process is ad-
dressed in several publications. [STRUBE ET AL. 2011] connect the FPD to the modelling of 
physical plant structures, which is further extended by [JÄGER ET AL. 2012] to the early life-
cycle phase of requirements specification, accompanied by the implementation of the 
FPD in MS Visio. The seamless engineering is likewise considered by [ULRICH 2009], where 
a method for the seamless planning of process plants, based on the FPD, is presented. 
These publications show that for the FPD all means of the I&C engineering are addressed, 
i.e. the description language, method, and tools. Research is also concerned with the 
syntax and semantics of the FPD, where [CHRISTIANSEN ET AL. 2012] propose the extension 
of the FPD to include the modelling of alternative and parallel processes under the utili-
sation of existing description languages, inter alia the IEC 61131-3 SFC. For the modelling 
of I&C functions the FPD is comparable to the SFC, although its focus is on the technical 
processes and it considers the states and state transitions of the involved products and 
energy. Moreover, the relationships between the utilised components are established, 
especially between resources (product structure) and functions (function structure). 

4.1.4 Process Specification Language 
The Process Specification Language (PSL) is a description language for modelling discrete 
processes, e.g. manufacturing and business processes, which is standardised under the 
international standard ISO 18629 [ISO 18629 2004]#. In contrast to the FPD, its primary 
objective is not the modelling of processes but the exchange of process information be-
tween different tools [SCHLENOFF ET AL. 2000], although it can also be utilised for the mod-
elling of processes. For modelling, PSL reverts to a textual representation, of which the 
syntax is based on first-order logic and the semantics are specified in the PSL ontology 
[GRÜNINGER 2004]. The utilisation of first-order logic [GENESERETH AND NILSSON 1987] results 
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in unambiguous semantics, which claim completeness due to the modular and extensive 
structure of the PSL ontology. Further information about the first-order logic is presented 
as part of the PSL representation formats, i.e. the Knowledge Interchange Format 
[GENESERETH AND FIKES 1992] and the Common Logic Interchange Format [ISO/IEC 24707 

2007]#. 

The modular PSL ontology [GRÜNINGER AND MENZEL 2003] consists of different, specific con-
cepts6 for modelling processes, of which each concept comprises of a lexicon, i.e. the 
definition of relations, functions, and constants with different arities, and several axioms 
constraining the utilisation of the lexicon to the scope of the corresponding concept. The 
fundamental concept for modelling processes is represented by the PSL-Core, whereas 
the remaining concepts, i.e. the PSL Outer Core, extend the expressiveness of the PSL-
Core concept. The PSL-Core is composed of four disjointed relations: activity, activi-
ty_occurrence, timepoint, and object. An activity is specified as a general, reusable behav-
iour in the discipline being considered, whereas an activity_occurrence corresponds to 
the occurrence of an activity at a specific point in time i.e. a timepoint. Finally, an object is 
the model of anything else out with the other three relations, e.g. a component. The de-
composition of activities is considered within the subactivity concept, whereas the con-
cept of occurrence trees models the hierarchical structuring of all possible sequences of 
activity_occurrences for a given set of activities. In consequence, the resulting occurrence 
trees comprise the desired sequences of activity_occurrence under consideration, but 
also undesired or even impossible sequences. The concept of discrete states introduces 
states as objects, which are altered due to activity_occurrences and are valid prior to, or 
hold after, the activity_occurrences. Concurrency of activities is modelled by the atomic 
activity concept, where instead of modelling several concurrent activity_occurrences, 
concurrency relies on the occurrence of one concurrent activity, i.e. an atomic activity. 
The composition of activities is specified as part of the complex activity concept, which is 
complemented by the concept of activity occurrence for modelling the occurrence of 
complex activities. Further extensions of PSL are stated in [PSL 2012]@, of which, for ex-
ample, the resource concepts allow for modelling the interrelations between the pro-
cesses and the resources. 

The diverse utilisation of PSL is shown in different publications, e.g. the modelling of se-
mantic web services [GRÜNINGER 2003], the general description of flow models [BOCK AND 

GRÜNINGER 2005], its utilisation for the information exchange [VOTH 2005], and the model-
ling of manufacturing processes [QIAO, KAO, AND ZHANG 2011]. In combination, the PSL con-

                                                                        
6 Due to the utilisation of first-order logic, the concepts are denoted as theories. The entire PSL ontology is 
clearly presented on PSL’s website of the National Institute of Standards and Technology [PSL 2012]@. 
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cepts provide the syntax and semantics for modelling I&C functions, which is extended to 
modelling simple physical structures via the PSL extensions. 

4.1.5 Unified Modeling Language 
Within the software engineering discipline the Unified Modeling Language (UML) [OMG 

UML 2011]# is the de facto, standard, object oriented description language for modelling 
all software aspects [PENDER 2003]. UML integrates fourteen different graphical descrip-
tion languages, an overview of these is shown in Figure 4-1. The languages are classified 
into description languages for modelling structure and behaviour, including functions. In 
the following section, the description languages are shortly presented, however their 
symbols are not discussed as the graphical representation typically reverts to standard 
symbols and their connections. 

Modelling structure is primarily determined by the class diagram for modelling the overall 
system structure. This is composed of classes, including their attributes and methods, and 
relationships for modelling associations, aggregations, and generalisations7. The inner 
structure of a class can be modelled through the utilisation of the composite structure 
diagram, whereas a snapshot of the changing software is modelled with the object dia-
gram. This expands the class diagram and models object instances and their attributes 
and relationships at a specific point in time. Whereas the former three description lan-
guages focus on classes, the component diagram is utilised for modelling of software 
components, their interfaces and the connections of the components, which is more de-

                                                                        
7 Figure 4-1 is a class diagram showing the generalisation of the different description languages. 

Figure 4-1. UML description languages for modelling structure and behaviour  
[OMG UML 2011A]# 
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tailed and closer to the implementation in comparison to the classes. Components in the 
sense of I&C systems are considered in the deployment diagram, where the software 
components are allocated to the hardware components as a prerequisite for the imple-
mentation. The last two structure description languages, i.e. the package diagram and the 
profile diagram, support the engineering by arranging the structure information. For 
modelling behaviour and functions, seven description languages are available, as shown 
in the right side of Figure 4-1. The use case diagram provides a high level model of the 
system’s utilisation and external relationships. For modelling functions the activity dia-
gram is utilised, this is comparable to the FPD [CHRISTIANSEN ET AL. 2012] and models the 
information flow through connected actions. States and state transitions are modelled 
with the state machine diagram, which is comparable to the IEC 61499 FB execution con-
trol chart, whereas the relationships between objects are modelled with the four descrip-
tion languages of the interaction diagram class. An overview of the object relationships is 
modelled with the interaction overview diagram, whereas the message exchange be-
tween objects is modelled in detail utilising the communication diagram and the se-
quence diagram, which comprise of the same semantic with a different syntax. Finally, 
the timing diagram enables the modelling of detailed timing constraints. 

UML’s fundamental status for software engineering is expressed in a variety of publica-
tions, in addition to being considered within the I&C discipline. [FISCHER AND VOGEL-HEUSER 

2002] examine the advantages and disadvantages of the UML extension UML Real Time 
for I&C applications, [THRAMBOULIDIS 2004] considers the model driven approach of UML in 
the I&C discipline, [KATZKE AND VOGEL-HEUSER 2005] develop an UML extension for the pro-
cess automation discipline, i.e. UML-PA, [SECCHI, BONFE, AND FANTUZZI 2007] present UML’s 
benefits within mechatronics, [BASILE, CHIACCHIO, AND DEL GROSSO 2008] show the UML 
based development of distributed control systems, and [WITSCH, SCHÜNEMANN, AND VOGEL-
HEUSER 2008] combine UML and the IEC 61131-3 description languages. Although UML 
concentrates on software engineering, it is considered for the evaluation of description 
languages due to its syntax and semantics for modelling physical structures and function 
structures. In comparison to the description languages presented in the previous four 
sections, UML’s approach of integrating several description languages extends its syntax 
and semantics, but this also involves challenges for the engineering and the description 
language evaluation, which are discussed in section 4.2.2. 

4.1.6 Systems Modeling Language 
The Systems Modeling Language (SysML) [OMG SYSML 2012]# represents an integrated 
graphical description language for “representing systems that may include combinations 
of hardware, software, data, people, facilities, and natural objects” [FRIEDENTHAL, MOORE, 
AND STEINER 2008]. For modelling systems, SysML makes use of UML and partially inte-
grates the UML specification denoted as UML4SysML. Moreover, SysML extends the syn-
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tax and semantics of UML. The SysML description languages are shown in Figure 4-2, of 
which four description languages are identical to those in UML8, three are modified for 
SysML, and two are SysML specific. 

At the root of systems modelling, the block definition diagram represents the structural 
composition of the systems utilising the general purpose syntax and semantics of blocks. 
The blocks, which correspond to the UML classes, model the system concept in its parts, 
consist of properties, i.e. attributes, and their relationships can be modelled with associa-
tions, dependencies, and generalisations. The inner structure of a block is modelled utilis-
ing the internal block diagram which is similar to the UML composite structure diagram. A 
new description language for structure modelling is the parametric diagram, this allows 
for modelling constraints related to the block properties and subsequent performance 
analyses. Likewise, the requirement diagram is specific to SysML and provides the syntax 
and semantics for modelling requirements and their relationships to the blocks, thus veri-
fying the requirements in the system life-cycle. Among the description languages for 
modelling behaviour and functions, SysML utilises the use case diagram, the state ma-
chine diagram, and the sequence diagram, i.e. the remaining UML description languages 
regarding interactions are not considered. The activity diagram is integrated into SysML as 
specified in UML, although it is modified with respect to details such as modelling the 
probability of actions or modelling disabling of actions. 

In the same way as UML is the de facto standard for software engineering, SysML repre-
sents the de facto standard for engineering and modelling systems [SCHÄFER AND WEHRHEIM 

2007], especially due to the flexible utilisation of the blocks. [LINHARES ET AL. 2007] take the 
system verification of the SysML requirement diagram into consideration, [SCHÜTZ AND 

                                                                        
8 These description languages are introduced in section 4.1.5. 

Figure 4-2. SysML description languages [OMG SYSML 2012]# 
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WANNAGAT 2009] model I&C systems utilising SysML, [ALT 2009] utilises SysML for model-
ling car multimedia systems in his dissertation thesis, [ANDERSSON ET AL. 2010] report on 
the experiences of introducing SysML in the aviation field, and [PIÉTRAC, LELEVÉ, AND HENRY 

2011] present the modelling of MES with SysML. In consequence, SysML provides the 
syntax and semantics for comprehensive modelling I&C systems. In comparison to UML, 
the description languages for modelling of structure are more amenable to technical sys-
tems and the behaviour description languages cover the main aspects of I&C system be-
haviour and functions. In addition, the requirement diagram considers the important as-
pect of requirements for the I&C system design. The challenges for the engineering and 
description language evaluation, due to the integrated description languages, also exist 
for SysML and are discussed in section 4.2.2. 

4.1.7 Computer Aided Engineering eXchange 
The description language Computer Aided Engineering eXchange (CAEX) [IEC 62424 

2010]# was developed with the objective of seamless data exchange between several 
engineering tools [FEDAI ET AL. 2003]. CAEX comprises of a textual representation, which 
utilises the Extensible Markup Language (XML) [XML 2012]@, and implements object ori-
ented principles for the general modelling of hierarchical structures. The syntax and se-
mantics of CAEX are determined by the P&ID and its relationship with process engineer-
ing [DRATH AND FEDAI 2004], for which the standard IEC 62424 specifies the data exchange, 
with CAEX, between the P&ID and the subsequent I&C engineering. For this reason, its 
utilisation is not constrained to the data exchange only, but CAEX is also applicable to the 
modelling and simulation in the system development process [FALTINSKI ET AL. 2012]9. 

Modelling with CAEX is based on four symbols: Roles, SystemUnits, Interfaces, and the 
InstanceHierarchy. The concept of the Roles is fundamental to CAEX as they represent 
intended objects and their requirements, i.e. functions. On the basis of the P&ID, which 
represents the functional structure of a plant [SCHMITZ, SCHLÜTTER, AND EPPLE 2008], the 
Roles are abstract models of these functions and do not consider their technical imple-
mentation. For modelling the Roles, CAEX reverts to attributes and external interfaces 
(see Figure 4-3). The technical implementation of the Roles is modelled by the SystemU-
nits, which represent physical and logical plant objects, i.e. vendor and project specific 
information. In contrast to the Roles, the SystemUnits are composed of attributes, exter-
nal interfaces, internal elements, and internal links, as shown in Figure 4-3. This structure 
allows for detailed modelling the technical implementations including their inner struc-
ture. The difference between the Roles and SystemUnits enables top-down engineering, 
in which initially the Roles are engineered followed by the technical implementations in 

                                                                        
9 [FALTINSKI ET AL. 2012] consider CAEX as part of AutomationML, which is introduced in section 4.1.8. 
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the form of SystemUnits. In the scope of CAEX, the different Roles and SystemUnits are 
connected via Interfaces, which for example model signal flow and material flow, but also 
allow for modelling dependencies [GÜTTEL AND FAY 2008]. Considering the implementation 
of object oriented principles in CAEX, the Roles, SystemUnits, and Interfaces are specified 
in classes, which are combined within libraries. When modelling original systems, the 
classes are instantiated and the instances are hierarchically structured in the InstanceHi-
erarchy representing the model of the original. The instances are represented by internal 
elements, which comprise of references to Roles, SystemUnits, and Interfaces. The In-
stanceHierarchy on one hand models the mereology, i.e. the hierarchical interrelations 
between parts and wholes, and on the other hand the topology which considers the con-
nections between the Interfaces. 

In consequence, these four symbols of CAEX provide the general syntax for modelling any 
kind of hierarchical structure. The symbols represent the syntax of CAEX, whereas the 
standard itself does not provide comprehensive semantics. As expressed by [FEDAI ET AL. 
2003] and exemplarily shown and stated in the author’s publication [HOLM ET AL. 2012]*, 
CAEX is rather a meta-metamodel (see section 3.2.1 for the metamodel hierarchy), which 
in combination with the corresponding semantics, yields a metamodel for the description 
of I&C system models. The applicability of CAEX is shown in several publications. [DRATH, 
FAY, AND SCHMIDBERGER 2006] utilise CAEX for the automated engineering of simple I&C 
functions, [RUNDE AND FAY 2008] apply CAEX to building automation system modelling, 
[GÜTTEL AND FAY 2008] model the hierarchical plant, control, and bus structures of manu-
facturing plants utilising CAEX, and [STRUBE ET AL. 2011] model process plants with CAEX. 
Due to its status as a meta-metamodel, CAEX is openly applicable to modelling I&C sys-
tems, and it especially allows for modelling the physical structures and the function struc-
tures of I&C systems. 

4.1.8 AutomationML 
The concept of CAEX is utilised for the description language AutomationML (AML) [DRATH 

2010], which takes CAEX as its basis and expands the syntax and semantics to the model-
ling of geometry, kinetics and behaviour by integrating further description languages. The 

Figure 4-3. Schematic diagram of the CAEX symbols (based on [IEC 62424 2010]#) 
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focus of AML is on the data exchange 
between engineering tools, however, 
like CAEX it is applicable to the entire 
engineering process [FALTINSKI ET AL. 
2012]. Currently, AML is undergoing 
standardisation10, and detailed infor-
mation about AML is available in its 
whitepapers [AUTOMATIONML 2012]@, 
which present the AML architecture as 
shown in Figure 4-4. 

The first part of AML is associated with the general architecture and presents the utilisa-
tion of CAEX for modelling hierarchical structures [AML 2012]. The AML expansion of 
CAEX’s syntax and semantics involve four aspects relevant for this thesis: groups, facets, 
the three view concept, and ports. Firstly, groups represent filters of internal elements in 
the InstanceHierarchy, allowing the structuring of the InstanceHierarchy information with 
respect to specific objectives. Secondly, facets filter the attributes and interfaces of inter-
nal elements in the InstanceHierarchy with respect to specific objectives. Thirdly, the 
three view concept [GÜTTEL AND FAY 2008], [SCHLEIPEN AND DRATH 2009], as it is presented in 
section 3.3, introduces specific views on the systems, which are fixed within the scope of 
AML, but are adaptable so as to, for example, implement the IEC 81346 views on I&C sys-
tems. And finally, ports represent the combination of multiple interfaces and hence allow 
for the modelling of complex interfaces. The second part of AML introduces role class 
libraries [AML 2012A]11, of which the base classes, the manufacturing industry role clas-
ses, and the control system role classes are normative. These libraries provide basic se-
mantics, which are missing for CAEX, and support the seamless engineering objective. 
The third part of AML presents the integration of description languages for modelling 
geometry and kinetics [AML 2012B], this however is not relevant with regards to this the-
sis. And the fourth part of AML considers modelling behaviour [AML 2012C], for which 
AML integrates the following description languages, which are described with PLCopen 
XML [PLCOPEN 2012A]@: Gantt Charts, PERT Charts, impulse diagrams, SFCs, and state 
charts. 

AML is based on CAEX, and its expansions of the syntax and semantics are of relevance to 
the engineering. Current research concentrates, for example, on the semantic standardi-
sation of AML [DRATH AND BARTH 2012] and the utilisation of the discipline independent 
AML information [SCHLEIPEN, GUTTING, AND SAUERWEIN 2012], but it is also interested with 

                                                                        
10 The IEC standardisation project is denoted as IEC 62714-1 Ed. 1.0 [IEC 2012A]@. 
11 Consequently, AML is a metamodel (see section 3.2.1 for the metamodel hierarchy). 

Figure 4-4. Architecture of AutomationML 
[AML 2012] 
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the utilisation of AML in the engineering life-cycle [FALTINSKI ET AL. 2012]. With respect to 
modelling I&C systems, AML’s utilisation of CAEX makes it as applicable as CAEX, although 
its status and expansions provide even more possibilities for the engineering. 

4.1.9 ISO 15926 
The description language ISO 15926, which is 
specified in the same named international stand-
ard [ISO 15926-1 2004]#, has the objective of 
modelling and exchanging the life-cycle infor-
mation of industrial plants. ISO 15926 emerged 
from the work carried out on the product data 
description language STEP [KEMMERER 1999] in 
order to overcome STEP’s limitations in the mod-
elling of “the changes to a process plant during 
its life” [LEAL 2005], which is also relevant for this 
thesis, and modelling the change of physical structure12. The architecture of ISO 15926 is 
shown in Figure 4-5 and consists of two parts, both of which are utilised for the model-
ling. On one hand, the generic data model specifies the ISO 15926 syntax and semantics 
on a conceptual level, and on the other hand, the reference data provides comprehensive 
semantics to the generic data model. Because ISO 15926 “defines the meaning of the life-
cycle information in a single context supporting all the views that process engineers, 
equipment engineers, operators, maintenance engineers and other specialists may have 
of the plant” [ISO 15926-1 2004]# its generic data model is fundamentally applicable and 
equates with an ontology [BATRES ET AL. 2007]. 

The generic data model is specified in the second part of standard [ISO 15926-2 2003]#. 
An excerpt showing the relevant description language symbols is shown in Figure 4-6. 
Within ISO 15926, a thing is specified as “anything that is or may be thought about or 
perceived, including material and non-material objects, ideas, and actions” [ISO 15926-2 

2003]#, i.e. the thing represents everything. It is subdivided into possibleIndividuals and 
abstractObjects, of which the possibleIndividual models “a thing that exists in space and 
time” [ISO 15926-2 2003]# and the abstractObject “is a thing that does not exist in space-
time” [ISO 15926-2 2003]#. In consequence, the possibleIndividual models all kinds of 
plant objects existing at any point or period in time, e.g. ideas, requirements, activities, 
and physical objects. Its generality is expressed in its subdivisions, shown in Figure 4-6, 
where the different entities constrain the possibleIndividual’s meaning. On the contrary, 
the abstractObject realises the concept of classification, an example of which is shown in 

                                                                        
12 ISO 15926’s approach to modelling change is further discussed in section 5.3. 

Figure 4-5. Architecture of ISO 15926 
[ISO 15926-1 2004]# 



76 Analysis and Comparison of Description Languages 

Figure 4-6, by the two entities class and classOfIndividual, and allows the modelling of 
the relationships between the possibleIndividuals. Out of the possible relationships, the 
connectionOfIndividuals models the topology of a plant, whereas the compositionOfIndi-
vidual models the hierarchical part-whole relationships, i.e. the mereology, which also 
includes the temporalWholePart relationship for the modelling of change. 

With respect to ISO 15926’s origin and its long history, research has been undertaken 
with regards to its implementation in semantic web technology [KIM ET AL. 2008]. Supple-
menting this, the utilisation of ISO 15926 for information exchange is discussed, for ex-
ample, by [SAMPSON ET AL. 2009], [OPDAHL 2010], and [BERGER ET AL. 2010]. Moreover, 
[EBRAHIMIPOUR, REZAIE, AND SHOKRAVI 2009] utilise the ISO 15926 information to support 
FMEA studies. The comprehensive ISO 15926 syntax and semantics, which are combined 
in one generic data model, are complex but can be applied to modelling I&C systems and 
to modelling temporal change of physical structure. 

4.2 Evaluation of the Description Languages 

4.2.1 Evaluation 
The description languages introduced in the sections 4.1.1 to 4.1.9 cover a broad spec-
trum of the existing description languages applicable to the I&C discipline. The first three 
description languages, i.e. the SFC, the FBD, and the IEC 61499 FBs, originated as pro-
gramming languages for PLC and are utilised in the late design phases of the engineering, 
whereas the FPD considers the interface between the process engineering and the sub-
sequent engineering disciplines in order to yield a seamless engineering process. PSL 
concentrates on the process related information exchange between tools and portrays a 

Figure 4-6. Excerpt of the ISO 15926 generic data model  
(based on [ISO 15926-2 2003]#) 
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Table IV. Qualitative evaluation of the existing description languages for modelling I&C 
1) with the information model attributes, 
    not formal, not graphical 
2) based on [CHRISTIANSEN ET AL. 2012] 
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textual representation of the first four description languages. A different approach is pre-
sented by UML and SysML, which not only consider all modelling aspects of the engineer-
ing life-cycle but also integrate several description languages and provide comprehensive 
syntax and semantics. In a similar fashion, CAEX, AML, and ISO 15926 provide compre-
hensive syntax and semantics, but these description languages comprise a textual repre-
sentation and have the data exchange as their main objective. 

The evaluation of the description languages is shown in Table IV, which contains the ex-
tended evaluation criteria presented in section 3.5.1 and the target criteria established in 
section 3.5.2. The fulfilment of the extended evaluation criteria is qualitatively evaluated, 
at which the dark labelling indicates complete fulfilment, the light labelling indicates par-
tial fulfilment, and the white labelling indicates no fulfilment. The first three groups of 
evaluation criteria, i.e. formal basis, representation, and tools, are stated for complete-
ness because they are part of [VDI/VDE 3681 2005]#. However, in contrast to the remain-
ing evaluation criteria, they are not required for the evaluation of the description lan-
guages’ modelling capabilities in the scope of this thesis. 

The evaluation of the SFC, FBD, and IEC 61499 FBs is adopted from the guideline 
VDI/VDE-3681 [VDI/VDE 3681 2005]# and shows capability for modelling functions and 
behaviour. These description languages do not take the product structure of I&C systems 
into consideration, and although the IEC 61499 FBs comprise of a hierarchical framework 
for the physical structure of distributed control systems, the description language ex-
cludes it from its syntax and semantics. The evaluation of the FPD follows the author’s 
publication [GÖRING AND FAY 2012]*. It is characterised by the integrated consideration of 
the graphical and textual representation, at which the information model contributes to 
the partial fulfilment of the evaluation criteria. Moreover, the proposal in [CHRISTIANSEN ET 

AL. 2012] must be considered for modelling synchronisation between distributed process-
es. The FPD enables modelling technical resources, i.e. components, and consequentially 
fulfils the component criterion and partially the interrelations criterion. For PSL no previ-
ous evaluation exists. In contrast to the other description languages, PSL has a formal 
basis due to its utilisation of first-order logic, and according to the author’s knowledge, 
there is no established tool available. Its semantics are determined by the different con-
cepts and yield the capability for modelling deterministic and static behaviour, event 
driven and time discrete time representation, and asynchronous and concurrent process-
es. In addition the syntax allows for the implementation of hierarchy and composition 
and decomposition. Out of the product structure criteria, solely the component criterion 
is fulfilled, and the interrelations criterion is partially fulfilled. PSL does not allow for 
modelling the physical structure of I&C systems, subsequently it is not capable of model-
ling the comprehensive relationships between the product structure and the function 
structure. For this evaluation of PSL, solely the concepts of the PSL-Core and the PSL Out-
er Core are taken into consideration. For the evaluation of UML and SysML in Table IV the 
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author reverts to the evaluation by [KATZKE 2008] which combines the evaluations of the 
integrated description languages. This combination does not enable a detailed compari-
son with the evaluations of the remaining description languages, because the effect of 
the integration of the description languages on the engineering must also be considered. 
However, as a first step, the UML and SysML evaluations in Table IV can be utilised, but as 
a second step the effects on the engineering are discussed in section 4.2.2. The evalua-
tions of CAEX, AML, and ISO 15926 are based on the author’s publications [GÖRING AND FAY 

2012]* and [GÖRING AND FAY 2012A]*. 

Comparing the description language evaluations to the target criteria for the description 
language, which are shown in the extreme right column of Table IV, the SFC, FBD, IEC 
61499 FBs, FPD, and PSL are not qualified for modelling I&C systems in nuclear power 
plants, because these description languages lack the syntax and semantics for modelling 
the product structure. The strengths of these description languages lie with the modelling 
of functions and behaviour. However, UML, SysML, CAEX, AML, and ISO 15926 fulfil the 
majority of the target criteria and must be taken into consideration for the description 
language synthesis in chapter 5. The main differences between UML and SysML on one 
side and CAEX, AML, and ISO 15926 on the other side are the type of representation and 
integration of several description languages. In the following section 4.2.2, these differ-
ences are discussed with respect to the effects on the engineering and in order to further 
constrain the presented description languages for the selection of the basis of the de-
scription language synthesis, i.e. one of the presented description languages. 

4.2.2 Challenge of Integrating Graphical Description Languages 
The graphical description languages UML and SysML hold the status of de facto standards 
in their respective engineering disciplines and they are widely utilised within these disci-
plines. Both description languages are in the continuous state of further development, 
and there exists different criticism of their syntax and semantics, which equally affects 
the engineering. This section presents the basics of graphical representations, further-
more, the integration of several graphical description languages is considered, thus fur-
ther assessing the evaluation of UML and SysML in Table IV. The assessment concentrates 
on UML, but due to the large overlap between SysML and UML the findings are also ap-
plicable to SysML. 

Within the scope of this thesis, two areas of criticism are of relevance. On one hand, the 
criticism relates to the missing visual cues between the description languages, e.g. by 
[MASRI, GEMINO, AND PARKER 2009] and [MOODY 2009], which hampers the cognitive integra-
tion and negatively affects the engineering based on several description languages repre-
senting complex systems. On the other hand, a common area of criticism, which is often 
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stated, is UML’s complexity, e.g. by [KOBRYN 2002], [DORI 2002], and [ERICKSSON 2008], 
which complicates the utilisation of UML. 

In order to assess the criticism of the missing visual cues, engineering based on graphical 
description languages must be explicated. In general, graphical representations are char-
acterised by a two-dimensional representation comprising eight visual variables [BERTIN 

1983]. The planar variables consider horizontal and vertical positions, whereas the retinal 
variables are distinguished by shape, size, colour, brightness, orientation, and texture. 
Engineering based on description languages with graphical representations makes use of 
three processes: search, recognition, and inference [LARKIN AND SIMON 1987]. Search and 
recognition form the perceptual, i.e. bottom-up, processes, where the information of the 
visual variables is analysed. The bottom-up processes are complemented by the concep-
tual, i.e. top-down, process of inference, where the analysed information is assessed for 
the engineering. In combination, the perceptual and the conceptual processes form the 
cognitive process, which determines the effective engineering based on graphical de-
scription languages. 

The utilisation of several description languages for the modelling of complex systems is 
accounted for by the limits of the human working memory [MILLER 1994] on one hand, 
and by the advantage of emphasising different views on complex systems [KIM, HAHN, AND 

HAHN 2000], which is denoted as the keyhole effect [WOODS AND WATTS 1997], on the other 
hand. According to the study by [KIM, HAHN, AND HAHN 2000], engineering based on several 
description languages requires an extension of the cognitive process to perceptual and 
conceptual integration processes for several description languages. Therefore, [KIM, HAHN, 
AND HAHN 2000] require the implementation of visual cues connecting associated symbols, 
distributed over several models, in order to improve the perceptual integration. In addi-
tion, the conceptual integration is best supported by implementing an overview model of 
the complete system under consideration, i.e. providing context information. The percep-
tual integration with the visual cues can be additionally supported by a suitable search 
strategy, for which [HUNGERFORD, HEVNER, AND COLLINS 2004] state the fast switching be-
tween the models to be most effective. 

The missing visual cues and the lack of an overview model of the system under considera-
tion hamper the utilisation of UML for modelling complex systems, especially as the rela-
tionships between different structures cannot be effectively modelled. An approach to 
overcome this problem is presented by [MASRI, GEMINO, AND PARKER 2009], where the mod-
elling is based on the decomposition of the modelling task with respect to specific as-
pects and supplemented by the subsequent combination of the models on the basis of 
the aspects. This approach is denoted as modular UML, however it does not consider the 
visual cues between the combined models and furthermore it does not systematically 
address the decomposition of the modelling task. Overall, the problem of cognitive inte-
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gration is not addressed in research [BATRA 2008], therefore it remains an open challenge 
to complete effective engineering based on UML. 

The second problem to be assessed is UML’s complexity, which is based on the large 
number of utilised description languages and the implemented graphical syntax of UML. 
Based on the theoretical analysis of the syntax of graphical description languages by 
[MOODY 2009], [MOODY AND VAN HILLEGERSBERG 2009] evaluate the cognitive effectiveness of 
UML and emphasise the complexity of UML’s syntax. In general, graphical description 
languages require more specific training [OTTENSOOSER ET AL. 2012], but this is confronted 
with and hampered by UML’s complexity [SIAU AND LOO 2006], i.e. its number of utilised 
description languages and the missing visual cues. The requirement for comprehensive 
knowledge about UML and the experience utilising UML is confirmed by empirical studies 
[VOGEL-HEUSER ET AL. 2005]. In consequence, the complexity of UML, whether based on the 
number of utilised description languages or the graphical syntax, makes the utilisation of 
UML complicated. 

According to the evaluations of UML and SysML in Table IV, the description languages 
fulfil almost all the target criteria and seem to be suitable for modelling I&C systems in 
nuclear power plants. However, the two areas of criticism presented in this section reveal 
the necessity to further consider the integration of several description languages, so that 
the relevant model content and all model dependencies of interest can be modelled with 
as few as possible modelling objects respectively description languages, and to manage 
the complexity of the syntax in order to yield an effectively engineered solution. This is 
currently not implemented in UML and SysML, subsequently the cognitive integration, 
specifically, hampers the effective engineering. The underlying application of this thesis 
requires the comprehensive modelling of physical structures and function structures, 
supplemented by modelling the relationships between these structures, which requires 
several description languages and strongly relies on the visual cues between the descrip-
tion languages. Moreover, UML’s complexity makes its utilisation more problematic, 
meaning that UML and SysML do not fulfil the first additional requirement in section 
3.5.3 of being easily amenable for the engineering. In general, graphical description lan-
guages have their advantages for the engineering and are principally required for the de-
sign activities, however they lack the capability of comprehensively modelling complex 
systems, therefore UML and SysML do not meet the requirements of this thesis, where 
comprehensive modelling is required for the subsequent analysis of the I&C system de-
sign. Among the introduced description languages CAEX, AML, and ISO 15926 also fulfil 
most of the target criteria and are still considered for the description language synthesis 
in chapter 5. In the following section, the final selection of the description language for 
the synthesis in chapter 5 is justified. 
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4.2.3 Selection and Justification of Utilising AutomationML 
The description languages CAEX and AML are comparable, however AML utilises CAEX as 
its basis and expands its syntax and semantics making it the favoured description lan-
guage for the synthesis in chapter 5. Comparing AML and ISO 15926, Table IV reveals that 
ISO 15926 fulfils all target criteria whereas AML lacks the capability to model the change 
of physical structure. Although, because AML provides the general syntax for implement-
ing the change of physical structure, the applicability of both description languages, i.e. 
ISO 15926 and AML, for the engineering must be taken into consideration for the evalua-
tion. 

The generic data model of ISO 15926 enables the comprehensive modelling of I&C sys-
tems, but, as it is pointed out in the author’s publication [HOLM ET AL. 2012]*, this ad-
vantage is annihilated by the inherent complexity of the generic data model and its com-
plicated utilisation in the engineering. For this reason, the first additional requirement in 
section 3.5.3 is not satisfied, i.e. ISO 15926 is not easily amenable for the engineering. On 
the contrary, the syntax and semantics of AML are simple and easily amenable for the 
engineering, therefore AML fulfils the first additional requirement. Likewise, the other 
additional requirements are fulfilled by AML. The second additional requirement, i.e. the 
support of the automated I&C system model analysis with respect to the superposition of 
postulated failure combinations and pre-defined event sequences, is fulfilled because 
AML’s textual representation, based on XML, makes the modelled information flexible 
and utilisable for further analyses. This characteristic of AML is advantageous as the 
comprehensive syntax and semantics can be utilised in further engineering activities, this 
is in accordance with AML’s objective of data exchange. The fulfilment of the third addi-
tional requirement, i.e. the applicability in the I&C safety life-cycle, is rudimentarily 
shown by [FALTINSKI ET AL. 2012], and the detailed application of the synthesised descrip-
tion language, based on AML, in the I&C safety life cycle is considered in chapter 6. The 
final additional requirement, i.e. the role of the interface between the process engineer-
ing and the I&C engineering, is inherently fulfilled by AML due to its specification as part 
of the standard IEC 62424, which shows its connection to the interface between the pro-
cess engineering and the subsequent I&C engineering. Moreover, the general syntax for 
modelling of the hierarchical structures enables the implementation of modelling of 
views on I&C systems with related discipline-specific structures, as it is stated by [BÖHM ET 

AL. 2011] (see section 3.3). This allows for the independent modelling of the physical 
structures and the function structures, completed by the modelling of the relationships 
between the structures. For these reasons, AML is selected as the basis for the descrip-
tion language synthesis in chapter 5. AML’s missing modelling capability of change of 
physical structure is considered in detail in chapter 5, where the combination of AML with 
PSL for the formal modelling of change of physical structure will be presented. 
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5 Synthesis of the Description Language 

On the basis of the analysis of the state of the art of I&C systems in nuclear power plants 
in chapter 2 and description languages for modelling I&C systems in chapter 4, this chap-
ter presents the synthesis of the description language for the modelling and analysis of 
temporal change of I&C system structures. At first, the overall concept of the description 
language synthesis and method for the description language utilisation is introduced in 
section 5.1, where the different aspects contributing to and their roles within this thesis 
are presented. Subsequently, the synthesis of the description language is presented, 
which is separated into modelling I&C systems and modelling temporal change of physical 
structure. Chapter 5 is concluded with the overview of the implementation of the re-
quirement groups in the synthesised description language in section 5.4. The method is 
considered separately in chapter 6. 

5.1 Overall Concept Overview 
The overview of the overall concept showing the different aspects involved in this thesis 
is shown in Figure 5-1. The upper section of Figure 5-1 shows the aspects relevant for the 
description language synthesis, of which the syntax of the description language AML, the 
structuring principles of standard IEC 81346, and the context of I&C systems in nuclear 
power plants determine the modelling of I&C systems. In contrast, the modelling of tem-
poral change of I&C system structures is based on PSL, which is combined with the ele-
mentary approach for modelling change of the Change Description Language (CDL). On 
one hand, both parts of the synthesised description language are implemented as part of 
a knowledge-based system (KBS), which allows for supporting the I&C engineering. On 
the other hand, the method, of which the relevant aspects are shown in the lower sec-
tion of Figure 5-1, is associated with the implementation of the synthesised description 
language in the I&C safety life-cycle and with the analysis of temporal change of I&C sys-
tem structures. 

As is shown in Figure 5-1, the basis for modelling I&C systems is constituted by the de-
scription language AML, which provides the basic syntax for modelling hierarchical struc-
tures and entails the simplicity of utilisation for the engineering. The evaluation of exist-
ing description languages in section 4.2 reveals that AML fulfils all target criteria for the 
general modelling of I&C systems in nuclear power plants, whereas the fulfilment of the 
missing target criterion for modelling of change of the physical structure is presented in 
section 5.3. Although its syntax is utilised, the semantics of AML are generally not utilisa-
ble within this thesis, and instead the semantics of the description language are deter-
mined by the context of this thesis presented in chapter 2, i.e. I&C in nuclear power 
plants. In order to facilitate the structuring of the extensive I&C system information, this 
thesis reverts to the IEC 81346 views on I&C systems, i.e. the product structure, function 
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structure, and location structure, which establish the required framework for the analysis 
of temporal change of I&C system structures (see section 3.3). The second part of the 
description language synthesis relates to modelling the temporal change, which, as the 
introduction of AML in section 4.1.8 shows, so far is not considered. Based on existing 
approaches for modelling change, temporal change of I&C system structures is conceptu-
alised under the utilisation of the elementary approach of CDL, which establishes a fun-
damental and simple concept for modelling change in geographic information systems, 
which is subsequently integrated into the synthesised description language. In order to 
additionally integrate a formal basis for modelling temporal change, the syntax and se-
mantics of PSL are exploited and adopted to the conceptualisation. The overview of 
modelling temporal change of I&C system structures, based on PSL and CDL, is elaborated 
in section 5.3. 

In summary, the description language synthesis unites the four addressed description 
languages: AML, IEC 81346, PSL, and CDL, and utilises their syntax and semantics within 

Figure 5-1. Overall concept overview of this thesis 
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the scope of this thesis. As is concluded in section 3.2.1, the description language to be 
synthesised should serve as a metamodel13 for the modelling and analysis of temporal 
change of I&C system structures, which supports the I&C engineering with a sound basis 
for the design decision making. In order to revert to the modelling capabilities of the 
metamodel and support the I&C engineering, the analysis of temporal change must be 
automated. In this context, the formal modelling of temporal change is required. The 
metamodel is exemplarily implemented as part of a KBS. 

The method for the utilisation of the metamodel takes the form of two parts: a method 
for modelling I&C systems and a method for the analysis of the described I&C system 
models with respect to temporal change of I&C system structures. The starting point for 
the method is the IEC 61513 I&C safety life-cycle which establishes the framework for the 
method. The modelling of I&C systems concentrates on the initial life-cycle phases, so as 
to support the I&C engineering with the I&C system models as early in the life-cycle as 
possible, i.e. front-end loading is sought. Therefore, this thesis reverts to a two-step 
modelling approach. For the analysis of the I&C system models, i.e. the second part of 
the method, the deterministic safety concept of nuclear power plants is essential and 
requires the consideration of different, existing analysis techniques, specifically the D3 
analysis, FMEA, FTA, and ETA. Under consideration of the boundary conditions of the 
safety concept, these analysis techniques are correspondingly integrated in the analysis 
technique denoted as temporal change of physical structure (TeCoPS) analysis. 

With respect to the engineering means presented in section 3.2, i.e. description lan-
guages and methods, the metamodel is necessary for the support of the I&C engineering, 
whereas the method represents sufficient supplement, which embeds the metamodel in 
a suitable framework for the I&C engineering. The description language synthesis and 
method presented in the subsequent sections are followed by the validation of the over-
all concept utilising a suitable example in chapter 7. 

5.1.1 Mapping of the AutomationML Symbols onto the Unified Modeling 
Language Symbols 

Although UML is not utilised for the description language synthesis, its advantageous 
graphical representation of the engineering is exploited for the representation of the 
metamodel. Hence, the symbols of AML must be mapped onto the UML symbols. Out of 
AML’s symbols, the RoleClasses and InterfaceClasses are most significant for this thesis, 
because the roles model any kind of plant objects on an abstract level and the interfaces 
are required for modelling the relationships between the roles. On the contrary, the In-

                                                                        
13 In the following, the term description language to be synthesised is replaced by metamodel, whereas 
description language synthesis is maintained. 
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stanceHierarchy is utilised for the description of the I&C system models and the Sys-
temUnitClasses represent the technical implementations of roles, therefore, these sym-
bols are not required for the description language synthesis but are required for the spe-
cific I&C system model description. In general, the metamodel is composed of one 
RoleClass library and one InterfaceClass library. Within these libraries, the different clas-
ses are hierarchically structured, supplemented by the inheritance between the classes. 

Among the different UML description languages, the symbols of the Class Diagram are 
sufficiently universal for the representation of the RoleClass and InterfaceClass libraries. 
Therefore, the RoleClasses and the InterfaceClasses are represented as classes in UML. 
The hierarchical structuring of the classes in AML is correspondingly represented in UML 
under the utilisation of the aggregation relationship, whereas the inheritance between 
the classes utilises the specialisation relationship. In addition, the graphical representa-
tion of the metamodel allows for the representation of constraints to the metamodel 
utilisation. On one hand, the number of hierarchically structured roles and connected 
interfaces allowed is constrained by the symbol of multiplicity. On the other hand, the 
graphical representation of the metamodel is extended by the association relationship 
showing the possible connections between the interfaces. The association relationship is 
equal to the internal links connecting the internal elements in the AML InstanceHierar-
chy, so that, with the graphical representation of the metamodel, the relationship to the 
I&C system model description is established. 

5.2 Modelling of I&C Systems 
The presentation of the description language synthesis in this thesis follows the general 
syntax of description languages, which yields a systematic synthesis process and secures 
the correct implementation of the semantics. The following sections relate to the model-
ling of mereology (see section 5.2.2) and topology (see section 5.2.3) of I&C systems, as 
well as the utilisation of attributes (see section 5.2.4) and groups (see section 5.2.5) for 
the metamodel, for which the relevant symbols of AML are presented. In accordance with 
this approach, the detailed implementation of the requirement groups, established in 
section 3.5.2, is considered (highlighted in bold text), which enables the tracking of the 
technical requirements derived in section 2.3.2. The overview of the implementation of 
the requirement groups is summarised in section 5.4. 

5.2.1 Structuring of the Semantics with the IEC 81346 Views on I&C 
Systems 

When structuring the extensive I&C system information, section 3.3 presents different 
approaches, of which IEC 81346 provides the most appropriate interpretations of I&C 
systems for use within this thesis. Adopting the IEC 81346 views on I&C systems requires 
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the allocation of the I&C system information to three views, namely: the product struc-
ture, function structure, and location structure, which is already partially accomplished 
through the alignment of the technical requirements with the requirement groups in sec-
tion 3.5.2. However, modelling of I&C systems requires the explicit consideration of all 
three structures in the metamodel. This approach is in line with the syntax of AML, which 
encompass the general modelling of hierarchical structures and specific views, although 
the stated differentiation between IEC 81346 and the AML views on I&C systems in sec-
tion 3.3 is credible and must be maintained. 

Adopting the IEC 81346 approach of structuring conforms to the related discipline-
specific structuring proposed by [BÖHM ET AL. 2011] for the modelling of views, which gen-
erally results in the structuring shown in Figure 5-2. The three structures, A, B, and C, are 
fundamentally independent from each other, but the dependencies between the struc-
tures require some modelling effort, which is presented in section 5.2.3. Implementing 
the related discipline-specific structuring is advantageous for the I&C engineering be-
cause modelling of the I&C system information is accomplished independently, based on 
the structures and followed by the detailed consideration of the dependencies. This ad-
vantage of the separation of modelling issues is exploited by the modelling section of the 
method, which is presented in section 6.2. 

In consequence, the metamodel is composed of the three structures, as shown in Figure 
5-3. The top of the metamodel consists of the I&C System Model class, and each I&C sys-
tem model must comprise of exactly one of the three structures, because this infor-
mation is required for the analysis of temporal change of I&C system structures and each 
structure is indispensable14. Moreover, the multiplicity is limited to one because model-
ling of alternative I&C system designs utilising multiple structures is not required for this 
thesis. Implementation of the three structures does not correspond to a specific re-
quirement group, but it does provide a framework for the implementation of the seman-
tics. 

                                                                        
14 For the reason of better overview, the classes are represented with different boundaries, this has no 
further meaning. 

Figure 5-2. Related discipline-specific structuring and the  
dependencies between the structures 
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5.2.2 Modelling of Mereology 
A common approach for the engineering is modelling hierarchical structures [GIELINGH 

2008], which allows for the decomposition of complex issues into more simplistic ones 
and relies on modelling the relationships between the parts within a whole. These part-
whole relationships are explained through the concept of mereology, which is defined as 
“the theory of parthood relations: of the relations of part to whole and the relations of 
part to part within a whole” [VARZI 2012]. 

In accordance with the general syntax of AML, the description language synthesis in this 
thesis exploits the concept of mereology for the simplification of modelling I&C systems, 
which is represented in the metamodel by utilising hierarchically structured RoleClasses. 
A comparable approach is presented in standard IEC 61512 [IEC 61512-1 2000]# for the 
subject matter of batch controlled plants. In the scope of IEC 61512, a process is hierar-
chically composed of process stages, process operations, and process actions, whereas 
the physical plant structure consists of enterprises, sites, areas, process cells, units, 
equipment modules, and control modules. 

This hierarchical structuring approach is seized and adapted within this thesis. Figure 5-4 
shows the resulting mereology of the metamodel, where the different RoleClasses are 
allocated to the three structures. The LocationStructure is composed of five different 
classes specific to I&C systems. Despite the technical requirements of the LocationStruc-
ture being implicitly stated as part of the ProductStructure requirement groups, the Loca-
tionStructure classes are explicitly required for modelling the spatial I&C system infor-
mation. The LocationStructure classes are constrained to any number of buildings, rooms, 
cabinets, racks, and slots. At the highest level of the LocationStructure, the Building class 
conforms to the buildings of a nuclear power plant, which shows that the modelling is 
constrained to single nuclear power plants. As shown in Figure 5-4, a building comprises 
of at least one room, which can consist of any number of cabinets and the cabinets are 
composed of racks and slots. The multiplicities of the LocationStructure classes are not 
constrained, which results in two consequences. On one hand, the real world spatial limi-
tations must be considered for the hierarchical structuring of the classes. And on the 
other hand, modelling of the LocationStructure must not rely on all classes, but the I&C 
engineering can, for example, refrain from utilising the Building and Room classes. The 
utilisation of these five classes is sufficient because it allows for the spatial analysis of I&C 

Figure 5-3. Integration of the IEC 81346 views on I&C systems in the metamodel 
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system designs with respect to the required design features. Constraining the modelling 
to the utilisation of rooms and cabinets, for example, results in a high level analysis, 
whereas modelling based on slots provides very detailed information, which is reflected 
in the two-step modelling approach presented in section 6.2. 

The FunctionStructure consists of two classes: SystemFunction and Objective. The Sys-
temFunction class represents the I&C functions, implemented in the I&C systems (see 
section 2.2), whereas the Objective class conforms to the objectives of systems and the 
nuclear power plant. Figure 5-4 shows that the FunctionStructure must, as a minimum, 
consist of one system function, although the utilisation of the objectives is not mandato-
ry. Considering the hierarchical structuring, the FunctionStructure can consist of hierar-
chically structured objectives, which must be decomposed into system functions of the 
lowest level possible. In consequence, the FunctionStructure enables modelling of the 
hierarchical safety function concept (see section 2.1.2.1) where the objectives cover the 
fundamental safety objective, fundamental safety functions, and safety functions. Fur-
ther to this partial fulfilment of the safety concept requirement group, the Function-
Structure constructs the basis for the requirement group of I&C functions, where it im-
plements the modelling of the system functions. The metamodel solely considers the 
system functions and does not comprise the more detailed level of component functions, 
which are implicitly included in the classes of the ProductStructure. 

Figure 5-4. Hierarchically structured classes representing the mereology  
of the metamodel 
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Likewise, the hierarchical structuring of the ProductStructure is based on two classes, 
namely the System class and the Component class. The former class represents the I&C 
systems in the metamodel, of which at least one I&C system must be included in the I&C 
system model. The systems can be decomposed into any number of subsystems, alt-
hough at the lowest level of the ProductStructure the I&C systems must be composed of 
components. These components cover the entire scope of I&C systems in nuclear power 
plants, as presented in section 2.2.1. In order to provide more detailed information about 
the components in the metamodel, Figure 5-4 shows the different specialisations of the 
Component class. In accordance with IEC 62424 [IEC 62424 2010]#, the interfaces to the 
physical plant processes are determined by the PCERequest class, which represents the 
sensors and actuators of the I&C systems. For the differentiation of the sensors and ac-
tuators, the PCERequest class in the metamodel reverts to the PCE categories stated 
within the standard, subsequently the metamodel exploits the standardisation and es-
tablishes the connection to the P&ID. The sensors and actuators are located at the 
boundaries of the I&C systems under consideration (see section 2.2.1), whereas the I&C 
system components inboard are modelled with the ProcessingRequest class. This class is 
further specified into different classes which cover the general components of I&C sys-
tems in nuclear power plants, e.g. as presented in [MHI 2011]. The InputRequest and 
OutputRequest classes represent the signal acquisition and implement the analogue-
digital converter, the digital-analogue converter, and the signal pre-processing. The signal 
distribution within the I&C systems is constituted by the CommunicationRequest class, 
which represents any kind of communication component. The processing of information 
occurs in the LogicRequest class, where the underlying technology is not considered with-
in this thesis, i.e. the information regarding the utilisation of field programmable gate 
arrays or microprocessors is not required. The different types of interfaces to the opera-
tors are combined in the HMIRequest class. Besides these component specialisations, the 
class of SignalLines is of relevance for this thesis, because it represents the different 
physical connections between the components, i.e. the cabling. Standard IEC 62424 [IEC 

62424 2010]# leaves the consideration of the signal lines as part of the modelling open to 
I&C engineering, however this thesis reverts to their explicit modelling in order to make 
this information amenable to the analysis of temporal change of I&C system structures. 
These specialisations of the Component class represent a sufficient level of detail for this 
thesis, because the I&C engineering must consider these classes as part of the I&C sys-
tem design. Moreover, the specialisations constrain the general Component class and 
implicitly include the component functions which were addressed in the previous para-
graph. For example, the component functions of the PCERequest class are determined by 
the PCE categories, and the general component functions of the ProcessingRequest class 
are constituted by the transformation of the input information into the desired output 
information. 
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The ProductStructure of the metamodel enables detailed modelling of the physical I&C 
system structures, which is connected to the process engineering due to the utilisation of 
the PCE requests. This characteristic of the metamodel specifically fulfils the fourth addi-
tional requirement for the description language (see section 3.5.3), i.e. the interface role 
between process engineering and I&C engineering. However, as the process engineering 
mainly utilises the P&ID, the metamodel provides the syntax and semantics for the I&C 
engineering in order to directly build on the information of the P&ID. Out of the re-
quirement groups, the ProductStructure completely fulfils the structures, systems, and 
components requirement group and partially fulfils the interface requirement group as 
it provides the classes for modelling the interfaces to the physical plant processes and 
operators. 

5.2.3 Modelling of Topology 
The second general aspect of description language syntax under consideration is the to-
pology. [LITTLE AND ROGOVA 2005] delimitate the concept of topology from mereology, as 
topology allows for the specific modelling of interrelations between distributed parts. In 
comparison to mereology, [LITTLE AND ROGOVA 2005] state that topology as “the theory of 
connectedness and spatial extension, on the other hand, is useful for describing external-
ized relations between distributed parts or part-to-whole relations where there exists the 
possibility of emergent or supervenient relations between items of interest” [LITTLE AND 

ROGOVA 2005]. Therefore, topology models dependencies between objects, represents a 
required supplement to mereology and must be integrated into the metamodel. 

For the modelling of topology, AML provides the symbol of Interfaces, which are simply 
defined as interfaces determined by a set of attributes for the connection of internal el-
ements in the InstanceHierarchy [AML 2012]. Due to this general definition, the Inter-
faceClasses are actively utilisable for modelling any type of relationship between the clas-
ses of the metamodel. In order to be consistent with the terminology, this thesis utilises 
the following terminology: The Interfaces in the InstanceHierarchy are connected utilising 
internal links for modelling of relationships between internal elements, i.e. the instances 
of the classes in the InstanceHierarchy. 

The specified InterfaceClasses of the metamodel are classified into four categories based 
on the modelled relationships. On one hand, the metamodel differentiates between di-
rect and indirect relationships. In general, the category of direct relationships is utilised 
for modelling the flow of information, signals, or material. In the scope of this thesis, the 
direct relationships are utilised for modelling the signal path within the ProductStructure. 
In contrast, the indirect relationships represent dependencies between the classes. This is 
similar to the approach presented by [STRUBE ET AL. 2011], where communication and 
causal relationships, i.e. direct and indirect relationships, are specified for modelling de-
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pendencies. Likewise, [GÜTTEL AND FAY 2008] consider InterfaceClasses for modelling the 
material flow as well as signal path, i.e. direct relationships. On the other hand, the rela-
tionships are differentiated by the connections of Interfaces within and between struc-
tures, which yield the categories of intra structure and inter structure relationships. 

Due to the number of classes and the resulting complexity of the graphical representa-
tion, the specified InterfaceClasses of the metamodel are initially presented in separate 
UML Class Diagrams, Figure 5-5 to Figure 5-9, followed by an overview of the implement-
ed InterfaceClasses in Table V. The various UML Class Diagrams in this section are con-
strained to the relevant metamodel classes, supplemented by the aggregation and asso-
ciation relationships connecting the metamodel classes. In addition, the corresponding 
multiplicities are shown. This information allows for characterising the different relation-
ships, i.e. the number of possible Interfaces and allowed connections between Interfaces 
is presented. 

The five InterfaceClasses of the metamodel are 
represented by the classes of SignalInterface, Re-
dundancyInterface, DiversityInterface, Function-
ProductInterface, and ProductLocationInterface. 
Out of these InterfaceClasses, solely the SignalIn-
terface, which is shown in Figure 5-5, is utilised for 
modelling direct relationships between Compo-
nents, which represent the signal path within the 
ProductStructure, i.e. the SignalInterface class 
models intra structure relationships. Each SignalIn-
terface is exclusively connectable to one other 
SignalInterface, this is shown in Figure 5-5 with the 
multiplicities of the association relationship of the 
SignalInterface. However, the metamodel allows for modelling one or more SignalInter-
faces associated with the Components, this is shown by the multiplicity of the SignalInter-
face aggregation relationship. Consequently, several signal paths within the ProductStruc-
ture can be modelled with the metamodel. The implementation of the SignalInterface 
class, as part of the metamodel, follows AML’s specification and subsequently inherits the 
SignalInterface class specified in the AML InterfaceClass library [AML 2012]. The SignalIn-
terface class contributes to, and completes, the former partial fulfilment of the interface 
requirement group. Moreover, with the help of the SignalInterface class, the implemen-
tation of the independence design feature can be analysed, as required independence 
can be determined by the absence of signal connections between components. 

The next two InterfaceClasses are utilised for modelling indirect and intra structure rela-
tionships. On one hand, the RedundancyInterface, which is shown in Figure 5-6, is associ-

Figure 5-5. Implementation of the  
SignalInterface 
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ated with the Systems and Components and rep-
resents the implemented design feature of re-
dundancy between the Systems respectively 
Components. Each System and Component has 
either one or no RedundancyInterface, but the 
RedundancyInterfaces implement multiple con-
nections, so that any grade of redundancy can be 
modelled with the metamodel. As the Redundan-
cyInterface is limited to the ProductStructure and 
does not model the flow of information, signals, 
or material, it is utilised for modelling intra struc-
ture and indirect relationships. 

On the other hand, the Diver-
sityInterface, which is shown 
in Figure 5-7, implements the 
diversity design feature and 
models intra structure and 
indirect relationships. Based 
on the presented diversity 
attributes in section 2.3.2, the 
DiversityInterfaces of the Sys-
temFunctions represent the 
function diversity, whereas 
the signal diversity is mod-
elled with the DiversityInterfaces associated with the Components. The remaining diversi-
ty attributes are considered in the following section 5.2.4 as part of the AML attributes. 
Due to the different assignment criteria for the diversity attributes [NUREG/CR-7007 

2010], there exist different implementations of diversity and the multiplicity of the Diver-
sityInterfaces associated with the Components and SystemFunctions is consequentially 
unlimited. Likewise, multiple connections between the DiversityInterfaces are possible, so 
that any number of diverse Components respectively SystemFunctions can be modelled. 
Although the DiversityInterfaces are associated with the Components and SystemFunc-
tions, they model intra structure relationships, because DiversityInterfaces can only be 
connected within the structures. 

These two InterfaceClasses, i.e. the RedundancyInterface and the DiversityInterface, con-
tribute to the partial fulfilment of the design feature requirement group, while also satis-
fying the requirement group of CCF, i.e. the consideration of the dependencies between 
the I&C systems and components. The discussion about CCF states, that the design fea-

Figure 5-6. Implementation of the  
RedundancyInterface 

Figure 5-7. Implementation of the DiversityInterface 
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tures of redundancy and diversity are effective measures against CCF, therefore their 
modelling represents the required consideration of CCF in the metamodel. 

In comparison to the former InterfaceClasses, the last two InterfaceClasses, i.e. the Func-
tionProductInterface and the ProductLocationInterface, model inter structure relation-
ships. They are utilised for the integration of the dependencies, i.e. they model indirect 
relationships, between the structures in the metamodel. The FunctionProductInterface, 
which is shown in Figure 5-8, is utilised for the connection of the SystemFunctions to the 
Systems and Components, so that it directly contributes to the fulfilment of the require-
ment group for the allocation of the I&C functions to the I&C systems. For each System-
Function, the relationships to the interrelated Systems and Components are established, 
so that the multiplicity for the connections at the SystemFunctions is limited to one and is 
not constrained for the connections at the Systems and Components, i.e. one System-
Function can be allocated to one or more Systems and Components. In consequence, the 
combination of the relationships modelled by the FunctionProductInterface and the Sig-
nalInterface show the functional chains from the sensors to the actuators, which com-
pletes the fulfilment of the I&C function requirement group. 

In line with the LocationStructure, the ProductLocationInterface does not correspond to a 
specific requirement group. However, it is necessary for the analysis of temporal change 
of I&C system structures, and models the relationships between the Systems and Compo-
nents and the classes of the LocationStructure, i.e. it provides the spatial information for 
the ProductStructure. Figure 5-9 shows the ProductLocationInterface implementation, 
where the LocationStructure is constrained to the Building class, because the structure is 
similar for the other LocationStructure classes. Each System, Component, and Location-
Structure class is associated with exactly one ProductLocationInterface, and, as each Sys-
tem and Component can only be positioned in one location, the multiplicity of the 
ProductLocationInterfaces associated with the Systems and Components is constrained to 
one. In contrast, the locations can comprise of multiple Systems and Components. 

Figure 5-8. Implementation of the FunctionProductInterface 
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These InterfaceClasses, i.e. the FunctionProductInterface and the ProductLocationInter-
face, are similar to AML’s PPRConnectors [AML 2012], which connect the AML views on 
I&C systems, although in this thesis the separation of the inter structure InterfaceClasses 
generates advantages for the I&C engineering presented in section 6.2. However, the 
ProductLocationInterface is required for modelling the design feature of separation, as it 
allows for the analysis of spatial separation of I&C systems and components, consequent-
ly completing the fulfilment of the design feature requirement group. In combination, 
the FunctionProductInterface class and the ProductLocationInterface class additionally 
model the spatial information of the FunctionStructure, which is implicitly modelled via 
the ProductStructure. 

Table V. Overview of the specified metamodel InterfaceClasses 
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Signal 
Interface   1..*      1 

1 X  X  

Redundancy 
Interface  0..1 0..1      1..* 

1..*  X X  

Diversity 
Interface *  *      1..* 

1..*  X X  

FunctionProduct 
Interface 1 1 1      1 

1..*  X  X 

ProductLocation 
Interface  1 1 1 1 1 1 1 1 

*  X  X 

Figure 5-9. Implementation of the ProductLocationInterface 
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The overview of the various InterfaceClasses and their categorisation is shown in Table V. 
The left hand column of Table V shows the five different InterfaceClasses and the first row 
shows the constraints of modelling the relationships. At first, Table V indicates the al-
lowed number of InterfaceClasses for each of the metamodel classes, this corresponds to 
the shown multiplicities of the aggregation relationships in Figure 5-5 to Figure 5-9, fol-
lowed by the constraints to the number of connections between the InterfaceClasses, this 
corresponds to the shown multiplicities of the association relationships in Figure 5-5 to 
Figure 5-9. In the last four columns Table V shows the classification of the Interface-
Classes. Within the cells of Table V, either the UML multiplicities are stated or the classifi-
cation is indicated. 

5.2.4 Utilisation of Attributes 
The third general aspect of the description language syntax, with relevance for the de-
scription language synthesis, is the provision of additional information which is imple-
mented through the utilisation of attribute symbols. Attributes represent an advantage of 
description languages through textual representation, because they allow for the com-
prehensive modelling of additional information, as it is, for example, exploited by the 
FPD. In this thesis, the attributes are utilised for the fulfilment of the requirement groups 
of the safety concept, the system/component characteristics, and the function charac-
teristics. 

The overview of the attributes is listed in Table VI, where the attributes are structured 
according to the three structures of the metamodel and the RoleClasses, completed by 
the attributes of the Interfaces shown at the bottom of Table VI. In order to distinctly 
specify the classes of the ProductStructure and FunctionStructure (except the Objective 
class), the reference designation attribute combines the nuclear power plant reference 
designation to the corresponding RoleClasses. Furthermore, informal information about 
the RoleClasses of the ProductStructure and the FunctionStructure is provided by the de-
scription attribute, for which the I&C engineering can state object specific information. 
The fulfilment of the safety concept requirement group is primarily achieved with the 
attributes of the Objective and SystemFunction classes, which implement the attributes 
corresponding to the hierarchical safety function concept and the concept of defence-in-
depth, i.e. the attributes of the fundamental safety function, the safety function, and the 
level of defence. Utilising the relationships between the FunctionStructure and Prod-
uctstructure, this information is connected to the I&C systems and components. In addi-
tion, the safety classification is implemented with the categorisation and classification 
attributes of the SystemFunction class, respectively the System class. 

For the SystemFunction class, Table VI shows the relevant function characteristics, i.e. the 
attributes of automation, priority, response time, accuracy, and limit values. The limit 
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value attribute connects the system functions to their corresponding physical process 
variables and indicates the activation of the system functions, this is required for the 
analysis of temporal change of I&C system structures. Likewise, the ProductStructure at-
tributes are required for the provision of specific information about the I&C systems and 
components. Therefore, the System class attributes indicate the relevant information 
about the underlying I&C system platform, its periodic testing, the platform qualification 
and the environmental qualification. The Component class attributes provide more details 
and comprise of the information about the hardware (HW) and software (SW) configura-
tion, completed by the dependability attribute indicating the component reliability, i.e. 
the mean time to failure, and the remaining diversity attributes. The PCERequest class 
comprises of the attribute for the PCE category specifying the sensors and actuators. For 
the classes of the LocationStructure, the relevant attributes are concerned with the num-
ber of possible subclasses, i.e. the parts of a whole, which is, for example, expressed in 
the number of cabinets in a room. 

Table VI. Attributes of the metamodel RoleClasses 

Function Structure Product Structure Location Structure 

Objective System Building 

• Description 
• Level of defence 
• Fundamental safety function 
• Safety function 

• Reference designation 
• Description 
• Platform 
• Classification 
• Periodic testing 
• Platform qualification 
• Environmental qualification 

• Reference designation 
• Number of rooms 

Room 

• Reference designation 
• Number of cabinets 
• HVAC 
• Environmental parameters 

SystemFunction Component Cabinet 

• Reference designation 
• Description 
• Level of defence 
• Fundamental safety function 
• Safety function 
• Categorisation 
• Automation 
• Priority 
• Response time 
• Accuracy 
• Limit values 

• Reference designation 
• Description 
• HW configuration 
• SW configuration 
• Dependability 
• Diversity 
• Equipment manufacturer 
• Logic processing equipment 
• Design 
• Life-cycle 
• Logic 

• Reference designation 
• Type 
• Number of Racks 
• Power supply 

Rack 

• Reference designation 
• Type 
• Number of slots 

Slot 

• Reference designation 

PCERequest 

• PCE category 

RedundancyInterface DiversityInterface 

• Voting • Type 
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Moreover, the environmental information and the heating, ventilation, and air condition-
ing (HVAC) information is required for the Room class, as well as the power supply infor-
mation for the Cabinet class and the type information for the cabinets and racks. Besides 
the RoleClasses, there are attributes required for the RedundancyInterface and Diversity-
Interface classes, these are shown at the bottom of Table VI. For the former interface, the 
voting attribute specifies the grade of the voting, e.g. two out of three, and the type at-
tribute of the latter interface states the assignment criteria of the diversity attributes (see 
section 2.3.2 and [NUREG/CR-7007 2010]). 

The listed attributes in Table VI represent the relevant attributes for the analysis of tem-
poral change of I&C system structures. Furthermore, the flexibility of AML allows for the 
provision of further attributes by the I&C engineering. 

5.2.5 Utilisation of Groups 
The last symbol utilised for this thesis are the groups, which are not required for the ful-
filment of specific requirement groups but support the utilisation of the metamodel 
through the I&C engineering. The symbol of groups allows for further structuring of the 
information within the metamodel structures. Two different groups are implemented. On 
one hand, the FunctionGroup, implemented as a RoleClass, is allocated to the Component 
class and combines the system functions implemented in a single component. Under the 
consideration of different objectives, several FunctionGroup classes can be allocated to 
one component. This information is also available utilising the FunctionProductInterface, 
although the utilisation of the FunctionGroup makes it easier for the I&C engineering. On 
the other hand the ProductGroup, which is allocated to the classes of the LocationStruc-
ture, combines the components located in one of the locations, so that the effects of ex-
ternal events, such as fire, on a group of components can be analysed more easily. 

5.3 Modelling of Temporal Change of Physical Structure 
The metamodel presented in the previous section provides the necessary syntax and se-
mantics for modelling I&C systems, although the described I&C system models do not 
consider any temporal changes due to, for example, component failures, but solely en-
compass the static I&C system structures. For this reason, this section initially presents a 
concept for modelling temporal change of I&C system structures, which is based on exist-
ing approaches for the general modelling of change. Subsequently, the concept for mod-
elling temporal change is integrated in the metamodel for modelling I&C systems, which 
is completed by the modelling of event sequences, resulting in the possibility of both as-
pects being superimposed for the analysis of the I&C system designs. In order to allow for 
the automated analysis of temporal change of I&C system structures, the integration of 
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the concept in the metamodel is combined with the formal modelling utilising PSL. This 
approach is similarly presented in the author’s publication [GÖRING AND FAY 2012D]*. 

5.3.1 General Modelling of Change 
The modelling of change is considered in different disciplines and different applications, 
therefore various approaches for modelling change are implemented in the existing de-
scription languages. Fundamental to change is the correlative internal dynamic behaviour 
of the affected objects, for which the general modelling approaches utilise the symbols of 
states and state transitions [SCHNIEDER 2001]. There exist well-known description lan-
guages for modelling states and state transitions, e.g. state machines and petri nets, but 
the integration of these description languages in the metamodel contradicts the first ad-
ditional requirement for the description language in section 3.5.3, which requires the 
ease of amenability for the engineering. In addition, the syntax and semantics of these 
description languages are comprehensive and their utilisation targets the detailed design 
phases for modelling I&C system behaviour, this, however, is not within the focus of this 
thesis, and the integration of these description languages is ineligible. In contrast, the 
early life-cycle phases are within the scope of this thesis, and the plant level and system 
level I&C system designs are more important than the I&C system behaviour. This section 
shortly presents existing approaches for modelling change in order to base the concept, 
presented in section 5.3.2, on a sound basis. 

A simple, though profound approach for modelling change is presented by the Change 
Description Language (CDL) [HORNSBY AND EGENHOFER 2000], which originates from the dis-
cipline of geographic information systems. In this discipline, the change of geographic 
objects, for example land areas, with respect to space and time is of interest, so that CDL 
concentrates on the tracking of the existence of the objects over time. On one hand, CDL 
discretises the objects under consideration for modelling change. And on the other hand, 
CDL bases the modelling of change on the identity of the objects, i.e. the specified states 
for modelling change represent the existence of the objects. In consequence, CDL defines 
three identity based states: object existence, non-existing object without history, and 
non-existing object with history, for which apparently nine different state transitions are 
specified. The theoretical concept of CDL is shown graphically in Figure 5-10, where the 
identity based states are represented as rectangles and the state transition as arrows be-
tween the states, i.e. CDL is composed of nodes connected with edges. This simple ap-
proach exploits the discretisation and bases the modelling of change on the specified 
nine state transitions. Despite the consideration of geographic objects within CDL, its 
theoretic concept, due to the simplicity, is equally applicable to the topic of this thesis. 

Out of the introduced description languages in section 4.1, ISO 15926 implements a so-
phisticated concept for modelling change, which is denoted as the 4D approach. This ap-
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proach is comprehensively considered in the subject of philosophy and must be delineat-
ed from the 3D approach [SIDER 1997], because their basic considerations are converse. 
The basics of the 4D approach implemented in ISO 15926 are presented in the short and 
coherent overview by [LEAL 2005], whereas [STELL AND WEST 2004] consider the 4D ap-
proach in more detail. Fundamentally, the 4D approach considers all objects in a plant 
with respect to spatial and temporal dimensions, where the spatial dimension covers the 
three dimensional space, and the temporal dimension represents the fourth dimension. 
In consequence, the objects do not solely have spatial parts but are equally composed of 
temporal parts, subsequently the change of the plant objects over time can be modelled 
with ISO 15926. This allows for modelling change of single objects, but also encompasses 
the interrelations of change over time between several objects. For the implementation 
of the 4D approach in ISO 15926, the part-whole relationship temporalWholePart, which 
is a subtype of compositionOfIndividual, is utilised (see Figure 4-6), i.e. the temporal parts 
of a whole are hierarchically modelled. The applicability of the modelling of change with 
the ISO 15926 4D approach is presented in the author’s publication [HOLM ET AL. 2012]*, 
where it is exemplarily utilised for modelling a belt conveyor and its change throughout 
the life-cycle. 

In contrast to the textual representation of change implemented in ISO 15926, the pro-
posed generic reference model for the digital factory and automation assets considers 
the graphical modelling of change [IEC 65/477/DC 2011]. On one hand, the generic refer-
ence model differentiates between permanent and temporary relationships of objects for 
modelling static structures. And on the other hand, permanent and temporary relation-
ships are available for modelling the internal flow between, and the timely behaviour of, 
objects. Each of the relationships is associated with a time indication, which describes the 
utilisation throughout the life-cycle. 

Figure 5-10. Identity based states and state transitions of CDL  
(based on [HORNSBY AND EGENHOFER 2000]) 
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When considering the description language evaluation in [VDI/VDE 3681 2005]#, solely 
the description language Procedural Function Charts (PFC), which is standardised in the 
scope of batch controlled plants [IEC 61512-2 2001]#, allows for modelling structural 
change. The description language PFC is utilised for modelling sequential processes, for 
which the major symbols are represented by process elements and transitions, so that it 
is comparable to, for example, the SFC and FPD. Its implementation of structural change 
originates from modelling parallel processes, which is required for the switching between 
different sequential processes of batch controlled plants. 

Further research of modelling change stems from the area of self-managed systems, 
where the automatic change of systems is supposed to support and improve dynamic 
composition, flexibility, and robustness [KRAMER AND MAGEE 2007]. Besides the general 
considerations related to the overall framework for the self-management of systems 
[KRAMER AND MAGEE 2007], significant research effort has been targeted at the specifica-
tion of dynamic SW architectures, for which different existing description languages are 
utilised [BRADBURY ET AL. 2004]. However, the focus is mainly on the late life-cycle phases 
related to the detailed design and SW specifications. 

5.3.2 Conceptualisation of Change – Temporal Change of Physical 
Structure 

The general modelling approaches of change presented in the previous section provide 
useful aspects for this thesis, but in order to integrate a suitable approach in the meta-
model, the scope of the underlying concept of change in this thesis must be constrained. 
In the scope of I&C systems in nuclear power plants, as it is considered in the author’s 
publication [GÖRING AND FAY 2012D]*, change is expressed in a variety of ways and is based 
on three different causes. 

The first cause of change is connected to intended design modifications including general 
engineering activities throughout the life-cycle. This cause of change has considerable 
effect on I&C systems, where several life-cycle phases are concerned but also different 
aspects of I&C systems, for example the different I&C system structures as well as the 
behaviour. Overall, the objective and impact are long-term concerns, require comprehen-
sive planning, and no specific life-cycle phase is in the focus. The second cause of change 
is maintenance, which in contrast specifically occurs throughout the operation life-cycle 
phase and relates to the integration of service components. This integration, on one 
hand, changes the physical I&C system structures, but on the other hand also adds sys-
tem functions to the function structures. The objective of maintenance is short-term and 
the change itself does not involve any planning15. The third and final cause is represented 
                                                                        
15 Of course, the maintenance activity requires scheduling, but this is not relevant here. 
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by failures, as motivated in section 1.1. Based on the concept of failures presented in sec-
tion 3.1, the failure of a component is the effect caused by the activation of a fault. In 
consequence, faults and failures are states, whereas the activation of a fault represents a 
state transition (see section 3.1). The resulting chain of threats has its origin within the 
physical structures of I&C systems, i.e. in the form of activated faults within the I&C sys-
tem components, but the relevant effects occur in the function structures, where, for 
example, the non-existence of a system function can negatively impact the I&C system 
operation and accordingly threaten the safety of the nuclear power plant. Failures, as 
causes of change, equally have a short-term time horizon, are not predictable and con-
siderably affect the operation life-cycle phase. 

The first cause of change, the intended I&C system design modifications and the general 
engineering activities throughout the life-cycle, is comprehensively considered and well-
proven engineering practices and description languages, methods, and tools are estab-
lished. Whereas the latter two causes of change are only secondarily considered in the 
I&C discipline within nuclear power plants, therefore this thesis concentrates on these 
causes of change. These changes are characterised by their unpredictability, their tem-
poral effect on the I&C system structures, and their occurrence throughout the operation 
life-cycle phase, which inevitably requires their consideration in the I&C engineering. Due 
to their origin within the physical structures and their short-term objective, these chang-
es are denoted as temporal changes of physical structure (TeCoPS). 

With respect to the previous section, CDL provides the most suitable approach for model-
ling TeCoPS, whereas the other approaches do not cover the required aspects: the self-
managed system approach mainly considers SW architecture specifications in the de-
tailed design phase, the description language PFC solely focuses on modelling alternative 
processes, the graphical modelling of the generic reference model targets the long-term 
life-cycle changes, and the ISO 15926 4D approach is embedded in its complex generic 
data model and is generally excluded from the utilisation in this thesis - based on the rea-
soning in section 4.2.3. 

The different classes of the metamodel correspond to CDL’s segregation of the objects 
under consideration, so that the temporal change of the metamodel classes is modelled. 
For the states and state transitions, the identity basis of CDL cannot be utilised, but as the 
existence of the system functions is important for the I&C systems, this thesis reverts to 
function based states for modelling TeCoPS. Under the consideration of the failure con-
cept presented in section 3.1, the I&C system components, and consequentially also the 
system functions, are existing, non-existing, or defective-existing, i.e. the failure affects 
the function content. The resulting, specified state transitions are shown in Table VII. 
These state transitions are sufficiently general, so that they are useable for modelling 
TeCoPS on the plant level and system level of I&C systems. 
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Table VII. Function based states and state transitions for modelling TeCoPS 

post 
pre existing defective-existing non-existing 

existing continue 
existence fail eliminate 

defective-existing recover continue  
defective-existence destroy 

non-existing create distort continue  
non-existence 

Table VII comprises of the function based states and state transitions, but on the basis of 
the defined relationships between the states and state transitions, the modelling of 
TeCoPS is solely based on the state transitions and the redundant information of the 
states is neglected. The maintenance based cause of temporal change is covered by the 
state transitions create and eliminate, where create models the integration of service 
components and eliminate their removal. For modelling the failure based cause, all nine 
state transitions are utilised, where fail, eliminate, destroy, recover, create, and distort 
model the failure modes and repair activities, and the remaining three state transitions, 
i.e. continue existence, continue defective-existence, and continue non-existence, repre-
sent the cases where TeCoPS has no effect16. 

5.3.3 Modelling of Temporal Change of Physical Structure Utilising the 
Hierarchical Structuring 

The conceptualisation of change is followed by the integration of the modelling of TeCoPS 
into the metamodel, for which the general approach addressed in ISO 15926 is partially 
adapted. Due to the fact that the change is solely temporal, the modelled I&C system 
structures must not be altered in the I&C system model. Therefore, the part-whole rela-
tionship of ISO 15926 is employed and combined with the hierarchical modelling of AML, 
so that modelling TeCoPS is integrated in the metamodel utilising a separate structure, 
i.e. an event structure is integrated. 

The resulting event structure is shown in the left half of Figure 5-11. It consists of the 
class for the EventStructure itself and one for modelling the events, i.e. the state transi-
tions. The EventStructure is not required for the description of the I&C system models, 
but solely for modelling TeCoPS and the analysis of the effects. For this reason, the Event-
Structure does not require a minimum number of events, but the number of events is 
unconstrained. Within the EventStructure, the events are hierarchically structured, where 
an event can comprise of an unlimited number of successor events. This clear structure 

                                                                        
16 These state transitions provide no new knowledge but are added for completeness. 
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enables modelling parallel and independent event sequences, which represent different 
combinations of TeCoPS. 

The relationships between the events of the EventStructure and the associated I&C sys-
tems and components in the ProductStructure are modelled utilising the 
EventProductInterface, which is consequentially associated with the Event class and the 
System and Component classes. If the I&C systems and components are affected by tem-
poral change, then each corresponding System and Component is associated with exactly 
one interface, whereas each event can be associated with multiple interfaces modelling 
different effects. The resulting metamodel enables the modelling of exactly one inter 
structure relationship between the Events and the Systems, because TeCoPS affects the 
I&C systems in their entirety. On the contrary, the multiplicity of the inter structure rela-
tionships between the Events and the Components is not constrained, so that multiple 
I&C components can be involved in one event, which is required for modelling CCF. 

On the basis of the different classes shown in Figure 5-11, which provide the necessary 
framework for modelling TeCoPS, the required state transitions of Table VII are integrated 
as the state transition attribute in the EventProductInterface. In combination with the 
allowed modelling of multiple EventProductInterfaces associated with an event, this ena-
bles modelling different temporal changes of the physical I&C system structures based on 
one event. The state transition attribute is supplemented by two further attributes allo-
cated to the Event class: the description attribute and the timepoint attribute. The former 
attribute further, informally, describes the events, whereas the latter attribute is of rele-
vance to modelling temporal information of the EventStructure, so that e.g. the time dis-
tance between two events can be determined. 

The modelling of TeCoPS with the EventStructure utilises the general description language 
syntax of mereology, topology, and attributes (see sections 5.2.2 to 5.2.4), which enables 
modelling parallel and independent event sequences. The causality, i.e. the cause and 
effect relationships, between the events is modelled by the hierarchy, whereas the tem-
poral dependencies between the events are modelled by the timepoint attributes. With 
respect to the underlying content of this thesis, the combination of the EventStructure 

Figure 5-11. EventStructure for modelling TeCoPS 
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and the state transitions of TeCoPS enable modelling single failures, failure combinations, 
and CCF, so that the I&C engineering can comprehensively analyse the I&C system de-
signs. The EventStructure for modelling TeCoPS, and especially the state transition attrib-
ute, implements the requirement group of failure combinations in the description lan-
guage. 

5.3.4 Extension of the Event Structure to the Modelling of Event 
Sequences 

The event structure, as it is defined in the previous section, solely allows for modelling 
TeCoPS, but does not address the event sequences challenging the nuclear power plant 
and the I&C systems, which is required for this thesis and motivated in section 1.1. In 
order to maintain the simplicity of the metamodel and exploit the existing syntax, the 
event structure is extended and adapted by suitable syntax and semantics for modelling 
event sequences. 

The event sequences under consideration have their origin in the deterministic safety 
concept (see section 2.1.2), where they are established in the deterministic safety analy-
sis of the nuclear power plant response to specified PIE. A common example is repre-
sented by the PIE of the loss of feed water to the RPV, this implies a change to the corre-
sponding process variable of feed water volume. In the case of BWR, the process engi-
neering defines a lower limit value of about 40 % for the feed water volume, at which the 
circulation pumps are shut down in order to control the reactivity. In the course of this 
event sequence, a loss of power occurs, the pressure at the turbine subsequently de-
creases, and the lower turbine pressure limit value is activated, resulting in the reactivity 
being additionally controlled by the run-in of the control rods. The activation of these I&C 
system functions serves the fundamental safety objective of reactivity control (see sec-
tion 2.1.2.1 for the hierarchical safety function concept). The remaining fundamental 
safety functions would be challenged in the case of decreasing water level in the RPV, for 
which corresponding limit values would activate different I&C system functions for the 
cooling of the RPV. Another well-known example, representing the superposition of PIE, 
is the accident at the Fukushima Daiichi Nuclear Power Station [INPO 2011], where two 
PIE occurred simultaneously, i.e. the earthquake and the subsequent tsunami, and exten-
sively challenged the nuclear power station17. 

These event sequences show the scope of the considered event sequences established in 
the deterministic safety analysis. All event sequences show commonality in that they are 
expressed as independent and parallel event sequences, where external events, i.e. 

                                                                        
17 The effects of these superimposed PIE, which are typically not analysed due to their low probability of 
occurrence, reveal, that the nuclear power plant design was not sufficient for these events. 
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events outside the normal operation of the nuclear power plant, result in a change of 
process variables and the activation and deactivation of I&C system functions. Consider-
ing the focus of this thesis, i.e. the I&C system designs, the event sequences require the 
modelling of the successive events, the activation and deactivation of the I&C system 
functions based on the limit values of process variables, and the effects of external 
events on the location classes, such as the effect of a tsunami on a building. 

The adapted EventStructure is shown in Figure 5-12, which maintains the hierarchically 
structured Event classes for modelling causality between successive events and relies on 
the timepoint attribute for modelling temporal dependencies. The relationship to the 
FunctionStructure for modelling activation and deactivation of I&C system functions is 
integrated by the EventFunctionInterface, for which the type attribute differentiates be-
tween the manual and automatic activation and deactivation of the I&C system functions, 
i.e. these are additional state transitions. On the contrary, the EventLocationInterface 
does not comprise of any attributes, but simply models the relationships between the 
events and the location classes18, where the external events always change the state of 
the corresponding location from existing to non-existing, i.e. the EventLocationInterface 
implicitly comprises of the eliminate state transition. The external events can affect mul-
tiple location classes, whereas for each I&C system function affected by an event, sepa-
rate EventFunctionInterfaces must be modelled. 

This simple expansion of the EventStructure enables the modelling of event sequences, 
which can of course be superimposed with the different failure combinations and 
maintenance activities. This superposition entails the possibility for the analysis of the 
effects of TeCoPS in combination with the challenges of the nuclear power plant based on 
the PIE. At this, the PIE and event sequences represent the input information, which is 
utilised by the I&C engineering and is independently superimposed with TeCoPS. This 

                                                                        
18 Figure 5-12 solely shows the LocationStructure class, which is representatively shown for its subclasses. 

Figure 5-12. Extended EventStructure for modelling event sequences 
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extension of the EventStructure completes the fulfilment of the requirement group of 
the analysis of event sequences, for which all parts of the EventStructure are required. 
For the example event sequence of the loss of feed water, the superposition of a CCF of 
the RPV level measurement would automatically reveal the inability to fulfil the funda-
mental safety function of heat removal from the reactor, because the BWR design does 
not usually comprise a redundant RPV level measurement19. 

5.3.5 Formal Modelling of Temporal Change of Physical Structure Utilising 
the Process Specification Language 

The metamodel, on the basis of AML, provides information regarding specific I&C system 
models, TeCoPS, and event sequences available in the XML format, so that the infor-
mation can be utilised for further processing and exchange between tools. If this infor-
mation is automatically processed and utilised for the engineering, the engineering pro-
cess is more efficient and simplified. The automatic utilisation of the I&C system infor-
mation for the engineering, based on modelling with CAEX, is for example published by 
[RUNDE 2010], who implements the utilisation of the modelled information as part of the 
knowledge-based system (KBS) concept. This approach is also exploited for this thesis, as 
the I&C system model information is available in the XML format originating from CAEX, 
although TeCoPS and the event sequences require formal modelling. 

For the formal modelling of TeCoPS and event sequences, this thesis reverts to the syntax 
and semantics of PSL, as introduced in section 4.1.4. Therefore, PSL must be mapped on-
to the EventStructure, for which the basis of the mapping is constituted by the PSL-Core 
concept and its differentiation between the activities and activity_occurrences. The state 
transitions of the metamodel specified in Table VII, supplemented by the state transitions 
related to the event sequences, are mapped onto the activities, whereas the specific oc-
currence of a state transition at a specific timepoint is modelled by the activi-
ty_occurrences. 

The hierarchical structuring of events in the EventStructure resembles the occurrence 
trees defined in the corresponding PSL concept, where the EventStructure models the 
desired event sequences, i.e. the sequences of activity_occurrences. In consequence, the 
formal modelling of event sequences utilises the composition and decomposition of the 
activity_occurrences, so that the event sequences can be modelled based on the con-
cepts defined in the PSL Outer Core: the subactivity concept, complex activity concept, 
and activity occurrence concept. The occurrence of multiple state transitions associated 
with one event is modelled under the utilisation of the timepoint attribute. The formal 

                                                                        
19 In this case, the probability of occurrence of the superposition of the PIE and the CCF is so low, that this 
event sequence is part of the fourth level of defence and further systems can be utilised for the control. 
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modelling is completed by modelling the relationship between the EventStructure and 
the ProductStructure with the objects of the PSL-Core concept, which model anything 
besides the activities, activity_occurrences, and timepoints, i.e. also the I&C systems and 
components. 

The mapping of PSL onto the EventStructure constitutes the formal modelling of TeCoPS 
and event sequences. The implementation of the formal modelling consists of two parts. 
Firstly, the defined interrelations between the states and the state transitions in Table VII 
must be modelled as general predicates, because this information always holds validity 
and must be available for the automated analysis. For these general predicates, the PSL 
concept of discrete states is of relevance due to its connection between the activities, i.e. 
the state transitions, and the states. Secondly, the specific event structure, consisting of 
TeCoPS and event sequences, must be formally modelled with PSL, for which the ad-
dressed mapping is utilised. More details, including examples, about the formal model-
ling are provided in the author’s publication [GÖRING AND FAY 2012D]*. 

Exemplary Implementation of the Metamodel as part of a Knowledge-Based System 

For the exemplary implementation of the metamodel as part of a KBS, the approach pre-
sented by [RUNDE 2010] is seized. [RUNDE 2010] proposes the utilisation of KBS to support 
the engineering of I&C systems, where the concept of KBS [PUPPE 1993] is expanded and 
the I&C system model is implemented and processed with technologies of the semantic 
web [KASHYAP, BUSSLER, AND MORAN 2008]. The utilisation of the semantic web technologies 
enables the comprehensive application of KBS in the I&C engineering. In line with this 
approach is the formal modelling of TeCoPS and the event sequences, because the syntax 
of PSL is based on first-order logic, which is, for example, utilised in the scope of the Se-
mantic Web Services Ontology [W3C 2005]@. 

The expanded concept of KBS is shown in Figure 5-13. In general, the architecture of KBS 
is two-part and consists of the control system and the knowledge base. The former part is 
responsible for the administration of the knowledge and serves as the interface to the 
users, whereas the latter part is composed of the knowledge under consideration. For 
this thesis, the control system is not relevant, because it is considered by [RUNDE 2010]. 
On the contrary, the knowledge base must be aligned with the information provided by 
the metamodel and I&C system models. 

On one hand, the described I&C system models, including TeCoPS and the event se-
quences, are part of the factual knowledge, where the information for analysis of the 
effects of the superposition of TeCoPS and the event sequences is available in the I&C 
system models. On the other hand, the discipline-specific knowledge, i.e. the class 
knowledge and rule knowledge, is composed of the metamodel and PSL. Subsequently, 
the class knowledge, which describes the discipline being considered, specifically consists 
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of the metamodel and the PSL lexicon, whereas the rule knowledge, which is responsible 
for the derivation of new knowledge out of existing factual knowledge, consists of the PSL 
axioms, for the consistency check of the I&C system models according to PSL, the general 
predicates of TeCoPS, and the analysis rules. The analysis rules, which are not specified as 
part of this thesis, must be defined accordingly. They are important for the analysis of the 
effects of the superposition of TeCoPS and the event sequences, where they, in detail, 
specify the possible effects. These analysis rules are, for example, informally specified as 
follows: If the state transition eliminate occurs and the component a is affected by the 
state transition, then the connected system functions are in the non-existing state. 

5.4 Overview of the Requirement Groups Implementation 
Chapter 5 presents the description language synthesis, where the sections consider the 
integration of the underlying semantics in the syntax of AML. Within these sections, the 
implementation of the established requirement groups in section 3.5.2 is constantly 
traced. In order to provide an overview of the implementation of the requirement groups 
in the description language, this section summarises the finalised information, presented 
in the previous sections, in Table VIII. 

 

 

Figure 5-13. Implementation of the metamodel as part of a KBS  
(based on [RUNDE 2010]) 
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Table VIII. Implementation of the requirement groups in the description language 

 Requirement group Implementation Section 
Pr

od
uc

t  
St

ru
ct

ur
e 

Structures, systems,  
and components Mereology – ProductStructure 5.2.2 

Interfaces Mereology – PCERequest, HMIRequest 
Topology – SignalInterface 

5.2.2 
5.2.3 

De
sig

n 
fe

at
ur

es
 Independence Topology – (missing) SignalInterface 5.2.3 

Separation Topology – FunctionProductInterface + 
    Mereology – LocationStructure  

5.2.3 
5.2.2 

Redundancy Topology – RedundancyInterface 5.2.3 

Diversity Topology – DiversityInterface +  
    Attributes 

5.2.3 
5.2.4 

Common cause failures Topology – RedundancyInterface, DiversityInterface 
Topology – multiple EventProductInterface relationships 5.2.3 

System/ component  
characteristics Attributes 5.2.4 

Fu
nc

tio
n 

 
St

ru
ct

ur
e 

I&C functions Mereology – FunctionStructure + 
    Topology – FunctionProductInterface 

5.2.2 
5.2.3 

Allocation of I&C func-
tions to I&C systems Topology – FunctionProductInterface  5.2.3 

Safety concept Mereology – Objective 
Attributes 

5.2.2 
5.2.4 

Function characteristics Attributes 5.2.4 

Be
ha

vi
ou

r Analysis of event  
sequences 

Mereology – EventStructure  
Topology – EventProductInterface, EventFunction- 
    Interface, EventLocationInterface 
Attributes 

5.3.3 
5.3.4 

Failure combinations Topology – EventProductInterface + 
    Attributes 5.3.3 

System behaviour Not required according to sections 1.2 and 0 - 
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6 Method for the Description Language Utilisation 

The content of this chapter is closely related to the previous chapter and is related to the 
method for utilisation of the description language, which represents sufficient supple-
ment to the description language with regards to the scope of the BMW-principle. In ac-
cordance with the description language synthesis, the method is similarly two-part: the 
first part utilises the metamodel to model I&C systems, i.e. the two-step modelling ap-
proach presented in section 6.2, and the second part relates to the analysis of the effects 
of the superposition of TeCoPS and the event sequences, i.e. the TeCoPS analysis pre-
sented in section 6.4. 

The two-step modelling approach provides the framework for the TeCoPS analysis, where 
both parts of the method are integrated in order to co-ordinate their utilisation. In the 
same way, the two-step modelling approach is utilised more efficiently by the I&C engi-
neering, if it is embedded in a framework, for which the IEC 61513 I&C safety life-cycle 
[IEC 61513 2011]# is utilised. This life-cycle, as presented in section 2.4.2, relates to I&C 
within nuclear power plants, but does not consider the importance of verification and 
validation. In consequence, the IEC 61513 life-cycle is restructured accordingly in section 
6.1, resulting in a profound basis for the alignment of the two-step modelling approach 
with the life-cycle. 

6.1 Restructuring the IEC 61513 I&C Safety Life-Cycle 
An important aspect for engineering within the scope of nuclear power plants is the veri-
fication and the validation of the engineering results. The concept of verification and val-
idation (V&V) has been utilised within the design of nuclear power plants since its early 
years [THOMAS AND DOWLING 1982], and on the basis of the challenges accompanying I&C 
systems, especially due to the computer-based technology (see section 2.2), V&V must 
be considered for the I&C engineering by all means. In general, verification relates to the 
proof for correct implementation, i.e. it answers the question of whether the product is 
constructed correctly, whereas validation considers the correct objective of the imple-
mentation, i.e. it proves whether the correct product is constructed [GRAHAM 1993]. 

The engineering focus, so as to emphasise various engineering aspects, is controlled by 
altering the structure of the life-cycles, for which general structuring approaches are 
available [MÖHRINGER 2005]. One of the most general structuring approaches is constitut-
ed by the waterfall model, of which the shape resembles a waterfall and illustrates the 
progressing development process. The waterfall model was introduced in 1970 in the 
scope of large software system developments and represents a first approach towards 
the structuring of life-cycles [ROYCE 1987]. Under the utilisation of the general structuring 
of the waterfall model, the already addressed V-model considers the importance of V&V 
and separates the life-cycle phases into two parts, which resemble the shape of a V 
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[FORSBERG AND MOOZ 1992]. The left part of the V-model represents the top-down design 
process starting with the requirements specification and ending with the implementa-
tion, whereas the right part illustrates the bottom-up integration and verification. The 
distinctiveness of the V-model emanates from the relationship between the left part and 
the right part of the V-model. Each phase of the integration and verification part corre-
sponds to phases of the design part, so that the V&V activities can distinctively revert to 
the design activities. Nowadays, the basic V-model structure is integrated in the life-cycle 
V-Model XT [BROY AND RAUSCH 2005]. 

The IEC 61513 I&C safety life-cycle implements the general structuring approach of the 
waterfall model, as shown in Figure 2-12 and Figure 2-13. In order to implement the im-
portance of V&V in the life-cycle, it must be restructured according to the V-model, which 
is in line with the life-cycle presented in [IAEA DS-431 2012]#, and provides a profound 
framework for the two-step modelling approach. 

The restructured life-cycle is shown in Figure 6-120. The life-cycle phases correspond to 
the IEC 61513 I&C safety life-cycle as shown with dotted-line boxes in Figure 2-12 and 
Figure 2-13, although the phases denoted are based on the results of the phases. Verti-
cally, the restructured life-cycle illustrates the top-down decomposition of the I&C sys-
tems with respect to the plant, system, HW, and SW levels. In consequence, Figure 6-1 
shows the integration of the overall plant level and system level life-cycles, where multi-
ple I&C systems are indicated for the system level and the HW/SW level. The left half of 
the restructured life-cycle is composed of the I&C system design phases, whereas the 
phases to the right are concerned with the integration and the verification. The relation-
ships between the phases are presented by arrows, where the life-cycle progress, verifi-
cation, and validation are considered. 

The implementation of V&V in the life-cycle on one hand requires the verification of en-
gineering results between subsequent life-cycle phases, resulting in the input information 
of a phase being based on the correct engineering results of the previous phase. On the 
other hand, V&V is performed between the life-cycle phases of the left and right halves 
of the V-model. The system integration must correspond to the detailed design, whereas 
in the phases of system validation and system installation, the system requirements are 
verified. This verification solely concentrates on the fulfilment of the requirements, e.g. 
the correct software implementation or the correct installation of the I&C system com-
ponents21. The validation of the I&C systems is performed at the plant level under the 
consideration of the integrated I&C systems, where the system level and the plant level 
                                                                        
20 The numbering of the initial life-cycle phases serves the interrelation between the life-cycle and the two-
step modelling approach, which is utilised in section 6.2. 
21 For this reason, the life-cycle phase denoted as system validation simply accomplishes the verification of 
the system requirements. 
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requirements are validated. This phase is of special importance, as the correct implemen-
tation of the I&C functions and the I&C systems is proven, thus providing a sound basis 
for the operation. 

6.2 Two-Step Modelling Approach 
The first part of the method is represented by the two-step modelling approach, which 
implements the modelling of I&C systems based on the metamodel. The different classes 
of the metamodel are sufficiently general and allow for the model description on differing 
levels of detail, providing flexibility in their utilisation within I&C engineering. Moreover, 
the implementation of the related discipline-specific structuring is exploited by the two-
step modelling approach, where the different structures are modelled independently of 
each other, followed by the subsequent modelling of the dependencies between the 
structures, this is supported by the denotation of the corresponding InterfaceClasses. The 
I&C system model description with the two-step modelling approach consists of two 
steps, where in the first step the I&C systems are modelled at the plant level, followed by 
the refinement of the model at the system level in the second step. This separation of the 
method implements the desired front-end loading, where the I&C systems are modelled 

Figure 6-1. Restructured IEC 61513 I&C safety life-cycle according to the V-model 
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as early in the life-cycle as possible and the I&C engineering can base its design decisions 
on a solid foundation. Moreover, the front-end loading avoids changes in the late life-
cycle phases. 

The resulting two-step modelling approach is shown in Figure 6-2, where the correspond-
ing life-cycle phases are shown in the left half of Figure 6-222 and the life-cycle activities 
of the method in the right half of Figure 6-2. The first step of the method comprises of 
the activities (a) to (e) and is assigned to the life-cycle phases (1) and (2). The overall I&C 
requirements specification phase (1) provides the input information from the process 
engineering and boundary conditions of the nuclear power plant. Under the utilisation of 
this information, the function structure (a) and the location structure (b) are modelled. 
Because the function structure is based on the deterministic safety concept, it is devel-
oped from the process engineering and must be completely implemented in the I&C sys-
tems, so that it is modelled in its entirety in the first life-cycle phase (1), which includes 
the different objectives, system functions, and diversity relationships. In contrast, the first 
modelling of the location structure (b) occurs superficially, as the complete location in-

                                                                        
22 The life-cycle phases are the same as in Figure 6-1, this is indicated by the numbering. 

Figure 6-2. Two-step modelling approach 
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formation is not available, although the I&C engineering can revert to the information of 
the existing buildings and rooms. 

The overall I&C system specification phase (2) utilises the plant level requirements speci-
fication for the plant level specification of the I&C systems, this represents the high level 
engineering of the I&C systems. In consequence, this enables the first modelling of the 
product structure (c), i.e. modelling the physical I&C system structure, which mainly con-
centrates on the I&C systems and subsystems, but can also encompass components such 
as the logic requests. The initial product structure modelling is completed by the redun-
dancy relationships of the systems. Based on these three structures, the dependencies 
between the structures can be modelled (d), i.e. the inter structure relationships. In this 
regard, the I&C engineering must pay attention to the denotations of the inter structure 
relationships, i.e. the FunctionProductInterface and ProductLocationInterface relation-
ships, which support the I&C engineering by regulating the order of modelling. Hence, 
modelling of the FunctionProductInterface relationships must begin with the system func-
tions and consider their implementation in the I&C systems and components within the 
product structure. Likewise, the modelling of the ProductLocationInterface relationships 
takes the implementation of the I&C systems and components in the different locations 
into consideration. This procedure structures the modelling of the dependencies and 
highlights the importance of the correct implementation of the I&C system functions in 
the I&C systems and components, and likewise the correct implementation of the I&C 
systems and components in the different locations. Moreover, by following this proce-
dure, the I&C engineering can more easily check the modelling of the dependencies for 
completeness, so that no dependencies are missing in the I&C system model. 

The first step of the two-step modelling approach is finalised with the first TeCoPS analy-
sis (e). Under the utilisation of the plant level I&C system model, the I&C engineering can 
postulate different failure combinations, which are superimposed with the event se-
quences, and the effects on the I&C system design can be analysed (see section 6.4 for 
the TeCoPS analysis). With respect to the importance of V&V, the first TeCoPS analysis 
validates the plant level I&C system design. In reliance of the analysis results, the two-
step modelling approach requires the iteration of the first two life-cycle phases, so as to 
modify the I&C system design accordingly. This iteration is repeated until the analysis 
results are satisfactory and the subsequent I&C engineering activities can be built on a 
solid foundation. 

The second step of the two-step modelling approach is shown in the lower part of Figure 
6-2, concentrates on the more detailed I&C system modelling at the system level, com-
prises of the activities (f) to (i), and is assigned to the life-cycle phase (4). The plant level 
requirements are broken down into the different system requirement specifications (3) as 
usual, however this information is not utilised for the modelling. Instead, the second 
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modelling of the product structure (f) and location structure (g) is conducted as part of 
the I&C system specification phase (4), where the entire modelling capabilities are uti-
lised for the description of the I&C system model, including all classes and intra structure 
relationships. Subsequent to the complete modelling of the I&C system structures, the 
inter structure relationships, i.e. the dependencies, are modelled (h), for which the same 
regulations as for the plant level must be considered. 

Similar to the way the first step is finished with the TeCoPS analysis, the second step of 
the method is also finished with the TeCoPS analysis (i), although on the basis of the de-
tailed I&C system model. According to [IEC 61513 2011]#, the I&C system specification 
phase (4) does not comprise of any analyses, although the TeCoPS analysis is introduced 
in order to provide a solid foundation for the detailed design phase (5) and subsequently 
the I&C system implementation. Likewise, based on the analysis results, the I&C engi-
neering must go back to the system requirement specification phase (3), in order to mod-
ify the system level I&C system design accordingly. 

The presented separation of the two-step modelling approach, which includes the TeCoPS 
analysis, enables front-end loading. After each step, the modelled I&C system design is 
analysed with respect to the superposition of failure combinations and event sequences, 
so that the design can accordingly be modified with respect to the analysis results. The 
resulting iterations in the life-cycle correspond to the importance of V&V, as each time 
the I&C system design is validated. The refinement of the modelling and analysis in a se-
cond step repeats the entire method, although with more detailed design information. In 
consequence, the detailed design phase (5) can revert to a competent I&C engineering, 
which also affects the V&V life-cycle phases, because improved, i.e. correct, results are 
expected. The presentation in this section 6.2 solely concentrates on the concept of the 
two-step modelling approach, this does not include further V&V activities of the life-cycle 
phases or the tracking of the requirements with regards to the I&C engineering iterations, 
which is addressed as part of the further work in section 8.2. 

6.3 General Analysis Techniques 
Before the second part of the method is presented in section 6.4, this section briefly in-
troduces the existing analysis techniques that form the basis of the TeCoPS analysis. As 
discussed in section 2.3.2 specifically, the I&C engineering is required to analyse the I&C 
system design, for which several existing analysis techniques are available, e.g. referenced 
by the IAEA standard [IAEA DS-431 2012]#. For the TeCoPS analysis, well proven and es-
tablished analysis techniques are integrated. This section highlights the different objec-
tives and approaches encompassed by these analysis techniques, resulting in their trace-
able integration in the method. 
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6.3.1 Diversity and Defence-in-Depth Analysis 
The diversity and defence-in-depth (D3) analysis represents an established analysis tech-
nique specific to the I&C discipline in nuclear power plants [NUREG/CR-6303 1994]. In 
connection to the discussion regarding the design feature of diversity [NUREG/CR-7007 

2010], the objective of the D3 analysis aims at the analysis of the correct implementation 
of the design feature of diversity and the defence-in-depth concept within the I&C system 
design. Its basis is founded on the inherent susceptibility of the computer-based technol-
ogy to CCF, which is explicitly expressed in section 2.2.2, meaning the analysis results 
provide insights about the implementation of the addressed measures against CCF. 
Hence, the D3 analysis results can, for example, be utilised for the implementation of the 
diversity strategies according to [NUREG/CR-7007 2010]. 

At the root of the D3 analysis, the complexity of the I&C systems is controlled by the de-
composition of the I&C systems into adequate blocks, these represent black boxes at the 
lowest level of the I&C system aspects under consideration. On one hand, these blocks 
are characterised by the diversity attributes, and on the other hand, all output signals of a 
block are concurrently affected by the modelled failures. 

On the basis of the I&C system decomposition, concurrent failures of the same blocks, i.e. 
blocks utilising the same HW and SW, are postulated in the course of the D3 analysis, 
subsequently the blocks’ output signals are assumed to fail. Successively, the effects of 
the postulated CCF are analysed, for which the D3 analysis reverts to the I&C engineering 
knowledge and does not consider any automated approach. The boundary conditions for 
the effects analysis are represented by the event sequences provided as part of the plant 
design basis, therefore the D3 analysis requires the addressed challenge of the superposi-
tion of failure combinations and event sequences. 

In summary, the D3 analysis is primarily dependent on the I&C engineering knowledge, 
where the I&C engineering on one hand must determine the scope of the CCF postulation 
and on the other hand must comprehensively and manually analyse the I&C system de-
sign. Moreover, the D3 analysis solely provides a framework for I&C engineering and does 
not present the analysis process in detail. However, the basics of the D3 analysis are in 
accordance with the context of this thesis, because the decomposition is in conformance 
with the metamodel, and the superposition of failure combinations and event sequences 
is a major issue of this thesis. 

6.3.2 Fault Tree Analysis and Event Tree Analysis 
In the discipline of nuclear power plants, the event tree analysis (ETA) and the fault tree 
analysis (FTA) are normally utilised as part of the probabilistic safety assessment [IAEA 

SSG-3 2010]# allowing the determination of core damage frequency within the nuclear 
power plant, which includes the analysis of the I&C system design. These analysis tech-
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niques are considered for the TeCoPS analysis, because they are well-known in the disci-
pline, encompass a systematic analysis process, and are standardised. 

The objective of the ETA [IEC 62502 2010]# is the analysis of abnormal conditions and 
accidents of technical systems, for which it must model all occurring event sequences of 
nuclear power plants. The starting point for the top-down ETA is an initial event23, e.g. a 
component failure, for which the causal and sequential events are modelled. For each 
level of the event tree, the system response, in the form of system functions, is consid-
ered, i.e. the functions either fail or operate, so that each level of a sequence is com-
posed of two new events resulting in the characteristic tree shape. A requirement of the 
specific event sequences is that the final events are either described by safe or hazardous 
states. In addition, the ETA is completed by probabilistic values of the event occurrences, 
so that probabilistic occurrences of the final events can be determined. 

On the contrary, the objective of the FTA is the determination of the causes of an unde-
sired event [IEC 61025 2006]#. The starting point for the top-down FTA is the events of the 
ETA, for which the engineering has to determine the causes based on comprehensive 
knowledge of the underlying technical system. The causes are hierarchically decomposed 
and combined on each level with the help of logical connectors. At the lowest level, the 
original causes of the undesired event are modelled, which consist of different cut sets, 
i.e. minimal sets of causes yielding the undesired event. Similarly to the ETA, the FTA can 
be utilised in combination with probabilistic calculations in order to determine the relia-
bility of the technical system. 

Both analysis techniques are top-down approaches and require comprehensive 
knowledge of the engineering, where the ETA relies on process engineering and the FTA 
on I&C engineering. The characteristic tree structure of the ETA is in conformance with 
the event structure of the metamodel, whereas the metamodel provides the general in-
formation about the I&C systems for the FTA at the plant level and system level. 

6.3.3 Failure Mode and Effects Analysis 
In contrast to the top-down analysis techniques of the ETA and the FTA, the failure mode 
and effects analysis (FMEA) [IEC 60812 2006]# represents a bottom-up approach for the 
effects of system failures analysis. As part of the FMEA, the engineering postulates differ-
ent single failures, and analyses the effects on the operation, functions, and system 
states. The bottom-up approach is expressed in a hierarchical decomposition of the tech-
nical system, for which the failures are postulated at the lowest hierarchical level and the 
effects are analysed at the following hierarchical levels. Typically the FMEA is undertaken 

                                                                        
23 In the scope of ETA, these events are denoted as initial events, which encompass the addressed PIE.  
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for single failures, but [PRICE AND TAYLOR 1998] and [GRUNSKE ET AL. 2011], for example, also 
consider the FMEA for multiple failures. 

The FMEA is wide-spread and utilised in nearly all engineering disciplines, where its sys-
tematic bottom-up approach allows for the comprehensive analysis of the effects of fail-
ure combinations. Due to the focus of the metamodel on the plant and system levels, the 
FMEA can be utilised for the failure analysis of the effects at these levels, whereas the 
behaviour is neglected. 

6.4 TeCoPS Analysis 
The TeCoPS analysis represents the second part of the method for the utilisation of the 
metamodel and is associated with the analysis of the effects of the superposition of fail-
ure combinations and event sequences, for which it is integrated in the two-step model-
ling approach as the life-cycle activities (e) and (i) (see Figure 6-2). On the fundamentals 
of the analysis techniques introduced in section 6.3, the TeCoPS analysis seizes and com-
bines the techniques in a single analysis approach. 

In general, the decomposition of the I&C systems, following the classes of the metamod-
el, is in conformance with all introduced analysis techniques. The D3 analysis, with its 
fundamental superposition of CCF and event sequences, is most decisive and provides 
the framework for the TeCoPS analysis. However, its restriction to CCF is extended to the 
modelling of any kind of failure combination and its process is organised under the utili-
sation of the remaining analysis techniques. The bottom-up approach of the FMEA is ini-
tially utilised by the I&C engineering to flexibly postulate important failure combinations, 
this is complemented by the top-down approach of the FTA securing a complete analysis 
process. The ETA is consistently followed for modelling the event sequences. 

Figure 6-3 shows the overview of the TeCoPS analysis, which is composed of activities, 
input information and decision gateways. The activities and gateways either require engi-
neering effort or are automated. The partial implementation of the automation is con-
sistent with the desired support of the I&C engineering (see section 1.2), because the I&C 
engineering is simplified by automating the repeatable activities, which requires compre-
hensive engineering knowledge. The required implementation for the automation is con-
ceptually presented in section 5.3.5 through the integration of the metamodel as part of 
a KBS. 

The TeCoPS analysis is based on two sets of input information. On one hand, it requires 
the I&C system models described by the I&C engineering on the basis of the metamodel, 
which is the output of the steps of the two-step modelling approach (see section 6.2), i.e. 
the plant level I&C system model of the activities (a) to (d) of the first step and the system 
level I&C system model of the activities (f) to (h) of the second step (see Figure 6-2). On 
the other hand, the process engineering must provide the event sequences, which, inde-
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pendently from the entire method, can be modelled with the event structure. The model-
ling of the event sequences is shown at the top of Figure 6-3 in activity (0), but this is not 
part of the TeCoPS analysis. 

The starting point for the TeCoPS analysis is the bottom-up modelling of different failure 
combinations, which are of concern to the I&C engineering. This is represented by the 
activities (i) to (iii) in Figure 6-3. At first, the I&C engineering models one failure combina-
tion of interest (i). Subsequently, the effects are automatically analysed for all modelled 
event sequences (ii). Based on the implemented analysis rules in the knowledge base of 
the KBS, the analysis yields the information on either the successful control of the event 
sequences or highlights the design deficiencies. The automated analysis in activity (ii) is 

Figure 6-3. TeCoPS analysis 
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followed by the decision gateway (iii) for the I&C engineering to model further failure 
combinations. Consequently, the bottom-up modelling of failure combinations comprises 
of the activities (i) to (iii), which are repeatedly accomplished by the I&C engineering until 
all failure combinations of interest to the I&C engineering are modelled and automatically 
analysed. 

Once the I&C engineering is finished modelling the failure combinations of major inter-
est, the TeCoPS analysis is completed with a top-down approach, where modelling of the 
failure combinations is checked for completeness. This is represented by the activities (iv) 
to (ix) in Figure 6-3. The top-down check for completeness starts with the automated 
selection of one I&C function (iv), for which all involved components and possible failure 
combinations, i.e. single, multiple, and CCF, are automatically determined (v) 24. As part of 
the subsequent decision gateway (vi), the automatically determined failure combinations 
are compared to the previously modelled and analysed failure combinations in the activi-
ties (ii) and (iii) by the I&C engineering. The I&C engineering then decides on whether the 
proposed failure combinations make sense, so that their effects can automatically be ana-
lysed. This automated analysis comprises of the modelling of one failure combination by 
the I&C engineering (vii) and the subsequent automated analysis (viii). Consequently, the 
activities (vi) to (viii) are repeated until all relevant failure combinations for the selected 
I&C function (based on activity (iv)) are modelled and analysed. The next activity is repre-
sented by the automated decision gateway (ix), which checks the modelled I&C functions 
for completeness, so that all I&C functions are considered throughout the top-down 
check for completeness. The top-down check for completeness consists of two iterations. 
The outer iteration is determined by the automated selection of I&C functions (iv) and 
the inner iteration is concerned with the modelling and automated analysis of failure 
combinations in the activities (vi) to (viii). 

Once all failure combinations are analysed for all event sequences, this follows activity 
(ix) in Figure 6-3, the TeCoPS analysis is complete and the analysis results represent the 
feedback to the I&C engineering. The feedback is always composed of information re-
garding the unsuccessful control of event sequences, the corresponding failure combina-
tions causing the unsuccessful control, and the deficiencies in the I&C system design, e.g. 
missing redundancy, diversity, or separation. 

The TeCoPS analysis solely provides information regarding the effects of the postulated 
failure combinations, it has no interest in the utilisation of the feedback information by 
the I&C engineering. In dependence on the feedback, the I&C engineering must go back 
to the requirement specification phases, i.e. the life-cycle phases (1) or (3), so that the 

                                                                        
24 If there are defined rules for the failure combinations to be postulated, e.g. only single or double failures, 
then the entire check for completeness will be automated. 
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I&C system design can be correspondingly modified. The TeCoPS analysis solely concen-
trates on the I&C system design consisting of the I&C functions, the physical I&C system 
structures and the spatial layout. In contrast to the FMEA or FTA, the I&C system behav-
iour is not considered, because this information is not available prior to the detailed de-
sign and contradicts the requirement for front-end loading. 

6.5 Additional Benefits for the I&C Engineering 
The two-step modelling approach and the TeCoPS analysis constitute the primary utilisa-
tion of the metamodel throughout the I&C life-cycle, where these methods support the 
early life-cycle design decisions of the I&C engineering. Besides the modelling and analy-
sis, the utilisation of the metamodel on the basis of AML brings additional benefits for 
the I&C engineering: firstly, the metamodel supports the plant level validation of the I&C 
systems; secondly, the described I&C system model supplements the documentation of 
the I&C systems; and thirdly, the described I&C system model enables the accomplish-
ment of consistency checks. 

The first additional benefit for I&C engineering seizes the importance of V&V and utilises 
the metamodel for the support of the V&V activities. The verification activities between 
subsequent life-cycle phases are not within the focus of this thesis but the support of the 
plant level validation in the overall integration and commissioning life-cycle phase. The 
entire V&V is separated into several activities, which relate to the V&V of different I&C 
system aspects, meaning their combination yields the required confidence in the I&C sys-
tems for safe operation. Out of the different activities, as presented in section 6.1, the 
overall integration and commissioning at the plant level is of major importance to the 
nuclear power plant, because this validation activity considers the installed and integrat-
ed I&C systems in the nuclear power plant and constitute the final testing before the op-
eration phase. There are two possible strategies for plant level validation. On one hand, 
the different I&C systems form the basis, and on the other hand, the I&C system func-
tions represent the starting point for the testing. In both cases overlapping testing is re-
quired, so that in the former case the complete I&C system functions are considered and 
in the latter case all I&C systems are fully tested. 

Irrespective of the implemented plant level validation strategy, the metamodel provides 
the required information on the relationships between the I&C systems and the imple-
mented I&C system functions, where the separate structures extensively model both as-
pects and the inter structure relationships model the required dependencies. On the ba-
sis of the metamodel, the plant level validation is supported, because the I&C engineer-
ing is able to comprehend the dependencies between the I&C systems and the I&C sys-
tem functions, therefore the completeness of overlapping testing can be more easily 
planned. In addition, as the cases for testing are established in the corresponding I&C 
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system design phases early in the life-cycle, the described I&C system models especially 
can be utilised for the test case establishment. 

Closely related to the plant level validation support is the second additional benefit, as 
the described I&C system model represents comprehensive documentation of the I&C 
systems. Within nuclear power plants, the engineering generally relies on document 
based engineering, where all engineering results are comprehensively documented utilis-
ing textual and graphical representations. The opposite approach is represented by mod-
el-driven engineering [LAUDER ET AL. 2010], where the entire engineering is built on the 
utilisation of models. In this context, the metamodel and the described I&C system model 
represent an intermediate level, where the textual representation of the documentation 
is supplemented by the corresponding I&C system model. This model can then, for exam-
ple, be utilised in combination with the text based documentation for a fast search of 
information or the comprehension of the I&C system design. 

In this combination, the third additional benefit for the I&C engineering is also based on 
the described I&C system model, because this enables the implementation of consistency 
checks, as for example, proposed and implemented by [STRUBE ET AL. 2011] for the subject 
matter of rolling mills. The I&C engineering can, for example, check the I&C system model 
with respect to the number of cabinets located in one room. Consequently, the con-
sistency checks enable the verification of the I&C system design in the early life-cycle 
phases. 
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7 Exemplary Application of the Description Language 

This chapter presents the validation of the overall concept, i.e. it provides a presentation 
of the utilisation of the description language and method for its utilisation. Primarily, in 
section 7.1, the chapter presents the exemplary utilisation of the overall concept on the 
basis of an accomplished real world project, which is then complemented by a short 
summary of the exemplary utilisation and the evaluation of the overall concept in section 
7.2. 

7.1 Utilisation of the Description Language and Method 
For the validation of the overall concept this thesis reverts to an accomplished real world 
project, where the reactor protection system (RPS) of a BWR was modernised. The selec-
tion of the RPS modernisation project is in line with the discussion about I&C systems in 
section 2.2, because the RPS covers the entire scope of I&C systems, the modernisation 
project involves hard-wired and computer-based technology, and the RPS is allocated to 
the third level of defence, which implicates the most stringent technical requirements. 
Although the RPS modernisation project is finished, its exemplary utilisation allows for 
the validation of the overall concept. In addition, the implemented RPS design is validat-
ed. The overall concept is also exemplarily applied in the author’s publications [GÖRING 

AND FAY 2012A]*, [GÖRING AND FAY 2012C]*, and [GÖRING AND FAY 2012D]*, but these examples 
are less complex and not presented in detail. 

The presentation of the exemplary overall concept utilisation follows the life-cycle phases 
considered in chapter 6.25 The starting point is not constituted by the overall I&C re-
quirements specification phase (1) (see Figure 6-1), but the presentation initially moti-
vates the RPS modernisation by discussing the existing hard-wired RPS with respect to 
the control of external events, which is part of the overall integration and commissioning 
life-cycle phase. Although the motivation of the RPS modernisation is not based on the 
description language or method for its utilisation, the discussion about the existing RPS 
emphasises the necessity for the information about the dependencies between the gen-
eral I&C system structures and refers to the additional benefit of plant validation support 
for the I&C engineering stated in section 6.5. Subsequent to the motivation, the following 
sections are concerned with the two-step modelling approach and the TeCoPS analysis, 
which follows, from the onset, the order of the life-cycle phases considered in section 
6.2. Throughout the sections, the existing RPS and the modernised RPS are repetitively 
described so as to foster the comprehensibility of the overall concept validation. 

                                                                        
25 In order to present the real world progress of the RPS modernisation project and exemplary overall con-
cept utilisation, present tense is utilised for the presentation. 



Exemplary Application of the Description Language 125 

For the reason of non-disclosure of nuclear power plant details, the presentation of the 
RPS modernisation project is slightly altered, i.e. the denotations of the nuclear power 
plant and its systems are changed, so that the specific nuclear power plant is not identifi-
able. 

7.1.1 Motivation for the Reactor Protection System Modernisation 
The nuclear power plant under consideration is the BWR Nuketown, which is located in 
Europe and was commissioned in the seventies. As discussed in section 2.2.2, the prevail-
ing technology for I&C systems in those years was the hard-wired technology, which was 
consequentially utilised for the RPS and all other I&C systems of Nuketown. Throughout 
the years of operation, the hard-wired technology featured high reliability, but it also im-
plies the technology based disadvantages previously addressed (see section 2.2). 

In accordance with the continued further development of the regulatory framework (see 
section 2.3.1), the implemented nuclear power plant design must constantly be analysed 
and evaluated with respect to new requirements. For this reason, the existing RPS design 
of Nuketown is analysed and evaluated, where the analysis is comparable to the plant 
validation accomplished in the overall integration and commissioning life-cycle phase. Of 
course, the focus is not on the testing of systems during the first commissioning, but the 
objective is the evaluation of the operation of the integrated systems, which likewise re-
quires detailed knowledge about the dependencies between the general I&C system 
structures by the I&C engineering. Before the analysis of the existing RPS is briefly pre-
sented, the design of the existing RPS and its structures are explained. 

The context and foundation for the presentation of the existing RPS are stated in chapter 
2, therefore this section solely concentrates on the specific RPS implementation. Firstly, 
the physical RPS structure, in the same way as the physical structures of the other I&C 
systems of Nuketown, resembles the system level architecture of hard-wired I&C systems 
shown in Figure 2-8, where, in this case, the different logic parts are specifically imple-
mented utilising the relay technology. Due to the hard-wired technology, the physical RPS 
structure is determined by the I&C functions, which is explicitly reflected in the RPS. The 
RPS is separated into subsystems based on the implemented I&C functions describing 
certain automatic control activities. With respect to the different design features, the 
physical RPS structure implements fourfold redundancy, i.e. the RPS is composed of the 
redundancies A, B, C, and D, the I&C functions are partially independent from each other 
and the signals are solely exchanged for voting, for which electrical separation between 
the redundancies is implemented, and the physical RPS structure does not implement 
diversity. 

Secondly, the RPS function structure is based on the hierarchical safety function concept 
presented in section 2.1.2.1, where the RPS implements the required I&C functions for 
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securing the fundamental safety functions. Out of the different plant states (see section 
2.1.2.2.2), the RPS is primarily concerned with the DBAs but also considers the AOOs and 
the design extension conditions, i.e. the RPS also partially covers the second and fourth 
level of defence. An exemplary list showing some of the implemented I&C functions is 
given in Table IX. 

Table IX. I&C functions implemented in the existing, hard-wired RPS 

SS function Screw stop safety function Fundamental safety function 
SSa Manual tripping Control of reactivity 

Removal of heat SSb Monitors low reactor level 
RS function Reactor scram safety function  

RSa Manual tripping Control of reactivity 
Removal of heat 
Confinement of rad. material 

RSb Monitors reactor power 
RSc Monitors low level in the RPV 
RSd Monitors high level in the RPV 
RSe Monitors high pressure in the RPV 

D function Automatic depressurisation safety function  
Da Manual tripping Removal of heat 

Confinement of rad. material Db Monitors low level in the RPV 
C function Reactor containment monitoring safety function  

Ca Manual tripping Confinement of rad. material 
Control of reactivity 
Removal of heat 

Cb Monitors pressure in the containment 
Cc Monitors temperature in the containment 

T function Turbine unit monitoring safety function  
Ta Manual tripping Confinement of rad. material 

Control of reactivity 
Removal of heat 

Tb Monitors level in the turbine hall 
Tc Monitors pressure in the turbine hall 

The first two I&C functions in Table IX, i.e. SSa and SSb, are part of the screw stop safety 
function SS and monitor the process variables of the RPV in order to control the opera-
tion of the circulation pumps. In consequence, their main objective is the control of reac-
tivity, but they also contribute to the removal of heat from the reactor core by limiting 
the heat production. Closely connected to the SS function are the five exemplarily shown 
I&C functions of the RS safety function, these are primarily utilised for the control of the 
reactivity and implement the fast shut-down of the reactor utilising the control rods (see 
section 2.1.1). Likewise, in dependence of the RPV process variables, the RS safety func-
tion also contributes to the other two fundamental safety functions, where stopping the 
heat production prevents the heating and damage of the fuel rods. An important contri-
bution to the removal of heat from the reactor core is provided by the automatic depres-
surisation safety function D, which implements the depressurisation of the RPV to low 
pressure values, thus enabling the reliable utilisation of the core cooling systems. The 
final two safety functions, i.e. the reactor containment monitoring safety function C and 
the turbine unit monitoring safety function T, implement the monitoring of the corre-
sponding nuclear power plant buildings, so that, for example, pipe breaks are detected 
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allowing the confinement of the radioactive material to be secured by isolating the reac-
tor coolant pressure boundary (RCPB) from the corresponding areas of the nuclear power 
plant. The RPS I&C functions partially implement function diversity, where, for example, 
the I&C functions of the RS safety function are diverse on the basis of the utilised process 
variables. 

And thirdly, the location structure of the existing RPS is characterised by its primary utili-
sation of the electrical building of Nuketown. On one hand, the cabinets containing the 
RPS components are allocated to two physically separated rooms of the electrical build-
ing, and on the other hand, the interface of the RPS in the main control room (MCR) is 
located in the electrical building. Moreover, the RPS PCE requests are wide spread 
throughout the rooms of the nuclear power plant, which includes the rooms of the reac-
tor building and turbine hall. The overview of the utilised rooms is shown in Table X. An 
important aspect of the location structure is the implementation of the separation design 
feature, where the completely separated rooms Ea.01 and Ea.06 are utilised for imple-
menting the redundancies A and B, respectively C and D. 

Table X. Buildings and rooms of the existing RPS 

Building Room Existing RPS 

Electrical building 
Ea.01 Redundancies A and B 
Ea.06 Redundancies C and D 
Eb.01 MCR interface 

Reactor building Rx.xx (various) PCE requests 
Turbine hall Tx.xx (various) PCE requests 

This short presentation of the existing RPS presents the relevant information about the 
three general I&C system structures, these are the product (physical), function, and loca-
tion structures. The existing RPS design is primarily determined by the deterministic safe-
ty concept of nuclear power plants, which, in combination with the hard-wired technolo-
gy, yields the characteristic I&C functions. Although the existing RPS design only marginal-
ly implements the design feature of diversity, the implemented structures and design 
features showed their applicability for safe operation over time. 

However, the presented status quo of the existing RPS design features several deficiencies 
with respect to further development of the regulatory framework, which are revealed by 
the corresponding analysis of the design. In accordance with the discussion about the 
release of new requirements by the regulatory body, the accomplished analysis of the 
existing RPS aims at the evaluation of the implementation of the design features of sepa-
ration and independence. This corresponds to the analysis with respect to external 
events affecting larger spatial parts of Nuketown. An appropriate example of the analysis 
is presented by a fire affecting the room Ea.01 (see Table X), which eliminates both re-
dundancies A and B and results in the spurious activation of several I&C functions by the 
remaining redundancies C and D. Although the fire must be controlled, it does not 
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threaten the safety of the nuclear power plant in the first instance, but the spurious acti-
vation of the I&C functions could do so. In consequence, the presented implementation 
of the design features of separation and independence is not sufficient. In this example, 
either the physical separation between the redundancies could be improved or the inde-
pendence between the redundancies could be modified. In the first case, the spatial limi-
tations of Nuketown constrain the design possibilities, whereas in the second case, the 
market availability of the hard-wired components represents a problem. In consequence, 
the complete analysis result requires extensive RPS design modifications, which are com-
prehensively considered by the RPS modernisation project involving the design of a new, 
computer-based RPS. 

Although the description language provides the capabilities for modelling and analysing 
the existing hard-wired RPS design, its utilisation for modelling and analysis is not expedi-
ent as it implies additional engineering effort. The accomplished analysis requires the 
information about I&C systems provided by the description language, especially the de-
pendencies between the different I&C system structures which are of significant rele-
vance. For the stated example, the event sequence is caused by the PIE affecting the loca-
tion structure, but the product structure and function structure are immediately affected 
and their changes must be considered. However, the existing RPS design is well known to 
I&C engineers, therefore the analysis of the external events is accomplished on the basis 
of their knowledge and experience. On the contrary, the RPS modernisation project yields 
a completely new RPS, involving computer-based technology, resulting in I&C engineering 
which involves extensive effort and requires new approaches like the utilisation of the 
description language and method for its utilisation. 

7.1.2 Information Basis for the I&C Engineering 
The information basis for I&C engineering of the RPS modernisation project is composed 
of different information sources, which are characterised by their general utilisation for 
the I&C engineering and their necessity for the two-step modelling approach and TeCoPS 
analysis. The former group of information sources on one hand generally consists of tex-
tually and graphically represented documentation, for example the system descriptions, 
safety analyses, event reports, feasibility studies, and requirement specifications. These 
documents represent the comprehensive information basis of a nuclear power plant, 
which is mainly required by the regulatory body. On the other hand, the former group of 
information sources is based on the description languages, methods and tools utilised by 
the I&C engineering, to which, for example, the programming languages are assigned. 
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For the two-step modelling approach and the TeCoPS analysis, these information sources 
are also required as input information, however, the I&C engineering must also have ac-
cess to the description language. Consequently, the different metamodel classes, inter-
faces, and attributes are correspondingly modelled as RoleClasses, InterfaceClasses, and 
attributes in AML. The resulting AML libraries are shown in Figure 7-1, for which the AML 
editor is utilised [AUTOMATIONML 2012]@. On the basis of these two AML class libraries, 

Figure 7-1. AML libraries representing the I&C engineering input information 
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the I&C engineering is able to accomplish the modelling of I&C systems, failure combina-
tions, and event sequences. Figure 7-1 corresponds to the presentation of the description 
language in sections 5.2 and 5.3, the figure refrains from showing the attributes and 
simply shows the InterfaceClasses of the system (RoleClassLib, lines 20 to 23) and com-
ponent (RoleClassLib, lines 14 to 19) RoleClasses. 

7.1.3 Two-Step Modelling Approach – Step 1 
The first step of the two-step modelling approach is separated into the first two life-cycle 
phases (1) and (2)26. The step is related to modelling the RPS at the plant level and is 
completed by the first TeCoPS analysis. In the first life-cycle phase, the boundary condi-
tions of the nuclear power plant design and the functional requirements are analysed, 
therefore the initial design decisions can be taken. Under consideration of the design de-
ficiencies of the existing RPS, the most sustainable solution is the erection of a new build-
ing containing a completely new part of the RPS, resulting in the existing RPS (ERPS) and 
the new RPS (NRPS) operating in parallel. Consequently, the overall I&C requirements 
specification phase (1) covers the choice of the I&C technology and the functional RPS 
design. The former initial design decision is determined by the market situation, where 
nearly all of the qualified I&C systems are based on computer-based technology, there-
fore the choice is inevitably made for the computer-based technology. These basic design 
decisions entail the advantage of implementing the design feature of diversity and result 
in physically separated RPS subsystems, while respecting the challenges presented in sec-
tion 2.2.2. 

The latter initial design decision constitutes the allocation of the I&C functions to the I&C 
systems at the plant level, i.e. the co-operation between the ERPS and the NRPS, for 
which the control of the process systems must be engineered. The overview of the co-
operation between the NRPS and the ERPS is shown in Figure 7-2, where the left half 
shows the ERPS and the right half shows the NRPS. Figure 7-2 is vertically separated ac-
cording to the different fundamental safety functions (see section 2.1.2.1), where the 
boxes represent the corresponding process systems27. 

Both RPS subsystems acquire the process information from independent sensors allocat-
ed to the nuclear instrumentation system 11, the RPV instrumentation system 12, and the 
suppression pool instrumentation system 13, which is shown in the upper part of Figure 
7-2. The process systems are separated with respect to their specific contribution to the 
fundamental safety functions, where the removal of heat is separated into the core cool-
ing and residual heat removal. For the reactivity control, the RPS controls the control rod 

                                                                        
26 The numbering of the life-cycle phases and activities of Figure 6-2 is utilised within this chapter. 
27 For the reason of better overview, the process systems are denoted by numbers. 
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drive mechanism (CRDM) system 22 and the hydraulic system for the CRDM 21. The latter 
system secures the reactor scram by firing the control rods into the RPV within seconds, 
whereas the CRDM system 22 runs in the control rods into the RPV in fewer than three 
minutes (see section 2.1.1). Both RPS subsystems control these process systems, because 
the reactivity control is of major importance to the nuclear safety of Nuketown. The RCPB 
integrity, i.e. the confinement of the radioactive material, is accomplished by two process 
systems, where system 32 controls the pressure relief and system 31 controls the valves 
of the main steam piping. The ERPS and the NRPS both have access to the main steam 
piping valves, whereas the existing pressure relief valves are separated between the two 
RPS subsystems and both subsystems are able to control specific PIE requiring the pres-
sure relief. For the fundamental safety function of heat removal from the core, the overall 
plant design provides several independent process systems. The ERPS controls the 
redundant safety injection systems 41A and 41B, whereas the auxiliary feed water system 

Figure 7-2. Co-operation between the ERPS and NRPS for controlling  
process systems 
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42 and the reactor feed water system 43 are allocated to the NRPS. Likewise, both RPS 
subsystems control two independent process systems for the residual heat removal. 

Figure 7-2 does not only show the co-operation between the RPS subsystems, but it also 
establishes the connection to the hierarchical safety function concept. The combination 
of the functions implemented in the ERPS (see Table IX), the co-operation concept, and 
the further engineering results of the life-cycle phase (1) all enable modelling the RPS 
function structure. An excerpt of the RPS model function structure, representing the out-
put of the two-step modelling life-cycle 
activity (a), is shown in the InstanceHier-
archy in Figure 7-3. The modelling ap-
proach is straightforward, occurs from the 
top-down, where initially the fundamental 
safety functions and safety functions in 
the form of objectives are modelled, fol-
lowed by the system functions, and ac-
companied by the I&C engineering 
throughout the life-cycle phase (1). As 
shown in the upper part of the Instance-
Hierarchy in Figure 7-3, the function struc-
ture comprises of the fundamental safety 
functions (these are highlighted in lines 4, 
11, and 14 in Figure 7-3), to which several 
safety functions are hierarchically allocat-
ed. At the lowest level, some of the I&C 
system functions of Table IX are shown, 
i.e. in the lines 7 to 10 and 20 to 23, with 
the I&C system functions modelled for the 
two RPS subsystems. 

Likewise, the fundamental information 
about the location structure is available in 
the overall I&C requirements specification 
phase (1), where the spatial design of the 
ERPS is largely maintained and the basic 
NRPS spatial design is engineered. Due to 
the requirement of physical separation, 
the NRPS is built in a completely separate 
building, i.e. the NRPS building. The re-
sulting fundamental location structure is 
shown in the lower part of the Instance-

Figure 7-3. Step 1: Excerpt of the RPS  
function and location structures 
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Hierarchy in Figure 7-3 (lines 24 to 32). In comparison to the spatial ERPS design, accord-
ing to Table X, the location structure is expanded by the NRPS and Intermediate buildings 
and several rooms. 

The modelling of these two RPS structures, representing the two-step modelling life-cycle 
activities (a) and (b), concludes the overall I&C requirements specification life-cycle phase 
(1). In the following phase (2), the plant level modelling of the RPS is completed with the 
life-cycle activities (c) and (d), where the plant level RPS product structure and the inter 
structure dependencies are modelled. The starting point for the overall I&C system speci-
fication phase (2) is the schematic in Figure 7-2, which shows the co-operation between 
the two RPS subsystems. The ERPS is generally maintained and any changes affect the 
interfaces to the NRPS, whereas the design of the computer-based NRPS is more interest-
ing with regards to the scope of this thesis. 

As part of the overall I&C system specification life-cycle phase (2), the plant level product 
structure of the NRPS is engineered, which involves the entire scope of I&C systems ac-
cording to section 2.2.1, i.e. the PCE requests, logical processing and interfaces to the 
process systems. Although the entire I&C system scope is covered, the engineering is lim-
ited to the plant level and is mainly concerned with the challenge of allocating the I&C 
functions to the NRPS and its components. The resulting plant level NRPS design is shown 
in Figure 7-4, which is composed of the main NRPS components and the exemplarily 
shown interfaces to the process systems. 

The NRPS consists of three redundancies N1, N2, and N3, within each redundancy the 
process signals are acquired and processed for the control of the various process systems. 
In the lower half of Figure 7-4, the PCE requests are indicated, which are directly con-
nected to the acquisition and processing units (APU). The three APUs logically process the 
acquired process signals and separately conduct the control of the process systems. On 
one hand, the reactor scram via system 21, the RCPB isolation via the main steam piping 
system 31, and the pressure relief via system 32 are directly controlled, whereas on the 
other hand the cooling systems 42 and 43 are controlled via the corresponding logic re-
quests CTL 42 and CTL 43. This allocation of I&C functions to the NRPS components 
should be emphasised, because the control of the cooling systems relies on single logic 
requests allocated to separate redundancies, whereas the other I&C functions utilise all 
three redundancies. Moreover, the two logic requests CTL N1 and CTL N2 are responsible 
for controlling and monitoring the power supply. The remaining logic requests, shown in 
the upper half of Figure 7-4, represent the different interfaces to the operators, the engi-
neering, and the plant computer. Processing of the alarms is handled via logic requests 
Alarm N1 and Alarm N2, the connection to the plant computer is established by utilising 
the two logic requests Plant A and Plant B, local control panels in the NRPS building are 
represented by the logic requests Loc 42 and Loc 43, the interfaces to the operators in the 
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MCR are provided by the logic requests MCR 42, MCR N1, MCR 43, and MCR N2, the en-
gineering can access the NRPS via the service unit SU NRPS in the MCR, and the signal 
exchange with the ERPS is accomplished via the separate logic requests NRPS A, NRPS B, 
and NRPS C, which are shown to the right of Figure 7-4. Besides the main NRPS compo-
nents, Figure 7-4 also shows the basic implementation of the topology, for which the di-
rect relationships between the components, i.e. the signal paths, are shown. In addition, 
the redundancy between the three APUs is identifiable. On the contrary, the information 
regarding the diversity of the product structure is not available at the plant level. The I&C 
engineering information shown in Figure 7-4 is completed by the information about the 
rooms and building of Nuketown. 

An excerpt of the described product structure of the RPS model, for which the description 
language is utilised, is shown in the InstanceHierarchy in Figure 7-5. In accordance with 
the schematics shown in Figure 7-2 and Figure 7-4, the RPS product structure is com-
posed of Nuketown’s different systems, where the RPS is hierarchically decomposed into 
its subsystems ERPS and NRPS (lines 4 and 5). At the lowest level, Figure 7-5 shows the 
logic requests implemented in the NRPS and subsequently combined in the logic request 
subsystem (line 6). The modelling takes place top-down and is completed by modelling 
topology, i.e. the intra structure relationships. The graphical representation of the topol-

Figure 7-4. Plant level NRPS product structure 
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ogy in the AML editor is not visible; 
therefore the topology of the prod-
uct structure is solely exemplarily 
included in Figure 7-5 in the form of 
lines connecting the interfaces. On 
one hand, the direct relationship of 
the signal path between APU 1 and 
APU 2 is shown (connected lines 9 
and 12), and on the other hand, the 
redundancy between APU 2 and 
APU 3 is indicated (connected lines 
13 and 16). 

Modelling of the product structure 
completes the life-cycle activity (c) 
and is followed by modelling the 
dependencies between the struc-
tures in the life-cycle activity (d). 
The basis for modelling the depend-
encies between the function struc-
ture and the product structure is 
represented by the co-operation 
between the ERPS and the NRPS in 
Figure 7-2, which is supplemented 
by the NRPS design in Figure 7-4. 
Due to the focus on plant level, the 
modelling is constrained to the rela-
tionships between the I&C functions 
and the main RPS components. The 
same is valid for modelling of rela-
tionships between the product 
structure and location structure, 
which is constrained to the main RPS 
components and the buildings and rooms of Nuketown. The basis for the latter inter 
structure relationships is constituted in Figure 7-4, where the different utilised buildings 
and rooms at the plant level NRPS design are shown. Figure 7-6 shows an excerpt of the 
RPS model28 exemplarily presenting inter structure relationships, which are included, as 
in Figure 7-5, in the form of lines connecting the interfaces. On one hand, the Function-
                                                                        
28 Figure 7-6 is constrained to the relevant RoleClass and InterfaceClass instances. 

Figure 7-5. Step 1: Excerpt of the RPS  
product structure 
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ProductInterface is utilised for 
modelling the implementation 
of the I&C function NRPS RSa 
in the three APUs (connected 
lines 26 and 8, 11, and 14). On 
the other hand, the implemen-
tation of the two logic re-
quests CTL 42 and CTL 43 in 
the rooms Na.01, respectively 
Nb.01, under the utilisation of 
the ProductLocationInterface 
(connected lines 17 and 31 as 
well as 20 and 34), is shown in 
Figure 7-6. 

At the end of the overall I&C 
system specification life-cycle 
phase (2), the complete plant 
level RPS model is available, 
for which the two-step model-
ling approach life-cycle activi-
ties (a) to (d) are accom-
plished. In general, the model-
ling activities take place in par-
allel with the I&C engineering 
and revert to the I&C engi-
neering results. On this basis, 
the first step of the two-step 
modelling approach is com-
pleted with the first TeCoPS 
analysis as part of the life-cycle 
activity (e), which is presented 
in the following section 7.1.4. 

7.1.4 First TeCoPS Analysis 
For the first TeCoPS analysis, the information about the event sequences and the RPS 
model must be available. The latter information is described as part of the two-step 
modelling approach life-cycle activities (a) to (d) presented in the previous section 7.1.3, 

Figure 7-6. Step 1: Excerpt of the RPS model  
showing the inter structure relationships 
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whereas the former information is provided by the process engineering. Although more 
than 60 event sequences must be analysed for the RPS modernisation project, this exem-
plary overall concept validation is limited to two event sequences representing the gen-
eral challenges to Nuketown. Despite the importance of the causes of the RPS modernisa-
tion, i.e. the external events affecting larger parts of the plant, the corresponding event 
sequences are not presented, because their control is generally secured by the NRPS im-
plementation and makes the exemplary presentation dispensable. 

The first relevant event sequence is already addressed in section 5.3.4 in the course of 
the event structure extension, i.e. the blockage of the feed water pumps. The corre-
sponding event sequence model is shown in the InstanceHierarchy in Figure 7-7, where 
the different events are 
modelled, supplemented by 
the necessary interfaces for 
modelling the inter structure 
relationships between the 
event structure and product 
structure, and respectively 
the function structure29. 
Subsequent to the blockage 
of the feed water pumps 
(line 6), i.e. the PIE which 
contains the two 
EventProductInterfaces in 
lines 8 and 9 modelling the 
eliminate state transitions 
(see section 5.3.2) of the 
two feed water pumps, the 
feed water volume falls be-
low its lower limit value of 
40 % (line 13) and the circu-
lation pumps are shut down 
(line 24), which results in 
less power production. Fol-
lowing this is a rapid pres-
sure decrease at the turbine 
inlet below the limit value P1 
                                                                        
29 The interfaces in Figure 7-7 and Figure 7-8 are differentiated by textual supplements, where the 
EventProductInterface is indicated by the supplement Prd and the EventFunctionInterface by Fct. 

Figure 7-7. Event sequence model:  
Blockage of feed water pumps 
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(line 14), and consequentially the control rods are run-in (line 22) in order to stop the 
heat production. Due to the on-going decrease of the RPV water level, the automatic re-
actor scram is activated (line 20) when the RPV water level limit value L2 is reached (line 
15), followed by the auxiliary feed water system 42 starting for the supply of water (line 
18) when the RPV water level limit value L3 is reached (line 16). For the first TeCoPS anal-
ysis, the event sequence is exemplarily superimposed with the CCF of the RPV level 
measurement (line 10), which occurs after the blockage of the feed water pumps. The 
CCF is modelled by the 
EventProductInterface in line 
12. 

The second relevant event 
sequence is concerned with 
the combination of a turbine 
trip and a bypass failure, of 
which the event sequence 
model is shown in the In-
stanceHierarchy in Figure 7-8. 
The corresponding PIE in line 
7 is characterised by blocking 
of the bypass valves and the 
turbine trip due to, for exam-
ple, low turbine bearing oil 
pressure, resulting in the 
main heat sink of Nuketown 
being lost. The inter structure 
relationship to the bypass 
valves is modelled with the 
EventProductInterface in line 
9, whereas the automatic 
activation of the turbine trip 
is modelled utilising the 
EventFunctionInterface in line 
10. As the immediate conse-
quence of detection of this 
nuclear power plant state at a 
reactor power greater than 60 
% (line 15), the reactor is 
scrammed (line 31) and the 
redundant control rod run-in is 

Figure 7-8. Event sequence model:  
Turbine trip and bypass failure 
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automatically activated (line 32), i.e. the reactivity is controlled. Due to the lost heat sink 
and the on-going, reduced heat production, the RPV pressure increases, and once the 
RPV pressure limit value H4 is reached (line 16), the depressurisation is automatically 
activated. On one hand, the power operated relief valves (PORV) of system 32 are opened 
(line 28), and on the other hand, the automatic pressure control of system 32 is activated 
(line 29), which controls the RPV pressure to a value of about 70 bar. This event is fol-
lowed by three causal events, which are temporally ordered by the timepoint attribute30. 
Firstly, upon opening of the PORVs (line 17), the steam is blown into the suppression pool 
and the automatic residual heat removal from the suppression pool by system 51 is acti-
vated (line 19). Secondly, due to the steam blow down and the consequential rapid RPV 
water level decrease (line 20), the feed water supply from process systems 42 and 43 is 
activated (lines 22 and 23). And thirdly, when the RPV pressure decreases and the RPV 
pressure limit value H3 is reached (line 24), then the PORVs are automatically closed (line 
26). At this point, Nuketown is in a secure state, because the reactivity is controlled, the 
removal of heat is guaranteed at a constant RPV pressure, and the radioactive material is 
confined. Besides the event sequence, the InstanceHierarchy in Figure 7-8 also shows the 
superposition of the event sequence with an exemplary failure combination (line 11). In 
this case, the two logic requests APU 3 and CTL 42 are eliminated (lines 13 and 14). In the 
same way as these two exemplary event sequences are modelled, all event sequences 
are modelled in order to serve as the input information for the TeCoPS analysis. 

Under the utilisation of the available input information, the bottom-up part of the TeCoPS 
analysis constitutes modelling the failure combinations of interest to the I&C engineering 
(see Figure 6-3, activities (i) to (iii)). With respect to the modelling of the RPS at the plant 
level, the modelling of the failure combinations is limited to the I&C systems and the 
main RPS components. An exemplary list of possible failure combinations is shown in 
Table XI, which is separated into single failures, failure combinations and CCF. The single 
failures on the plant level are mainly characterised by the failures of the main I&C com-
ponents, whereas the failure combinations can represent any combination of single fail-
ures, of which Table XI shows the double failures of the main logic requests. And the CCF 
are based on the underlying HW and SW of the components, where the CCF are modelled 
for I&C components with the same HW and SW configurations (see section 2.2.2). Table 
XI exemplarily shows the CCF for some of the logic requests, but it also indicates the CCF 
of the RPS subsystems, where, for example, a fire can cause a CCF of one of the subsys-
tems. 

                                                                        
30 The corresponding timepoint attributes are not shown in Figure 7-8, though the temporal order is given 
by the order of the events in the InstanceHierarchy, i.e. line 17, line 20, and line 24. 
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Table XI. Exemplary failure combinations of the first TeCoPS analysis 

Single failures 
APU 1 APU 2 APU 3 
CTL 42 CTL 43 CTL N1 
CTL N2 Loc 42 Loc 43 
Alarm N1 Alarm N2 MCR 42 
MCR 43 MCR N1 MCR N2 
Failure combinations 
APU1, APU 2 APU 1, APU 3 APU 2, APU 3 
APU 1, CTL 42 APU2, CTL 42 APU 3, CTL 42 
APU 1, CTL 43 APU2, CTL 43 APU 3, CTL 43 
CTL 42, CTL N1 CTL 43, CTL N2 CTL 43, CTL 42 
Common cause failures 
ERPS NRPS 
APU 1, APU 2, APU 3 CTL 42, CTL 43 
CTL N1, CTL N2 RPV Level sensors 

For each modelled failure combination, the RPS model is analysed with respect to the 
superposition of the failure combination and all event sequences. In the scope of this 
thesis, solely the description language and method for its utilisation are considered, 
whereas the KBS implementation is conceptually presented (see section 5.3.5). In conse-
quence, the TeCoPS analysis of the RPS model for the exemplary overall concept valida-
tion is not automated and instead comprehensively discussed. 

The event sequence model of the feed water pumps blockage in Figure 7-7 requires the 
availability of the screw stop (line 24), control rod run-in (line 22), reactor scram (line 20), 
and system 42 activation (line 18) I&C functions, which involves the complete function 
chains. The I&C engineering initially models different single failures, these are shown in 
the upper rows of Table XI, so that the implementation of the redundancy design feature 
is analysed. At the plant level, the RPS model features sufficient redundancy, because the 
three APUs implement threefold redundancy (see Figure 7-5), in addition, the PCE re-
quests are readily available. Solely the modelling of the single failure of CTL 42 yields an 
invalid TeCoPS analysis result for the feed water pumps blockage event sequence, be-
cause the logic request CTL 42 is not implemented redundantly and absolutely required 
for the activation of the auxiliary feed water system 42 (Figure 7-7, line 18). In this case, 
the feedback to the I&C engineering reveals the missing redundancy of the CTL 42 logic 
request (see Figure 7-4 and Figure 7-5) and the I&C engineering must evaluate the 
TeCoPS analysis result. The missing redundancy does not represent a problem for the 
RPS, because the ERPS can revert to its safety injection systems 41A and 41B (see Figure 
7-2) for the water supply to the RPV, which are independent from the NRPS, i.e. their 
functionality is not affected by any failure within the NRPS (see Figure 7-2), and activated 
upon different limit values. 
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After all single failures of interest are modelled and analysed, the I&C engineering takes 
the failure combinations into consideration, these are exemplarily shown in the middle 
rows of Table XI. Besides the failure combinations involving the logic request CTL 42, all 
failure combinations affecting two APUs also yield invalid TeCoPS analysis results for the 
event sequence in Figure 7-7, because, in connection to these failure combinations, the 
two out of three voting of the APUs is eliminated and the required process systems are 
not activated (see Figure 7-4). In the same way as for the single failures, the missing re-
dundancy of the CTL 42 logic request is resolved by the redundant process systems pro-
vided by the ERPS (see Figure 7-2), which is likewise valid for the failure combinations 
affecting any two APUs. In addition, the I&C engineering can take the implementation of 
a fail-safe design into consideration, so that upon failure of any two APUs the correspond-
ing process systems are automatically activated. 

The bottom-up part of the TeCoPS analysis is finished with modelling different CCF, these 
are shown in the lower rows of Table XI, where generally the CCF of one of the RPS sub-
systems is resolved by the other RPS subsystem. A substantial invalid TeCoPS analysis re-
sult is represented by the CCF of the RPV level measurement, for example, the freezing of 
the PCE requests (Figure 7-7, line 12), so that the decreasing RPV water level cannot be 
detected, i.e. the events in the lines 15 and 16 in Figure 7-7 do not occur, and the process 
systems 21 and 42 (see Figure 7-2 and Figure 7-4) are not activated. In this case, the I&C 
engineering must evaluate its modelling assumptions, because there is no redundant RPV 
level measurement. In the case of the RPS, the I&C engineering can revert to the imple-
mented diversity between the PCE requests of the ERPS and the NRPS, so that the CCF of 
all PCE requests is impossible. 

The TeCoPS analysis of the turbine trip and bypass failure event sequence (see Figure 7-8) 
is similar to the feed water pumps blockage, though this event sequence requires differ-
ent I&C functions and function chains, i.e. the reactor scram (line 31), control rod run-in 
(line 32), automatic depressurisation (lines 26 and 28), pressure control (line 29), system 
42 and system 43 activation (lines 22 and 23), and system 51 activation (line 19) I&C 
functions. The involvement of more I&C functions does not result in more invalid TeCoPS 
analysis results with respect to single failures (see Table XI), because the threefold redun-
dancy of the APUs is utilised, but the RPS design is more susceptible to failure combina-
tions and CCF. However, for all modelled failure combinations with invalid TeCoPS analysis 
results, for example the CCF of CTL 42 and CTL 43, i.e. the corresponding core cooling 
systems 42 and 43 are non-existing (see Figure 7-2 and Figure 7-4), or the concurrent fail-
ure of CTL 42 and APU 3 (Figure 7-8, lines 13 and 14), i.e. the core cooling system 42 is 
non-existing, the I&C engineering can approve the RPS design on the basis of the imple-
mented redundancy and diversity between the ERPS and NRPS. 
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Following the initial bottom-up part of the TeCoPS analysis is the top-down check for 
completeness (Figure 6-3, activities (iv) to (ix)), where the scope of the involved I&C func-
tions is determined and the missing failure combinations are modelled and superimposed 
with all event sequences for the TeCoPS analysis. At the plant level, the check for com-
pleteness is less important, because the level of detail of the RPS model is still clear and 
the I&C engineering usually models all major failure combinations as part of the bottom-
up modelling of different failure combinations, these are exemplarily shown in Table XI. In 
consequence, the top-down check, carried out for completeness, does not involve any 
further TeCoPS analysis of the RPS model. In general, the first TeCoPS analysis is quite 
similar for all event sequences, because the plant level RPS model is clear and easily 
comprehensible, as it is restricted to the I&C systems and main components, i.e. mainly 
the logic requests. 

In the scope of this section 7.1.4, the feedback to the I&C engineering is already ad-
dressed in the respective paragraphs. As part of the TeCoPS analysis, the feedback repre-
sents the output of the TeCoPS analysis, which requires an evaluation of the RPS design 
by the I&C engineering. Due to the fundamental separation and independence between 
the ERPS and the NRPS, the RPS design features sufficient redundancy and diversity, so 
that the TeCoPS analysis does not reveal any design deficiencies that must be re-
engineered. The exemplary utilisation of the first TeCoPS analysis approves the plant level 
RPS design and the I&C engineering can base the system level design on a solid basis, i.e. 
the TeCoPS analysis validates the engineering results of the first two IEC 61513 I&C safety 
life-cycle phases (1) and (2) (see Figure 6-2). 

7.1.5 Two-Step Modelling Approach – Step 2 
On the basis of the verified plant level RPS design, the I&C engineering proceeds with the 
engineering at the system level. As part of the system requirements specification phase 
(3), the system RPS requirements are derived from the overall I&C requirements specifi-
cation, which is followed by the system level RPS design. In the same way as the first step 
of the two-step modelling approach is accomplished in parallel to the plant level RPS de-
sign, the refinement of the RPS model is described in parallel to the RPS system level de-
sign. 

The second step of the two-step modelling approach consists of the life-cycle activities (f) 
to (i) and is based on the engineering results of the system specification phase (4), where 
the entire modelling capabilities of the description language are utilised. In consequence, 
the modelling results in the complete RPS product and location structures, which sup-
plement the function structure and are connected via the inter structure relationships. 
The modelling process of the second step is similar to the first step presented in section 
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7.1.3, therefore, because of the complexity of the RPS, the presentation is limited to an 
excerpt of the RPS system level design. 

Figure 7-9 shows the NRPS product structure for the activation of the two cooling systems 
42 and 43 due to the activation of the RPV water level limit value L3 (e.g. Figure 7-8, lines 
20, 22, and 23). The decreasing RPV water level is detected with six level measurements 
represented as the six PCE requests K432, K433, K434, K435, K438, and K439 shown in 
Figure 7-9. The PCE requests are located in the reactor building, regarding redundancy 
they are allocated around the RPV, and are directly connected to the analogue input 
components AI, i.e. the input requests AI 1a, AI 1b, AI 2a, AI 2b, AI 3a, and AI 3b. In each 
NRPS redundancy, N1, N2, and N3, the twofold redundant analogue input requests are 
directly connected to the communication requests CI 1a, CI 2a, and CI 3a of the corre-
sponding APUs, so that the process information is sent to the logic requests for the fur-
ther processing. The logic requests exchange the process information and evaluate it with 
respect to the lower limit value L3. The processed information is then distributed within 
the NRPS via the digital output requests DO 1a, DO 1b, DO 2a, DO 2b, DO 3a, and DO 3b 
connected to the communication requests of the APUs. 

As explicated in section 7.1.3, the control of process systems 42 and 43 is accomplished 
via separate logic requests. Consequently, the processed information is distributed to the 
digital input components DI 1a, DI 1b, DI 1c, DI 2a, DI 2b, and DI 2c of the logic requests 
CTL 42 and CTL 43. The logic requests CTL 42 and CTL 43 conduct a two out of three vot-

Figure 7-9. System level product structure of the  
cooling systems 42 and 43 activation 
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ing on the process information, so that the process systems are controlled accordingly. 
The cooling systems 42 and 43 are completely controlled by the two corresponding logic 
requests, so that the product structure comprises several additional input and output 
requests, although their representation is neglected due to the complexity. 

Figure 7-9 exemplarily shows the scope of the system level RPS, which is accessible for 
the RPS model product structure description as part of the life-cycle activity (f). Similarly, 
the location structure of the RPS is modelled as part of the life-cycle activity (g), for which 
Table XII shows the rooms and cabinets corresponding to the information provided in 
Figure 7-9. The listed cabinets contain the logic requests, supplemented by the input, 
output, and communication requests. The described RPS model is shown in the Instance-
Hierarchy in Figure 7-10, where, in accordance with Figure 7-9, the product and location 
structures are shown, supplemented by the function structure. The NRPS product struc-
ture comprises of the following subsystems: PCE request (line 6), input request (line 17), 
output request (line 18), communication request (line 19), and logic requests (line 27), 
which contain the I&C components shown in Figure 7-9. The topology is exemplarily in-
cluded in Figure 7-10 in the form of lines connecting the interfaces, as it is also accom-
plished in Figure 7-5 and Figure 7-6. On one hand, the redundancy relationship between 
the two level measurements K432 and K435 is shown (connected lines 9 and 12). On the 
other hand, the direct relationships of the signal path between CI 1a and APU 1 as well as 
APU 1 and APU 2 are shown (connected lines 22 and 30, 31 and 34). The function struc-
ture (lines 38 to 45) shows the two relevant I&C functions for the automatic activation of 
the process systems 42 (line 42) and 43 (line 43), these are part of core cooling objective 
(line 41). The location structure (lines 46 to 60) in the RPS model excerpt in Figure 7-10 is 
constrained to the reactor building (line 47) and NRPS building (line 51). Moreover, the 
RPS model shows the modelled rooms and cabinets according to Table XII. 

The description of the system level RPS model is completed by modelling the inter struc-
ture dependencies in the life-cycle activity (h), for which the product structure in Figure 
7-9 shows the RPS components required for the automatic activation of systems 42 and 
43 and Table XII shows the dependencies between the product structure and location 
structure. An excerpt of the RPS model showing the inter structure relationships is shown 
in the InstanceHierarchy in Figure 7-11, where the RPS model is constrained to the rele-
vant RoleClass and InterfaceClass instances. For the dependencies between the product 
and location structures, the ProductLocationInterface is utilised, where Figure 7-11 ex-
emplarily shows the implementation of the logic request APU 2 in the cabinet Nc.S108 
(connected lines 22 and 41) and the implementation of the logic request CTL 43 in the 
cabinet Nc.S110 (connected lines 28 and 44). In comparison to the plant level RPS model 
(see section 7.1.3), the location structure of the system level RPS model comprises of 
more hierarchically structured instances and the product structure consists of numerous, 
different instances, so that there are consequentially more ProductLocationInterface 
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relationships. In this regard, the addressed regulated order for modelling the inter struc-
ture dependencies in the two-step modelling approach (see section 6.2) supports the I&C 
engineering, so that no dependencies are overlooked. The dependencies between the 
function and product structures of the RPS model are exemplarily shown in Figure 7-11 
for the automatic activation of the process system 43 (line 33). In this example, the Func-
tionProductInterface relationships between the I&C function and the components CTL 43 

Figure 7-10. Step 2: Excerpt of the RPS product, function and location structures 
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(connected lines 35 and 27), APU 
2 (connected lines 35 and 21), and 
K434 (connected lines 35 and 12) 
are shown in Figure 7-11. As 
shown in Figure 7-9, various I&C 
components are part of the func-
tion chains, so that the system 
level RPS model likewise contains 
numerous FunctionProductInter-
face relationships and the model-
ling regulations of the two-step 
modelling approach must be fol-
lowed (see section 6.2). 

At the end of the system specifica-
tion life-cycle phase (4), the com-
plete system level RPS model is 
available, for which the two-step 
modelling approach life-cycle ac-
tivities (f) to (h) are accomplished. 
In general, the modelling activities 
take place in parallel with the I&C 
engineering and revert to the I&C 
engineering results. On this basis, 
the second step of the two-step 
modelling approach is completed 
with the second TeCoPS analysis 
as part of the life-cycle activity (i), 
which is presented in the follow-
ing section 7.1.6. 

 

 

 

 

 
Figure 7-11. Step 2: Excerpt of the RPS model  

showing the inter structure relationships 
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Table XII. Excerpt of the system level RPS location structure 

Building Room Cabinet NRPS 

NRPS building 

Na.01 Na.S163 APU 3 

Nb.01 Nb.S108 APU 1 
Nb.S110 CTL 42 

Nc.01 Nc.S108 APU 2 
Nc.S110 CTL 43 

Reactor building 
Rd.11 --- K432, K435 
Rd.12 --- K433, K438 
Rd.13 --- K434, K439 

7.1.6 Second TeCoPS Analysis 
The second TeCoPS analysis represents the life-cycle activity (i) and analyses the system 
level RPS design. The process of the second TeCoPS analysis is similar to the first TeCoPS 
analysis (see section 6.4), solely the RPS model is more sophisticated and there are more 
failure combinations to be considered. Due to the larger number of modelled RPS com-
ponents, the focus is rather on the top-down check for completeness than on the bot-
tom-up modelling of failure combinations by the I&C engineering. 

For the bottom-up part of the second TeCoPS analysis, the I&C engineering initially re-
verts to the modelled failure combinations (see Table XI) and event sequences of the first 
TeCoPS analysis. The corresponding event sequence models are available and analysed 
for the reason of completeness, where the analysis results are the same as for the first 
TeCoPS analysis. Subsequently, the I&C engineering models different single failures, fail-
ure combinations and CCF. Following is the top-down check for completeness, where all 
possible failure combinations are modelled, superimposed with the event sequences, and 
analysed. In order to constrain the scope, the I&C engineering must set limits to the pos-
sible failure combinations, so that for the example of the RPS, the failure combinations 
are limited to double failures. 

As the automated TeCoPS analysis is conceptually considered in the scope of this thesis 
and the TeCoPS analysis instead is comprehensively discussed, the second TeCoPS analy-
sis is solely accomplished for the modelled system level RPS design in Figure 7-10 and 
Figure 7-11, which is constrained to the I&C system structures for the automatic activa-
tion of systems 42 and 43 I&C functions. The system level RPS design features sufficient 
redundancy, for example the redundant PCE requests shown in Figure 7-10 (connected 
lines 9 and 12), so that single and double failures do not threaten the control of the event 
sequences. The missing redundancy of the logic requests CTL 42 and CTL 43 is controlled 
by further process systems (see Figure 7-2), this is already addressed as part of the first 
TeCoPS analysis in section 7.1.4. 
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However, the system level NRPS design reveals the susceptibility of the NRPS to CCF, for 
example, the CCF of the communication requests CI 1a, CI 2a, and CI 3a (Figure 7-10, 
lines 20, 24, and 26). These communication requests serve as the communication inter-
faces of the APUs, as it is exemplarily shown for APU 1 and CI 1a in Figure 7-10 (connect-
ed lines 22 and 30), and rely on the same HW and SW, so that their CCF must be ana-
lysed. The system level NRPS design does not comprise of redundant communication re-
quests for the APUs (see Figure 7-9) and their CCF consequently results in the eliminate 
state transition (see section 5.3.2) of the APUs, because the APUs cannot receive and 
send any signals. Moreover, all I&C functions also have the state non-existing (see section 
5.3.2), for example, the required I&C functions for the event sequences in Figure 7-7 and 
Figure 7-8 are non-existing. In consequence, the CCF of the communication requests CI 
1a, CI 2a, and CI 3a is similar to the CCF of the entire NRPS. Considering the RPS design, 
the CCF of the NRPS is controlled by the ERPS for all event sequences. A further solution 
could be the re-engineering of the NRPS design, where the deficiency of the missing re-
dundancy is adapted and redundant communication requests, for which diverse HW and 
SW is utilised, are implemented. In this case, a CCF would not affect all communication 
requests. 

For the NRPS, the allocation of the I&C functions to the I&C components is especially im-
portant, which is exemplarily shown in Figure 7-10 and Figure 7-11. The function chains 
of the considered I&C functions, i.e. the activation of the two cooling systems 42 and 43, 
require different I&C components, where, for example, the automatic system 43 activa-
tion requires the I&C components K434, APU 2, and CTL 43 (Figure 7-11, connected lines 
35 and 12, 21, and 27). As most of these components are implemented redundantly, the 
failure of one component does not cause any problems. More interesting is the allocation 
of all I&C functions to the RPS components, so that consequentially multiple I&C func-
tions are affected by component failures. Due to the complexity of the RPS modernisa-
tion, the corresponding I&C function allocation cannot be shown in the scope of this the-
sis. However, the utilisation of the FunctionProductInterface relationships, as it is exem-
plarily shown in Figure 7-11, adequately models the dependencies between the function 
and product structures, so that these are addressed in the automated TeCoPS analysis. 

In summary, the second TeCoPS analysis approves the analysed system level RPS design, 
where no single failures, failure combinations, and CCF result in non-controllable event 
sequences, and the I&C engineering can base the detailed design on a solid basis, i.e. the 
TeCoPS analysis validates the engineering results of the IEC 61513 I&C safety life-cycle 
phases (3) and (4) (see Figure 6-2). Although only a small part of the RPS design is consid-
ered in this section, the applicability of the TeCoPS analysis is shown. 
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7.2 Evaluation of the Overall Concept 
The RPS modernisation project of Nuketown is motivated by the analysis of the existing 
hard-wired RPS with respect to new requirements, which reveals design deficiencies in 
the implementation of the design features of separation and independence. The engi-
neered solution is composed of two parts: On one hand, the slightly modified, existing 
RPS is maintained, and on the other hand, a new RPS, founded on computer-based tech-
nology, is erected in a separate building. The challenges of the RPS modernisation project 
are composed of the challenges due to the computer-based technology, however, the co-
operation between the two RPS subsystems affecting the general I&C system structures 
must also be considered. 

In the first two life-cycle phases (1) and (2), the I&C engineering determines the plant 
level RPS design, where specifically the co-operation between the ERPS and the NRPS is 
engineered. The outcome of these life-cycle phases is the plant level RPS design including 
the complete function structure and the general location and product structure, for 
which information about the dependencies is also available. In the subsequent life-cycle 
phases (3) and (4) the system level engineering is accomplished, where the NRPS is the 
primary focus. The NRPS design is characterised by the sophisticated allocation of the I&C 
functions to the NRPS components, so that, despite the combination of several I&C func-
tions, the temporal changes of the product structure do not negatively affect the RPS 
operation. These life-cycle phases yield the complete RPS structures including the intra 
and inter structure dependencies. 

In section 7.1 the exemplary utilisation of the overall concept for the accomplished RPS 
modernisation project is presented, where the applicability of the description language 
and the method for its utilisation is shown. The exemplary utilisation follows the IEC 
61513 I&C safety life-cycle and occurs in parallel to the usual I&C engineering summa-
rised above. The plant level RPS design is comprehensively modelled with the description 
language in the first step of the two-step modelling approach, which enables the detailed 
design analysis. The analysis reveals, that the implemented RPS modernisation concept 
serves the requirements for the separation and independence of the RPS redundancies, 
which, despite the additional effort due to the two RPS subsystems, extensively improves 
the nuclear safety. On the basis of the first step of the two-step modelling approach, 
which includes the first TeCoPS analysis, the I&C engineering has a sound basis for the 
system level design. The positive analysis result of the plant level RPS design is confirmed 
with the second TeCoPS analysis at the system level, where the accomplished analysis 
does not reveal any design deficiencies. The RPS design especially exploits its implemen-
tation of the design features of redundancy and diversity, which is combined with the 
suitable allocation of the I&C functions to the RPS components. Overall, the additional 
effort and complexity, due to the utilisation of two different technologies for the two RPS 
subsystems, represents a suitable solution for the RPS modernisation, where the design 
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deficiencies are eliminated and the implementation of the design features of separation 
and independence is improved. 

The validation of the overall concept on one hand shows the applicability of the method 
for the description language utilisation, where the I&C engineering accomplishes the en-
gineering as usual and performs the modelling and analysis in parallel. The extra model 
description and analysis effort is justified by the exhaustive verification of the I&C system 
design and the avoidance of design changes in later life-cycle phases. Moreover, the ex-
emplary utilisation of the overall concept confirms the implementation of the desired 
front-end loading, where the I&C engineering takes advantage of the two-step modelling 
approach. On the other hand, the exemplary validation of the overall concept proves the 
suitability of the description language for modelling I&C systems. The modelling capabili-
ties, i.e. the implemented mereology, topology, and attributes, enable the comprehensive 
modelling of the I&C system structures. In addition, the modelling of TeCoPS and the 
event sequences, utilising the event structure, can be accomplished. The integration of 
modelling the I&C system structures with modelling TeCoPS allows for the general model-
ling of all types of failure combinations by the I&C engineering, this is required in order to 
analyse the I&C system design. In consequence, the description language and method 
fulfil the I&C engineering support objective of this thesis. 

The fulfilment of the technical requirements derived in section 2.3.2 by the description 
language is already addressed in section 5.4, whereas the overall concept validation con-
firms the fulfilment of the additional requirements stated in section 3.5.3. Initially, the 
first additional requirement, i.e. the amenability for the I&C engineering, is confirmed in 
the exemplary utilisation, because the overall concept is easily applicable by the I&C en-
gineering. The semi-formal basis of the description language supports the utilisation, and 
the I&C engineering can easily describe the I&C system models. Moreover, the second 
additional requirement, i.e. the support of the automated analysis, cannot be confirmed 
by the validation due to the missing tool implementation, but the exemplarily accom-
plished TeCoPS analysis shows that the description language provides the modelling ca-
pabilities for the automated analysis and especially the modelled dependencies, which 
contribute to this additional requirement. Next, the third additional requirement, i.e. the 
applicability in the life-cycle, is completely confirmed by the example in section 7.1, 
where the required information for the modelling and analysis is available and utilised in 
the corresponding life-cycle phases. And finally, the fulfilment of the fourth additional 
requirement, i.e. the role of the interface between the process and I&C engineering, is 
also shown by the exemplary utilisation, where specifically Figure 7-10 shows the inter-
face of the RPS model to the process engineering in the form of the PCE requests. 
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8 Conclusion and Future Work 

8.1 Conclusion 
Albeit the temporary negative effects of nuclear power plant accidents on the status of 
nuclear power, for example the accident in the Fukushima Daiichi Nuclear Power Station 
in the year 2011, the prospects of nuclear power are sanguine, and it is seen, in a global 
perspective, as an essential technology for an economic and reliable power supply in the 
future. The aspired growth rates for nuclear power are achieved by new builds on one 
hand, and on the basis of the combination of life time extensions and extensive moderni-
sation projects on the other hand. In both cases, the utilisation of computer-based tech-
nology for the I&C systems is inevitable, therefore the I&C engineering discipline in nu-
clear power plants is confronted with the technology-based challenges. 

In the second chapter of this thesis, these manifold challenges are explained as part of 
the state of the art analysis. For nuclear power plants the consideration of the determin-
istic safety concept is mandatory, of which the deterministic aspect, expressed in the hi-
erarchical safety function concept, the concept of defence-in-depth, and the safety classi-
fication, is emphasised. As a consequence of the determinism, the I&C engineering must 
guarantee the correct operation of the I&C systems under almost all circumstances, 
which includes the superposition of external events challenging the nuclear power plant 
and failure combinations, i.e. temporal changes of the I&C systems. In this context, the 
second chapter presents the topic of I&C in nuclear power plants in detail. Besides the 
comparison of hard-wired and computer-based technology, the analysis of the state of 
the art is especially concerned with the discussion about the implementation of more 
complex I&C functions, the aggregation of several I&C functions on single I&C system 
components, and the allocation of the I&C functions to the I&C systems and components, 
which is accompanied by the risk of CCF. These two aspects, i.e. the deterministic safety 
concept and the characteristics of computer-based technology, in combination represent 
the technology-based challenges for the I&C engineering. As part of the second chapter, 
the two aspects are merged in the form of relevant technical requirements for the I&C 
engineering, which are mainly expressed in the implementation of the design features, 
supplemented by the requirement for the analysis of event sequences and failure combi-
nations. These derived technical requirements represent the context and are repetitively 
utilised throughout this thesis. The second chapter is completed with the analysis of the 
engineering of I&C systems in nuclear power plants, which includes the presentation of 
the life-cycle forming the framework for the I&C engineering. 

As this thesis focuses on the importance of the I&C engineering for the nuclear power 
plant owner, the third chapter details the scientific approach to the engineering of I&C 
systems. The basis is constituted by the BMW-principle, of which the state of the art of 
description languages and methods are analysed, whereas the tools are excluded from 



152 Conclusion and Future Work 

the scope of this thesis. Motivated by the complexity of the I&C systems, the third chap-
ter analyses different structuring principles for the I&C discipline, of which standard IEC 
81346 provides the most suitable approach. In order to establish the connection between 
the derived technical requirements and description languages, chapter 3 seizes and anal-
yses the evaluation of description languages. The VDI/VDE-3681 evaluation criteria have 
a profound theoretical background and proved their applicability, so that, including the 
extension for the evaluation of physical structures, they are selected for this thesis. In the 
first step, the derived technical requirements are aligned with the IEC 81346 structuring 
principles, followed by the mapping of the established requirement groups onto the ex-
tended VDI/VDE-3681 evaluation criteria, which yields the target criteria for the descrip-
tion language. 

In the fourth chapter, several description languages are compared and their fulfilment of 
the target criteria analysed. The comparison includes textual and graphical description 
languages, but also takes description languages of different scope into consideration. Out 
of the analysed description languages, no description language fulfils all target criteria 
with complete satisfaction, which is mainly based on the discipline specific requirement 
for the control of event sequences and failure combinations. On one hand, the ISO 15926 
data model is too complex and is rejected due to its insufficient applicability. On the oth-
er hand, UML is not selected due to its graphical representation. The UML rejection is 
justified by a separate section in chapter 4 analysing the state of the art of the applicabil-
ity of integrated, graphical description languages. In consequence, AML is selected for 
this thesis, because its general modelling capabilities as a meta-metamodel allow for ex-
pansion with respect to the derived technical requirements and it is easily applicable. 

On the basis of the analysis of the state of the art, the fifth chapter discusses the synthe-
sis of the description language for modelling and analysing temporal change of I&C sys-
tem structures. In this chapter the presented state of the art is seized and synthesised in 
the description language. The syntax is provided by AML, the semantics are determined 
by the I&C in nuclear power plants, and the structuring of the I&C system information is 
accomplished under the utilisation of the IEC 81346 structuring principles. Moreover, the 
modelling of TeCoPS and event sequences are conceptualised with CDL, formalised with 
PSL and aligned with the modelling capabilities of AML. The synthesised description lan-
guage is specifically characterised by the implementation of the related discipline-specific 
structuring supporting the I&C engineering The synthesis process in chapter 5 is system-
atically structured by following the general syntax of description languages, which allows 
for completely implementing the derived technical requirements. In conclusion, the syn-
thesised description language is in conformance with the stated research questions in 
section 1.1, as it enables modelling of change and integrates the relevant engineering 
disciplines. 
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In accordance with the BMW-principle, the method for the description language’s utilisa-
tion is presented in chapter 6. The framework for the method is represented by the IEC 
61513 I&C safety life-cycle, where the method for the modelling and analysis is embed-
ded. The modelling is completed via the two-step modelling approach, therefore realising 
the required front-end loading. The analysis of the I&C system design is implemented in 
the TeCoPS analysis, which combines the D3 analysis, FTA, ETA, and FMEA. 

The thesis is finalised with the validation of the overall concept in chapter 7. The valida-
tion is achieved under the utilisation of an accomplished real-world reactor protection 
system modernisation project, to which the description language and the method are 
exemplarily applied. The validation confirms the general applicability of the overall con-
cept to the modelling and analysis of I&C system designs in nuclear power plants, which 
supports the I&C engineering by verifying the I&C system design early in the life-cycle. 

8.2 Future Work 
The overall concept presented in this thesis focuses on the support of the I&C engineer-
ing in nuclear power plants. So far, the discipline mainly concentrates on problems relat-
ed to the computer-based technology itself, whereas this thesis represents a first step 
towards a more efficient I&C engineering. However, upon the results of this thesis several 
areas for future work emerge. 

The description language and method for its utilisation support the I&C engineering by 
providing the necessary modelling capabilities for the I&C system model description and 
by establishing the framework for the support of the I&C engineering. In order to com-
pletely implement the support of the I&C engineering, the description language and 
method must be implemented in a tool supporting the automated analysis, this is allo-
cated to the Automation of Automation approach [SCHMITZ, SCHLUETTER AND EPPLE 2009]. A 
starting point for the tool implementation is represented by the work of [RUNDE 2010], 
who utilised KBS for the support of the engineering. [RUNDE 2010] utilises the semantic 
web technologies for the implementation of the KBS, which he also combines with the 
description language CAEX. For this reason, the description language can directly be uti-
lised for the KBS implementation and solely the modelling of TeCoPS must be integrated. 
TeCoPS is already formalised under the utilisation of PSL, so that the basics for the KBS 
implementation are available and the alignment of PSL with the semantic web technolo-
gies is part of the future work. Besides the tool implementation, the future work must 
equally consider the detailed engineering of the analysis rules as the basis for the auto-
mated analysis. 

On the basis of the tool implementation, the overall concept must be comprehensively 
validated as part of a real-world project, which supplements the validation in this thesis. 
The scope of the project does not need to be as extensive as the RPS modernisation, but 
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the applicability of the overall concept utilisation in parallel to the project is of the high-
est priority. This application should reveal the benefit of the two-step modelling ap-
proach, in so far, as possible iterations following the TeCoPS analyses would improve the 
I&C system design early in the life-cycle. 

The exemplary utilisation in parallel to a real-world project is supposed to reveal any defi-
ciencies in the details of the description language and method; however it also offers the 
possibility to take the requirements into consideration for the feedback of the TeCoPS 
analysis. In general, the requirements are of great importance to a project, because they 
represent the basis for the design, as well as for the entire V&V. Within this thesis, the 
TeCoPS analysis solely provides feedback to the I&C engineering, which must be pro-
cessed accordingly. However, the dependency between the design deficiencies and the 
requirements is not established, so that the entire responsibility lies with the I&C engi-
neering. For this reason, the future work on one hand must take the requirements for the 
I&C engineering into consideration, so that the I&C engineering can track the require-
ments throughout the project. On the other hand, the TeCoPS analysis must be connect-
ed to the requirements, so that the identified design deficiencies can be automatically 
connected to the corresponding requirements. This improvement of the overall concept 
makes the re-engineering on the basis of the TeCoPS feedback more simplistic. A suitable 
approach is represented by the description language SysML [OMG SYSML 2012]#, which 
integrates the control of requirements into its modelling capabilities and provides the 
general modelling capabilities for tracking of requirements. 
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Appendix 

Appendix A Overview of the Relevant Technical Requirements 

No. Technical requirement Ref. 
Requirement 
group 

1 

Requirement 4: Fundamental safety functions 
Fulfilment of the following fundamental safety functions for a nuclear 
power plant shall be ensured for all plant states: (i) control of reactivi-
ty, (ii) removal of heat from the reactor and from the fuel store and 
(iii) confinement of radioactive material, shielding against radiation 
and control of planned radioactive releases, as well as limitation of 
accidental radioactive releases. 

[IAEA 

SSR-2/1 

2012]# 

Safety  
concept 

2 

4.1. A systematic approach shall be taken to identifying those items 
important to safety that are necessary to fulfil the fundamental safety 
functions and to identifying the inherent features that are contrib-
uting to fulfilling, or that are affecting, the fundamental safety func-
tions for all plant states. 

[IAEA 

SSR-2/1 

2012]# 

System/ com-
ponent char-
acteristics 

3 

3.5. Required safety functions are derived from the nuclear power 
plant design process (see section 4 of SSR 2/1) and a systematic ap-
proach is followed to allocate these functions to plant structures, 
systems and components. 

[IAEA 

DS-431 

2012]# 

Allocation of 
I&C functions 
to I&C systems 

4 
3.6. The required functions of the I&C systems should be determined 
as part of the nuclear power plant design process. 

[IAEA 

DS-431 

2012]# 
I&C functions 

5 

3.7. The functions allocated to the I&C systems include those func-
tions that provide information and control capabilities relevant to 
operating the plant in the various modes of operational states and in 
accident conditions. The objectives of these functions are to: 
• Prevent deviations from normal operation; 
• Detect failures and control abnormal operations; 
• Control accidents that are within the plant design basis; 
• Mitigate the radiological consequences of significant releases of 
radiation; and 
• Control the consequences of design extension conditions. 

[IAEA 

DS-431 

2012]# 
I&C functions 

6 

7.71. I&C functions are implemented differently in digital systems than 
they are in analogue systems. In digital technology functions are com-
bined in one or more processing units. Combining functions in a pro-
cessing unit could lead to a high degree of complexity and the failure 
of a processing unit will result in simultaneous failure of several func-
tions. 

[IAEA 

DS-431 

2012]# 

Allocation of 
I&C functions 
to I&C systems 

7 

Requirement 7: Application of defence in depth 
The design of a nuclear power plant shall incorporate defence in 
depth. The levels of defence in depth shall be independent as far as is 
practicable. 

[IAEA 

SSR-2/1 

2012]# 
Safety concept 

8 

4.10. Defence-in-depth within the overall I&C architecture is achieved 
through redundancy (both within systems and across systems), physi-
cal segregation, independence, functional diversity and design diversi-
ty. 

[IAEA 

DS-431 

2012]# 

Design  
features 
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9 
Requirement 22: Safety classification 
All items important to safety shall be identified and shall be classified 
on the basis of their function and their safety significance. 

[IAEA 

SSR-2/1 

2012]# 
Safety concept 

10 

Requirement 14: Design basis for items important to safety 
The design basis for items important to safety shall specify the neces-
sary capability, reliability and functionality for the relevant operational 
states, for accident conditions and for conditions arising from internal 
and external hazards, to meet the specific acceptance criteria over the 
lifetime of the nuclear power plant. 

[IAEA 

SSR-2/1 

2012]# 
I&C functions 

11 

3.12. The design basis identifies functions, conditions and require-
ments for the overall I&C and each individual I&C system. This infor-
mation will then be used to allocate functions to each I&C system and 
to identify I&C systems that are classified as safety, safety related, and 
not important to safety. Also, the design basis will be used to establish 
design, implementation, construction, testing, and performance re-
quirements. 

[IAEA 

DS-431 

2012]# 

Allocation of 
I&C functions 
to I&C systems 

12 

3.15. The design bases should specify the necessary capability, reliabil-
ity and functionality for the overall I&C and each individual I&C sys-
tem, including: 
a. All functional requirements, for example: 
1. The plant operational states in which the system is required; 
2. The various plant configurations for which each I&C system is to be 
operational; 
3. The functional requirements for each plant state, each plant opera-
tional mode and during extended shutdown; 
Note: Functional requirements define, for example, the transfor-
mations of inputs to outputs and the actions taken. 
4. The safety significance of each required I&C function; 
5. The postulated initiating events (PIE) to which the system is to re-
spond; 
6. The I&C system role in the defence-in-depth concept of the overall 
I&C architecture; 
7. The variables, or combination of variables, to be monitored; 
8. The control functions required, including identification of actions 
that are to be performed automatically, manually, or both and the 
location for the controls; 
9. The required ranges, rates of change, accuracy, quantization of 
digital representations, calculation precision, and required response 
times for each I&C safety function; 
b. All requirements imposed to achieve the needed level of reliability 
and availability, for example: 
1. The requirements for independence of safety functions; 
2. The requirements for periodic testing, self-diagnostics, and mainte-
nance; 
3. The qualitative or quantitative reliability and availability goals; 
System and component reliability and availability limits may be speci-
fied using probabilistic criteria, deterministic criteria (e.g., compliance 
with single failure criterion or specific procedures and verification 
methods for software), or both. 

[IAEA 

DS-431 

2012]# 

 
System/ com-
ponent char-
acteristics  
 
and 
 
Function 
characteristics 
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4. The fail-safe characteristics and characteristics needed to provide 
appropriate tolerance for random and common cause failures required 
for the system; 
c. All requirements imposed to achieve the needed level of security, 
for example: 
1. The security and operational constraints that are to be observed in 
the design; and Nuclear power plants will have physical protection, 
including access control to I&C systems, and computer security plans 
which impose constraints on design and operation of the I&C system. 
2. The security measures to be implemented; 
d. All requirements that are needed to ensure equipment is appropri-
ately qualified, for example: 
1. The design criteria including identification of standards with which 
the I&C systems should comply; 
2. The plant conditions with the potential to functionally degrade the 
performance of systems and the provisions to be made to retain the 
necessary capability; 
3. The range of internal and external hazards (including natural phe-
nomena) under which the system is required to perform functions 
important to safety; 
4. The range of plant environmental conditions under which the sys-
tem is required to perform functions important to safety; 
Plant environmental conditions of concern include the normal condi-
tions, abnormal conditions, and the extreme conditions that I&C 
equipment might experience during design basis accidents, internal 
events, or external events. 

13 

Requirement 59: Provision of instrumentation 
Instrumentation shall be provided for determining the values of all the 
main variables that can affect the fission process, the integrity of the 
reactor core, the reactor coolant systems and the containment at the 
nuclear power plant, for obtaining essential information on the plant 
that is necessary for its safe and reliable operation, for determining 
the status of the plant in accident conditions and for making decisions 
for the purposes of accident management. 

[IAEA 

SSR-2/1 

2012]# 

Structures, 
systems and 
components 

14 

Requirement 60: Control systems 
Appropriate and reliable control systems shall be provided at the 
nuclear power plant to maintain and limit the relevant process varia-
bles within the specified operational ranges. 

[IAEA 

SSR-2/1 

2012]# 

Structures, 
systems and 
components 

15 

Requirement 61: Protection system 
A protection system shall be provided at the nuclear power plant that 
has the capability to detect unsafe plant conditions and to initiate 
safety actions automatically to actuate the safety systems necessary 
for achieving and maintaining safe plant conditions. 

[IAEA 

SSR-2/1 

2012]# 

Structures, 
systems and 
components 

16 

Requirement 37: Communication systems at the plant 
Effective means of communication shall be provided throughout the 
nuclear power plant to facilitate safe operation in all modes of normal 
operation and to be available for use following all postulated initiating 
events and in accident conditions. 

[IAEA 

SSR-2/1 

2012]# 

Structures, 
systems and 
components 

17 Requirement 65: Control room [IAEA Structures, 
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A control room shall be provided at the nuclear power plant from 
which the plant can be safely operated in all operational states, either 
automatically or manually, and from which measures can be taken to 
maintain the plant in a safe state or to bring it back into a safe state 
after anticipated operational occurrences and accident conditions. 

SSR-2/1 

2012]# 
systems and 
components 

18 

Requirement 68: Emergency power supply 
The emergency power supply at the nuclear power plant shall be ca-
pable of supplying the necessary power in anticipated operational 
occurrences and accident conditions, in the event of the loss of off-site 
power. 

[IAEA 

SSR-2/1 

2012]# 

Structures, 
systems and 
components 

19 

7.62. Power supplies for I&C systems, regardless of type (e.g., electri-
cal, pneumatic, hydraulic), should have classification, reliability provi-
sions, qualification, isolation, testability, maintainability, and indica-
tion of removal from service, consistent with the reliability require-
ments of the I&C systems they serve. 

[IAEA 

DS-431 

2012]# 

System/ com-
ponent char-
acteristics 

20 
4.5. The I&C architecture should satisfy the plant requirements, in-
cluding system interfaces and performance requirements (e.g., timing 
and reliability). 

[IAEA 

DS-431 

2012]# 
Interfaces 

21 

4.11. The overall I&C architecture should: 
a. Include all I&C functions needed to fulfil the plant design basis; 
b. Identify topics that are to be dealt with consistently across all I&C 
systems; 
Topics to be considered consistently across all I&C systems include, 
for example: implementation of the plant operational concept, appli-
cation of human interface design standards, constraints on cable rout-
ing, grounding practices and alarm management philosophy. 
c. Identify the individual I&C systems that will be included in the over-
all I&C architecture in order to: 
1. Support the plant defence-in-depth concept; 
2. Support overall I&C design basis requirements for independence; 
and 
3. Adequately separate systems and functions of different safety clas-
ses; 
d. Define the interfaces and means of communications between the 
individual I&C systems; 
e. Establish the design strategies to be applied to fulfil the reliability 
requirements of each safety function allocated to the overall I&C 
architecture; 
Strategies for achieving reliability requirements might include, for 
example, compliance with the single failure criterion, redundancy, 
independence between redundant functions, fail-safe design, diversi-
ty, and testability. Section 7 discusses considerations in implementing 
strategies to achieve reliability. 
f. Support the compliance of safety groups with the single failure cri-
terion; 
g. Provide necessary information in the main control room, the sup-
plementary control room, and other areas where information is need-
ed for operation or accident management; 
h. Provide necessary operator controls in the main control room, the 

[IAEA 

DS-431 
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supplementary control room, and other areas where controls are 
needed for operation or accident management; and 
i. Provide automatic controls necessary to maintain and limit the pro-
cess variables within the specified operational ranges and to limit the 
consequences of failures and deviations from normal operation so 
that they do not exceed the capability of safety systems. 

22 

4.13. The architectural design of a each I&C system should: 
a. Provide all I&C functions needed to fulfil the role assigned to it by 
the overall I&C architecture; 
b. Where appropriate, partition the system into redundant divisions 
and specify the required degree of independence between divisions 
where appropriate; 
Typically safety systems will be organized into redundant divisions in 
order to comply with the single failure criterion. Systems of lower 
safety class typically do not need to have redundant elements for 
reasons of nuclear safety, but might be redundant to improve the 
reliability of normal operation. 
c. Identify the I&C items to be included in each division; 
d. Describe the allocation of I&C functions and other system require-
ments to each I&C item; 
e. Define the interfaces and means of communications between the 
I&C items within the system; and 
f. Define the main design features to be applied to the main items and 
the data links. 

[IAEA 

DS-431 

2012]# 
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Requirement 21: Physical separation and independence of safety 
systems 
Interference between safety systems or between redundant elements 
of a system shall be prevented by means such as physical separation, 
electrical isolation, functional independence and independence of 
communication (data transfer), as appropriate. 

[IAEA 

SSR-2/1 

2012]# 
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4.14. Independence within the overall I&C architecture is intended to 
prevent the propagation of failures between systems, and to avoid, 
where practical, exposure of multiple systems to the same CCF 
sources that are external to the overall I&C architecture. Examples of 
such CCF sources include internal events, external events, and failure 
of common support service systems. 

[IAEA 
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6.27. Means for providing independence include the following fea-
tures: physical separation, electrical isolation, functional independ-
ence, independence from the effects of communications errors (see 
section 7). Equipment qualification and diversity may also support 
independence. These topics are discussed later in this section. Gener-
ally, a combination of these features is employed to achieve inde-
pendence goals. 

[IAEA 
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Requirement 64: Separation of protection systems and control sys-
tems 
Interference between protection systems and control systems at the 
nuclear power plant shall be prevented by means of separation, by 
avoiding interconnections or by suitable functional independence. 

[IAEA 
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2012]# 
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control systems 
Instrumentation and control systems for items important to safety at 
the nuclear power plant shall be designed for high functional reliability 
and periodic testability commensurate with the safety function(s) to 
be performed. 

SSR-2/1 

2012]# 
features 
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6.9. In the design of I&C systems, examples of features used to provide 
functional reliability include: the ability to tolerate random failure, 
independence of equipment and systems, redundancy, diversity, toler-
ance of common cause failures, testability and maintainability, fail-safe 
design, and selection of high quality equipment. 

[IAEA 

DS-431 
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Requirement 26: Fail-safe design 
The concept of fail-safe design shall be incorporated, as appropriate, 
into the design of systems and components important to safety. 

[IAEA 
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2012]# 
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Requirement 24: Common cause failures 
The design of equipment shall take due account of the potential for 
common cause failures of items important to safety, to determine 
how the concepts of diversity, redundancy, physical separation and 
functional independence have to be applied to achieve the necessary 
reliability. 

[IAEA 
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4.41. Diversity is a way to reduce CCF vulnerability resulting from 
requirements, design, manufacture or maintenance error, and to 
include conservatism to compensate for the difficulty of demonstrat-
ing the specified level of reliability. 

[IAEA 
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4.29. In order to preserve the independence between levels of the 
plant defence-in-depth, I&C is designed with defences against CCF 
within and between systems. Achieving this involves making a well-
considered allocation of functions to the various systems and system 
elements, providing appropriate levels of independence between 
systems, and identifying the strategies to protect against CCF within in 
the safety systems. 

[IAEA 
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Requirement 25: Single failure criterion 
The single failure criterion shall be applied to each safety group incor-
porated in the plant design. 

[IAEA 

SSR-2/1 

2012]# 

Failure  
combinations 

34 
6.21. I&C systems should be redundant to the degree needed to meet 
the I&C reliability requirements. 

[IAEA 
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6.58. Difficulties might arise in demonstrating the reliability of com-
puter-based systems or systems that use complex hardware functions, 
complex hardware logic or complex electronic components. If it is not 
possible to justify the adequate reliability of a function being per-
formed by I&C then diverse I&C equipment may be used to provide 
additional reliability. There are significant differences in the types of 
diversity expected by the different Member States. 

[IAEA 
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Requirement 10: Safety assessment 
Comprehensive deterministic safety assessments and probabilistic 
safety assessments shall be carried out throughout the design process 
for a nuclear power plant to ensure that all safety requirements on 
the design of the plant are met throughout all stages of the lifetime of 
the plant, and to confirm that the design, as delivered, meets re-

[IAEA 
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quirements for manufacture and for construction, and as built, as 
operated and as modified. 

37 

Requirement 42: Safety analysis of the plant design 
A safety analysis of the design for the nuclear power plant shall be 
conducted in which methods of both deterministic analysis and prob-
abilistic analysis shall be applied to enable the challenges to safety in 
the various categories of plant states to be evaluated and assessed. 

[IAEA 
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Deterministic approach 
5.75. The deterministic safety analysis shall mainly provide: 
(a) Establishment and confirmation of the design bases for all items 
important to safety; 
(b) Characterization of the postulated initiating events that are appro-
priate for the site and the design of the plant; 
(c) Analysis and evaluation of event sequences that result from postu-
lated initiating events, to confirm the qualification requirements; 
(d) Comparison of the results of the analysis with dose limits and ac-
ceptable limits, and with design limits; 
(e) Demonstration that the management of anticipated operational 
occurrences and design basis accident conditions is possible by safety 
actions for the automatic actuation of safety systems in combination 
with prescribed actions by the operator; 
(f) Demonstration that the management of design extension condi-
tions is possible by the automatic actuation of safety systems and the 
use of safety features in combination with expected actions by the 
operator. 

[IAEA 
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Probabilistic approach 
5.76. The design shall take due account of the probabilistic safety 
analysis of the plant for all modes of operation and for all plant states, 
including shutdown, with particular reference to: 
(a) Establishing that a balanced design has been achieved such that no 
particular feature or postulated initiating event makes a dispropor-
tionately large or significantly uncertain contribution to the overall 
risks, and that, to the extent practicable, the levels of defence in depth 
are independent; 
(b) Providing assurance that small deviations in plant parameters that 
could give rise to large variations in plant conditions (cliff edge effects) 
will be prevented (see footnote 5); 
(c) Comparing the results of the analysis with the acceptance criteria 
for risk where these have been specified. 

[IAEA 
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2.81. Safety assessment of I&C should be conducted according to the 
recommendations of NS-G-1.2, Ref. [10]. 

[IAEA 
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2.84. Typical design analysis techniques include, for example: 
- Traceability analysis. Traceability analysis is typically used to confirm 
implementation and validation of requirements. 
- Failure Mode and Effects Analysis (FMEA). FMEA is often used to 
confirm compliance with the single failure criterion and that all known 
failure modes are either self-revealing or detectable by planned test-
ing. 

[IAEA 
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2012]# 
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- Defence-in-Depth and Diversity Analysis. Defence-in-Depth and Di-
versity Analysis is one of the means of investigating vulnerability of 
safety systems to common cause failure. See NP-T-3.12, Ref. [9]. 
- Reliability analysis. Reliability analysis uses statistical models to pre-
dict the reliability of systems or components. Commonly used reliabil-
ity analysis techniques include parts count analysis, parts stress analy-
sis, reliability block diagrams, and fault tree analysis. 
- Reliability testing. Reliability testing usually involves statistical tests 
and might be combined with the use of reliability growth techniques. 
- Analysis to confirm that items have been designed for reliability. Such 
analysis confirms a design incorporates features that are known to 
promote high reliability such as, for example, redundancy, compliance 
with the single failure criterion, testability, fail-safe design, and rigors 
qualification. 
For I&C systems a combination of qualitative analysis, quantitative 
analysis, and testing is usually needed to verify compliance with relia-
bility requirements. 
- Confirmation of functional requirements for various I&C system op-
erating modes. This includes analysis of correct system behaviour 
during and after power interruptions, restart or reboot, and other 
transition points. Calendar time changes (daylight saving time, leap 
years, etc.) are examples of other transition points. 

42 
4.32. An analysis should be done of the consequences of each PIE in 
combination with credible CCF that will prevent the I&C safety sys-
tems from performing the needed safety functions. 

[IAEA 
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Requirement 16: Postulated initiating events 
The design for the nuclear power plant shall apply a systematic ap-
proach to identifying a comprehensive set of postulated initiating 
events such that all foreseeable events with the potential for serious 
consequences and all foreseeable events with a significant frequency 
of occurrence are anticipated and are considered in the design. 

[IAEA 
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5.6. The postulated initiating events shall include all foreseeable fail-
ures of structures, systems and components of the plant, as well as 
operating errors and possible failures arising from internal and exter-
nal hazards, whether in full power, low power or shutdown states. 

[IAEA 
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Requirement 17: Internal and external hazards 
All foreseeable internal hazards and external hazards, including the 
potential for human induced events directly or indirectly to affect the 
safety of the nuclear power plant, shall be identified and their effects 
shall be evaluated. Hazards shall be considered for determination of 
the postulated initiating events and generated loadings for use in the 
design of relevant items important to safety for the plant. 

[IAEA 
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Internal hazards 
5.16. The design shall take due account of internal hazards such as fire, 
explosion, flooding, missile generation, collapse of structures and 
falling objects, pipe whip, jet impact and release of fluid from failed 
systems or from other installations on the site. Appropriate features 
for prevention and mitigation shall be provided to ensure that safety is 
not compromised. 

[IAEA 
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External hazards 
5.17. The design shall include due consideration of those natural and 
human induced external events (i.e. events of origin external to the 
plant) that have been identified in the site evaluation process. Natural 
external events shall be addressed, including meteorological, hydro-
logical, geological and seismic events. Human induced external events 
arising from nearby industries and transport routes shall be ad-
dressed. In the short term, the safety of the plant shall not be permit-
ted to be dependent on the availability of off-site services such as 
electricity supply and firefighting services. The design shall take due 
account of site specific conditions to determine the maximum delay 
time by which off-site services need to be available. 

[IAEA 
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Requirement 19: Design basis accidents 
A set of accident conditions that are to be considered in the design 
shall be derived from postulated initiating events for the purpose of 
establishing the boundary conditions for the nuclear power plant to 
withstand, without acceptable limits for radiation protection being 
exceeded. 

[IAEA 
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7.76. I&C systems should be designed to have deterministic response 
times, i.e., the time delay between stimulus and response has a guar-
anteed maximum and minimum. 
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7.73. In digital systems, inputs are sampled at discrete points in time, 
signals are periodically transmitted between system elements, and 
outputs are also produced periodically. Consequently changes of pro-
cessing or communication load of a digital system could affect trans-
missions speed and response time. Changes to processing or commu-
nications load might result from changes in plant parameters, opera-
tion in different system or plant states, or equipment failures, Even 
very small differences in timing sequences could lead to transients 
causing different behaviour of the system. 
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7.77. Ensuring deterministic response times might, for example, in-
volve the following: 
- Avoiding process-related interrupts, so that no plant condition can 
directly affect the rate of interrupts the I&C system needs to handle, 
- Allocating resources statically at design time, and 
- Bounding iterations of loops, set by predefined limits. 

[IAEA 
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7.78. Response time and accuracy of digital systems are heavily influ-
enced by sample rate, processor cycle time and processor speed. 
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7.79. The design and analysis of digital systems should be such that 
the effects of failures of individual components (e.g., computer pro-
cessors) result in a predictable range of accepted system behaviour. 
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7.81. Data communications systems should be designed to have de-
terministic transmission times, i.e., the time delay between the post-
ing of a message by the sender and its receipt by the addressee has a 
guaranteed maximum and minimum. 
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7.82. A means of ensuring deterministic transmission times might, for 
example, involve: 
• Predetermined, time-based behaviour; i.e., the actions of the data 

[IAEA 
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communication system are not determined by its client nodes, but are 
predetermined by design, based on a time schedule, 
• Predetermined data communication load; i.e., the size of the mes-
sage to be transmitted at any given time is predetermined by design, 
so that the communication load is always consistent with the trans-
mission capacity of the data communication system, and 
• Predetermined data communication pattern; i.e., the sender and 
addressees of the message to be transmitted at any given time are 
predetermined by design. 

56 

7.83. For a system other than a safety system, a non-deterministic 
communication method may be used provided the bandwidth and 
data flow rates have suitable margins, and validation shows full func-
tionality and acceptable timing at the worst possible design loading. 
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Requirement 2: Management system for plant design 
The design organization shall establish and implement a management 
system for ensuring that all safety requirements established for the 
design of the plant are considered and implemented in all phases of 
the design process and that they are met in the final design. 

[IAEA 
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Requirement 1: Responsibilities in the management of safety in plant 
design 
An applicant for a licence to construct and/or operate a nuclear power 
plant shall be responsible for ensuring that the design submitted to 
the regulatory body meets all applicable safety requirements. 

[IAEA 
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Requirement 9: Proven engineering practices 
Items important to safety for a nuclear power plant shall be designed 
in accordance with the relevant national and international codes and 
standards. 
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Requirement 63: Use of computer based equipment in systems im-
portant to safety 
If a system important to safety at the nuclear power plant is depend-
ent upon computer based equipment, appropriate standards and 
practices for the development and testing of computer hardware and 
software shall be established and implemented throughout the service 
life of the system, and in particular throughout the software develop-
ment cycle. The entire development shall be subject to a quality man-
agement system. 

[IAEA 
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5.1. The processes of the management system that are needed to 
achieve the goals, provide the means to meet all requirements and 
deliver the products of the organization shall be identified, and their 
development shall be planned, implemented, assessed and continually 
improved. 

[IAEA 

GS-R-3 

2006]# 
--- 
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Glossary 

Anticipated operational occurrences (AOO) constitute minor deviations from the opera-
tional state which do not negatively affect nuclear safety [IAEA 2007]. 

The BMW-principle represents the concept combining the means for instrumentation 
and control engineering, i.e. description languages, methods, and tools [SCHNIEDER 1999]. 
As a scientific principle it forms the basis for the engineering. 

The concept of defence-in-depth is comprehensively embedded in the safety concept of 
nuclear power plants. It is characterised by the deployment of hierarchically structured 
levels of defence, these consist of technical systems and procedures for maintaining the 
operational state [IAEA 2007]. If one level of defence failed, the next level would prevent 
the escalation of the events, i.e. the levels of defence resemble the skin of an onion. 

Common cause failures (CCF) are failures of two or more structures that originate from a 
single specific event or cause [IAEA 2007]. 

Description languages are part of the means for engineering enabling the abstraction of 
real world objects, i.e. the description of models. They consist of symbols which are uti-
lised based on the syntax, whereas their meaning is specified with the description lan-
guage semantics [CHOUIKHA, JANHSEN, AND SCHNIEDER 1998]. Description languages are dif-
ferently characterised, for example by their representation, formal basis, or semantics 
[VDI/VDE 3681 2005]#. Further denotations of the term description language are notation 
or description method. 

Design basis accidents (DBA) occur more frequently than anticipated operational occur-
rences and are part of the accident conditions. They originate from a set of postulated 
initiating events and determine the design of the nuclear power plant [IAEA 2007]. 

Diversity is a design feature complementing redundancy, in which it implements the re-
dundant structures differently. It comprises of seven diversity attributes: design diversity, 
equipment manufacturer diversity, logic processing equipment diversity, functional diver-
sity, life-cycle diversity, logic diversity, and signal diversity, these are supplemented by 
assignment criteria [NUREG/CR-7007 2010]. Diversity is an accepted design feature coun-
teracting common cause failures. 

Engineering generally represents the different disciplines involved in the design and de-
velopment of technical systems [ECPD 1941], for example the disciplines of instrumenta-
tion and control, mechanics, and information technology. The engineering activities are 
based on scientific principles, these comprise of description languages, methods, and 
tools and are utilised with respect to different objectives for the design and development. 
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Independence is a design feature preventing the failure propagation within a system 
[IAEA DS-431 2012]#. It is implemented by avoiding signal or information connections be-
tween different parts of a system. 

Instrumentation and control (I&C) represents the engineering discipline concerned with 
the systems performing functions for the operation, control, and monitoring of physical 
plant processes. The instrumentation and control systems are composed of sensors, dif-
ferent processing components, and interfaces to the plant processes, operators, and fur-
ther systems, supplemented by the power supply [IEC 61513 2011]#. Instrumentation and 
control is also known as process or manufacturing automation. 

Methods provide a systematic process consisting of a set of activities for the knowledge 
or practical result acquirement [SCHNIEDER 1999]. The activities are combined based on 
specific rules, enabling the support of the engineering, for example, in order to yield an 
efficient modelling process or an exhaustive analysis. 

Models constitute an abstract representation of a system or process with limited scope 
[EPPLE 2008]. They are characterised by the mapping, reduction, and pragmatic criteria, 
these connect the models to their originals, determine the scope of the models, and 
specify the model objectives and use [STACHOWIAK 1973]. Nowadays, models are widely 
utilised by the engineering as part of the model-driven engineering [LAUDER ET AL. 2010]. 

Postulated initiating events (PIE) represent events challenging the nuclear power plant 
which result in anticipated operational occurrences and design basis accidents [IAEA 

2007]. They are postulated throughout design and must be controlled, as required by the 
deterministic safety concept. 

The product structure of an industrial system is defined in IEC 81346 as the outcome of a 
process [IEC 81346-1 2009]#. Therefore, it also comprises of systems and components, 
resulting in being interchangeable with the physical view, system view, architecture view, 
and resource view of the various structuring principles. 

Redundancy represents the design feature providing alternative structures which imple-
ment the same function [IAEA 2007]. It is a general design feature counteracting single 
failures and improving instrumentation and control system reliability. 

The safety system combines the different systems of a nuclear power plant which are 
responsible for maintaining nuclear safety. Its main parts are the reactor protection sys-
tem, i.e. the system monitoring the plant state and activating the different process sys-
tems, and the engineered safety features actuation systems, i.e. the different process 
systems activated by the reactor protection system [IAEA 2007]. 

Separation, as a design feature, is related to independence and is implemented by sepa-
rating different parts of a system. It is specifically concerned with the physical and electri-
cal separation [IAEA DS-431 2012]#. 
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Tools support the utilisation of description languages and methods, these increase the 
engineering benefit. Amongst others, tools comprise of pens, computers, and machines 
[SCHNIEDER 1999]. 

Validation is the quality assurance activity considering the correct objective of the im-
plementation, i.e. it proves whether the correct product is constructed [GRAHAM 1993]. 

Verification is the quality assurance activity proving correct implementation, i.e. it an-
swers the question of whether the product is constructed correctly [GRAHAM 1993]. 

Views represent specific parts of a system which are selected based on certain objectives 
[ISO/IEC 42010 2011]#. Therefore, views accomplish the structuring of extensive infor-
mation and support the engineering. They are likewise denoted as aspects, classes, and 
approaches, whereas this thesis reverts to the denotation of structures. 
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