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ABSTRACT 

With the shift of technology from analog to digital systems, due to the obsolescence of the older analog systems 

and the functional advantages of the digital ones, existing nuclear power plants have begun to replace their 

systems, while newer plants use digital systems from the beginning of their construction. However, the process 

of risk-informed analysis for digital systems has not been satisfactorily developed yet. Traditional methods, such 

as fault trees, have limitations, while dynamic methods are still in the tests stage and may be difficult to be 

applied to a real size probabilistic safety assessment (PSA) model. The objective of this paper is to study and 

obtain a better comprehension of the Markov/CCMT method, a method that combines the traditional Markovian 

methodology with the cell-to-cell mapping technique for representing the possible failure events that can be 

originated in the dynamic interactions between the instrumentation and control system and the controlled 

process, and among the various components of the digital system. The study consists of the simulation of a 

digital water level control system of the steam generator of a PWR plant. From this simulation, a Failure Modes 

and Effects Analysis (FMEA) was made and the information obtained was used to calculate the system 

reliability, using the Markov/CCMT methodology. The results show that the method is capable of identifying 

the most probable causes for a possible failure of the digital system. 

 

 

1. INTRODUCTION 

Nuclear power plants have traditionally relied on analog systems for their instrumentation 

and control (I&C) functions. With a shift in technology to digital systems as the result of 

analog obsolescence and digital functional advantages, existing plants have begun to replace 

some current analog I&C systems, while new plant designs fully incorporate digital systems 

[1]. Digital systems offer the potential to improve plant safety and reliability through features 

such as increased hardware reliability and stability and improved failure detection capability 

[2]. 

Though many activities have been completed in the area of risk-informed regulation, the risk-

informed analysis process for digital systems has not yet been satisfactorily developed [1]. 
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There are presently no universally accepted methods for modeling digital systems in current-

generation PRAs. Direct interactions between system components and indirect interactions 

through controlled/supervised plant processes may necessitate the use of dynamic PRA 

methodologies. Dynamic methodologies are defined as those that can account for the 

coupling between systems through explicit consideration of the time element in system 

evolution [2]. 

Ref. [2] presents the desirable characteristics a Probabilistic Safety Analysis (PSA) 

methodology of a digital system should have to be satisfactorily applied. The methodologies 

that fulfilled the greater quantity of requirements were the Dynamic Flowgraph Methodology 

(DFM) and the Markov/CCMT (Cell-to-Cell Mapping Technique) [2]. Their small 

divulgation in Brazil motivated the study of the Markov/CCMT, since DFM has been the 

subject of another application developed at COPPE/UFRJ [3]. 

The objective of this paper is to obtain a better understanding of the chosen methodology and 

make its application to future probabilistic safety analyses easier. 

 

2. THE MARKOV/CCMT METHODOLOGY 

Markov/CCMT is an approach that combines the conventional discrete state Markov 

methodology with CCMT to represent the possible coupling between failure events that can 

originate from the interactions between the digital instrumentation and control (I&C) system 

and the controlled process (Type I interactions) and among the different constituents of the 

digital I&C system (Type II interactions) [4]. 

Figure 1 presents the stages of the application process of the methodology to a generic I&C 

system. 

 

Figure 1: Flowchart of the Markov/CCMT application steps – Adapted from [5] 
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2.1. The Cell-to-Cell Mapping Technique (CCMT) 

CCMT is a systematic procedure to describe the dynamics of both linear and non-linear 

systems in discrete time and discretized system state space. The system state space is a space 

in which all possible states of the system are represented. Each possible state of the system 

corresponds to a unique point in the state space [4]. 

CCMT first requires a knowledge of the top events (in this case, the states where the system 

is considered failed) for the partitioning of the state space or the CVSS (Controlled Variables 

State Space) into Vj (j=1,…,J) cells. The evolution of the system in discrete time is modeled 

and described through the probability pn,j(k) that the controlled variables are in a predefined 

region or cell Vj in the state space at time t=kΔt (k=0,1...) with the system components being 

in a component state combination n=1,…,N (modeled by the Markovian model, to be 

discussed next). The transitions between cells depend on the dynamic behavior of the system, 

the control laws and the states system components [6]. 

The dynamic behavior of the system is usually described by a set of differential or algebraic 

equations, as well as a set of control laws. The operating/failure states of each component are 

specified by the user [6]. 

The cells that correspond to top events are modeled as absorbing cells, i.e., the system cannot 

move out of these cells and thus the transition probabilities from these cells to other cells in 

the state space are equal to 0. The partitioning needs to be performed in such a way that the 

cells V are disjoint and cover the whole state space and the controlled variables values that 

define the Top Events and the setpoints of the I&C system must fall on the boundary of the 

cells and not within any cell [6]. 

 

2.2. The Markovian Methodology 

The conventional discrete-state Markovian approach represents the stochastic evolution of a 

system through the transition probabilities among the possible system states. The transition 

between states can be represented graphically by directional links through Markov transition 

diagrams [4]. 

The construction of the Markovian model for the components assumes that: 

 a set of mutually exclusive and exhaustive states nm (m=1,...,M; nm=1,...,Nm) has already 

been defined for component m, i.e. [4], 

 

 

       

 

   

   (1) 

 

                   (2) 

where hnm(t) is the probability that a component m is in state n at t. 
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 the probability of transition between states has been determined. 

 

2.3. Conditions for the Application of the Methodology 

The methodology is based on the following assumptions [6]: 

 Components of the system do not change state during the time interval [k,k+Δt], but 

possibly at k+Δt; 

 For a given component state combination n and cell Vj, pn,j(k) is uniformly distributed 

over Vj. 

A full Markov/CCMT model accounts for transitions between all system states defined by the 

user, therefore, once the model is constructed, it can be used for analyzing sequence of events 

of different top events or the consequences of different initiating events. For systems with a 

large number of states construction of a full Markov/CCMT model may not be 

computationally feasible. In these situations, the use of Markov/CCMT is more effective in 

the inductive mode, where a limited range of initial conditions are considered rather than all 

possible conditions [4]. 

 

2.4 Application of the Methodology 

The cell-to-cell transition probabilities g(j|j’,n’,k) are conditional probabilities that the 

controlled variables are in the cell Vj’ at time t=(k+1).Δt, given that [6]: 

 The controlled variables are in cell Vj at time t=k.Δt and, 

 The system components are in component state combination n(k)=n’ at time t=k.Δt. 

The transition probabilities g(j|j’,n’,k) are obtained through the following steps [6]: 

 Partition an origin cell j’ into P subcells; 

 Choose the midpoint of each subcell as initial conditions for the equations that rule the 

system dynamics that will be integrated over the time interval k.Δt ≤ t ≤ (k+1)Δt, under 

the assumption that the component state combination remains n’ at all times during such 

interval; 

 Observe the number of arrivals A in destination cell j during time interval k.Δt ≤ t ≤ 

(k+1)Δt; 

 Obtain g(j|j’,n’,k) as g(j|j’,n’,k)=A/P. 

The probability that the system is in cell Vj at t= (k+1).Δt, given that it was in cell Vj’ at time 

t= k.Δt is [6]: 
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 (3) 

where        is the probability that the component was at state n’ at t=k, obtained from the 

Markovian model. Therefore, 

                       

 

    

        (4) 

Since the cells cover the whole CVSS and are mutually exclusive and exhaustive, it is 

possible to state: 

       

 

   

   (5) 

Having defined the top events, i.e. the cells where the system is considered failed (Vi), it is 

possible to obtain the probability that the system is failed at an instant t=k.Δt: 

              

 

   

 (6) 

Therefore, the reliability of the system can be obtained from: 

              

 

   

          (7) 

 

3. DIGITAL WATER LEVEL CONTROL SYSTEM OF A STEAM GENERATOR 

The function of the water level control system of a steam generator of a typical PWR plant is 

to maintain the water level within two inches (for more or less) limit of the setpoint [7]. Table 

1 presents the most important parameters of such typical steam generators. 

Table 1: Parameters of a Steam Generator of a PWR plant operating at 100% Power 

[7] 

Setpoint (m) 12.2 

Steam Mass Max. Output Flowrate (kg/s) 2055.62 

Feedwater Mass Max. Flowrate (kg/s) 2065 

Steam Generator Height (m) 21.3 

Cross Section (m²) 18.0864 

Water Volume at 12.2 m (m³) 220.6541 

Water Mass at 12.2 m (kg) 220654.1 

As detailed information regarding a digital water level control system of a steam generator 

were not made available for this study, a simplified adaptation of a digital system was made 
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from an analog one [7]. Since the objective of this study was not the direct application of the 

methodology to the PSA of an existing plant, some simplifications were made in the adapted 

digital system [8]. 

In the adapted digital system, the water level is measured by two level sensors and their 

average signal is fed to the controller, which compares it to the setpoint. The difference is fed 

to a PI routine that generates a correction signal that controls a motorized feedwater valve 

that controls the water that enters the steam generator [8]. 

From this adaptation, a MATLAB® SIMULINK® simulation was built and, with it, the 

Markov/CCMT methodology was applied to the system. In order to build this simulation, an 

operation scenario must be defined. For this study, the conditions were the following [8]: 

 the initial water level is 12.2 m; 

 the setpoint is maintained at 12.2 m during the whole simulation; 

 the analysis is made during a 40 hours period; 

 during the first 10 hours, the plant power is raised from 75% to 80%;  

 during the next 10 hours, the power is maintained at 80%; 

 during the next 10 hours, the power is once again raised from 80% to 85%; 

 in the last 10 hours, the power is maintained at 85%. 

The SIMULINK® main screen showing the blocks used in the simulation is pictured in 

Figure 2. 

 

 

Figure 2: Main Screen of the SIMULINK® Simulation of the Steam Generator 

Simplified Digital Water Level Control System [8] 
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4. FAILURE MODES AND EFFECTS ANALYSIS (FMEA) 

The Failure Modes and Effects Analysis (FMEA) is a method used to identify the failure 

modes of components of a system and their subsequent effects on the system [9]. 

For the FMEA of this system, only its main components were considered. Failures induced 

by external phenomena, such as fires and radiation were not considered. Also, component 

repair or replacement was not considered. These restraints are not taken into account in a 

complete PSA [8]. The failure rates were taken from IAEA-TECDOC-478 [10]. 

 

4.1. CPUs 

Two computers work together to ensure proper system operation. In case a failure occurs in 

the Main CPU, the Backup CPU assumes control of the system [6]. Failure modes of the 

sensors may be considered as failure modes of the CPUs, since the consequences of their 

failures are the same [6]. Table 2 presents the FMEA of the Main CPU and Table 3 presents 

the FMEA for the Backup CPU. 

Table 2: FMEA of the Main CPU [8] [10] 

 Failure Mode Effects  Failure rate (/h) 

MC
1
  Signal loss of one sensor. The computer operates 

solely with the signal of the 

remaining sensor.  

  
   16.4 x 10

-7
  

MC
2
  Signal loss of both sensors.  The computer maintains the 

control valve completely 

open. 

  
   8.2 x 10

-7
  

MC
3
  Processing failure of the data 

received by the computer.  

Control is transferred to the 

Backup Computer. 
  
   1.2 x 10

-6
  

MC
4
  Failure to communicate with 

the valve  

The signal fed to the valve 

is of 0.0 Volts, keeping it 

completely closed. 

  
   1.8 x 10

-6
  

Table 3: FMEA of the Backup CPU [8] [10] 

 Failure Mode Effects Failure rate (/h) 

BC
1
 Signal loss of one sensor. The computer operates 

solely with the signal of 

the remaining sensor. 

  
   16.4 x 10

-7
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BC
2
 Signal loss of both sensors. The computer maintains 

the control valve 

completely open. 

  
   8.2 x 10

-7
 

BC
3
 Processing failure of the data 

received by the computer. 

Automatic control of the 

process is lost and the 

valve is maintained closed. 

  
   1.2 x 10

-6
 

BC
4
  Failure to communicate with 

the valve 

The signal fed to the valve 

is 0.0 Volts, keeping it 

completely closed. 

  
   1.8 x 10

-6
 

Other failure modes are possible for the CPUs but, in order to simplify the analysis, they were 

ignored. They must be considered in a full PSA [8]. 

 

4.2. Feedwater Valve 

Table 4 presents the Failure Mode and Effects Analysis of the Feedwater Valve. As was said 

with respect to the CPUs, other failure modes for the Feedwater Valve are possible but were 

ignored in order to simplify the analysis [8]. 

Table 4: FMEA for the Feedwater Valve [8] [10] 

 Failure Mode Effects Failure rate (/h) 

V1  The Valve gets stuck 

completely closed. 

The feedwater flowrate is 

equal to zero and, therefore, 

the water level decreases 

continuously. 

  
    1.7 x 10

-5
  

V2  The valve gets stuck 

completely open. 

The feedwater flowrate is 

maximum and, therefore, the 

water level increases 

continuously. 

  
    1.7 x 10

-5
 

 

5. APPLICATION OF THE MARKOV/CCMT MODEL TO THE ADAPTED 

SYSTEM 

 

5.1. Markov 

The first step is to build the Markovian transition diagrams for each of the system 

components, based on the Failure Modes and Effects Analyses. Since the two CPUs work 

together, their transition diagrams are also built together [8]. 
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For this study, the following assumptions were made for the states transitions of the CPUs 

[8]: 

1. The transfer of control between the two CPUs is made instantly once the Main CPU 

reaches state MC3; 

2. The only other failure mode that is possible after the failure of one of the sensors is the 

failure of the other sensor; 

3. The Backup CPU can only failure after it begins operating. 

Figure 3 presents the Markov transition diagram for both the Main CPU and the Backup 

CPU. 

 

Figure 3: Markov Transition Diagram for the Main CPU and the Backup CPU [8] 

From the transition diagram, a set of differential equations is obtained. This set of differential 

equations was solved using the finite difference method. [8]. 
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(8) 

Figure 5 presents the Markov transition diagram for the Feedwater Valve. 

 

Figure 5: Markov transition diagram for the Feedwater Valve [8] 

This transition diagram also provides a set of differential equations that, although simpler, 

was also solved using the finite difference method. This was done because the solution for the 

CPUs diagram had already been obtained and it was easier to adapt it to the Feedwater Valve 

diagram than it would have been to obtain an analytic solution of it [8]. 

 

 
       

  
     

      
           

       

  
   

          

       

  
   

          

(9) 
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It is necessary to define a time step that must be the same for both transition diagrams. The 

time step must respect the following condition [8]: 

 
    

 

 
 (10) 

Therefore, since the largest transition rate of the whole system is   
      

             

failures/h: 

               hours (11) 

Respecting this condition, the time step was chosen to be 10 hours. It was chosen because it 

was long enough so that changes in the behavior of the system could be observed and small 

enough so that it could account for the changes in the operation scenario. 

 

5.2. CCMT 

The Controlled Variables States Space (CVSS) partitioning is the first step that must be 

accomplished during this stage. Table 5 shows the cells of the CVSS that were chosen for this 

study. The shaded cells represent the Top Events. These cells are subsequently divided into 

P=4 subcells [8]. 

Table 5: Cells of the CVSS [8] 

j=1 x ≤ 11.2 m Failed Low 

j=2 11.2 m < x ≤ 11.7 m Low 

j=3 11.7 m < x ≤ 12.2 m Normal – Low 

j=4 12.2 m < x ≤ 12.7 m Normal – High 

j=5 12.7 cm < x ≤ 13.2 cm High 

j=6 x > 13.2 cm Failed High 

 

Once the subcells are defined, the probability g(j|j’,nc’,nv’,k) (i.e. the probability that the 

water level goes from cell Vj’ to cello Vj given that it was at cell Vj’, the CPUs were at state 

nc’ and the valve was at state nv’ at instant t=k.Δt) may be obtained. The SIMULINK® 

model is used for this purpose. 

The simulation is adjusted so that the CPUs are at state nc’, the valve at state nv’ and the 

initial water level is at the midpoint of each of the subcells of Vj’. The number A of arrivals at 

cell Vj is observed and g(j|j’,nc’,nv’,k) is obtained through [8]: 

                  (12) 

The probability of occurrence of top events and the reliability of the system are obtained from 

equations (3) to (7). 
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Table 6 and Figure 6 present the resulting top events occurrence probability and Table 7 and 

Figure 7 present the resulting reliability of the system. 

 

Table 6: Probability of Occurrence of the Top Events 

k t P1(k) P5(k) PET(k) 

0 0 0.0 0.0 0.0 

1 10 0.0 0.0 0.0 

2 20 0.0 0.0 0.0 

3 30 3.5E-08 1.78955E-08 5.3E-08 

4 40 2.7E-06 1.1427E-07 2.8E-06 

 

Figure 6: Probability of occurrence of a Top Event 

Table 7: R(t) Reliability of the Digital Water Level Control System 

k t PET(t) R(t) 

0 0 0 1.00 

1 10 0 1.00 

2 20 0 1.00 

3 30 5.3E-08 9.9999995E-01 

4 40 2.8E-06 9.9999718E-01 
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Figure 7: Reliability of the Digital Water Level Control System 

 

5.3. Analysis of the Results 

From the results it is possible to obtain information regarding the development of the 

reliability of the digital water level control system created for this study. Observing Figure 6, 

it is possible to verify that the failure with the largest probability of occurrence is low water 

level. In spite of the failure rates for both valve failure modes of the valve are the same, the 

failure modes of the CPUs increase the probability that the system fails low [8]. 

It important to observe that IAEA-TECDOC-478 [9], used to obtain the failure rates of the 

system components, was published in 1988. Since its publication, I&C system components 

have been constantly improved, consequently increasing their reliability [8]. 

 

6. CONCLUSIONS 

The Markov/CCMT methodology is an extremely important tool for the analysis of the 

reliability of digital I&C systems. With it, it is possible to take into consideration the 

interactions of I&C system components among themselves and their interaction with the plant 

process, considering the evolution of the system with time [8]. 

The objective of this study was to obtain a better understanding of the methodology, in order 

to make future uses of it easier. As it was not intended to be used directly in a real PSA, 

several simplifications were made to reduce its complexity, as well as its computational cost. 

Software was considered as a part of CPUs and its failure rate was assumed to be equal to 

zero, however, in a real PSA, its reliability must be analyzed thoroughly [8]. 

It is suggested that, in future studies, an analysis of the simplified digital control system 

created for this study is made using the DFM methodology, in order to compare its results 

with the results obtained using the Markov/CCMT methodology and to study the possibility 

of using both the methodologies together for better results [8].  

It is also important to study the application of the results obtained using the Markov/CCMT 

methodology to a PSA, through such tools as SAPHIRE, CAFTA and RISKMAN [11]. 
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