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During the last decade the global effort to prevent terrorism or to mitigate its harm, if prevention fails, has 

increased. The nuclear power community was involved in this effort trying to prevent terrorist attacks on 

NPPs (Nuclear Power Plants). A natural extension of terror restraining is the prevention of any premeditated 

damage to the plant, including acts of state. The pre-feasibility study of an Israeli NPP, conducted by the 

Ministry of National Infrastructures, has identified the risk of hostile damage to the NPP as a major obstacle 

to the establishment of nuclear power in Israel, second only to the refusal of nuclear exporting nations to sell 

an NPP to Israel
v
. The General Director of the Ministry and the Head of the IAEC (Israeli Atomic Energy 

Commission) have approved continuation of the pre-feasibility study. 

This synopsis presents a study, regarding premeditated threats to NPPs, commissioned by the Ministry of 

National Infrastructures as part of the continuation. It focuses on the safety aspect of premeditated threats 

originating outside the plant, although a significant part of the analysis can be extended to other subjects 

such as theft or diversion of strategic materials. The study deals only with methodology and does not 

encompass specific threats or protection measures. Conclusions and recommendations and marked by bold 
italics Arial font.  
The theory of nuclear safety regarding non-premeditated safety events (equipment failures, human errors, 

natural events, etc.) is well developed. The study refers to these events and the theory attached to them as 

"classical", distinguishing them from premeditated events.  

The study defines two postulates, related to premeditated threats: 

Correspondence – We should adopt the classical methodology whenever possible. 

Regulation – The safety of an NPP from premeditated threats requires examination, approval and inspection 

by a regulator. 

Key issues of the methodology with substantial differences from the classical one are:  

• Rate of change of the threat; 

• Design Basis Threat (DBT) and beyond it, including Defense in Depth (DID); 

• State and licensee responsibility; 

• Probabilistic Safety Assessment. 

These key issues are discussed below in light of the above two postulates and related publications, mainly of 

the US NRC (Nuclear Regulatory Commission). Problems are detailed and partial solutions are suggested. 

Rate of Change 
A premeditated threat may change significantly during a period of several years as a result of technological 

changes, international-relations changes or a combination of both. We do not expect such rapid change of 

the classical risk for an NPP, although our knowledge about such risks may change rapidly. An example of a 

knowledge change is the discovery of a design error in the shutdown mechanism of RBMK NPP (1983)
vi

.  

Examination of the knowledge changes shows that a part of the necessary safety improvements was carried 

out only after an incident or an accident occurred, even when the operating organization had information 

regarding a design fault beforehand. A similar picture emerges regarding terror threats; strengthening the 

security against the threats was often made only after terrorist attacks on (non-nuclear) facilities were 

carried out. 
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Partial solutions to the problem of rapid change of the threat are:  

a) Reliance on the plant's safety margin, i.e. reducing it
vii

;  

b) Prior analysis beyond the DBTvii;  

c) Response by the state. For example, screening of aircraft passengers or the development of defensive 

weapons
viii,ix

;  

d) Sharing intelligence regarding present threats and probable future ones with the nuclear 

communityviii;  

e) Readiness for change, including the extreme option of shutting down the plant.  

The partiality of the solutions requires a critical combination of them while maintaining an 
independent and determined regulator who is able to enforce them. 

DBT and Beyond 
New NPPs (Gen. 3/ 3+) are safer than older ones. The improved safety was achieved by redundant safety 

systems, some of them passive. Concurrently, the requirements for safety became more demanding. Safety 

goals turned out to be more ambitious and new terms were introduced to reflect the safety change. Loose 

reference to BDBA (Beyond Design Basis Accidents) was gradually replaced with formal requirements 

relating to "design extension conditions". IAEA safety standards
x
 state that these conditions, including core 

melt, will require "only protection measures that are of limited scope in terms of area and time" and that 

"conditions that could lead to significant radioactive releases are practically eliminated". 

This requirement is achieved not by inherent safety, namely physical negation of states that cause "large 

and early releases", but by safety measures that mitigate incidents. It is not clear a priori that the safety 

measures will be adequate to endure energetic premeditated events that cause common mode failures. 

Therefore, parallel to the reinforcement of the classical safety, an enhancement of safety against 

premeditated threats is required and performed. A DBT (Design Basis Threat) is defined parallel to DBA. 

DBT is not the most serious possible threat ("safe is not the equivalent of risk-free"
xi

), but rather 
a credible serious threat defined by a regulator. A formal requirement for partial defense 
against BDBT is also includedxii

.  

DID model encompasses five independent defense layers for an NPP. However, it acknowledges that 

extreme (classical) energetic events may overcome more than a single layer simultaneously
xiii

. An airplane 

colliding with an NPP, for example, may breach the first four layers – from obstructing the normal operation 

up to a containment breach. A recommended solution is the inclusion of several physically independent sub-

layers in one logical layer, mainly in the first one. For a colliding airplane the sub-layers may be: 

passengers' screening, air defense and containment hardening. 

State Responsibility and Operator Responsibility 
Air defense was mentioned as one of the safety measures against the intention to crash an airplane on an 

NPP. This defense is the responsibility of the State, not the licensee. This is one of the cases in which the 

defense against premeditated threats lies with the State. Sharing responsibilities for safety between the State 

and the operating organization (operator) is unique to premeditated threats. As early as 1967, at the dawn of 

the nuclear power era, the US AEC (Atomic Energy Commission) regulated that operators of an NPP are 

not required to supply protection against an attack by an "enemy of the United States"
xiv

. A similar principle, 

that a defense against premeditated threats lies partly with the State, was adopted by the IAEA and probably 

by all ~30 countries that operate NPPs. The division of the primary responsibility between the state and the 

operator raises two questions: what is the boundary between State responsibility and operator's 

responsibility and who determines it? 

A broad interpretation of the "Enemy of the State" regulation could have been that the State and not the 

operator is responsible for protection against any deliberate action performed by a person or an organization 

hostile to the USA. However, the US NRC, which replaced the AEC as the nuclear regulator, has adopted a 

narrower interpretation: the duty to protect is imposed on the operator in any case where a private vendor 

can be "reasonably expected to defend"
xv

. The operator's duty includes a security force defending against a 

well-trained and dedicated attackers ("willing to kill and be killed"
xvi

) as well as the capability to fight fires 



induced by a colliding airplane. On the other hand, the NRC has set limits to the operator’s duty and has not 

required additional shielding structure for existing NPPs. The regulator determines the scope of the 
requirements of the operator and thus determines the boundary between the State and the 
operator. A similar policy, consistent with the correspondence and the regulation 
postulates is proposed for Israel.  

Security Regulator 
The need for a regulator responsible to ensure safety against premeditated threats appears in the second 

postulate. Assigning responsibility (at least partially) to the operator to implement the required safety 

reinforces the need for a security regulator, a government agency that examines and determines that 

adequate safety is provided. The role of security regulator can be imposed on the classical safety regulator 

or on another agency. The US, from the beginning of civil nuclear power, and the UK, since 2007
xvii

, have 

both adopted the first alternative. Similarly a single nuclear regulator for all safety issues is 

proposed for Israel.  

Relations with Other Agencies 
The security/safety regulator supervises the safety achieved by the operator. It does not supervise the 

necessary protection supplied by the State. How does it determine that adequate safety is provided by the 

combined operations of State and operator? A partial solution is: The safety regulator is fully 
informed by other government agencies, it takes some part in their discussions and 
deliberations, but it does not regulate them. This issue needs further development by the 
regulator[s].viii, ix 

Cost 
Protection against hostile attacks carried out by the State or by the operator, will invoke an additional cost. 

The cost may be imposed either on the State (i.e. levied on the taxpayers), achieving socioeconomic or 

environmental policy goals, or it may be imposed on the utility (i.e. the consumers), achieving economic 

efficiency. 

Secrecy and Transparency 

It is necessary to bridge, as far as practicable, the gap between safety culture and security culture. 

Safety Goals 
The nuclear community has well-established goals for nuclear safety, e.g., requirement that LERF (Large 

and Early Release Frequency) is less than one per million reactor-years
xviii

. The goals are stricter by an order 

of magnitude than previous generation ones. Vendors' assessments, endorsed by regulators, show that actual 

safety achieved, excluding external events, is superior to the goals by approximately an order of magnitude. 

Proposal: adopt these goals for the total safety including premeditated events (consistent 
with the correspondence postulate). 
Opposing approaches (not adopted by the study) are: 

1. Classical goals: 

a. Safety requirements for NPPs are unnecessarily more demanding than the requirements for other 

(non-nuclear) industries and go above and beyond "adequate safety". Therefore, we may use more 

relaxed goals. Rejected: not adopted in any country. 

b. Society cannot cope with catastrophic accidents like the ones in Fukushima or Chernobyl. Safety 

requirements should be more demanding. Rejected: this practically means a gradual elimination of 

current NPPs. Employed in Germany and Italy. 

2. Goals for premeditated Threats: 

People in Israel live with a larger (security) risk than in other countries: 

a. Using safety goals from "calmer" countries will impose a heavy burden on industry and society. 

Rejected: a large and early release is a catastrophic event. Like other countries we cannot allow it to 

happen.  



b. We should reduce the additional safety risk arising from hostile attacks on NPPs, by employing 

stricter goals than other countries. Rejected: the probability of the classical goals is small enough.  

The Issue of safety goals should be further elaborated with the participation of the nuclear regulator, 

preferably with its leadership. 

Safety Assessment 
Including premeditated threats in a deterministic safety assessment is in principle straightforward. One 

should define the DBT and derive scenarios that require protection of the operator. BDBT should be 

included, analyzed and protection measures ought to be defined for some of the scenarios. 

We encounter a different situation for PSA (Probabilistic Safety Assessment). The assessment starts with an 

estimation of the frequency of initiating events. For premeditated events the initiating event is the adversary's 

decisions bringing about an attack on the NPP. How should we estimate the frequency for this action? 

F, the frequency of damage, e.g., LERF, can be written as F=f∙P, where f is the frequency of initiating an 

attack and P is the conditional probability that the attack will cause the damage (large and early release). 

I suggest directing the question regarding the magnitude of f to the decision maker, and to phrase a simpler 

question than "what is the value of f?" A safety goal for F, Fgoal, should be defined, P should be 

("objectively") estimated and thus a safety limit for fl= Fgoal/P can be derived. The question addressed to the 

decision maker will be "Do you estimate that f is smaller or larger than fl?" To further facilitate the dialogue, 

the question should be formulated not in abstract terms of frequency, but rather in more common terms of 

the probability of occurrence (incidence) during a period similar to the lifespan of the plant (~50 years), i.e. 

"Is the probability for attack in the next 50 years larger or smaller than 1%? (arbitrary 

values)". Another simplification could be achieved if it were possible to reduce the adversary's decision to 

attack to sub-events. I have not found a suitable way for this reduction and the issue remains for further 

examination. 

A different and extreme approach is to assume that an assault during the lifetime of the reactor is certain. 

This approach is too severe and too crude. It does not take into account differences in motivation of different 

adversaries with diverse capabilities.  It also ignores the possibility of successful deterrence and reduction in 

the willingness to attack (~f) if the chances to succeed (P) are small.  

Other topics requiring treatment for PSA of premeditated events are:  

The chances of success of the attack, P, are determined by a bilateral struggle between aggressor and 

defender and add a degree of difficulty and complexity to the issue of reliability of human actions in 

extreme situations. 

The source term resulting from an enemy attack can be larger and earlier than the classical one. This is not 

a fundamental difference, but it may necessitate a unique calculation by the vendor of the reactor. If the 

calculation shows that the release of radioactivity from an enemy attack is indeed earlier than that of 

classical accidents, then the effectiveness of intervention measures may be reduced. 

Israel   
Demographic criteria (1990) for an Israeli NPP are stricter than in other countries. They may compensate for 

a larger security threat and the possibility of an early release of radioactivity
xix

. 

 

CONCLUSIONS 

Problems and solutions in the inclusion of premeditated threats in the Safety Methodology for NPPs were 

detailed. Further work in the subject should be carried out in collaboration with the NPP regulator.  
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