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ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT 
The OECD is a unique forum where the governments of 34 democracies work together to address the economic, social 

and environmental challenges of globalisation. The OECD is also at the forefront of efforts to understand and to help 
governments respond to new developments and concerns, such as corporate governance, the information economy and the 
challenges of an ageing population. The Organisation provides a setting where governments can compare policy 
experiences, seek answers to common problems, identify good practice and work to co-ordinate domestic and international 
policies. 

The OECD member countries are: Australia, Austria, Belgium, Canada, Chile, the Czech Republic, Denmark, Estonia, 
Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Israel, Italy, Japan, Korea, Luxembourg, Mexico, the 
Netherlands, New Zealand, Norway, Poland, Portugal, the Slovak Republic, Slovenia, Spain, Sweden, Switzerland, Turkey, 
the United Kingdom and the United States. The European Commission takes part in the work of the OECD. 

OECD Publishing disseminates widely the results of the Organisation’s statistics gathering and research on economic, 
social and environmental issues, as well as the conventions, guidelines and standards agreed by its members. 

 

This work is published on the responsibility of the Secretary-General of the OECD. 
The opinions expressed and arguments employed herein do not necessarily reflect the official  

views of the Organisation or of the governments of its member countries. 
 

NUCLEAR ENERGY AGENCY 
The OECD Nuclear Energy Agency (NEA) was established on 1st February 1958 under the name of the 

OEEC European Nuclear Energy Agency. It received its present designation on 20th April 1972, when Japan 
became its first non-European full member. NEA membership today consists of 29 OECD member countries: 
Australia, Austria, Belgium, Canada, the Czech Republic, Denmark, Finland, France, Germany, Greece, 
Hungary, Iceland, Ireland, Italy, Japan, Korea, Luxembourg, Mexico, the Netherlands, Norway, Poland, 
Portugal, the Slovak Republic, Spain, Sweden, Switzerland, Turkey, the United Kingdom and the United States. 
The European Commission also takes part in the work of the Agency. 

The mission of the NEA is: 
– to assist its member countries in maintaining and further developing, through international co-

operation, the scientific, technological and legal bases required for a safe, environmentally friendly and 
economical use of nuclear energy for peaceful purposes, as well as 

– to provide authoritative assessments and to forge common understandings on key issues, as input to 
government decisions on nuclear energy policy and to broader OECD policy analyses in areas such as 
energy and sustainable development. 

Specific areas of competence of the NEA include safety and regulation of nuclear activities, radioactive 
waste management, radiological protection, nuclear science, economic and technical analyses of the nuclear fuel 
cycle, nuclear law and liability, and public information. 

The NEA Data Bank provides nuclear data and computer program services for participating countries. In 
these and related tasks, the NEA works in close collaboration with the International Atomic Energy Agency in 
Vienna, with which it has a Co-operation Agreement, as well as with other international organisations in the 
nuclear field. 
 
 
Corrigenda to OECD publications may be found online at: www.oecd.org/publishing/corrigenda. 
© OECD 2011 

You can copy, download or print OECD content for your own use, and you can include excerpts from OECD publications, databases and 
multimedia products in your own documents, presentations, blogs, websites and teaching materials, provided that suitable acknowledgment of 
OECD as source and copyright owner is given. All requests for public or commercial use and translation rights should be submitted to 
rights@oecd.org. Requests for permission to photocopy portions of this material for public or commercial use shall be addressed directly to the 
Copyright Clearance Center (CCC)  at info@copyright.com or the Centre français d'exploitation du droit de copie (CFC) contact@cfcopies.com. 
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COMMITTEE ON NUCLEAR REGULATORY ACTIVITIES 

The Committee on Nuclear Regulatory Activities (CNRA) shall be responsible for the programme of the 
Agency concerning the regulation, licensing and inspection of nuclear installations with regard to safety. 
The Committee shall constitute a forum for the effective exchange of safety-relevant information and 
experience among regulatory organisations. To the extent appropriate, the Committee shall review 
developments which could affect regulatory requirements with the objective of providing members with an 
understanding of the motivation for new regulatory requirements under consideration and an opportunity to 
offer suggestions that might improve them and assist in the development of a common understanding 
among member countries. In particular it shall review current management strategies and safety 
management practices and operating experiences at nuclear facilities with a view to disseminating lessons 
learnt. In accordance with the NEA Strategic Plan for 2011-2016 and the Joint CSNI (Committee on the 
Safety of Nuclear Installations)/CNRA Strategic Plan and Mandates for 2011-2016, the Committee shall 
promote co-operation among member countries to use the feedback from experience to develop measures 
to ensure high standards of safety, to further enhance efficiency and effectiveness in the regulatory process 
and to maintain adequate infrastructure and competence in the nuclear safety field.  

The Committee shall promote transparency of nuclear safety work and open public communication. The 
Committee shall maintain an oversight of all NEA work that may impinge on the development of effective 
and efficient regulation.  

The Committee shall focus primarily on the regulatory aspects of existing power reactors, other nuclear 
installations and the construction of new power reactors; it may also consider the regulatory implications of 
new designs of power reactors and other types of nuclear installations. Furthermore it shall examine any 
other matters referred to it by the Steering Committee. The Committee shall collaborate with, and assist, as 
appropriate, other international organisations for co-operation among regulators and consider, upon 
request, issues raised by these organisations. The Committee shall organise its own activities. It may 
sponsor specialist meetings and working groups to further its objectives.  

In implementing its programme the Committee shall establish co-operative mechanisms with the 
Committee on the Safety of Nuclear Installations in order to work with that Committee on matters of 
common interest, avoiding unnecessary duplications. The Committee shall also co-operate with the 
Committee on Radiation Protection and Public Health and the Radioactive Waste Management Committee 
on matters of common interest. 
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FOREWORD 

The NEA Committee on Nuclear Regulatory Activities (CNRA) believes that sharing operating experience 
from the national operating experience feedback programmes are a major element in the industry’s and 
regulatory body’s efforts to ensure the continued safe operation of nuclear facilities. Considering the 
importance of these issues, the Committee on the Safety of Nuclear Installations (CSNI) established a 
working group, PWG #1 (Principle Working Group Number 1) to assess operating experience in the late 
1970’s, which was later renamed the Working Group on Operating Experience (WGOE). In 1978, the 
CSNI approved the establishment of a system to collect international operating experience data. The 
accident at Three Mile Island shortly after added impetus to this and led to the start of the Incident 
Reporting System (IRS). In 1983, the IRS database was moved to the International Agency for Atomic 
Energy (IAEA) to be operated as a joint database by IAEA and NEA for the benefit of all of the member 
countries of both organisations. In 2006, the WGOE was moved to be under the umbrella of the Committee 
on Nuclear Regulatory Activities (CNRA) in NEA. In 2009, the scope of the Incident Reporting System 
was expanded and re-named the International Reporting System for Operating Experience (although, the 
acronym remains the same). 

The purpose of WGOE is to facilitate the exchange of information, experience, and lessons learnt related to 
operating experience between member countries. The working group continues its mission to identify 
trending and issues that should be addressed in specialty areas of CNRA and CSNI working groups.  
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1. INTRODUCTION 

The CSFI (Counterfeit, Suspect, and Fraudulent Items) issue was determined to be the Issue of Generic 
Interest at the April 2010 WGOE meeting. The Issue of Generic Interest is determined by the working 
group members for an in-depth discussion. They are often emerging issues in operating experience that a 
country or several countries would to the share recent information and to utilise the international group of 
experts to gather information to enhance their national efforts. In order to gain a better understanding of the 
situation in WGOE member country regarding this matter, a questionnaire was developed by the United 
States delegate together with the NRC (USA Regulatory body) lead for CSFI.  This questionnaire was 
forwarded to the WGOE members in August of 2010.  
 
At the September 2010 WGOE meeting, the US delegate, Mr. John Thorp, provided an introductory CSFI 
presentation. Mr. Thorp’s presentation was followed by two other CSFI presentations; one delivered by 
Mr. Marc Tannenbaum, Senior Project Manager, Plant Support Engineering – Nuclear, Electric Power 
Research Institute (EPRI),  the other delivered by Mr. Daniel Pasquale, Senior Operations Engineer, US 
NRC Office of New Reactor, Quality & Vendor Branch. 
 
The acronym CSFI (Counterfeit, Suspect, and Fraudulent Items) and CFSI (Counterfeit, Fraudulent, 
Suspect Items) are interchangeable in meaning. However, the order has changed in some countries as the 
issue has evolved. 
 



NEA/CNRA/R(2011)9 

 10



 NEA/CNRA/R(2011)9 

 11 

2. SCOPE AND OBJECTIVE 

The report provides the proceedings from the WGOE meeting discussion on the item of generic interest 
from September 2010.  Additionally, this report aims to analyse the WGOE member country responses to 
the CSFI questionnaire and develop conclusions and recommendations on this generic issue. Its scope 
covers the compilation and review of the information provided in the meeting and by the WGOE members. 
It intends to be a starting point to deal with CFSI in the international operating experience arena. 
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3. OVERVIEW OF MEETING 

Mr. Marc Tannenbaum of the Electric Power Research Institute provided an overview of the industry’s 
challenges and activities. Firstly, he outlined the differences between counterfeit, fraudulent, suspect, and 
also substandard items. He noted that items could be found not to meet the standard, but the difference in 
the intent to deceive with counterfeit and fraudulent items is the critical element. He used examples from 
other industries which also rely heavily on the assurance of quality for safety. He also informed that EPRI 
has just completed a report in October 2009 in coordination with other US government agencies and 
industry organizations; this report, entitled Counterfeit, Substandard and Fraudulent Items, number 
1019163, is available for free on the EPRI website. As a follow-up to this report, EPRI is developing a 
CFSI Database; he extended an invitation to any country interested in a collaborative agreement to use and 
contribute to the database information. Finally, he stressed the importance of the oversight of contractors, 
training to raise the awareness of the employees and the inspectors, and having a response plan for 
identified items. 
 
Mr. Daniel Pasquale delivered a presentation entitled Counterfeit, Suspect, Fraudulent Items (CSFI): 
Today & Tomorrow. The presentation addressed the U.S. NRC’s current perception of the CSFI threat as it 
relates to existing licensed operating nuclear power plants as well as future units. The presentation 
addressed the following topics: 1) recent CSFI activity, 2) the role of Quality Assurance, 3) what the US 
NRC is doing, 4) US NRC outreach efforts, and 5) the need for a solid CSFI community.  Mr. Pasquale’s 
presentation referred to the growing CSFI threat to other heavy industries as reported recently by the U.S. 
Department of Commerce, and described how the existing US NRC guidance on this issue has proven to 
be the foundation for a strong anti-counterfeiting program.  Mr. Pasquale also stressed the need for all 
stakeholders to adopt and maintain a proactive approach to counter the CSFI threat, including the need to 
share information, institute a zero tolerance policy, involve engineering in the procurement and product 
inspection processes, ensure that inspection processes (source, receipt, and testing) are effective, and to 
utilize engineering based programs in support of commercial grade dedication activities. Included with the 
presentation was a comprehensive list of generic communications issued by the U.S. NRC in response to 
counterfeit/fraudulent items over the years, and some of the various electronic repositories regarding the 
nuclear industry where related event information may be accessed.  
 
Following Mr. Pasquale’s presentation, a WGOE roundtable discussion was held to facilitate sharing of the 
status and philosophy of the respective member’s national programs and processes for identifying, 
resolving, and reporting of counterfeit and/or suspect items.   
 
At the conclusion of the discussion, the WGOE members decided that the CSFI topic was interesting 
enough to be addressed more thoroughly. As CSFI can be categorised as a special subset of non-
conformance of spare parts and it includes a strong inspection element.  The WGOE members decided to 
include the topic in the June 2011 workshop, where both non-conformance of spare parts and the use of 
operating experience in inspection programmes will be addressed.  Therefore, the CSFI topic will be 
included as part of a question on the non-conformance of spare parts for the WGOE workshop 
questionnaire.  
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The WGOE representatives from Canada and Spain volunteered to review the WGOE member country 
responses to the CSFI questionnaire and develop themes, conclusions, recommendations and/or highlight 
commendable practices. 
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4. QUESTIONNAIRE 

The CSFI questionnaire comprises two parts: one contains questions for the Regulatory Body (RB) and the 
other is addressed to the Industry. The questions in each part are as follows: 

4.1 Questions regarding Regulatory Body Experience 

• Are Counterfeit/Suspect/Fraudulent Items (CSFI) a growing challenge in your country?  If so, is 
CSFI a challenge to the level that safe and efficient operation of nuclear plants is being affected in 
your country?  If so, do you have any current activities or plans for taking additional steps to 
reduce the potential impact of CSFI on your nuclear industry? 

• Do you have laws and/or regulations or other requirements to prevent and respond to the use or 
introduction of CSFI?  If so, please describe. 

• Do you require your nuclear industry utilities/plants to implement processes/requirements to 
prevent the introduction of CSFI? 

• Do you assign any regulatory authority resources to inspect for CSFI in plants under construction, 
operating plants or in the industry supply/procurement chain?  If so, please describe. 

• In the last five years, has your country encountered any significant instances of CSFI being 
discovered in nuclear plant safety systems or in the supply warehouse?   

a. If so, please briefly describe, including any events or actual failures or damage that 
have occurred, and what actions your regulatory authority and the affected power utility 
took to correct and prevent recurrence of such an event. 

• Do you have any requirements for industry to report instances of the discovery of CSFI, and if so, 
do you centrally collect or track CSFI reports?  Please describe. 

• Have you identified any effective/best practices in your regulatory authority or in your country’s 
industry to protect against the risk of CSFI on nuclear plant safety?  

• Does your organization possess written policies & procedures (including a uniform terminology) 
for preventing, detecting, reporting and prosecuting confirmed counterfeit and fraudulent activity? 
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4.2 Questions regarding Industry Experience 

• Are Counterfeit/Suspect/Fraudulent Items (CSFI) a growing challenge in your country? If so, is 
CSFI a challenge to the level that safe and efficient operation of nuclear plants is being affected in 
your country?  If so, do you have any current activities or plans for taking additional steps to 
reduce the potential impact of CSFI on your nuclear industry? 

• What is your engineering staff’s level of involvement in the procurement process (including 
specification, suitability of application, assignment of quality attributes, supplier selection, 
manufacturing process, product testing, receipt inspection, disposition of non-conformances, etc, 
“use-as-is” dispositions, scrap and disposal activities)? 

• Do you incorporate stringent anti-counterfeiting Procurement Clauses to your suppliers and sub-
suppliers for the expressed objective of eliminating CSFI incidents (e.g. Policy on anti-
counterfeiting, no-substitutions, Certificates of Conformances, right of access, confiscation of 
suspected CSF Items, escrow payment policies, and prosecution of confirmed offenders)? 

• Do you provide, or require CSFI training in methods of detection, including documentation fraud 
for those individuals directly involved in supply activities (e.g. Buyers, Inspectors, Receivers, 
warehouse personnel, assemblers, engineers, Quality Assurance, etc.)?  

• Do your event reporting processes include notifying any of the below listed entities of confirmed 
incidents of counterfeit and fraudulent activity? 

□ your regulatory authorities  
□ other nuclear power plants (NPPs) in your country  
□ peer groups: if, yes, who? 
□ members of the supply chain  
□ others: ______________________  

• Does your organization’s policy on disposal of production rejects, scraps, and overruns include 
consideration of the generation of CSFI material, including the confiscation, quarantine, and 
destruction of identified CSFI material?  

• Does your organization’s Quality Assurance Program require Assessment of both internal and 
external participants regarding CSFI activities (e.g. independent, management self-assessment, 
supplier audits, etc)? 

• Do you incorporate anti-counterfeiting methods and/or technologies (e.g. embedding coding, 
unique materials, controlled paper stock, etc) into your products? Do you require them from your 
suppliers? 
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5. SUMMARY OF RESPONSES  

5.1 Participating Countries 

This report documents input received from the following fifteen WGOE countries.  Responses came from: 

• Belgium 
• Canada 
• Czech Republic 
• Finland 
• France 
• India 
• Japan 
• Russian Federation 
• Slovakia 
• Slovenia 
• Spain 
• Sweden 
• Switzerland 
• United Kingdom 
• United States 

 
Some of the WGOE member country responses cover only the part of the questionnaire addressed to the 
Regulatory Body. 

5.2 Analysis of Countries’ Responses 

Several general conclusions can be drawn from the various responses received.  First of all, CSFI is not 
considered as a growing challenge in most WGOE member countries, with the exception of Finland, 
Canada, the UK, and the USA, which have experienced some events involving CSFI.  
 
Although many countries do not have laws or other requirements to specifically prevent and respond to the 
use or introduction of CSFI, they do have regulations which cover this issue in an indirect way. In any 
case, some countries like the USA or Finland have requirements in their national regulations which 
expressly address CSFI. 
 
Some countries have regulatory requirements directing licensees to implement processes to specifically 
prevent the introduction of CSFI, while others do not. In any case, there are always obligatory procurement 
quality assurance requirements that should suffice to prevent the introduction of CSFI. 
 
There are generally no Regulatory Body resources assigned to specifically inspect for CSFI in plants under 
construction, operating plants, or in the industry supply/procurement chain. However, on-site inspectors 
and quality management specialists are tasked with preventing and detecting the introduction of CSFI.  
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Additionally, when willful misconduct is suspected in cases involving wrongdoing, the US NRC may use 
resources from the NRC’s Office of Investigations to participate in or to lead inspections and/or 
investigations relating to CSFI activity. 
 
Few significant instances of CSFI have been discovered in nuclear plant safety systems or in the supply 
warehouses in the last five years (only Finland and the USA have experienced several cases affecting 
valves, fuses, capacitors, actuators, and circuit breakers). However, there have been more cases of incorrect 
items being discovered after installation and instances of items not meeting specifications or with 
inadequate document traceability. 
 
No country has specific requirements addressing the reporting of CSFI as such (with the exception of 
Finland and the USA), though NPP licensees would be obliged to report the discovery of instances where 
the actual equipment and components are different from the as-designed systems for systems important to 
safety. In any case, some countries, such as Canada, are considering introducing specific conditions to 
ensure the reporting of the discovery of CSFI as a separate category. Likewise, no country has established 
formal requirements to report counterfeit instances for non-safety-related items, though some are trying to 
increase the industry’s awareness of CSFI activity and to increase voluntary reporting of such activity 
regardless of its safety function.  
 
Best practices to protect against the risk of CSFI have not been developed by the majority of the 
Regulatory Bodies, with the exception of the USA, which has issued an Information Notice, a Generic 
Letter, and several Guides. However, all of the Regulatory Bodies have other means to prevent CSFI in a 
more general way, such as detailed reporting criteria, approval of any modification in safety-related 
components, quality assurance procedures, procurement clauses for suppliers, effective management 
systems, and piloting the use of new components in non safety-related equipment or on only one of the 
safety trains prior to full NPP-wide deployment, among others. Furthermore, some WGOE member 
countries are currently considering including CSFI in their regulations.  
 
There are no written policies or procedures for preventing, detecting, reporting and prosecuting confirmed 
counterfeit and fraudulent activity in any country.  
 
Industry has not generally considered CSFI as a growing challenge up to the present time, though some 
countries recognize CSFI as an emerging issue and have started to develop a process for its prevention and 
detection. 
 
Nuclear power plant engineering staffs are deeply involved in the procurement process in all WGOE 
member countries.  
 
Licensees do not generally incorporate anti-counterfeiting clauses in their procurement contracts or 
purchase order conditions specifically aimed at eliminating CSFI. Likewise, there is no specific training for 
identifying CSFI. However, it was noted in Slovenia, that the Krško NPP Quality Control department has 
revised internal procedure for receipt inspection and control and added the requirement and form with 
instructions used to recognize counterfeit and fraudulent items (procedure QCP-9.450: Postopek vhodne 
kontrole, Revision 5). Personnel performing receipt inspection and control were informed about new 
procedure revision and guidance during one of regular department meetings.  Nuclear plants in most 
WGOE member countries have to notify different entities (regulatory bodies, other national NPPs, peer 
groups, and members of the supply chain) of confirmed incidents of counterfeit and fraudulent activity, 
whenever the incidents trigger the reporting requirements established by the Regulatory Body. 
 
Policies on disposal of production rejects, scraps, and overruns clearly include CSFI material in some 
plants, though most licensees have only general procedures governing disposal of material. 
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The licensee’s quality assurance programs require assessment of both internal and external participants in 
most WGOE countries, though not all of them include CSFI activities.  Audits and inspections are the most 
used methods for evaluating.  
 
At this time, most licensees do not incorporate explicit anti-counterfeiting methods or technologies into 
their products, as they consider this issue is covered by their quality assurance programmes. Some 
licensees have an increased awareness of methods and technologies for CSFI detection though such 
technologies are not formally implemented at this time,  
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6. RECOMMENDATIONS AND COMMENDABLE PRACTICES 

Although operating experience reports in most countries have not flagged a problem yet in operation, both 
industry and regulators have identified CSFI as a potential risk to NPP safety. A successful CSFI 
prevention programme would identify non-conformance and CSFI in the warehouse during the licensee’s 
receipt inspection. This is evidenced by several examples cited by the United States in the country 
response. 
 
This identification of this concern justifies the need to develop specific regulatory guidance, procedures 
and even policies for preventing and detecting counterfeit and fraudulent activity. Some countries are 
considering a gradual inclusion of CSFI-prevention regulations in their legislation.  
Although most Regulatory Bodies have reporting systems which cover CSFI, most do not have specific 
criteria to report events involving CSFI. This positive statement of a counterfeit, versus a non-conformance 
from a known source, would help to identify, control and distribute information on this issue more easily. 
Likewise, developing explicit common terms and definitions would be an advantage when dealing with 
CSFI in both national and international contexts. Several countries are already working to define a standard 
language for CSFI. 
 
No additional resources have been assigned to specifically inspect for CSFI. Poor oversight of CSFI could 
lead to an increase in safety risks, and thus benefits may be gained from dedicating staff to address control 
and detection of CSFI.  CSFI training of both industry and regulatory staff is a key element to preventing 
and detecting counterfeit and fraudulent components which could affect NPP safety. Though most 
countries do not train staff to expressly identify CSFI, some of them are beginning to take this issue into 
account. For example, some Canadian licensees are currently using the CSFI awareness training module 
contained in the EPRI Nuclear Utility Procurement Engineering Course for staff training; others have 
included a specific checklist and instructions to receiving inspection staff addressing visual clues to detect 
the possibility of CSFI. 
 
Sharing operating experience on CSFI has been identified as one of the best methods for decreasing the 
risk of counterfeit and fraudulent activity. In fact, in the meeting, EPRI provided an invitation to any 
country that would like to contribute and benefit from their existing CSFI database. Sharing among 
regulatory bodies could be helpful to establish an international space to share CSFI information. 
Some licensees include specific anti-counterfeiting clauses in their procurement contracts. Although more 
are now consider it necessary and have begun to identify the legal terms and conditions required to develop 
these clauses. This could contribute to monitoring suppliers and, consequently, decreasing the number of 
CSFI incidents. For example, at the Krško NPP in Slovenia, the Purchasing department is performing 
various activities to prevent use of the counterfeit and fraudulent items. This requirement is however not 
specifically stated within contracts with suppliers, but requirements for delivery of Certificates of Origin 
and Mandatory Source of Origin are included within the scope of standard Technical and Quality 
Requirements (TQR's).  
 
Specific policies for the disposal of CSFI would help ensure that this material cannot be returned for 
potential re-use. Initiatives regarding this aspect are being carried out by industry in some countries. 
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Likewise, using anti-counterfeiting methods or technologies in the purchased products could as well give 
industry an edge in detecting CSFI instances. 
 
Several countries noted the need to develop best practices. Some references include:  

 

• International Atomic Energy Agency (IAEA), “Managing suspect and counterfeit items in the 
nuclear industry”, IAEA-TECDOC-1169, August 2000. 

• Electric Power Research Institute ( EPRI), “Counterfeit, Fraudulent, and Substandard Items – 
Minimizing the Risk”, TR-101693 

• EPRI “Guidelines for the procurement and Receipt of Items for Nuclear Power Plants (NCIG-15)”, 
NP-6629. 

• Nuclear Utilities Procurement Issues Committee (NUPIC) Audit checklist – Document 7, Revision 
14, includes an audit attribute relating to the existence and effectiveness of a supplier’s CSFI 
program. 

• US NRC Generic Letters 89-02, “Actions to Improve the detection of Counterfeit and Fraudulently 
Marketed Products,” and 91-05, “Licensee Commercial-Grade Dedication Programs”.  USNRC 
Information Notice, IN 2008-04, “Counterfeit Parts Supplied to Nuclear Power Plants”. 

• Instructions are provided in several EPRI guidance documents such as EPRI NP-5652, “Guideline 
for the Utilization of Commercial Grade Items in Nuclear Safety related Applications,”  EPRI NP-
6406, “Guidelines for the Technical Evaluation of replacement Items in Nuclear Power Plants,” 
and EPRI NP-6629, “Guidelines for the Procurement and Receipt of Items for Nuclear Power 
Plants”. 

• The U.S. Department of Energy issued DOE G414, 1-3, “Suspect/Counterfeit Items Guide”, and 
the accompanying, “Office of Environment, Safety and Health Process Guide for the Identification 
and Disposition of Suspect/Counterfeit or Defective Items at Department of Energy Facilities.”  

• CNRA regulatory guidance booklet on the The Regulator’s Role in Assessing the Licensee’s 
Oversight of Vendor and Other Contracted Services (NEA/CNRA/R(2011)4). This booklet is 
aimed at all types of contracted services; however, the prevention of CSFI and other sub-standard 
items is part of this overarching topic. The report finds that as contracted services change and 
licensees modify their oversight and procurement practices, regulators must also continually adapt 
to maintain their effectiveness in the assessment of the licensees’ contracting practices in an 
increasingly international supply market. The special senior-level task group to the Committee on 
Nuclear Regulatory Activities developed guidance to regulators on assessing their current practices 
in the regulatory oversight of the licensees’ use of contractors, and on adapting their practices 
where necessary to meet the evolving situation. 
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7. PRESENTATIONS  

7.1 Opening Presentation by John Thorp, USNRC, WGOE member  
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7.2 Industry Presentation by Marc Tannenbaum, EPRI 
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7.3 Regulatory Body Presentation by Daniel Pasquale, USNRC 
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APPENDIX: RESPONSE OF COUNTRIES TO CSFI QUESTIONS 

The following section provides the summary response of each country that replied to the questions about 
CSFI.  

A-1  Belgium 

CSFI is not perceived as a challenge for Belgium at this moment. Therefore, there are no current regulatory 
activities or plans to reduce their potential impact, and laws or requirements to prevent and response to the 
use or introduction of CSFI do not exist. However, they apply 10CFR50 Appendix B requirements for QA 
(Quality Assurance), so they presume these requirements suffice to prevent the introduction of CSFI for 
SSC (system, structure or component) fulfilling a safety function. 
 
In the last five years, Belgium has not encountered any significant instances of CSFI being discovered in 
nuclear plant safety systems or in the supply warehouse. 
 
Regarding the industry, they do not consider CSFI as a challenge to the safety level in nuclear power 
plants, thus they do not have either any current plans or activities to reduce the potential impact of CSFI or 
any specific anti-counterfeit program, though every procurement order is consistent in the way that 
certificates of conformance are asked for and there is a follow-up of the construction phase of the procured 
items. There has been no prosecution so far regarding CSFI either. 
 
The utility Engineering department is involved in all the phases of the quality assurance procurement 
process, such as the qualification process of the suppliers, editing specifications, assignment of quality 
clauses, follow-up of the fabrication process, receipt inspection and non-conformance process. 
For some phases in the procurement process (type testing, specification editing, manufacturing follow-up) 
the utility is assisted on request by the general engineering office.  
 
There is no specific CFSI training, though the personnel dealing with inspection and control of the ordered 
parts receive training on how to perform these tasks. Furthermore, event reporting processes do not include 
confirmed incidents of counterfeit and fraudulent activity and there is no policy on disposal of CSFI 
material. 
 
Concerning the incorporation of anti-counterfeiting methods and/or technologies into products, a specific 
follow-up of the fabrication process is done by the AIA (Authorized Inspection Agency) for all ASME III 
related orders. Furthermore, all parts are bought through the original equipment manufacturer (if he still 
exists); for the purchase of commercial grade items, an audit and kick-off meeting is planned prior to the 
construction phase, where it is decided which follow-up or measures will be taken to ensure the quality of 
the material. 

A-2  Canada 

There is an increasing awareness that, with the globalization of the supply chain, existing supplier controls 
on the industry may not be adequate to counteract the growing risk of CSFI in the nuclear industry; 
however, there is little likelihood of CSFI in CANDU core components and special safety system 
components, as the main components suppliers are unique, controlled, inspected and components are often 
verified at the manufacturer facilities prior to shipping to site as well as upon receipt at site by licensees. 
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The Canadian Nuclear Safety Commission (CNSC), the Regulatory Body (RB) in Canada, believes that the 
likelihood of introduction of CSFI pertain to commonplace components such as standard mechanical 
devices and components (piping, valves and fasteners), and ubiquitous electrical and electronic 
components, mostly for common process systems. 
 
There are no regulations pursuant to the Canadian Nuclear Safety and Control Act that specifically address 
CSFI in the nuclear power industry in Canada. The CNSC does monitor and audit licensees’ procurement 
processes and controls to ensure they comply with the requirements of the CSA standard on Procurement 
Quality Assurance referenced in their licenses, that all procured items and materials meet specified 
technical (e.g., N285 series of standards, ASME Code, etc.) and regulatory requirements. The CNSC staff 
carries out inspections and audits to verify compliance with procurement quality assurance requirements; it 
has also begun participating occasionally as observer in licensee audits. More recently, it has started a 
dialog with licensee procurement audit organizations such as NUPIC and CANPAC. Moreover, the CNSC 
is considering adding specific reporting requirements for CSFI items in the reporting document referenced 
in NPP licenses.  
 
Presently, there are no regulatory requirements directing licensees to implement processes specifically to 
prevent the introduction of CSFI in the supply chain. However, there are obligatory procurement quality 
assurance requirements that are included as part of every Canadian power plant license through their 
reference to CSA N286 series of standards. In any case, should licensee-introduced measures prove less 
than adequate to preclude introduction of CSFI in Canadian NPPs, the CNSC would have the option at 
some time in the future, to consider introducing additional regulatory requirements to address the situation. 
 
Regarding the resources assigned to inspect CSFI in nuclear power plants, the CNSC maintains on-site 
offices staffed by full-time inspectors at all operational nuclear power plants in Canada. Individual site 
offices are set up at the beginning of plant construction and remain staffed until completion of major 
decommissioning activities. Specific resources have not yet been assigned to train the inspectors for 
detection of CSFI. 
 
During licensing, construction and throughout a plant’s operational life, CNSC quality management 
specialists are involved in audit activities and inspections against CSA design and procurement quality 
assurance standards; they carry out verification of licensees’ documentation and programs along with 
audits of licensees’ supply chain processes in collaboration with the site inspectors. 
 
As of yet, there are no confirmed cases of counterfeit items having been installed in Canadian nuclear 
power plants. There have been some cases of suspect and incorrect items being discovered after installation 
and instances of items not meeting specifications or with inadequate documented traceability. In cases of 
suspect, incorrect components or items not meeting specifications or with inadequately documented 
traceability having been installed, the components are replaced with the correct components as soon as 
possible after discovery of the situation. 
 
There is no specific requirement addressing the reporting of CSFI. However, there are requirements that 
would oblige NPP licensees to report the discovery of instances where the actual equipment and 
components are different from the as-designed systems for all systems important to safety. The CNSC is 
presently considering adding two specific conditions to NPP licenses to ensure the reporting of the 
discovery of CSF items and CSF documentation as a separate category. The revised regulatory reporting 
document is expected to be issued for comment this calendar year and referenced in NPP licenses shortly 
afterwards. 
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The CNSC does not collect and track CSFI information centrally, though licensees do share such 
information amongst themselves through organizations such as CANPAC and NUPIC and through inter-
utility OPEX communications. 
 
As a regulator, the CNSC has not yet identified best practices for the industry to protect against the risk of 
CSFI on nuclear plant safety, though many NPP licensees have developed excellent and detailed 
procurement processes to preclude the possibility of CSFI entering the supply chain. The CNSC has not 
either developed any policy or procedure for preventing, detecting, reporting and prosecuting cases of 
CSFI. The lack of a uniform terminology about CSFI has been identified as a required first step to begin 
addressing the challenge presented by CSFI. 
 
From the industry point of view, licensees consider that CSFI has not been a challenge to the safe and 
efficient operation of nuclear plants up to the present time, as there are no validated cases of counterfeit or 
fraudulent items having been installed in Canadian NPPs. However, CSFI is recognized as an emerging 
issue, primarily based on the growing incidence of CSFI issues being reported in the US and Europe, and it 
is felt that unless controls are put in place by NPPs soon, there is a risk that CSFI has the potential to lead 
to the unsafe and inefficient operation of the plants. 
 
Additional steps are being evaluated for incorporation into NPP processes. Internal discussions and inter-
utility discussions through the CANDU Owners Group (COG) are routinely held. CSFI is addressed 
through licensees’ auditing involvement via the CANDU Procurement Audit Committee (CANPAC). 
 
CANPAC is a joint program managed by COG, whose role is to audit the quality programs of 
suppliers/contractors common to CANDU licensees. Recently, CANPAC undertook the following actions: 
 

• CANPAC auditors were sent to CSFI awareness training (Nov 2009 and August 2010). 
 

• CANPAC prepared and issued a CSFI letter to over 250 CANPAC audited 
suppliers/contractors. The letter directed the suppliers to document and start implementing a 
process for the prevention and detection of CSFIs .The letter also indicated that CANPAC 
would be auditing their CSFI process at the supplier’s next scheduled audit. 

 
• CSFI questions were added to the CANPAC audit checklists and began implementing the CSFI 

training to the auditors 
 

• CANPAC began to audit suppliers/contracts using the revised checklists in early September 
2010. 

 
• CANPAC auditors will now issue Corrective Action Requests (CARs) whenever a supplier has 

no CSFI process in place or if the CSFI process is deemed ineffective.  
 

Current activities or plans also include the formation of a COG working to develop a common approach to 
CSFI activities at Canadian NPPs using the same processes and reporting structure. Some licensees have 
increased staff training and awareness programs to recognize the potential for CSFI entering the supply 
chain. In parallel with the process development, OPEX is being used to establish additional inspection 
equipment as part of the identification steps. 
 
Licensee Design and Procurement Engineering staff is typically responsible for the development of 
technical specifications, datasheets, catalog items selection documentation and quality records requirement 
for all purchased product for new and replacement items. They draft purchase orders with regard to 
disposition of non-conformances and all use as is and repair dispositions, which affect form-fit-function, 
are subject to station approval. They evaluate and select suppliers based on their technical capability and 
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implemented quality program. Some licensees include assessment of the supplier’s processes and practices 
implemented to detect and prevent the use of CSFI. 
 
Design and Procurement Engineering staff is also involved in determining the suitability of application, 
assignment of quality attribute, designation of the critical characteristics required to be inspected and 
verified (including steps for CSFI checks), product testing of complex designs and disposition of non-
conformances and concession applications. Engineering staff is also involved with supplier selection when 
the commercial grade dedication (CGD) process is initiated or when contracted engineering services are 
required. Both groups are also involved in evaluation and disposition of non-conformances. Procurement 
Engineering (PE) is responsible for coding of items and PE are developing purchasing codes that 
incorporate incoming inspection requirements. 
 
Relating to anti-counterfeit clauses to suppliers, some licensees incorporate them in their purchase order 
terms, though most do not and this has been identified as an issue. Therefore, the CANDU industry needs 
to identify the legal terms and conditions required for contractual language, and then develop a generic 
CSFI Procurement Clause that could be used throughout the industry .The Canadian approach is aligned 
with the US DOE/ DOD clauses and based on the EPRI proposal.  
 
All CANPAC auditors have attended CSFI awareness training over the past year and will continue to 
upgrade skills as more comprehensive training becomes available. As of yet, there is no common approach 
used at all Canadian NPPs. In any case, one licensee is developing Computer Based Training targeting 
buyers, Inspectors, receiving inspectors, engineering, quality assurance, and maintenance and warehouse 
personnel, another has used the CSFI awareness Training module contained in EPRI Nuclear Utility 
Procurement Engineering Course for staff training.  
 
Whenever an incident triggers the reporting requirements criteria of the NPP licenses, NPP notifies to the 
RB and other Canadian NPPs as well; they also notify COG and NUPIC. CSFI incidents are communicated 
internally via internal Station Condition Reports or internal OPEX reports. Non-conformance reports are 
usually only issued to the supplier. 
 
All licensees have procedures governing disposal of material; some have procedures addressing CSFI 
material. CSFI items are disposed using methods that ensure material cannot return to the public for re-use. 
As a general rule, licensees do not send the suspect items back to the supplier, and some use third parties 
for testing/ forensics. 
 
NUPIC has included questions regarding CSFI identification methods within their checklists for supplier 
audit activities; CANPAC is preparing to follow this lead. All Canadian licensees use both service 
organizations for audit purposes. In addition, supplier audit checklists used by some licensees have been 
revised to include the assessment of their quality program elements as applicable to CSFI prevention and 
detection; some licensees have sent letters to all suppliers to request their implementing a CSFI program, 
as per the EPRI guideline. For other licensees, assessments and audits specific to CSFI are addressed via 
involvement in NUPIC audits. Internal audits have not yet been updated to address CSFI specifically, but 
the requirement is being evaluated for incorporation into procedures. 

 
Regarding anti-counterfeiting methods and/or technologies, licensees have not formally implemented any 
at this time. Requirements about anti-counterfeiting methods and/or technologies are being considered and 
discussed with suppliers; the intent is that CANDU assistance to suppliers be available for the setting up 
CSFI detection programs to meet the level or rigor required and to incorporate this process throughout their 
own supply chains.  



 NEA/CNRA/R(2011)9 

 69 

A-3  Czech Republic 

CSFI are not defined as a unique category of non-conforming items in the Czech Republic. Some events 
occurred due to low quality of spare parts, but they are not included in the CSFI category. Currently, there 
are no plans to introduce CSFI as a specific type, though this situation might change depending on the 
WGOE CSFI report outcome. Likewise, there are no regulations or other requirements to prevent and 
response to the use of CSFI (just requirements related to quality assurance and non-conforming items), and 
the RB does not require NPPs to implement processes to prevent the introduction of CSFI (they expect the 
issue is covered by the QA requirements). 
 
No resources in the RB are assigned specifically to CSFI, as they believe the issue is covered by 
supervision through quality assurance. Likewise, there are no specific requirements for industry to report 
instances of the discovery of CSFI. No instances of CSFI have been discovered in the last five years.  
 
Additionally, there are no practices aimed specifically to protect against the risk of CSFI, though the 
existing detailed reporting criteria could be considered as a good practice, as various types of non-
conformances are reported that way to the RB. 
 
Regarding written policies and procedures for preventing, detecting, reporting and prosecuting confirmed 
counterfeit and fraudulent activity, no such documents exist in the Czech RB. 
 
According to industry, CSFI is not evaluated as a particular criterion in OEF system and is considered to be 
covered by quality assurance processes along the supply chain. However, events with causes such as 
deficiency in quality are a growing challenge in nuclear industry, though defense in depth provides robust 
enough barriers to prevent nuclear safety level from being compromised. In any case, as most of the quality 
assurance problems are caused by human factors, human performance improvement programs are being 
implemented at NPPs. 

Involvement in the procurement process is divided among engineering staff (addressing technical aspects 
such as specification, suitability of application, on-site testing and operation), commercial department 
(supplier selection and other commercial aspects) and technical inspection (quality assurance, product 
testing and receipt inspection). 

Concerning stringent anti-counterfeiting Procurement Clauses, all contracts include general clauses on 
liabilities and responsibilities of the suppliers, though no specific anti-counterfeiting Procurement Clauses 
are included. For major supplies, certified suppliers are only contracted. These suppliers have long term 
contracts with NPPs and a system for evaluation of such suppliers has been developed. These suppliers are 
regularly rated according to established criteria; based on such rating, either bonuses or restrictions are 
applied to them.  

No CSFI training is provided, nor is specific reporting process for notifying counterfeit and fraudulent 
activity exists (all significant events are reported using standard reporting channels within the scope of the 
OEF system).  

On disposal of CSFI material, all contracts include general clauses considering suppliers’ liabilities and 
responsibilities. However, no specific anti-counterfeiting Procurement Clauses are included in contracts, so 
that CSFI aspects are covered by these liability and responsibility clauses.  

Finally, Quality Assurance Programs require assessment of both internal and external participants, though 
no specific requirements concerning CSFI are included. Quality Assurance Programs for safety-related 
equipment are required by law, but anti-counterfeiting methods and/or technologies are not considered. 
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A-4  Finland 

CFSI or downgraded components are a growing challenge in Finland, especially at Olkiluoto NPP where 
problems due to replacement parts not fulfilling the original design standards have been found. It any case, 
it is not related to deliberate CSFI cases (STUK has never discovered any). 

 
Regarding the events at Olkiluoto NPPs, some of them can be due to components not fulfilling the quality 
requirements, such as common-cause failure in main steam line outer isolation valve actuator, operation 
deficiencies and broken parts of AUMA valve actuators of the core spray system and reactor water clean-
up system, and valve malfunctions. Owing to these problems, STUK (Finish RB) has taken notice of the 
Quality Assurance / Quality Control of spare parts and has required better supervision by the licensees, 
focusing its inspections on licensees’ procedures and arrangements on spare parts procurement. The 
licensee of Olkiluoto NPP has appointed a group to review and assess the situation. STUK reviews and 
discusses continuously on possible spare / replacement part problems in its oversight meetings. Concerning 
Loviisa NPP, there has not been problem related to non-conformances of spare parts so far.  
 
There are requirements in STUK’s regulation (YVL Guides) to prevent and respond to the use of CSFI.  
Manufacturing of safety significant structures, equipments and components is thoroughly regulated.  
The purpose of controlling manufacturing is to verify that product quality stays within fabrication 
requirements (this is especially important in cases where a complete verification of quality is difficult or 
impossible when the product is ready). Manufacturing control shall be also extended to the functions of 
sub-contractors of the main contractor. All companies working in the specific manufacturing shall be 
presented in the construction plan. The quality system of different parties shall be reviewed. The 
manufacturer shall ascertain e.g. that there are possibilities in the workshop to high quality work, that 
specifications, STUK’s construction plan decisions and YVL guides are followed, that the manufacturer 
follows a quality system, etc. Vendor, licensee and STUK shall follow manufacturer’s quality management 
system in operation; STUK’s control is directed mainly to the structures and components in SC (safety 
class) 1 and 2. 

 
The main aims of construction inspection performed at the manufacturer are: to inspect manufacturing and 
quality control documentation, verify the product’s dimensions, quality and identification with respect to 
construction plan, supervise pressure test and inspect the equipment afterwards, oversee loading and leak 
tightness tests, supervise functional tests, etc. All necessary steps in the quality plan and related 
manufacturing documentation must be accepted by the vendor, third party and licensee before STUK’s or 
IO’s review. In the construction inspection of the finished component, the person responsible for PE 
manufacturing has to state in writing that the component is in compliance with requirements. 

 
Receipt inspection is done at the plant before approval for using or in the plant storage. Defective or non-
conformance components are quarantined and disposed of the plant. Licensee’s policy is to make sure that 
identified CSFI material is destructed either at the plant or by outside firms. Before transportation to the 
site, construction inspection of the component is performed at the preassembly shop.  

 
Concerning processes to prevent the introduction of CSFI, STUK has established requirements for vendor, 
licensee and the RB itself considering control of manufacturing, staff qualification and authorisation of 
different parties (manufacturers, inspection organisations, testing organisations). Because of the problems 
with AUMA actuators at Olkiluoto plant, STUK has required the licensee to review and assess its 
procedures. 
 
Additionally, STUK spends resources to inspect construction plan before starting manufacturing and 
installation construction plan before installation at the plant. Resident inspectors oversee activities at site. 
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During outages, inspections are also carried out by other parties required by the legislation, i.e. pressure 
equipment inspectors performing visual inspections.  
 
STUK has established requirements to report CSFI instances, though it has not set specific regulatory 
requirements for reporting failures e.g. non-conformance of spare (replacement) parts or degrading 
performance in periodic tests of components not having requirements in Technical Specifications for limits 
and conditions; non-conformances of components or equipment have to be reported if they caused 
malfunction or if they meet the criteria set in the Regulatory Guide YVL 1.5. STUK can require licensee to 
report on non-conformances or failures observed in connection of its oversight activities. On the other 
hand, recording and reporting of non-conformances in manufacturing and inspections findings is a normal 
procedure. Non-conformance reports (NCR) in Olkiluoto 3 NPP construction prepared by manufactures or 
by TVO and delivered to the vendor are handled between the vendor and manufacture, and they are sent to 
TVO and STUK for information. CFSI instances reported by the licensees are reviewed and assessed by 
STUK as well as resident inspectors’ findings.  

 
STUK has not developed yet best practices to protect against the risk of CSFI. It will focus in future 
inspections of its Periodic Inspection Programme on licensee’s procurement programme and practices on 
spare parts monitoring. In any case, overall reform of STUK-YVL guidance is ongoing and should be 
finished by the end of 2011; it will be assessed then whether CSFI issue needs more attention. In the 
renewal project, terminology will be unified.  
 
STUK has set requirements on the licensee’s responsibilities and procedures in its regulatory guides and in 
inspections of production, manufacturing of structures, equipment, components and spare parts and their 
procurement. Auditing of manufacturers is licensee’s task, though STUK occasionally takes part. 
Manufactures/Inspection Organisations shall record and inform the licensee on all changes in the 
specifications of the product and all deficiencies in manufacturing or in the final product. Final statement 
of all inspection activities on a components or structure should be given to STUK.  
 

From the industry’s point of view, CSFI is not a special challenge in Finland at the moment, so there is no 
need for further actions.      

Their procurement process involves engineering and QA staff in all phases of the process. 
 
No training actions are provided or required currently. Likewise, they do not incorporate stringent anti-
counterfeiting Procurement Clauses to their suppliers and no specific anti-counterfeiting methods are 
required, though they do report CSFI incidents to STUK, other Finish NPPs, peer groups and members of 
the supply chain. There are no special requirements for CSFI activities either, though possible CSFI issues 
can be controlled through supplier audits.  
  
Industry’s policy is to make sure that identified CSFI material is destroyed either at the plant site or by 
outside firms (scrap yard operators, chemical treatment plants).  
 

A-5  France 

CSFI is not currently a growing challenge in France. There is no specific law or regulation concerning the 
use or introduction of CSFI other than general laws on industrial property. However, articles 12 and 13 of 
the “quality” order of August 10th 1984 (state regulation) stipulate measures for anomalies and incidents. 
Any deviation from a requirement defined for the performance or result of a quality related activity, any 
situation liable to compromise the defined quality or any situation justifying corrective action with respect 
to safety, is referred to as an anomaly or an incident. 



NEA/CNRA/R(2011)9 

 72

 
ASN (French nuclear regulatory body) requires NPPs to implement processes to prevent the introduction 
of CSFI. Article 8 of the “quality” order of August 10th 1984 stipulates that the operator must define 
organisational provisions in order to define technical inspections adapted to each quality-related activity. 
These provisions must be such as to ensure that each quality-related activity has been carried out in 
accordance with the defined requirements, that the obtained result corresponds to the defined quality level, 
that appropriate corrective and preventive actions regarding possible non-conformances and incidents, as 
listed in Article 12 of the present Order, have been defined and implemented. Staff responsible for 
technical inspections in the framework of quality-related activities must differ from the staff assigned to 
perform such activities. 
 

ASN carries out inspections on construction, operating plants and also in the industry supply/procurement 
chain. During theses inspections, verifications are carried out on a case by case basis, in order to check the 
compliance with the “quality” order of August 10th 1984. Eventually, tests can be performed by ASN on 
equipment/material, but CSFI is not yet a specific topic for inspections.  

France has not encountered any significant instances concerning CSFI recently, though from a global 
perspective qualification of equipment is a growing challenge and inspections on this topic are increasing. 
In May 2009, during the maintenance and refuelling outage of the Dampierre-en-Burly 1 reactor, ASN was 
informed that a maintenance operation had not been carried out on a pump by the subcontractor of the 
contractor responsible, even though the documents concerning this maintenance had been filled out and 
claimed that it had been. Further to this event, ASN carried out an unannounced inspection in June 2009. 
This inspection identified the origin of this event as being a sequence of quality shortcomings in the 
preparation of the work and a breakdown in communication and quality assurance of the file by EDF 
(licensee) and by the contractor. The inspectors felt that site monitoring was inadequate, even though the 
contractor was the subject of reinforced surveillance by EDF owing to the numerous anomalies detected in 
its work in EDF NPPs in 2007 and 2008.  
 

Regarding requirements for industry to report instances of the discovery of CSFI, ASN 2005 guideline 
describes the approach to be applied by licensee for reporting events to ASN, including criteria for 
classifying events. CSFI would be reported under criteria 8 and 9, which concern design manufacturing 
and on site assembly anomalies related to equipment that could lead to operation conditions not taken into 
account neither by design nor by operating procedures. The discovery of CSFI related to non-safety 
equipment is not required to be reported to ASN.  
 
As a general rule, ASN does not impose any method or practice to the operator. ASN checks that the 
operator’s practices are sufficient to meet the law and the regulation requirements. 
 
There are no written policies or procedures for preventing, detecting, reporting and prosecuting confirmed 
counterfeit and fraudulent activities. However, if a counterfeit or a fraudulent activity is suspected, then 
measures (i.e. unannounced inspection) may be carried out.  

A-6  India 

Indian NPPs have not come across significant incidences of CSFI posing challenges to safe and efficient 
operation. Policies and practices for procurement and quality assurance, which are in place, have generally 
ensured that suspect items are prevented from being used in NPPs. However, in procuring 
replacement/spare items in some cases from OEM, specifically for older generation plants, problems have 
been found due to various reasons, such as discontinuation of manufacture, obsolescence etc. This 
necessitated efforts towards indigenization and involved engineering and development of the items from 
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alternative sources. During the process, some premature failures of replacement components were 
encountered; in relief valve diaphragms of heat transport systems is an example where such failures have 
taken place.   

The established procurement process requires the supplier to adhere to General Conditions of Contract and 
approved Quality Assurance plans, which prevent the introduction of CSFI; the procurement process used 
at NPPs is in accordance with the policy specified by Nuclear Power Corporation of India Limited 
(NPCIL) headquarters and issued in the form of Headquarter Instructions. In addition, the engineering staff 
is fully involved in preparing specifications, specifying quality assurance requirements and 
purchasing/procurement. This also ensures an effective implementation of quality assurance checks at 
identified stages of manufacture and thus it prevents CSFI. The Quality Assurance (QA) groups at NPCIL 
headquarters and stations are responsible for preparing the Quality Assurance Plan (QAP) for each item 
that is procured. The generic documents prepared for the purpose describe general practices, resources and 
the sequence of activities to be performed during the equipment manufacture. 

Regarding the resources assigned to inspect CSFI, the Atomic Energy Regulatory Board (AERB) in India 
establishes its programmes for assessment and verification of safety continuously during all the consenting 
stages and during regular plant operation as well. These programmes are based on routine and special 
reports by the licensee and regulatory inspections carried out by staff of AERB. During regulatory 
inspections, the Environmental Qualification and QA aspects are verified by AERB for replacement 
components in safety systems. All reportable incidents are subjected to multi-tier review and 
recommendations of AERB are required to be addressed in a time bound manner. AERB is fully 
empowered to carry out inspections in all areas of the plants under construction/operation. The scope of 
inspections is decided by AERB and may cover the supply and procurement chain, if necessary.   

Though Indian NPPs have not yet found any significant instances of CSFI in safety systems, if there were 
an instance it would be reported to NPCIL headquarters through existing practice of daily, monthly and 
annual reporting. Presently there is no system for generating specific reports on CSFI.  

According to AERB, all changes, modifications and replacement of components in the safety systems 
require regulatory approval before implementation. The utility has to provide adequate justification and 
assurance of the quality of the replacement component to AERB to obtain such approval. This, together 
with the requirements to adhere to the contract conditions, including the quality assurance programme as 
well as installation and commissioning procedures, ensures effectiveness of measures to prevent CSFI 
events. 

There are no specific written policies for preventing, detecting, reporting and prosecuting confirmed 
counterfeit and fraudulent activity. However, the general conditions of contracts cover provisions that are 
adequate for preventing, detecting and reporting such activities. In case of detection of confirmed 
counterfeit and fraudulent activity, national laws would apply.  

A-7  Japan 

CSFI is not a growing challenge in Japan, so the RB does not anticipate any activity regarding this. 
However, they have regulation, though not specific: according to “The Rule for the Installation, Operation, 
etc. of Commercial Nuclear Power Reactors”, Article 7-3-5,  Implementation of the Operational Safety 
Activities in the quality assurance program shall be as follows: (i) The implementation plan shall define 
necessary items, including necessary technical information and management plan to share them within the 
utilities and to assure appropriate implementation of procurement of material or services from outside. 
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There are no CSFI dedicated inspectors either. Nuclear and Industrial Safety Agency (NISA) inspectors 
review CSFI issues as one of the QA/QC related inspection items, if the operational safety rule is not 
violated by the operator. Likewise, the RB has not received any report of safety-related SSCs connected to 
CSFI in the last five years and it has not established requirements for industry (events are only reported if 
CSFI cause safety-related incidents). There are no written policies or procedures for preventing, detecting, 
reporting and prosecuting confirmed counterfeit and fraudulent activity either. 

The Japanese industry does not consider CSFI as a growing challenge. In any case, each utility usually 
takes measures to “require the supplier’s compliance” and/or procure from the authorized vendors in their 
procurement process, in order to reduce the potential influence of CSFI. Additional steps are not intended 
to be carried out. 
 
The technical staff is involved in the following QA (according to the Japan Electric Association Code 
JEAC-4111), depending on the grade of the products: finalization of the procurement specifications, 
specification of quality characteristic, selection of the suppliers, audits of the suppliers, verification of the 
manufacturing process, monitoring of the manufacturing process, inspections and tests when receiving 
products, non-compliance management and corrective and preventive actions. 
The Japanese RB does not specify concrete procurement clauses to eliminate CSFI incidents, as intentional 
CSFI are not supposed to happen. Firstly, the RB checks whether the supplier is reliable. If a CSFI issue 
happened, the suppliers concerned would be requested to make up for it and would lose future contract 
chances, besides possible sanctions in the future. These facts are believed to work preventing such 
occurrences. 
 
Training to detect CSFI is done as a part of the "discovery of deviation from specifications"; therefore 
there is no specific training for it. For those individuals concerning procurement activities, their 
capabilities are checked depending on the grade of the product; necessary training and certification are 
generally performed.  
 
Regarding reporting processes, the case of "deviation from specifications" is usually reported according to 
the grade of the product, or regulated by the law. However, if the discussion is only about CSFI, it is done 
case-by-case.  
 
The products deviated from specifications are either scrapped or disposed according to the law and/or the 
grade of the product. In the specific case of CSFI, decisions would be made case by case. In any case, 
countermeasures to prevent recurrence are managed as one of the non-conformity issues. Although there is 
no policy on the disposal of CSFI, generally severe counter actions are taken, such as eliminating the 
supplier from the approved suppliers list.  
 
Based on the QA program of each organization, and according to the grade of the product, the supplier’s 
audit is done to assess the conformity of product requirements and the QMS (quality management system) 
system requirements. In these audits, it is usual to confirm their activities concerning conformity. However 
the audit is made by internal members. Specific CSFI audits are not performed.  

 
Generally, "conformity to specification" is required strictly and a check method of the conformity is 
established. However, anti-counterfeiting methods and/or technologies for CSFI exclusively are neither 
applied nor required to the suppliers. 

A-8  Russian Federation 

No significant warning signals were discovered by the Regulatory Body regarding this matter and CSFI 
issue is not growing challenge to safety of Russian Nuclear Power Plants. Identification of possible CSFI 
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cases is part of the routine duties of the onsite inspectors (onsite inspectorate is obliged to check the 
compliance of safety-related equipment to the Federal Norms & Regulations including the existence of 
necessary certificates). Article 37 of Federal Law No 170-FZ “On Usage of Atomic Energy”  determined  
that “organisations that carry out scientific research and investigation, the design, construction and 
decommissioning of nuclear installations, radiation sources or storage facilities, the design and 
manufacture of equipment for them, and that carry out other activities and provide other services in the 
sphere of the use of atomic energy, ensure that the activities are carried out and the services are provided in 
a manner that satisfies both quantitatively and qualitatively the requirements of the rules and regulations in 
the sphere of the use of atomic energy, and are liable for the quality of the activities carried out and the 
services provided throughout the whole of the planned service life of the nuclear installation, radiation 
source or storage facility or of equipment manufactured for them”  

Federal Regulations NP-071-06 “Regulation for compliance evaluation for equipment, accessories, 
materials and half-finished products delivered to atomic facilities” (set into force on September 2006) 
establishes a special procedure for delivering safety-related components and materials to nuclear facilities 
including nuclear power plants.  This procedure implies the usage of only certified equipment, materials 
and spare parts at nuclear power plants, and the need of incoming inspections. 

Construction of equipment as well as delivery goods for nuclear installations is licensed types of activity in 
Russia. Each holder of a construction or delivery license is supervised by one of the Rostekhnadzor offices. 
In addition, utilities have their own list of approved suppliers. It bears pointing out that the special 
procedure for imported equipment and materials delivery to NPPs is developed and stated in the 
corresponding Guidelines. This procedure implies the possibility of Rostekhnadzor officials visiting 
foreign manufacturing plants to check their suitability.  

Interregional Rostekhnadzor’s offices for nuclear and radiation safety supervision, on the regular basis, 
conduct inspections of the licensee’s equipment which is subject for certification (equipment which is 
subject for obligatory certification in national OIT system is checked in course of the mentioned 
inspections). 

Measures to implement processes/requirements to prevent the introduction of CSFI have to be introduced 
through the NPP Quality Assurance Program, which is developed for each NPP (according to the 
corresponding regulatory requirement).  

To sum up, the Russian RB believes that there are strong enough barriers to avoid the introduction of CSFI 
in NPPs. 

Russian Norms and Regulations prescribe CSFI Notification to the RB only when this situation is covered 
by “Plant deviation event” definition. 

Regarding effective/best practices to protect against the risk of CSFI, the following additional risk-
reduction measure can be proposed: if there is a new supplier of equipment, spare parts or materials, the 
licensee will try to use the items in non-safety related systems/equipment before using them in safety-
related SSCs. If it is not possible, the license will try to limit the use of such items only in one safety train 
(e.g. for a year) and expand the usage to other trains after gaining positive experience with the first one. 

No written policies & procedures for preventing, detecting, reporting and prosecuting confirmed 
counterfeit and fraudulent activity have been developed by the Russian RB. 

A-9  Slovakia 

CSFI is not a growing challenge in Slovakia. However, there are requirements to prevent and respond to 
the use or introduction of CSFI in the 541st Act of 9 September 2004 on Peaceful Use of Nuclear Energy 
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(Atomic Act) and on alterations and amendments to some acts. This act establishes that a fine of up to 
17000 Euro shall be imposed by the Authority upon authorisation holder failing to provide information 
important from the point of view of state supervision or failing to notify significant information on nuclear 
safety, physical protection or emergency preparedness, or appointing an employee to carry out activities 
for which he/she does not meet the professional qualification criteria. 
 
Prevention to the introduction of CSFI is also required by the Atomic Act by introducing the term “a 
person of unblemished reputation”. In this act, this term is described as follows: “a person of unblemished 
reputation” is a person who has not been legally convicted for a crime committed with premeditation or for 
a crime where the facts of the case were associated with the subject of the authorisation or permission 
pursuant to use of nuclear energy. The permission or authorisation issuance conditions are the following: 
(1) The general conditions for a permission or authorisation to be issued to a natural person include: 
capacity to take legal actions, unblemished reputation, evidence of functional technical equipment for 
requested activity and evidence of an adequate permanent staff with requested qualifications. (2) The 
general conditions for a permission or authorisation to be issued to a legal person include capacity to take 
legal actions and unblemished reputation of the person who is the statutory body or member of the 
statutory body, evidence of functional technical equipment for requested activity and evidence of an 
adequate permanent staff with requested qualifications. 
 
No case of CSFI has been discovered in Slovakia in the last five years. Additionally, there are no RB 
requirements for industry to report CSFI cases either, as the NRA of Slovakia does not have competence to 
force industry (suppliers, contractors, nuclear equipment manufacturers) to report CSFI events: all 
legislative requirements from the NRA of Slovakia are only addressed to licence holders. 

 
There are no best practices to protect against CSFI, since CSFI has not been identified as a risk. Likewise, 
there are no additional resources to inspect for CSFI in NPPs and there are no specific policies, procedures 
or regulations for preventing, detecting, reporting and prosecuting confirmed counterfeit and fraudulent 
activity either.  

A-10 Slovenia 

The SNSA (Slovenian RB) has not yet experienced CSFI issues. Though there are no specific laws or 
regulations to prevent and response to the use or introduction of CSFI, this topic is indirectly covered in the 
Ionizing Radiation Protection and Nuclear Safety Act (Articles 57 and 63) and the Criminal Code 
(Criminal offences related to nuclear substances and facilities are defined in Articles 108, 314, 316, 332, 
334, 335 in 357). The provisions of the Act are implemented through the Rules on radiation and nuclear 
safety factors (JV5) and the Rules on operational safety of radiation and nuclear facilities (JV9). The JV5 
includes a special chapter with provisions for supervision of suppliers, contractors and consultants are 
prescribed. The JV9 also includes a special chapter where provisions on reporting of events are prescribed. 

The SNSA generally requires the operator of a nuclear facility to implement processes in order to prevent 
the introduction of CSFI. Therefore, they must prepare procedures covering the supervision of suppliers, 
contractors and consultants, which ensure that the structures, systems and components shall perform the 
intended safety function in a satisfactory way (for instance, according to the above mentioned law, the 
operator of a nuclear facility must set up and implement a quality assurance program. The Krško NPP 
Quality Assurance Program is implemented and maintained to comply with 10 CFR 50 (Appendix B), 
ANSI (American National Standards Institute) N 18.7-1976, ASME (American Society of Mechanical 
Engineers) Boiler and Pressure Vessel (B&PV) Code (Section III, NCA-4000), ANSI/ASME NQA-1, 
IAEA 50-C/SQ-Q, etc.). 
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According to the Radiation Protection and Nuclear Safety Act, the SNSA is also responsible for inspection 
control. Within the scope of inspection control, an inspector could issue decisions and orders within the 
framework of administrative proceedings and order measures for radiation protection and nuclear safety 
pursuant to the act (e.g. inspection of CSFI in plants under construction, operating plants or in the industry 
supply/procurement chain). 

The Slovenian RB has not encountered any significant instance of CSFI in the last five years. Likewise, 
they do not require the industry to specifically report CSFI events, though the operator of a radiation or 
nuclear facility should report regular processes, operating experiences or any other event which may have 
influence on nuclear safety to the SNSA.  

No effective or best practice has been identified in order to protect against the risk of CSFI. Since no 
events related to CSFI have occurred, developing policies or procedures for preventing, detecting, 
reporting and prosecuting confirmed counterfeit and fraudulent activity has not been necessary either. 

From the industry’s point of view, CSFI is not a growing challenge in Slovenia. The Krško NPP is 
regularly informed about any finding in that area. However it is planned to improve the evaluation of such 
information by training additional staff in addition to the already trained inspectors.  
Concerning the engineering staff’s level of involvement in the procurement process, the ''Procurement 
Process Control'' part of the QD-1 regulates issues such as the measures for preparation of procurement 
documents, review and approval of procurement documents, evaluation and selection of procurement 
source, procurement document revisions, control and verification of supplier’s performance and control of 
non-conformances amongst others, though it does not deal with the engineering staff’s role in the 
procurement process (this is defined in other administrative procedures, e.g. Procurement of material and 
Services; Engineering services, material and equipment technical specifications).  
 
Event reporting processes include notifying the RB and NUPIC. The Krško NPP has a system to share all 
available information (NRC, EPRI, and NUPIC) related to CSFI inside the NE Krško. The Krško NPP 
Quality Assurance personnel indoctrination on protection from counterfeit and fraudulent items was 
performed during regular department meeting / training when various international documents were used 
as a reference. Krško NPP is continuously following industry efforts in this area through active 
membership in specific organizations (EPRI, NUPIC, World Association of Nuclear Operators (WANO), 
etc) and implementing their recommendations, good practices, etc. 
 
Slovenian industry has a measure to deter CSFI incidents by requiring suppliers and sub-suppliers to 
provide certificates of conformances. At the moment, only the QA program assures the assessment of the 
control of purchased material, equipment and services. 
 
Their organization’s Quality Assurance Program requires the assessment of the control of purchased 
material, equipment and services through the following documents: Procurement program, procedures for 
specification and dedication of commercial grade items, for selection of the sampling plan for item 
acceptance, to select suppliers, to review and evaluate bids and award contracts, to control supplier’s 
documents and records and internally generated quality-related documents and records and to perform 
periodic audits of procurement activities (e.g. ''Internal Plant Audit'', ''Supplier Audit''). 

A-11 Spain 

The CSN (Spanish RB) has no evidence that CSFI is a growing challenge, though it is undoubtedly an 
issue to take into account in the near future. 
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As to the existence of laws to prevent the use of CSFI, there is no specific regulation addressing this 
matter. However, there is regulation for the supplies being acquired and controlled properly. 

 
The Spanish RB does not require NPPs implement processes/requirements to specifically prevent the 
introduction of CSFI, though it is considered that the nuclear industry has a general system for item 
procurement that should prevent it. Likewise, there are no RB resources to inspect for CSFI in particular: 
inspections are focused on the overall process of component procurement. 
 
No significant instances of CSFI have been encountered in the last five years, though some incomplete 
dedication processes of commercial-grade components have been detected during inspections. 
 
Regarding requirements for industry to report CSFI events, there is a CSN Technical Instruction (IS-19) 
about the requirements of NPPs’ management systems which establishes the following (paragraph 7.3.15): 
“Purchasing documents shall specify the requirements for notification and resolution of non-conformances. 
Documents shall also specify the supplier’s obligation to inform the licensee and the CSN on defects or 
failures of the supplied products that perform safety functions in the nuclear installation.” 
 
The CSN has not identified effective/best practices to prevent the risk of CSFI, but it carried out a specific 
inspection about the management and use of spare parts in 2010, and it intends to continue this kind of 
activities, which could include CSFI in their scope. 
 
CSFI is not included specifically in policies or procedures, nor does terminology on this item exist. 
 
According to industry, CSFI does not pose a challenge for the safe operation of NPPs, since all safety-
related components can be traced up to the original manufacturer. Despite the fact that no significant cases 
have yet been reported, CSFI can be considered as a potential problem to deal with. 
 
Procurement process in most NPPs includes the involvement of engineering staff in activities such as 
specification and characteristic definition, supplier selection, maintaining suppliers’ qualifications, 
procurement from original suppliers as much as possible, inspections at vendors’ workshops and product 
testing, receipt inspection and disposition of non-conformances, study of cases reported by operating 
experience and contacts with other NPP operators. If the characteristics of the original equipment are 
modified, engineering staff has to define the new specifications. In some NPPs, activities regarding the 
procurement process have been transferred to the Manufacturing Inspection Unit, though specifications and 
design documentation are still approved by the engineering staff. Engineering support is also given to 
inspection activities if required. 
 
No specific clauses expressly mentioning CSFI are included in contracts, though there are generic ones 
regarding issues such as right of access to vendors and sub-vendors, facilities for inspection and auditing 
purposes, obligation to inform the client in advance if manufacturing is transferred to another producer, 
original documents of product certifications, etc. In any case, the procurement process is already designed 
to guarantee that the items purchased comply with the requirements stated in the order. 
 
No specific training on CSFI has yet been implemented. However, general QA guidelines are considered. 
The training provided is to ensure that items comply with the purchase order’s requirements. The 
manufacturing control training for technicians includes basic knowledge regarding authentic certificates 
and contents of quality evaluations. 
 
Information regarding vendor situation is informally discussed in bilateral meetings and is also shared in 
the Spanish NPP Operators’ Quality Assurance Group. Additionally, this information is reported to several 
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other areas in the NPPs: Non-conformance control, Suppliers Quality Evaluation Unit, SEA-PAC System 
and Operating Experience.  
 
No specific consideration on CSFI disposal is considered in Spanish NPPs’ policies.  CSFI detection and 
control, specially manufacturing control, onsite inspections, manufacturing quality dossier review and item 
reception activities are carried out as an ordinary activity. Any rejected material which does not comply 
with the requirements is returned to the supplier. Dismantled or overused items are separated and classified 
as scrap. 

 
The Quality Assurance Program is focused on assuring the purchase and use of adequate equipment and 
material, not on searching for fraud. Despite the fact that the QA Program does not specifically cover this 
issue, CSFI activities can be assessed by means of supplier’s audits, incoming inspections, internal audits 
and any other kind of inspection. 

 
Anti-counterfeiting methods are based on a known and qualified supply chain and on inspections of the 
supplied items either at the manufacturer’s workshop or at the NPP (supported by original drawings, item 
marking and comparison with previous supplies of the same item). The aim is to assure that all safety-
related components are traceable and comply with their requirements. 

A-12 Sweden 

The Swedish RB (SSM) has not identified CSFI as a problem for nuclear safety systems. No deficiencies 
have been reported regarding CSFI in safety systems (though there are examples of CSFI, they have not 
been installed or affected any safety-related system). In any case, the RB is discussing the quality 
assurance system for nuclear items. 

There are no specific laws or regulations to prevent and respond to the use of CSFI. However, if a 
deficiency is observed or suspected in a barrier or in the defense-in-depth system, measures shall be taken 
and licensees shall report to the SSM according to the regulatory code.  

Licensees shall ensure that an accredited inspection body reviews construction specifications before any 
change in a nuclear facility. 

No significant instances of CSFI have been encountered in the last five years. The SSM has not established 
requirements for industry to report instances of the discovery of CSFI. 

The regulatory code does not assign specific resources to inspect for CSFI, nor do written policies and 
procedures for preventing, detecting, reporting, and prosecuting confirmed counterfeit and fraudulent 
activity exist. Likewise, no effective/best practices have been identified to protect against the risk of CSFI 
on nuclear plant safety. 

According to the Swedish industry, there are no instances of CSFI from approved suppliers. NPPs are 
involved in NUPIC and EPRI and have started to implement actions. Industry has a co-operation 
organization as well to discuss requirements in the supplier evaluation area. 

A-13  Switzerland 

CSFI topic is considered by the Swiss RB as a lack of control in the procurement process (specifications, 
inspections, engineering reviews, acceptance tests) and is addressed in the framework of a Management 
System. Article 13 in the IAEA convention on nuclear safety requests licensees to have QA-programs 
(Management System, MS). In this sense, there are processes where CSFI would be treated as non-
conforming items. The effectiveness of MS is partially based on inspections by the RB. Regulations and 
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guidelines establish how to proceed to obtain an approval of modifications/replacements in safety-related 
components. Confirmed fraudulent activity will be persecuted by law. 
 
Supplied material not fulfilling specifications or without a certificate will be rejected.  
 
No instances of CSFI have been encountered in the last five years. In any case, the licensee has to explain 
the cause and the contributing factors of any event in the area of technique and human and organizational 
factors, thus CSFI could be a contributing factor.  
 
An adequate management system is an effective practice to protect against the risk of CSFI, and so are an 
efficient control in the procurement process and an effective licensees’ replacement strategy in their aging 
management program. 

 
All NPPs have a management system certified according to ISO 9001, 14001 and 18001. Suppliers of 
products and services are selected on the basis of specified criteria and their performance is permanently 
evaluated (there is a list of qualified suppliers available to all members of a wide licensees’ group). Active 
prevention of potential negative impacts like CSFI is requested by the continuous improvement process 
within a management system. 
 
The engineering staff is involved in all the relevant steps of the procurement according to the 
corresponding process descriptions. 
 
The Swiss industry incorporates strict anti-counterfeiting procurement clauses to eliminate CSFI incidents 
among others. 
 
Although general training for individuals involved in supply activities includes CSFI aspects, there is no 
specific CSFI training. 
 
Regarding CSFI event reporting processes, these include notifying other Swiss NPPs, peer groups and 
members of the supply chain.  
 
On the subject of disposal of production rejects, scraps and overruns including CSFI material, NPPs’ 
management system treats CSFI as non-conforming items. Independent suppliers’ audits concerning CSFI 
are also carried out according to the NPPs’ quality assurance program. 
 
Finally, it bears pointing out that the request to clearly identify an item is an important part of the 
purchasing process. 

A-14 United Kingdom 

There is a growing awareness and improved recording of where CSFI items have impinged on nuclear 
safety. In this sense, the British regulatory body, ONR (formly NII), issued an Advice Note in 2009 to all 
its operational inspectors to remind them to consider the issue when inspecting the licensees’ QMS/QA 
arrangements. However, there are no laws or regulations to prevent and response to the use of CSFI. 
 
No requirements for NPPs to implement processes to prevent the introduction of CSFI have been 
established by the RB, though there is a regulatory expectation that supply chain should be managed in 
accordance with modern quality management standards such as ISO 9000 and GS-R-3.  

 
No resources have been assigned to specifically inspect for CSFI. Likewise, the RB has not encountered 
any instance of CSFI in the last five years.  
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There are no requirements to report instances of discovering CSFI unless their discovery significantly 
affects nuclear safety functions; this may then be reported to ONR. 
 
No effective/best practices to protect against the risk of CSFI have been identified, nor do written policies 
and procedures for preventing, detecting, reporting and prosecuting confirmed counterfeit and fraudulent 
activity exist. 

A-15 United States 

The NRC’s (USA RB) regulatory regime against counterfeit, suspect and fraudulent items (CSFI) consists 
of multiple interrelated regulatory requirements: QA/QC provisions in 10 Code of Federal Regulations 
(CFR) Part 50, Appendix B, prohibitions against false statements in 10 CFR 50.5, and reporting of defects 
in basic components in either 10 CFR Part 21 or 10 CFR 50.55(e), as applicable. 
 
While Title 10 Part 50 of the Code of Federal Regulations pertaining to the Domestic Licensing and 
Production and Utilization facilities never explicitly defines the terms counterfeit, suspect or fraudulent, 
existing regulations applicable to NRC licensees and their subcontractors are structured such that the 
quality of the components and services provided are verified to perform their intended safety functions 
prior to installation into an NRC regulated facility. The primary quality regulation for commercial nuclear 
power plants, Appendix B to Part 50, “Quality Assurance Criteria for Nuclear Power Plants and Fuel 
Reprocessing Plants”, states in part: “quality assurance’ comprises all those planned and systematic actions 
necessary to provide adequate confidence that a structure, system or component will perform satisfactorily 
in service.” Additionally, 10CFR50.5, “Deliberate misconduct” addresses willful disregard that may be 
associated with a CSFI incident. This regulation states in part: " (a) Any licensee, applicant for a license, 
employee of a licensee or applicant; or any contractor (including a supplier or consultant), subcontractor, 
employee of a contractor or subcontractor of any licensee or applicant for a license, who knowingly 
provides to any licensee, applicant, contractor, or subcontractor, any components, equipment, materials, or 
other goods or services that relate to a licensee's or applicant's activities in this part, may not: (1) Engage in 
deliberate misconduct that causes or would have caused, if not detected, a licensee or applicant to be in 
violation of any rule, regulation, or order; or any term, condition, or limitation of any license issued by the 
Commission; or (2) Deliberately submit to the NRC, a licensee, an applicant, or a licensee's or applicant's 
contractor or subcontractor, information that the person submitting the information knows to be incomplete 
or inaccurate in some respect material to the NRC.” 
 
In response to a rash of CSFI activity in the late 1980’s & early 1990’s, the NRC has issued several generic 
communications that provide specific information related to actual CSFI activity at nuclear power 
facilities. A common perception at the NRC is that this collection of regulatory guidance has been adequate 
in preventing the intrusion of CSFI material into safety related systems, an opinion that is supported by an 
obvious lack of reported CSFI activity in safety related systems. This guidance is continually being 
reevaluated for completeness and accuracy to keep pace with recent advances in CSFI technology and 
techniques. The last generic communication issued by the NRC in the area of CSFI was Information Notice 
IN 2008-04, “Counterfeit Parts Supplied to Nuclear Power Plants”.  
 
Current NRC regulations view a Counterfeit or Suspect item or service as one exhibiting inadequate 
quality characteristics. 10CFR50 Appendix B, Criterion VII, “Control of Purchased Material, Equipment 
and Services”, and 10CFR50 Appendix B, Criterion X, “Inspection” provide language to licensees and 
suppliers of basic components and services, to prevent the introduction of counterfeit, suspect & fraudulent 
items.  10CFR50 Appendix B, Criterion VII requires the establishment of effective measures to assure that 
purchased material, equipment and services, whether purchased directly or through contractors, conforms 
to the purchasing requirements. Criterion X also requires a 10CFR50 Appendix B compliant program to 
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establish effective identification and control measures designed to prevent the use of incorrect or defective 
material, parts and components. 
 
An additional deterrent to potential counterfeiters comes from the NRC’s authority to conduct further 
investigations of CSFI activity under 10CFR50.5, “Deliberate misconduct”, if an element of willful 
disregard is present. These actions are initiated when an indication exists that the incident was committed 
with the intent to deceive the customer into believing the supplied item was something other than what was 
supplied.  
   
The NRC Inspection Manual Chapters currently in effect to inspect the adequacy and implementation of a 
supplier’s quality assurance program, IMC 2700, “Vendor Inspection Program”, (Licensed Operating 
Reactors), and IMC 2507, “Construction Inspection Program: Vendor Inspections” (New Reactors) each 
contain some CSFI elements. The Quality and Vendor Branches supporting the Office of Nuclear Reactor 
Regulation (NRR) and the Office of New Reactors (NRO) are tasked to inspect the utility’s (or applicants) 
control of procured components and/or services to ensure that the NRC’s quality assurance requirements of 
10CFR50 Appendix B are being implemented and maintained. Additionally, when willful misconduct is 
suspected, resources from the NRC’s Office of Investigations (OI) may be used to participate in or to lead 
inspections and/or investigations relating to CSFI activity. It should be noted that 10 CFR Part 21 affords 
the NRC access to all facilities for which that statute has been adopted, including international suppliers. 
There is no regulatory basis however, that grants the NRC authority to issue an international supplier a 
Notice of Violation (NOV) if the supplier fails to meet the requirements of the regulation, nor does the 
NRC have regulatory authority to impose civil penalties on international suppliers for such infractions. In 
cases where CSFI involves wrongdoing, the NRC will cooperate with the Office of the Inspector General 
and the U.S. Department of Justice in taking appropriate measures.       
 
In the last five years, the following significant instances of CSFI being discovered in safety systems or in 
the supply warehouse have been encountered by the NRC:  

 
1. Walworth Manual Globe Valves, 1-1/2 in. [June 2010] - Identified by the station’s receipt 

inspector after a comparison was performed of the valve being inspected against similar Walworth 
valves in the licensee’s inventory. The inspector determined that the overall dimensions and 
appearance were questionable, so assistance from the Original Equipment Manufacturer (OEM) 
was requested. The OEM confirmed the counterfeits. The valve was a non-safety related valve and 
therefore a 10 CFR Part 21 notification was not submitted. 

 
2. Cooper Busmann Fuses [Oct. 2009] – Identified by the licensee during Commercial Grade 

Dedication activities associated with a lot/batch of fuses. The affected fuses contained an 
underlying fabrication defect consisting of a missing fuse link internal to the fuse. The fuses were 
procured for the licensee’s exclusive use and no affected fuses were sold or distributed by them. 
The licensee added additional testing requirements to their fuse dedication plan. No actual failures 
or damage occurred. The Licensee issued a 10 CFR Part 21Notification.The NRC determined that 
the CGD  process performed as designed in detecting a part that would not perform its intended 
safety function. No additional NRC action was taken.    

 
3. ABB Capacitors [Oct. 2008] – Identified by the licensee during Commercial Grade Dedication 

activities. The capacitors were procured from a commercial distributor and caught during the 
Commercial Grade dedication process. No actual failures or damage occurred. The Licensee issued 
a 10 CFR Part 21Notification.The NRC determined that the CGD  process performed as designed 
in detecting a part that would not perform its’ intended safety function. No additional NRC action 
was taken.    
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4. Square-D Circuit Breakers [Jan 2008] – Discovered in the licensees warehouse. This issue was 
posted on the US Consumer Protection   

 
5. Ladish Valves [Oct. 2007] – Discovered installed in a non-safety related system. This valve was 

installed in a non-safety related system and was identified during maintenance activities on a 
similar valve in the vicinity of the installed counterfeit. The valve was a non-safety related valve 
and therefore a 10 CFR Part 21 notification was not submitted. 

 
6. DeKalb Y-Globe Valve, ¾ NPS Class 1500 [Oct. 2006] – Discovered in the licensees warehouse. 

The valve, reportedly made of stainless steel, exhibited extensive rust blooms and magnetic 
properties. The supplier used an alloy analyzer on the valve which confirmed that the valve was in 
fact constructed of carbon steel. A review of the 660 pieces in the supplier’s inventory were 
checked, as were 6 other nuclear plants and no additional counterfeits were detected. No actual 
failures or damage occurred. The Licensee issued a 10 CFR Part 21Notification. No additional 
NRC action was taken.    

 
CSFI instances affecting commercial NPPs are received, evaluated, processed, tracked and stored 
depending on a variety of different factors, mostly determined by how they are received at the NRC. 
However, all instances of counterfeit activity that involve the potential for wrongdoing, regardless of its 
safety classification, are forwarded to the Office Allegation Coordinator (OAC) for further investigation. 
Records associated with allegations of potential wrongdoing are not publically available.   
 
For CSFI information not related to wrongdoing investigations, the current regulation governing the 
“Reporting of Defects and Noncompliance” is 10CFR Part 21. Issues submitted as Part 21 reportable 
events are retained and tracked as public record in the NRC’s ADAMS (Agency wide Document Access & 
Management System). Issues reported to the NRC via the 10 CFR 72, “Immediate notifications 
requirements for operating nuclear power reactors”, and 10 CFR 50.73, “Licensee event report system”, 
processes are captured in the NRC’s Operating Event Reporting program.  
 
CSFI items identified during the development and construction of new generation nuclear power plants 
bound by the requirements of 10CFR 50.55, “Conditions of construction permits, early site permits, 
combined licenses, and manufacturing license”, are managed under the NRC’s Construction Experience 
Database. 
 
There currently is no formal requirement to report counterfeit instances for non-safety related or 
commercial grade items to the NRC, These issues are forwarded to a representative within the Electric 
Power Research Institute (EPRI) to track and disseminate as appropriate. The NRC has been urging 
industry, through a series of communications and outreach activities, to increase their awareness of CSFI 
activity and to increase voluntary reporting of such activity regardless of its safety function. The NRC and 
the industry both recognize that the rapid dissemination of CSFI related information is critical to 
containing the spread of these items. The NRC in acknowledgement of this area for improvement has 
stepped up their outreach efforts throughout the industry in order to find a mutually acceptable method for 
quickly distributing CSFI information without prematurely implicating any or all parties.  

 
Regarding effective practices to protect against the risk of CSFI, the most widely recognized sources of 
“Best Practices” information currently available to the US commercial nuclear power industry include: 
USNRC Information Notice, IN 2008-04, “Counterfeit Parts Supplied to Nuclear Power Plants”, USNRC 
Generic Letter GL-89-02, “Actions to Improve the Detection of Counterfeit and Fraudulently Marketed 
Products”.   
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The U.S. Department of Energy issued DOE G414, 1-3, “Suspect/Counterfeit Items Guide”, and the 
accompanying, “Office of Environment, Safety and Health Process Guide for the Identification and 
Disposition of Suspect/Counterfeit or Defective Items at Department of Energy Facilities.  
 
EPRI has issued TR-1019163, “Plant Support Engineering: Counterfeit, Fraudulent, and Substandard Items 
– Mitigating the Increasing Risk”, and NP-6629, “Guidelines for the procurement and Receipt of Items for 
Nuclear Power Plants (NCIG-15)”.  
 
The US Department of Commerce reports that there has been a 140% increase in counterfeit incidents 
amongst suppliers of industrial parts to the US Department of Defense, from 2006 through 2009. Although 
similar increases in confirmed counterfeit instances have not been evidenced in the commercial nuclear 
power industry, we share many of the same types of components, and significant increases are viewed with 
concern and suspicion.  
 
Concerning written procedures for preventing, detecting, reporting and prosecuting confirmed counterfeit 
and fraudulent activity, collectively 10CFR50 Appendix B, (Criterions VII and X), 10CFR50.5 (Deliberate 
misconduct) and Generic Letter GL-89-02 provide the basis for a written policy. Explicit regulatory 
guidance and/or specific procedures related to CSFI are currently not available, nor does the NRC have 
standard definitions for “counterfeit,” “suspect,” or fraudulent” items.   

 
Engineering staff are deeply involved with specifying, procuring, manufacturing testing, inspecting and 
receiving of basic components as specified in 10 CFR 50 Appendix B and clarifying guidance provided in 
Generic Letters 89-02, “Actions to Improve the detection of Counterfeit and Fraudulently Marketed 
Products,” and 91-05, “Licensee Commercial-Grade Dedication Programs”. Additional instructions are 
provided in several EPRI guidance documents such as EPRI NP-5652, “Guideline for the Utilization of 
Commercial Grade Items in nuclear Safety related Applications,”  EPRI NP-6406, “Guidelines for the 
Technical Evaluation of replacement Items in Nuclear Power Plants,” and EPRI NP-6629, “Guidelines for 
the Procurement and Receipt of Items for Nuclear Power Plants”. Engineering involvement in the 
disposition of non-conformances, including accept-as-is, and scrap/dispose or repair, is not specifically 
mandated in the governing regulations: each organization must specify who within the organization is 
tasked with these responsibilities.    
 
With reference to anti-counterfeiting procurement clauses to suppliers, no direct requirement currently 
exists in the US regulatory bases relating to a supplier establishing and/or maintaining a CSF program. 
EPRI TR-101693, “Counterfeit, Fraudulent, and Substandard Items – Minimizing the Risk,’ provides 
industry guidance and sample clauses for creating and implementing standard CSFI procurement clauses. 
Additionally, the last revision to the Nuclear Utilities Procurement Issues Committee (NUPIC) Audit 
checklist includes an audit attribute relating to the existence and effectiveness of a supplier’s CSFI 
program.  

 
No direct requirement currently exists in the US regulatory bases relating to a supplier establishing or 
requiring CSFI training be included in an individual’s qualification requirements to perform a specific 
activity.   
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Regarding CSFI event reporting processes, the US regulatory bases for reporting of CSFI activity 
associated with a basic component are found in 10 CFR Part 21. Part 21 sets the reporting threshold for a 
defect in a basic component, to which a CSFI associated with a safety related item may be included, if the 
defect:  
 

i. Constitutes a deviation in a basic component delivered to a purchaser for use in a facility or an 
activity subject to the regulations in this part if, on the basis of an evaluation, the deviation could 
create a substantial safety hazard; or   
 

ii. The installation, use, or operation of a basic component containing a defect as defined in this 
section; or 
 

iii. A deviation in a portion of a facility subject to the construction permit or manufacturing licensing 
requirements of part 50 of this chapter provided the deviation could, on the basis of an evaluation, 
create a substantial safety hazard and the portion of the facility containing the deviation has been 
offered to the purchaser for acceptance; or  
 

iv. A condition or circumstance involving a basic component that could contribute to the exceeding of a 
safety limit, as defined in the technical specifications of a license for operation issued pursuant to 
part 50 of this chapter. 

 
There are no requirements to report CSFI associated with non-safety related items or components, nor is 
there a requirement to report CSFI related to industrial safety equipment. 

 
No direct requirement currently exists in the US regulatory bases relating to a supplier establishing and/or 
maintaining a CSF program. EPRI TR-101693, “Counterfeit, Fraudulent, and Substandard Items – 
Minimizing the Risk,” provides some guidance to suppliers regarding the generation, quarantining and 
disposal of identified CSFI material.  Additionally, there is no direct requirement for requiring CSFI 
countermeasures into products; incorporation of these or similar techniques is entirely optional on the part 
of the manufacturer and/or distributor.   
 
Finally, concerning the assessment of both internal and external participants about CSFI activities, the last 
revision to the Nuclear Utilities Procurement Issues Committee (NUPIC) Audit checklist – Document 7, 
Revision 14, includes an audit attribute relating to the existence and effectiveness of a supplier’s CSFI 
program. EPRI TR-101693, “Counterfeit, Fraudulent, and Substandard Items – Minimizing the Risk,” also 
recommends that assessment checklist be modified to include possible audit questions and pertinent criteria 
for the auditors to ask during their audit.   
 


