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Abstract

The sudden increase in  watermarking  interest  is  most  likely due to  the increase  in 

concern over copyright protection of content. With the rapid growth of the Internet and 

the multimedia systems in distributed environments, digital data owners are now easier to 

transfer multimedia documents across the Internet. However, current technology does not 

protect their copyrights properly. This leads to wide interest of multimedia security and 

multimedia copyright protection and it has become a great concern to the public in recent 

years. In the early days, encryption and control access techniques were used to protect the 

ownership of media. Recently,  the watermarking techniques are utilized to keep safely 

the copyrights. 

In  this  thesis,  a  fast  and  secure  invisible  video  watermark  technique  has  been 

introduced.  The  technique  based  mainly  on  DCT and  Low Frequency  using  pseudo 

random number (PN) sequence generator for embedding algorithm. The system has been 

realized  using  VHDL  and  the  results  have  been  verified  using  MATLAB.  The 

implementation of the introduced watermark system done using Xilinx chip (XCV800).

The implementation results show that the total area of watermark technique is 45% of 

total FPGA area with maximum delay equals 16.393ns. The experimental results show 

that the two techniques have mean square error (MSE) equal to 0.0133 and peak signal to 

noise  ratio  (PSNR)  equal  to  66.8984db.  The  results  have  been  demonstrated  and 

compared with conventional watermark technique using DCT.
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CHAPTER 1

INTRODUCTION

Introduction

Multimedia  production  and  distribution  are  digital,  as  we  see  it  today,  from  the 

authoring  tools  of  content  providers  to  the  receivers  [1].  The  advantages  of  digital 

processing and distribution are software instead of hardware processing, and improved 

reconfigurability  of  systems,  are  all  well  known  and  obvious.  The  disadvantages  of 

digital media distribution aren’t so obvious. For example, from the viewpoint of media 

producers  and content  providers,  the  possibility  for  unlimited  copying of  digital  data 

without loss of fidelity is undesirable because it may cause considerable financial loss. 

Digital copy protection or copy prevention mechanisms are only of limited value because 

access to clear text versions of protected data must at least be granted to paying recipients 

which  can  then  produce  and  distribute  illegal  copies.  Technical  attempts  to  prevent 

copying have in reality always been circumvented. 

One remaining method for the protection of intellectual property rights (IPR) is the 

embedding of digital watermarks into multimedia data. The watermark is a digital code 

irremovably,  robustly,  and  imperceptibly  embedded  in  the  host  data  and  typically 

contains information about origin,  status, and/or destination of the data.  Although not 

directly used for copy protection, it can at least help identifying source and destination of 

multimedia data and, as a “last line of defense,” enable appropriate follow-up actions in 

case of suspected copyright violations [1]. 

While  copyright  protection  is  the  most  prominent  application  of  watermarking 

techniques,  others exist,  including data authentication by means of fragile watermarks 

which  are  impaired  or  destroyed  by  manipulations,  embedded  transmission  of  value 

added services within multimedia data, and embedded data labeling for other purposes 

than copyright protection, such as data monitoring and tracking. An example for a data-

_______________________________________________________________________
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monitoring  system is  the  automatic  registration  and  monitoring  of  broadcasted  radio 

programs such that royalties are automatically paid to the IPR owners of the broadcast 

data [1]. 

The  development  of  watermarking  methods  involves  several  design  tradeoffs. 

Watermarks  should be robust against  standard data manipulations,  including digital-to 

analog  conversion  and  digital  format  conversion.  Security  is  a  special  concern,  and 

watermarks should resist even attempted attacks by knowledgeable individuals. On the 

other  hand,  watermarks  should be  imperceptible  and convey as  much  information  as 

possible.  In general,  watermark embedding and retrieval  should have low complexity 

because for various applications, real-time watermarking is desirable [1].

Motivation

An important factor that slows down the growth of multimedia networked services is 

that  authors,  publishers  and  providers  of  multimedia  data  are  reluctant  to  allow  the 

distribution of their documents in a networked environment. This is because the ease of 

reproducing  digital  data  in  their  exact  original  form is  likely  to  encourage  copyright 

violation,  data  misappropriation  and  abuse.  These  are  the  problems  of  theft  and 

distribution of intellectual property. Therefore, creators and distributors of digital data are 

actively seeking reliable solutions to the problems associated with copyright protection of 

multimedia data [2].

Copyright  protection  of  multimedia  data  has  been  accomplished  by  means  of 

cryptography  algorithms  [3]  to  provide  control  over  data  access  and  to  make  data 

unreadable  to  non-authorized  users.  However,  encryption  systems  do  not  completely 

solve the problem; because once encryption is removed there is no more control on the 

dissemination of data.

On the other hand, watermarking [4] is not like encryption [5]. Watermarking does not 

restrict access to the data while encryption has the aim of making messages unintelligible 

to any unauthorized persons who might intercept them. Once encrypted data is decrypted, 

_______________________________________________________________________
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the media is no longer protected. A watermark is designed to permanently reside in the 

host  data.  If  the  ownership  of  a  digital  work  is  in  question,  the  information  can  be 

extracted to completely characterize the owner [2].

A digital watermark is a signal permanently embedded into digital data (audio, images, 

video, and text) that can be detected or extracted later by means of computing operations 

in order to make assertions about the data [2].

Digital watermarking is an enabling technology for e-commerce strategies: conditional 

and user-specific access to services and resources. Digital watermarking offers several 

advantages. The details of a good digital  watermarking algorithm can be made public 

knowledge. Digital watermarking provides the owner of a piece of digital data the means 

to mark the data invisibly. The mark could be used to serialize a piece of data as it is sold 

or used as a method to mark a valuable  image.  For example,  this  marking allows an 

owner to safely post an image for viewing but legally provides an embedded copyright to 

prohibit others from posting the same image. Watermarks and attacks on watermarks are 

two sides of the same coin. The goal of both is to preserve the value of the digital data. 

However, the goal of a watermark is to be robust enough to resist attack but not at the 

expense of altering the value of the data being protected. On the other hand, the goal of 

the attack is to remove the watermark without destroying the value of the protected data 

[2].

Image Watermarking

The year 1993 can be considered the beginning of the digital image watermarking era, 

although other  publications  from the early  1990’s,  such as  Tanaka  et  al.  [6],  already 

introduced the idea of tagging images to secretly hide information and assure ownership 

rights. Caronni [7] describes an overall system to track unauthorized image distribution. 

He  proposes  to  mark  images  using  spatial  signal  modulation  and  calls  the  process 

tagging. A tag is a square of size N * N. In a first step, all possible locations in an image 

where  a  tag  could  possibly  be  placed  are  identified  by  calculating  the  local  region 

variance of size N * N in the image and comparing it to empirically identified upper and 

_______________________________________________________________________
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lower limits. Only locations with minimal variance are used for tagging. A tag is a square 

with a constant value proportional to the maximum image brightness within the square 

and decaying outside the border. A selected image area is tagged by adding or subtracting 

the tag and a  random,  zero mean,  noise  pattern.  Both the tag location  and the noise 

sequence are key dependent. One selected tag location hides 1 bit and is only tagged if 

the bit to embed is set to one. To recover an embedded bit, the difference between the 

original  and  the  tagged  image  is  computed.  Then  the  mean  of  a  supposedly  tagged 

location is compared to the neighboring mean to determine the bit value. In addition to 

the marking process, Caronni also suggests to use the correlation coefficient between the 

original and the tagged image as a measure for the image degradation due to the tagging 

process.  A correlation  coefficient  of  one  indicates  that  the  two images  are  identical, 

whereas for distorted images the value decreases toward zero [1].

In the same year, approaches and ideas for digital image watermarking were proposed 

by Tirkel et al. in their 1993 publication entitled Electronic Water Mark [1]. In this early 

publication on digital  watermarking,  the authors already recognized the importance of 

digital  watermarking  and proposed possible  applications  for  image tagging,  copyright 

enforcement, counterfeit protection, and controlled access to image data. Two methods 

were proposed for grayscale images. In the first approach, the watermark in form of an 

m-sequence-derived PN code is embedded in the least significant bit (LSB) plane of the 

image data. To gain full access to the LSB plane without introducing much distortion, the 

image is first compressed to 7 bits through adaptive histogram manipulation. This method 

is actually an extension to simple LSB coding schemes in which the LSB’s are replaced 

by the coding information.  The watermark decoding is straightforward since the LSB 

plane  carries  the  watermark  without  any  distortion.  In  the  second  approach,  the 

watermark, again in form of an m–sequence derived code, is added to the LSB plane. The 

decoding process makes use of the unique and optimal autocorrelation function of m-

sequences.  A  modified  version  of  the  paper  was  published  in  1994  titled  A  Digital 

Watermark, and being the first publication explicitly mentioning, and hence defining, the 

term digital watermarking. In 1995, the idea of using m-sequences and LSB addition was 

extended and improved  by the authors  through the use of  two-dimensional  (2-D) m-

_______________________________________________________________________
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sequences which resulted in more robust watermarks  [1]. Fig.  1.1, shows the general 

procedure of watermarking

Figure 1.1: The general procedure of watermarking [8]

Video Watermarking

Digital  Watermarking  can  be  categorized  into  image  watermarking,  video 

watermarking and audio watermarking depending upon the range of application. Video 

Watermarking is one of the most popular techniques among the various Watermarking 

techniques  currently  in  use.  This  is  because  maximum  occurrences  of  copyright 

infringement and abuse happen for video media content. According to Gwenael and Jean-

Luc [9], video watermarking is very different from image watermarking,  even though 

some techniques can be viewed as an extension to it.

Video Watermarking refers to embedding watermarks in a video sequence in order to 

protect the video from illegal copying and identify manipulations. A variety of robust and 

fragile video watermarking methods have been proposed to solve the illegal copying and 

proof of ownership problems as well as to identify manipulations [1]. The methods can 

_______________________________________________________________________
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be  divided  into  techniques  that  work  on  compressed  or  uncompressed  data.  The 

watermarking  techniques  have  been  applied  either  in  the  spatial  domain  or  in  the 

frequency domain using (Fourier, DCT, DWT) transforms [10].

According  to  Video  Watermark  implementation,  it  is  similar  to  image  watermark 

implementations, the video Watermark system can be implemented in either software or 

hardware, each having advantages and drawbacks [11]. 

In software, the Watermark scheme can simply be implemented in a PC environment. 

The Watermark algorithm’s operations can be performed as scripts written for a symbolic 

interpreter running on a workstation or machine code software running on an embedded 

processor. By programming the code and making use of available software tools, it can 

be  easy  for  the  designer  to  implement  any  Watermark  algorithm  at  any  level  of 

complexity.  However,  such  an  implementation  is  relatively  slow  and  therefore  not 

suitable for real time applications [11]. 

In hardware, the implementation of hardware watermark is usually done on custom-

designed  circuitry,  i.e.  application  specific  integrated  circuits  (ASICs)  or  field 

programmable  gate  arrays  (FPGAs).  The  overall  advantage  of  this  scheme  over  the 

software  implementation  is  in  terms  of  lower  power  consumption,  reduced  area, 

reliability, faster than software and could be implemented stand alone without PC. It may 

be possible to add a small, fast and potentially cheap watermark embedded as a part of 

portable  consumer  electronic  devices,  such  as  a  digital  camera,  camcorder  or  other 

multimedia devices, so that the media data are watermarked at the origin. Therefore, it is 

most suitable for real time applications. On the other hand, hardware implementations of 

watermark techniques demand the flexibility of implementation both in the computation 

and  design  complexity.  The  algorithm  must  be  carefully  designed,  minimizing  any 

unexpected deficiencies [11].

Objectives of Thesis

To  implement  fast,  secure  and  reliable  hardware  watermarked  video  using  FPGA 

_______________________________________________________________________
_
7



Chapter 1                                                                                                           Introduction     

Technology.

The  Thesis  is  organized  as  follows:  Chapter  2  "Survey  of  watermarking"  which 

introduces  digital  watermarking  concepts,  types  for  digital  watermarking,  different 

classifications  and  digital  watermarking  applications.  Chapter  3  "video  watermarking 

Implementation" which introduces two different watermarking techniques based on DCT 

by using MATLAB, then introduces description of design used in the implementation of 

the  invisible  image  watermarking  techniques  for  programmable  hardware,  Chapter  4 

"Conclusion" which presents the contribution of this thesis and the possible future work. 

_______________________________________________________________________
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CHAPTER 2

SURVEY OF WATERMARKING

2.1 Introduction

The idea of hiding data in another media is very old, as described in the case of 

steganography. Nevertheless, the term digital watermarking first appeared in 1993, when 

Tirkel et al. (1993) presented two techniques to hide data in images. These methods were 

based on modifications to the least significant bit (LSB) of the pixel values [2].

Watermarking  is  the  process  of  encoding  hidden  copyright  information  since  it  is 

possible today to hide information messages within digital audio, video [12] [13], images 

and texts, by taking into account the limitations of the human audio and visual systems.

Watermarking means embedding a piece of information into multimedia content, such 

a video, audio or images in such a way that it is imperceptible to a human observer, but 

easily detected by a computer or detector.

The concept of digital watermarking arose while trying to solve problems related to the 

copyright of intellectual property in digital media. It is used as a means to identify the 

owner or distributor of digital data [2].

The advent of multimedia is allowing different applications to mix sound, images, and 

video and to  interact  with large amounts  of information  (e.g.,  in  e-business,  distance 

education,  and  human-machine  interface).  The  industry  is  investing  to  deliver  audio, 

image  and  video  data  in  electronic  form  to  customers,  and  broadcast  television 

companies,  major  corporations  and  photo  archives  are  converting  their  content  from 

analog to digital form. This movement from traditional content, such as paper documents, 

analog recordings, to digital media is due to several advantages of digital media over the 

traditional media. Some of these advantages are [2]:

_______________________________________________________________________
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1.  The  quality  of  digital  signals  is  higher  than  that  of  their  corresponding  analog 

signals. Analog data require expensive systems to obtain high quality copies, whereas 

digital data can be easily copied without loss of fidelity.

2.  Digital  data  (audio,  image  and  video  signals)  can  be  easily  transmitted  over 

networks, for example the internet.

3. Exact copies of digital data can be easily made. This is very useful but it also creates 

problems  for  the  owner  of  valuable  digital  data  like  precious  digital  images.  It  is 

impossible to determine which piece is the original and which is the copy.

4. It is possible to hide some information within digital data in such a way that data 

modifications are undetectable for the human senses.

2.2 Digital Watermarking

Digital watermarking techniques were derived from steganography [14], which means 

covered writing (from the Greek words stegano or “covered” and graphos or “to write”). 

Steganography is the science of communicating information while hiding the existence of 

the communication. The goal of steganography is to hide an information message inside 

harmless messages in such a way that it is not possible even to detect that there is a secret 

message  present.  Both  steganography  and  watermarking  belong  to  a  category  of 

information hiding, but the objectives and conditions for the two techniques are just the 

opposite. In watermarking, for example, the important information is the “external” data 

(e.g., images, voices, etc.). The “internal” data (e.g., watermark) are additional data for 

protecting  the  external  data  and to  prove  ownership.  In  steganography,  however,  the 

external data (referred to as a vessel, container, or dummy data) are not very important. 

They are  just  a  carrier  of  the  important  information.  The  internal  data  are  the  most 

important [2].

The basic requirements in watermarking apply to all media and are very intuitive [1]:

1) A watermark shall convey as much information as possible, which means the 

watermark data rate should be high.

2) A watermark should in general  be secret  and should only be accessible  by 
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authorized parties. This requirement is referred to as security of the watermark 

and is usually achieved by the use of cryptographic keys.

3) A watermark should stay in the host data regardless of whatever happens to the 

host data, including all possible signals processing that may occur, and including 

all  hostile  attacks  that  unauthorized  parties  may  attempt.  This  requirement  is 

referred to as robustness of the watermark. It is a key requirement for copyright 

protection or conditional access applications, but less important for applications 

where  the  watermarks  are  not  required  being  cryptographically  secured,  for 

example, for applications where watermarks convey public information.

4) A watermark should, though being irremovable, be imperceptible.

2.3 Types of Digital Watermarking

A  good  decomposition  of  the  variety  of  watermarks  currently  available,  their 

definitions,  their  features  and  possible  applications,  advantages  and  disadvantages  as 

shown in Fig. 2.1. One thing to point out of this classification is that video watermarking 

is  an  extension  of  image  watermarking,  which  utilizes  characteristics  of  the  Human 

Visual System (HVS) to embed the watermark. HVS methods take advantage of the way 

the human eye processes images in order to add watermarks to the images. The video 

method requires that the watermarking encoding or decoding process be done in real-time 

and that the watermark is robust for compression, that is, the watermark should be present 

in the signal after compressing the video. According to the survey done, Podilchuk et al. 

were the first to state that for the watermark to be robust it had to be embedded into the 

perceptually significant portions of the data, although Cox et al. were also pioneers in 

watermarking perceptually significant areas [15].

Watermark processing methods fall into two categories: spatial domain and frequency 

domain. Spatial domain usually changes the value of the pixels in a minor way so it is not 

perceived by the human eye and the watermark is scattered through the entire object. 

Frequency domain watermarking transforms the object into its frequency counterpart and 

then embeds the watermark in the transform coefficients, distributing the watermark over 
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the  entire  frequency  distribution  of  the  object.  The  frequency  domain  watermarking 

methods are relatively robust to noise, image processing and compression compared with 

the spatial domain methods [16] [17]. Extensive work has been done in both processing 

areas, but watermarking techniques based on the transfer domain are more popular than 

those of the spatial domain. The Discrete Cosine Transform (DCT) methods are the most 

widely used among these types of methods.

According to the application and how watermark is detected and extracted, from Fig. 

2.1 shows the source-based and destination-based schemes [15]. Where the Source based 

schemes  focus  on  ownership  identification/authentication  where  a  unique  watermark 

identifying  the  owner  is  introduced  to  all  the  copies  of  a  particular  image  being 

distributed. A source based watermark could be used for authentication and to determine 

whether a received image or other electronic data has been tampered with. An important 

constraint  to  consider  for  many  source-based  applications  is  the  ability  to  detect  the 

watermark without the original image. The watermark could also be destination based 

where each distributed copy gets a unique watermark identifying the particular buyer or 

end user. The destination based watermark could be used to trace the end-user in the case 

of illegal use such as reselling. It is reasonable to assume that the content provider has the 

original image available for watermark detection in destination-based applications. 

Blind extracting watermarking (also referred to as public or oblivious watermarking) 

means watermark detection and extraction do not depend on the availability of original 

image. The drawback is when the watermarked image is seriously destroyed; watermark 

detection will become very difficult. Non-blind extracting watermark (also called private 

watermarking)  can only be detected  by those  who have  a  copy of  original  image.  It 

guarantees better robustness but may lead to multiple claims of ownerships [15]. 

Semi-blind  watermarking  (or  called  semiprivate  watermarking)  does  not  use  the 

original  data  for  detection,  but  answers  the  same  question.  Potential  applications  of 

private and semiprivate watermarking are for evidence in court to prove ownership, copy 

control in applications such as digital versatile disc (DVD) where the disc reader needs to 
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know whether it is allowed to play the content or not, and fingerprinting where the goal is 

to identify the original recipient of pirated copies.

Figure 2.1: Types of Digital Watermarking [4]

Watermarking techniques can be divided into various categories in various ways [18]. 

Watermarking techniques can be divided into five categories according to the type of 

document to be watermarked as follows: image, video, text and audio watermarking [19]. 

In other way, the digital watermarks can be divided into four different types according to 

human perception as follows, visible  watermark,  invisible  robust watermark,  invisible 

fragile watermark and Dual watermark. 

Visible Watermarking: The idea behind the visible watermark is very simple; a visible 

watermark makes slight modifications to an image. The transformation is such that the 

image can still be seen, but the watermark is effectively laid over the top of it. One of the 

advantages  of visible  watermarks is that  even if  an image is  printed and scanned the 

watermark is still visible. It is equivalent to stamping a watermark on paper, and for this 

reason is sometimes said to be digitally stamped. An example of visible watermarking is 
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provided by television channels, like BBC, whose logo is visibly superimposed on the 

corner of the TV picture [19]. 

Invisible Watermarking: a pattern is applied to a file or image so that it is undetectable 

by the human eye. With an invisible watermark you can change certain pixels in an image 

so  his  human  eye  cannot  tell  the  difference  from the  original  image  the  strength  of 

invisible watermarks is that the image quality is not degraded or changed according to the 

user or consumer. Invisible watermarks are effective, though, only while the image is in 

digital form. If a digital image that has an invisible watermark is printed out, and then 

rescanned,  the  watermark  is  effectively  removed,  on  the  other  hand,  is  a  far  more 

complex concept. It is most often used to identify copyright data, like author, distributor, 

and so forth [2].  It  is more popular and is  further categorized into robust and fragile 

watermarks [20]. 

Invisible  Fragile  Watermarking:  fragile  are  embedded  with  very  low  robustness. 

Invisible  fragile  watermarks  are  ready  to  be  destroyed  by  random image  processing 

methods. The change in watermark is easy to be detected. The fragile watermarks are 

used to  detect  any corruption of an image.  In some application,  we want exactly the 

opposite of robust. The main application of fragile watermarking is data authentication.

Semi-Fragile Watermarking: the idea is to insert a watermark in the original image in 

such  a  way  that  the  protected  image  can  undergo  some  specific  image  processing 

operations  while  it  is  still  possible  to detect  malevolent  alterations  and to  locate  and 

restore image regions that have been altered. Furthermore watermarks can help localize 

the exact location where the tampering of the cover work occurred [19]. Watermark is 

semi-fragile  if  it  survives  a  limited  well  specified,  set  of  manipulations,  leaving  the 

quality of the host document virtually intact. 

Dual watermarking: is a combination of a visible and an invisible watermark. In this 

type of watermark an invisible watermark is used as a backup for the visible watermark 

as clear from the following Fig. 2.2.
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In this thesis, the video will be divided into frames and the invisible watermark will be 

embedded in two different techniques.

Figure 2.2: Schematic representation of dual Watermarking

2.4 Watermark Embedding

A simple  watermarking  idea  is  shown in  Fig.  2.3.  Watermark  is  the  design of  the 

watermark signal W to be added to the host signal. The watermark signal, apart from 

depending on the watermark information W', may also depend on a Key K that used to 

improve watermark information safety [21] and the host data I into which it is embedded, 

shown in equation (2.1) [22].

)',,( WKIfW o= (2.1)

In watermarking algorithm, stego-image I is input to the marking algorithm and the 

algorithm watermark the image with a watermark W and output the watermarked I' with 

the equation (2.2)

'IWI →⊕ (2.2)

If watermark owner doesn’t want others to know watermark, the function F should be 

irreversible,  such  as  typical  DES  encryption  algorithm,  which  is  a  general  method 

combined watermark technology with encryption algorithm for the purpose of improving 

watermark reliability, safety and generalization. Suppose watermark embedding function 

E, original data I and watermark W’ is defined by function F, Iw with watermark data 
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objective is shown in equation (2.3) [21]:

)),,(,()',( KWIFIEWIEIw == (2.3)

Figure 2.3: General block diagram for watermark embedding scenario [22]

2.5 Watermark Extraction

Verification algorithm as shown in Fig. 2.4 is a design of the corresponding extraction 

method that recovers the watermark information from the signal mixture, perhaps with 

the help of the key and the original, shown in equation (2.4) [22]. 

),',(' KIIgI = (2.4)

Watermark  is  divided  into  bright  watermark  and  blind  watermark  [21].  Bright 

Watermark: need original data for extracting watermark, through watermark extraction 

algorithm. The extracted watermark information can be got from watermark data  and 

original data. W’ can be expresses as shown in equation (2.5). Blind Watermark: don’t 

need  original  data  for  extracting  watermark,  through watermark  extraction  algorithm. 

Directly get watermark information from watermark data. W’ can be expressed as shown 

Watermarking
Stego-Image I

Watermark W

Secret/public Key K

Watermarked 
Image I’
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in equation (2.6).

),,'(' KIwIDW = (2.5)

),'(' KwIDW = (2.6)

Figure 2.4: General block diagram for watermark detection scenario [22] 

2.6 Watermarking Classification

There  are  different  classifications  of  invisible  watermarking  algorithms.  The reason 

behind  this  is  the  enormous  diversity  of  watermarking  schemes.  Watermarking  [4] 

approaches can be distinguished in terms of watermarking host signal (still images, video 

signal, audio signal, and text). Watermark techniques can be classified into visible and 

invisible watermarks. In general, invisible watermarks are mostly used. Watermarks, on 

the other hand, need robustness to protect the ownership from various attacks. They can 

be classified into three categories, robust, semi-fragile and fragile watermarks. Different 

applications  would  be  chosen  for  different  levels  of  robustness  according  to  the 

requirement.  Applications  for  copyright  protection  would  require  using  a  robust 

watermark.  Applications  for proving integrity  would employ a  fragile  or  semi-fragile 

watermark. Watermarks to be inserted can also be classified into two types: noise type 

and  image  type.  A  noise  type  includes  pseudo  noise,  Gaussian  random and  chaotic 

Detection Algorithm
Test Image I’

Watermark W 
and/or original 

image I

Secret/public Key K
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sequence. A watermark can be a random sequence with one information bit or multiple-

bit meaningful information. The random sequence watermark is more robust in general; 

however, embedding meaningful watermark is more important in some applications. For 

image types, there are binary image, stamp, logo and label. Also, they can be classified 

based on the domain used for watermarking embedding process, as shown in Fig. 2.5 [2]. 

Finally,  watermark  extraction  methods  can  be  classified  as  private,  semi-private  and 

public watermarking, according to the necessity of the original media [23]. As shown in 

table 2.1, the classification of watermarking according to several view points.

TABLE 2.1: CLASSIFICATION OF WATERMARKING ACCORDING TO SEVERAL VIEW POINTS [24]

Classification Contents
Inserted Media Category Text, image, audio, video
Perceptivity of watermark Visible, invisible
Robustness of watermark Robust, semi-fragile, fragile
Inserting watermark type Noise, image format

Processing method in Spatial Domain LSB, patch work, random function
Processing method in Transform 

Domain
Look-up table, spread spectrum

Necessary data for extraction Private, semi-private, public 
watermarking

Figure 2.5: Classification of watermarking algorithms based on domain used for the watermarking 
embedding process

2.6.1 Spatial Domain Watermark

The exploration of video watermarking techniques was begun in the spatial domain, 
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also referred to as the pixel or coordinate domain. Algorithms in this class generally share 

the following characteristics:

• No transforms are applied to the host during watermark design or embedding.

• The watermark is derived from the message data via spread spectrum modulation.

• Combination with the host signal is based on simple operations, such as addition 

or replacement, and takes place directly in the pixel domain.

Detection proceeds by correlating the expected pattern with the received signal.

The main strengths of pixel domain methods are that they are conceptually simple and 

have  very low computational  complexities.  As a  result  they have proven to  be  most 

attractive for video watermarking applications where real-time performance is a primary 

concern. However, they also exhibit some major limitations: The need for absolute spatial 

synchronization  leads  to  high  susceptibility  to  de-synchronization  attacks;  lack  of 

consideration  of  the  temporal  axis  results  in  vulnerability  to  video  processing  and 

multiple  frame  collusion;  and  watermark  optimization  is  difficult  using  only  spatial 

analysis techniques. The three methods that fall into this class can be distinguished by the 

dimensionality  of  the  watermark  pattern.  Techniques  based  on  1D  and  2D  spread 

spectrum modulation, and 3D Code Division Multiple Access (CDMA) modulation has 

been proposed [23].

Several different methods enable watermarking in the spatial domain. The simplest (too 

simple for many applications) is to just flip the lowest- order bit of chosen pixels in a 

grey scale  or color image.  This will  work well  only if the image is subjected to any 

human or noisy modification. A more robust watermark can be embedded in an image in 

the same way that a watermark is added to paper. Such techniques may superimpose a 

watermark symbol over an area of the picture and then add some fixed intensity value for 

the watermark to the varied pixel values of the image. The resulting watermark may be 

visible  or  invisible  depending  upon  the  value  (large  or  small,  respectively)  of  the 

watermark  intensity.  One  disadvantage  of  spatial  domain  watermarks  is  that  picture 

cropping (a common operation of image editors) can be used to eliminate the watermark 

[23].
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Spatial  watermarking  can  also  be  applied  using  color  separation.  In  this  way,  the 

watermark appears in only one of the color bands. This renders the watermark visibly 

subtle so that it  is  difficult  to detect  under regular  viewing. However,  the watermark 

appears  immediately  when  the  colors  are  separated  for  printing  or  xerography.  This 

renders the document useless to the printer unless the watermark can be removed from 

the  color  band.  This  approach is  used  commercially  for  journalists  to  inspect  digital 

pictures from a photo-stockhouse before buying non-watermarked versions [23].

2.6.1.1 Least Significant Bit Modification

The most straight-forward method of watermark embedding would be to embed the 

watermark into the least-significant-bits of the cover object [25].

Given  the  extraordinarily  high  channel  capacity  of  using  the  entire  cover  for 

transmission in this method, a smaller object may be embedded multiple times. Even if 

most of these are lost due to attacks, a single surviving watermark would be considered a 

success [23].

LSB substitution however despite its simplicity brings a host of drawbacks. Although it 

may  survive  transformations  such  as  cropping,  any  addition  of  noise  or  lossy 

compression is likely to defeat the watermark. An even better attack would be to simply 

set the LSB bits of each pixel to one… fully defeating the watermark with negligible 

impact  on  the  cover  object.  Further-  more,  once  the  algorithm  is  discovered,  the 

embedded watermark could be easily modified by an intermediate party [23].

An improvement on basic LSB substitution would be to use a pseudo- random number 

generator to determine the pixels to be used for embedding based on a given "seed" or 

key [23]. Security of the watermark would be improved as the watermark could no longer 

be  easily  viewed  by  intermediate  parties.  The  algorithm  however  would  still  be 

vulnerable to replacing the LSB's with a constant. Even in locations that were not used 

for  watermarking  bits,  the  impact  of  the  substitution  on  the  cover  image  would  be 
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negligible.  LSB  modification  proves  to  be  a  simple  and  fairly  powerful  tool  for 

stenography, however lacks the basic robustness that watermarking applications require.

2.6.1.2 Correlation-Based Techniques

Another technique for watermark embedding is to exploit the correlation properties of 

additive pseudo-random noise patterns as applied to an image. A pseudo-random noise 

(PN) pattern W(x,y) is added to the cover image I(x,y), according to the equation shown 

below in equation (2.7).

),(),(),( yxWkyxIyxI xw += (2.7)

In  Equation,  k  denotes  a  gain  factor,  and  IW  the  resulting  watermarked  image. 

Increasing k increases the robustness of the watermark at the expense of the quality of the 

watermarked image.

To  retrieve  the  watermark,  the  same  pseudo-random  noise  generator  algorithm  is 

seeded with the same key,  and the correlation between the noise pattern and possibly 

watermarked  image  computed.  If  the  correlation  exceeds  a  certain  threshold  T,  the 

watermark is detected, and a single bit is set. This method can easily be extended to a 

multiple-bit watermark by dividing the image up into blocks, and performing the above 

procedure in- dependently on each block [23].

This  basic  algorithm can be improved in  a  number  of ways.  First,  the notion of  a 

threshold being used for determining a logical "1" or "0" can be eliminated by using two 

separate pseudo-random noise patterns. One pattern is designated a logical "1" and the 

other a "0". The above procedure is then performed once for each pattern, and the pattern 

with the higher resulting correlation is used. This increases the probability of a correct 

detection, even after the image has been subject to attack.

2.6.2 Frequency Domain Watermark

Generally  DCT,  FFT  and  wavelet  transform  are  used  as  the  methods  of  data 
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transformation. In these methods, a watermark that one wishes to embed inn distributed 

in overall domain of an original data, and the watermark, if it is once embedded, is hardly 

to be deleted. For transformed domain techniques, they have Hierarchical watermarking 

with  Discrete  Cosine  Transform,  sub-  band  watermarking  techniques,  modifying 

coefficient value in wavelet domain or after Discrete Fourier Transform [23].

The  main  strength  offered  by  transform  domain  techniques  is  that  they  can  take 

advantage of special properties of alternate domains to address the limitations of pixel-

based methods or to support additional features. For instance, designing a watermarking 

scheme in the Discrete Cosine Transform (DCT) domain leads to better implementation 

compatibility  with popular  video  coding algorithms  such as  Moving Pictures  Experts 

Group (MPEG) - 2, and using shift and rotation-invariant Fourier domains facilitates the 

design of watermarks that inherit these attractive properties. Finally, analysis of the host 

signal  in  a  frequency domain  is  a  pre-requisite  for applying  more  advanced masking 

properties of the HVS to enhance watermark robustness and imperceptibility. Generally 

the  main  drawback  of  transform  domain  methods  is  their  higher  computational 

requirement. The details of three methods were examined here: the DCT-based spread 

spectrum, DFT-based spread spectrum, and perceptual DCT-based approaches [23].

2.6.2.1 Discrete Cosine Transform

The classic and still most popular domain for image processing is that of the Discrete-

Cosine-Transform, or DCT. The DCT allows an image to be broken up into different 

frequency bands,  making it  much easier  to embed watermarking information  into the 

middle frequency bands of an image. The middle frequency bands are chosen such that 

they have minimized without over- exposing themselves to removal through compression 

and noise attacks.

One such technique utilizes the comparison of middle-band DCT coefficients to encode 

a single bit into a DCT block. To begin, the middle-band frequencies (FM) of an 8x8 

DCT block was defined [23].
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Discrete  cosine  transform is  a  mathematical  tool  to  process  signals  like  images  or 

video.  It  will  transform the signal variables from the spatial  domain to the frequency 

domain  or  with its  inverse transform,  from the frequency domain  back to  the spatial 

domain without quality loss. The discrete cosine transform is the real part of the Fourier 

transform, and it can be quickly computed with hardware or software. It’s one of the most 

common linear transformations in digital signal processing technology. One-Dimensional 

Discrete Cosine Transform is defined as [26]:
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One-Dimensional Inverse Discrete Cosine Transform is defined as [26]:
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Two-dimensional discrete cosine transform (2D-DCT) is defined as [26]:
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The corresponding inverse transformation (Whether 2DIDCT) is defined as [26]:
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The 2D-DCT can not only concentrate the main information of original image into the 

smallest low- frequency coefficient, but also it can cause the image blocking effect being 

the  smallest,  which  can  realize  the  good  compromise  between  the  information 

centralizing and the computing complication. So it obtains the wide spreading application 

in the compression coding [26].

Properties of Discrete Cosine Transform are discussed below [27]:

• De-correlation

The principle advantage of image transformation is the removal of redundancy 

between  neighboring  pixels.  This  leads  to  uncorrelated  transform coefficients, 

which can encoded independently.

• Energy Compaction

Efficacy of a transformation scheme can directly gauged by its ability to pack 

input data into as few coefficients as possible. This allows discarding coefficients 

with  relatively  small  properties  without  introducing  visual  distortion  in  the 

reconstructed  image.  DCT  exhibits  excellent  energy  compacting  for  highly 

correlated images.

• Separability

The DCT transform equation (2.12), can be expresses as,
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This property, known as separability, has the principle advantage that X (u, v) can 

be computed in two steps by successive 1-D operations on rows and columns of 

an image.

The arguments presented can identically apply for the inverse DCT computation.
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2.6.2.2 Discrete Wavelet Transform

Another possible domain for watermark embedding is that of the wavelet domain. The 

DWT  (Discrete  Wavelet  Transform)  separates  an  image  into  a  lower  resolution 

approximation image (LL) as well as horizontal (HL), vertical (LH) and diagonal (HH) 

detailed  components.  The process  can  then  be  repeated  to  computes  multiple  "scale" 

wavelet decomposition, as in the 2 scale wavelet transform shown below in Fig. 2.6 [23].

One of the many advantages for the wavelet transform is that it is believed to more 

accurately model aspects of the HVS (Human Visual System) as compared to the FFT or 

DCT. This allows us to use higher energy watermarks in regions that the HVS is known 

to  be  less  sensitive,  such  as  the  high  resolution  detail  bands  LH,  HL,  and  HH). 

Embedding  watermarks  in  these  regions  allow  us  to  increase  the  robustness  of  the 

watermark.

One of the most straightforward techniques is to use a similar embedding technique to 

that used in the DCT. This can be easily extended to multiple bit messages by embedding 

multiple watermarks into the image. As in the spatial version, a separate seed is used for 

each PN sequence. During detection, if the correlation exceeds for a particular sequence a 

"1" is recovered; otherwise a zero. The recovery process then iterates through the entire 

PN sequence until all the bits of the watermark have been recovered.

Furthermore,  as  the  embedding  uses  the  values  of  the  transformed  value,  the 

embedding process should be rather adaptive; storing the majority of the watermark in 

the larger coefficients.
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Figure 2.6: Two Scales Two-Dimensional Discrete Wavelet Transform [23]

Niu  and  Sun  proposed  a  new  wavelet-based  digital  watermarking  in  [16],  which 

proposes  a  method  of  embedding  a  digital  watermark  image  in  video.  In  the 

watermarking, the decomposed watermark image with different resolution is embedded 

in the corresponding resolution of the decomposed video by means of multiresolution 

signal  decomposition.  The  proposed  method  is  robust  against  the  attack  of  frame 

dropping, averaging and lossy compression. 

Serdean et al proposed another DWT-base scheme [23]. This scheme is a high capacity 

blind video watermarking system invariant to geometrical attacks such as shift, rotation, 

scaling and cropping. A spatial domain reference watermark is used to obtain invariance 

to geometric attacks by employing image registration techniques to determine and invert 

the  attacks.  A  second,  high  capacity  watermark,  which  carries  the  data  payload,  is 

embedded in the wavelet domain according to a human visual system model.

Mitchell et al proposed multiresolution video watermarking using perceptual models 

and scene segmentation [23]. The watermark consists  of static  and dynamic  temporal 

components that are generated from a temporal wavelet transform of the video scenes. To 

generate  the  watermark,  the  resulting  wavelet  coefficient  frames  are  modified  by  a 

perceptually  shaped  pseudo-random sequence  representing  the  author.  The  noise-like 

watermark is  statically undetectable  to thwart  unauthorized removal.  Furthermore,  the 
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author representation resolves the deadlock problem. The multiresolution watermark may 

be detected on single frames without knowledge of the location of the frames in the video 

scene.

2.6.2.3 Discrete Fourier Transform

M. Barni et al proposed a robust watermarking approach for raw video in [17]. This 

approach first extracts the brightness of the to-be-marked frame, computing its full-frame 

DFT and then taking the magnitude of the coefficients. The watermark is composed of 

two alphanumerical  strings. The DFT coefficient is altered,  then IDFT. Only the first 

frame of each GOP is watermarked, which was composed of twelve frames, leaving the 

other ones uncorrupted. It is good robustness to the usual image processing as linear/non-

linear filtering, sharpening, JPEG compression and resist to geometric transformations as 

scaling, rotation and cropping. Decide to watermark one or more frames in GOP, a trade-

off between time spent for marking and the degree of robustness needed for the sequence 

can be achieve [23].

2.7 Watermarking Attacks [28]

One categorization of the wide class of existing attacks contains four classes of attacks: 

removal attacks, geometric attacks, cryptographic attacks, and protocol attacks. Here, we 

describe coarsely these four attack types and present some examples. 

Removal attacks: aim at the complete removal of the watermark information from the 

watermarked  data  without  cracking  the  security  of  the  watermarking  algorithm,  e.g., 

without  the  key  used  for  watermark  embedding.  That  is,  no  processing,  even 

prohibitively complex,  can recover the watermark information from the attacked data. 

This category includes denoising, quantization (e.g., for compression), demodulation, and 

collusion attacks. Not all of these methods always come close to their goal of complete 

watermark  removal,  but  they  may  nevertheless  damage  the  watermark  information 

significantly.
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In contrast to removal attacks, geometric attacks: do not actually remove the embedded 

watermark itself, but intend to distort the watermark detector synchronization with the 

embedded information. The detector could recover the embedded watermark information 

when  perfect  synchronization  is  regained.  However,  the  complexity  of  the  required 

synchronization process might be too great to be practical [28].

Cryptographic attacks: aim at cracking the security methods in watermarking schemes 

and thus finding a way to remove the embedded watermark information or to embed 

misleading watermarks. One such technique is the brute-force search for the embedded 

secret information. Another attack in this category is the so-called Oracle attack, which 

can be used to create a non-watermarked signal when a watermark detector device is 

available.  Practically,  application  of  these  attacks  is  restricted  due  to  their  high 

computational complexity.

Protocol attacks aim at attacking the entire concept of the watermarking application. 

One type of protocol attack is based on the concept of invertible watermarks. The idea 

behind inversion is that the attacker subtracts his own watermark from the watermarked 

data and claims to be the owner of the watermarked data. This can create ambiguity with 

respect to the true ownership of the data. It has been shown that for copyright protection 

applications, watermarks need to be non-invertible. The requirement of non-invertibility 

of  the  watermarking  technology  implies  that  it  should  not  be  possible  to  extract  a 

watermark from a non-watermarked document. A solution to this problem might be to 

make watermarks signal-dependent by using one-way functions.

Another protocol attack is the copy attack. In this case, the goal is not to destroy the 

watermark or impair its detection, but to estimate a watermark from watermarked data 

and copy it to some other data, called target data. The estimated watermark is adapted to 

the local  features  of the target  data to satisfy its  imperceptibility.  The copy attack is 

applicable  when  a  valid  watermark  in  the  target  data  can  be  produced  with  neither 

algorithmic  knowledge  of  the  watermarking  technology  nor  the  knowledge  of  the 

watermarking  key.  Again,  signal-dependent  watermarks  might  be resistant  against  the 
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copy attack.

2.8 Watermarking Techniques based on PN Sequence Generator

A truly random sequence of binary symbols (ones and zeros, for simplicity) would be 

one for which a knowledge of the complete past history of the sequence would be of no 

assistance in predicting the next symbol, i.e. the probability that the next symbol would 

be a one or zero would still be one-half even if the complete sequence of previous output 

were available. Such a sequence would have to be produced by passing an analog noise 

source through a comparator sampled at regular clock intervals or some other scheme 

such as tossing a fair coin. Such a sequence is sometime referred to as digital noise [29].

A single bit random number generator produces a value of 0 or 1. The most efficient 

implementation is to use an LFSR (Linear Feedback Shift Register) [30]. For example, 

when m (length of bits) is 4, the equation becomes:

xn=xn-1(XOR) xn-4

Assume the initial seed (i.e., x1, x2, x3, x4) is 1000. The next step is to implement the 

recurrence equation in hardware. The new value, depends on m previous values, xn-1, xn-2,

…xn-m, and thus m bits register are required to store these values. After a new value is 

generated, the oldest stored value is no longer needed for future generation and can be 

discarded to make place for the new value. This can be done by an m-slot shift register, 

which  shifts  out  the  oldest  value and shifts  in  a  new value  in  every clock  cycle.  In 

addition  to  the  register,  few  XOR  gates  are  also  required  to  perform  exclusive-OR 

operations. Let us use the previous example of m=4 again. We need 4 bits register to 

store the required values. Let q3, q2, q1 and q0 be the outputs of registers, and q3_next, 

q2_next,  q1_next  and  q0_next  be  their  next  values.  The Boolean  equations  for  these 

registers can be written as:

03_3

3_2

2_1

1_0

qqnextq

qnextq

qnextq

qnextq

⊕=
=
=
=

The implementation is shown in the Fig. 2.7

_______________________________________________________________________
_

30



Chapter 2                                                                                        Survey of Watermarking

Q

Q
SET

CLR

D

Q

Q
SET

CLR

D

Q

Q
SET

CLR

D

Q

QSET

CLR

D

q3_next q3

q2_next

q1_next

q0_next

q2

q1

q0 1-bit 
output

Clock

Figure 2.7: Circuit Diagram of four bit LFSR

Some  applications  require  more  accuracy  and  need  more  than  a  single-bit  random 

number. Since the numbers produced by a single-bit LFSR random number generator are 

uncorrelated, one way to obtain a multiple-bit random number is to accumulate several 

single-bit  numbers.  There are several  techniques  to achieve this such as single LFSR 

method and single LFSR with counter method [30].

The Single-LFSR method requires only one LFSR. It utilizes the values stored in shift 

register  to  form a  multiple  bit  number.  Although  this  implementation  is  simple,  the 

generated  random numbers  are  highly  correlated  and  fail  many  statistical  tests.  This 

should not come to a surprise since a new random number keeps most bits from the old 

number and contains only 1-bit new information. To overcome the correlation problem, it 

is necessary to replace all bits in the random number rather than just one bit [30].

Single LFSR with counter method implementation consists of a single LFSR and a 

counter as shown in Fig. 2.8. This method replaces new bits one at a time. A k bit random 

number requires k shift operations of an LFSR to form a new number. The counter will 

generate a special enable signal that is asserted once every k clock cycles. The LFSR will 

operate as usual. However, its output is interpreted as valid only when the enable signal 
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of the counter is asserted. The disadvantage of this approach, of course, is the operation 

speed. Clearly, the random number generator is slower by a factor k [30].

Figure 2.8: Circuit Diagram for Single LFSR with Counter

Leap-forward  LFSR  method  utilizes  only  one  LFSR  and  shifts  out  several  bits. 

However, unlike the counter method, all shifts are performed in one clock cycle [30].

Several  design  techniques  have  been  examined  for  hardware  random  number 

generators and the feasibility for FPGA devices. LFSR is the most effective method for 

single  bit  random number  generator.  When  multiple  bits  are  required,  LFSR can  be 

extended by utilizing extra  circuitry.  For a  small  number  of bits,  leap-forward LFSR 

method is ideal because it balances the combinational circuitry and register, and balances 

the FPGA resource. We can extend this technique to a greater number of bits where one 

can get even better uncorrelated sequences for random number generation [31].

Pseudo-random  sequences  have  numerous  applications  in  electrical  and  computer 

engineering, especially telecommunications. Digital pseudo-random sequences are used 

extensively  in  error-correcting  and  detecting  codes.  Because  they  have  very  peaked 

autocorrelation properties, they are widely used in radar ranging and GPS systems. The 

almost  random but repeatable  nature of pseudo-random sequences are widely used in 

spread spectrum communications systems such as digital  cell  phones that use CDMA 

technology to, among other things, give each digital cell phone a unique code [29].
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2.9 Digital Watermark Applications

Watermarking has been proposed in the literature as a means for different applications. 

The four main digital watermarking applications are:

1. Copyright protection

2. Image authentication

3. Data hiding

4. Covert communication

Fig. 2.9 shows the different applications of watermarking with some examples for each 

of these applications. Also, digital watermarking is proposed for tracing images in the 

event of their illicit redistribution. The need for this has arisen because modern digital 

networks make large-scale dissemination simple and inexpensive. In the past, 

infringement of copyrighted documents was often limited by the unfeasibility of large-

scale photocopying and distribution. In principle, digital watermarking makes it possible 

to uniquely mark each image sold. If a purchaser then makes an illicit copy, the illicit 

duplication may be convincingly demonstrated [2].

Digital  watermarking is described as a viable method for the protection of ownership 

rights of digital audio, image, video and other data types. It can be applied to different 

applications  including  digital  signatures,  fingerprinting,  broadcast  and  publication 

monitoring, authentication, copy control, and secret communication. As a signature, the 

watermark identifies the owner of the content and can be used as a fingerprint to identify 

content consumers. For example, a specific watermarking technique is planned to be used 

to secure passports against counterfeiting in the United States. Broadcast and publication 

monitoring  describes  the  area  of  computer  systems  which  automatically  monitors 

television and radio broadcast  to track the appearance of distributed material.  Several 

commercial  systems already exist  that  make use of this  technology.  The Music Code 

system  provides  broadcast  audio  monitoring  (National  Association  of  Broadcasters, 

1998),  VEIL  2  (Video  Encoded  Invisible  Light),  and  MediaTrax  provide  broadcast 

monitoring of video (MediaTrax,  n.d.; Veil Interactive Technologies, n.d.). In 1997, a 

European  Communities  project  named  VIVA  (Visual  Identity  Verification  Auditor), 

_______________________________________________________________________
_

33



Chapter 2                                                                                        Survey of Watermarking

which engages the development of watermarking technology for broadcast monitoring, 

began (European Communities, n.d.; VIVA, n.d.) [32]. 

Digital watermarking is linked to steganography and data hiding. The field of secure 

and  covert  communication  derived  from  the  past,  as  Herodotus,  the  great  Greek 

storyteller, reports of hidden messages tattooed on skulls of slaves and wax tablets for 

secure  communication.  This  is  the  classical  application  of  steganography—the  art  of 

hiding pieces of information within another. Digital watermarking can be used to transmit 

such secret information in images, audio streams, or any type of digital data and it is 

reported that some communication activities of people are based on such data hiding 

approaches [32].

• Copyright Protection and Authentication

Digital  watermarks  are  often  mentioned  as  being  used  for  copyright  and 

intellectual property protection. In this case, the author or originator integrates a 

watermark containing his/her own intellectual property signature into the original 

document  and  delivers  it  as  usual.  By  doing  this,  he/she  can  proof  his/her 

intellectual  creation  later  on,  for  instance,  in  a  legal  proceeding  and  has  the 

possibility to assert entitlement to the restricted use [32].

• Fingerprinting and Digital “Signatures”

In order to explain fingerprinting with digital watermarking, the pay-per-view 

scenario in Fridrich (1998) is used. Customers are buying different media types, 

such  as  images,  video,  and  audio  over  the  Internet.  Within  a  real-time 

watermarking  framework,  the  digital  goods  are  individually  marked  with  the 

fingerprint  of  the  customer.  This  could  be  generated  original  equipment 

manufacturer (OEM) number or another useful pattern. In this case, cryptographic 

methods  could  increase  the  data  security  and  can  be  combined  with  digital 

signatures. Although there seems to be a conflict of digital signature and digital 

watermarking,  because  watermarking  differs  from  the  idea  of  a  public  key 

encryption, it could be interesting to combine both techniques. To identify those 
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who make illegal copies or redistribute them, an automated agent scanning system 

can be used to track down the traitor. According to the popularity of DivX and 

screened copies of brand new movies, “screeners,” cinema and film projectionists, 

could be traced enabling such illegal action. Because of analogue techniques used 

in cinemas worldwide, the digital watermark has to survive the change from the 

analogue  to  the  digital  domain.  However,  such  watermarks  could  be  easily 

integrated with more security and reliability by using digital projector and digital 

devices [32].

• Copy Protection and Device Control

 Digital  watermarks  can  be  used  to  enable  copy  control  devices.  In  this 

combination,  the recording device scans the digital  data stream for an existing 

watermark and enables or disables the recording action for a specific movie or 

stream. Such technology could extend the pay-per-view concept and close the gap 

between  the  applied  cryptographic  approach  and  its  usability.  However,  the 

implementation  in  consumer  devices  seems  to  be  possible  in  using  the  same 

procedures  applied  when  inserting  the  Macro  Vision  and  CSS  DVD  copy 

mechanisms.  By  limiting  available  DVDs  to  CSS-compliant  DVD  players, 

manufacturers  had  to  integrate  new  encoders  that  are  secured  by  patent  law 

regulations in their devices to maintain market position [32].

• Broadcast Monitoring

 The production cost of broadcasting material, such as news, shows, and movies, 

are enormous and can be $100,000 per hour and more. Therefore, it is important 

for production companies, for example, Warner Bros., Miramax, and Universal 

Pictures, to secure their intellectual property and not permit illegal rebroadcasting 

activities. In this case, digital watermarking can enable technical frameworks such 

as  TALISMAN, which  automatically  monitor  broadcasting  streams  at  satellite 

nodes all over the world and identify illegally broadcasted material. Furthermore, 

TV stations can be monitored and the unlawful use could be tracked and debited 

individually.  In  1997,  two Asian broadcasting  stations  had been  identified  for 
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intentionally overbooking their  advertising time and making customers pay for 

unpaid  broadcasting  time.  Computer  systems  can  be  used  for  tracking  and 

monitoring advertisement activities on broadcasting channels and for examining 

advertisement deals. Nielsen Media Research and Competitive Media Reporting 

offer such computer systems [32].

• Further Applications

Though the main application of digital watermarking is to secure the intellectual 

property, it can also be used in the medical field. In using digital watermarks as 

container for information about patients and their diagnosis, medical images, for 

example,  X-ray  or  nuclear  magnetic  resonance  (NMR)  tomography  could  be 

automatically  associated  with  the  patient.  Furthermore,  digital  watermarking 

could be used to save context or meta-information in source documents. In using 

special watermarking agents, generic search machines are able to retrieve such 

information and can offer time-based media documents as a result [32].

Figure 2.9: Classification of watermarking technology based on applications [1]

2.10 General Requirements of Watermarking Techniques

Through, in general, the requirements to fulfilled are application-dependent, some of 

them are common to most practical applications. In the following as shown in Fig.2.10, 
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such general requirements will list and briefly discussed [27].

2.10.1 Security

As for cryptography, it is well known that the effectiveness of a technique cannot be 

based on the assumption that possible attackers don't know how the code mark has been 

embedded into the multimedia document.  Nevertheless,  the robustness of most  of the 

commercial products available on the market is base on such an assumption. Through 

some of them are claiming to be exceptionally resistance, by knowing how the watermark 

encoder and decoder work, it is usually easy to make the watermark unreadable. Security 

is  focused on the  capabilities  of  the  watermarking  schemes  for  concealing  the  secret 

information. By “secret information” we mean certain information or parameters of the 

watermarking schemes that are supposed to remain secret to any unauthorized party, such 

as the secret keys used in the embedding/ decoding process [33].

2.10.2 Perceptual Transparency

In most applications, the watermark inserted should not affect the quality of the cover 

image or data and hence remain undetectable.  The watermark should go unnoticed as 

long as the data isn't comparing with the original data. That is, human observers cannot 

distinguish the original host media from the watermarked media. As a result, human eyes 

should not recognize the existence of the watermark [34].

2.10.3 Robustness

The digital watermark is still present in the image after attacks and can be detecting by 

the  watermark  detector,  especially  on  the  attacks  from compression.  Possible  attacks 

include linear or non-linear filtering, image enhancement, re-quantization, resizing, and 

image compression.

The  ideal  watermark  must  also  be  highly  robust,  entirely  resistant  to  distortion 

introduced during either normal use, i.e. unintentional attack, or a deliberate attempt to 

disable  or  remove  the  watermark  present,  i.e.  intentional,  or  malicious  attack. 
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Unintentional  attacks involve transforms that  are commonly applied to images during 

normal use, such as cropping, resizing, and contrast enhancement [23].

Robustness  is  the  resilience  of  an  embedded  watermark  against  removal  by  signal 

processing.  The  use  of  music,  images  and  video  signals  in  digital  form,  commonly 

involves many types  of distortions, such as lossy compression,  or, in the image case, 

filtering, resizing, contrast enhancement, cropping, rotation and so on. For watermarking 

to be useful, the mark should be detectable even after such distortions occurred. It is a 

common  opinion  that  robustness  against  signal  distortion  is  better  achieved  if  the 

watermark is placed in perceptually significant parts of the signal. This depends on the 

behavior  of  lossy  compression  algorithms,  which  operate  by  discarding  perceptually 

insignificant data not to affect the quality of the compressed image, audio or video [23].

A particularly interesting form of unintentional attack is that of image compression. 

Meerwald points out that lossy compression and watermarking are inherently at odds; 

watermarking  seeks  to  encode  information  in  extra  bits  that  compression  hopes  to 

remove. Thus, ideal watermarking and compression systems are most likely inherently 

exclusive [23].

In  malicious  attacks,  an  attacker  deliberately  tries  to  disable  the  watermark,  often 

through a geometric distortion or the addition of noise. A final note is that robustness can 

include either resilience to attack,  or complete fragility.  It may be the case that some 

watermarking systems may require the watermark to totally destroy the cover object if 

any tapering is present [23].

Consequently, watermarks hidden among perceptually insignificant data are likely not 

to  survive compression.  In  the  image  watermarking  case,  the  resistance  to  geometric 

manipulations, such as translation, resizing, rotation and cropping is still an open issue, 

yet  such  operations  are  very  common  and  a  solution  needs  to  be  found  before 

watermarking techniques are successfully applied to image copyright protection [23].
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Figure 2.10: Digital Watermarking Requirements Triangle [1]

2.10.4 Oblivious vs. Non-oblivious

In  applications  such  as  copyright  protection  and  data  monitoring  the  watermark 

extraction techniques can use the techniques can use the original un-watermarked data to 

find the watermark.  This  is  called  non-oblivious  watermarking.  In  other  applications, 

such as copy protection and indexing the watermark extraction techniques cannot access 

the un-watermarked image.  This  significantly  raises  the difficulty  of extraction.  Such 

methods called oblivious watermarking techniques [35].

2.11 Video Watermarking Schemes

Video watermarking introduces some issues not present in image watermarking due to 

large amounts of data and inherent redundancy between frames. Researchers have make 

use of those characteristics to develop different schemes [23].

2.11.1 A Robust Watermarking Approach for Raw Video [17]

This approach first extracts the brightness of the to-be-marked frame, computing its 
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full-frame  DFT and then  taking  the magnitude  of  the  coefficients.  The watermark  is 

composed  of  two alphanumerical  strings.  The  DFT coefficient  is  altered,  then  IDFT. 

Only the first frame of each GOP is watermarked, which was composed of twelve frames, 

leaving the other ones uncorrupted. It is good robustness to the usual image processing as 

linear/non-linear  filtering,  sharpening,  JPEG  compression  and  resist  to  geometric 

transformations  as  scaling,  rotation  and  cropping.  Decide  to  watermark  one  or  more 

frames in GOP, a trade-off between time spent for marking and the degree of robustness 

needed for the sequence can be achieve. The luminance of the image to be checked for 

watermark presence is extract again and the magnitude of its DFT is considered.

2.11.2 A New Wavelet-Based Digital Watermarking for Video [16]

This paper proposes a method of embedding a digital watermark image in video. In the 

watermarking, the decomposed watermark image with different resolution is embedding 

in the corresponding resolution of the decomposed video by means of multiresolution 

signal decomposing. The experimental results show that the proposed method is robust 

against the attack of frame dropping, averaging and lossy compression.

2.11.3 Multiresolution Video Watermarking using Perceptual Models 
and Scene Segmentation

This scheme introduces a watermarking procedure to embed copyright protection into 

digital video. The watermark consists of static and dynamic temporal components that are 

generated  from  a  temporal  wavelet  transform  of  the  video  scenes.  To  generate  the 

watermark,  the  resulting  wavelet  coefficient  frames  are  modified  by  a  perceptually 

shaped pseudo-random sequence representing the author.  The noise-like watermark  is 

statically  undetectable  to  thwart  unauthorized  removal  [23].  Furthermore,  the  author 

representation  resolves  the deadlock  problem.  The multiresolution  watermark  may be 

detected on single frames without knowledge of the location of the frames in the video 

scene.
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2.11.4 Combating Geometrical Attacks in a DWT Based Blind Video 
Watermarking System

This  scheme  is  a  high  capacity  blind  video  watermarking  system  invariant  to 

geometrical  attacks  such  as  shift,  rotation,  scaling  and  cropping.  A  spatial  domain 

reference  watermark  is  used  to  obtain  invariance  to  geometric  attacks  by  employing 

image registration techniques to determine and invert the attacks. A second, high capacity 

watermark, which carries the data payload, is embedded in the wavelet domain according 

to a human visual system model [23].

2.11.5 Scrambling Technique for Video Object Watermarking Resisting 
to Mpeg-4

Scrambling  technique  allows  adapting  any  classical  spread  spectrum watermarking 

scheme  operating  in  the  spatial  domain  to  the  Mpeg-4  requirements  concerning  VO 

manipulation.  This  technique  can  be  easily  added  to  the  embedding  and  detection 

schemes without changing the watermarking algorithm. It modifies some predefined pairs 

of quantized DCT coefficient in the luminance block of pseudo-randomly selected MBs. 

It is based on spread-spectrum techniques. Dividing the image into blocks of equal size, 

them binary sequence is generated using secret key, and then adds to the image. Special 

decomposition  of  mpeg-4 includes  the  fact  that  VO has  significant  value  Watermark 

information  has  to  present  in  each  VO. It  resists  to  mpeg-4 especial  to  video  object 

manipulation.  It  adapts  easily  any  classical  spread  spectrum  watermarking  scheme 

operating in the spatial domain to mpeg-4 format. It resists to eventual lossy compression 

of the segmentation mask due to mpeg-4. It also resists counter geometric attack such as 

rotations and scaling [36].

2.11.6 Object-Based Transparent Video Watermarking

It  presents  a  watermarking  procedure  to  embed  copyright  protection  into  video 

sequences. To address issues associated with video motion and redundancy, individual 
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watermarks  are  created  for  objects  within  the  video.  Each  watermark  is  created  by 

shaping  an  author  and  video  dependent  pseudo-random  sequence  according  to  the 

perceptual masking characteristics of the video. As a result, the watermark adapts to each 

video  to  ensure  invisibility  and robustness.  Furthermore,  the  noise like  watermark  is 

statistically  undetectable  to  prevent  unauthorized  removal.  As  the  object  experiences 

translations and transformations over time, the watermark remains embedded with it. An 

inter-frame transformation of the object is estimated and used to modify the watermark 

accordingly.  As it  is  object  based,  the algorithm may be easily incorporated  into  the 

MPEG-4 object-based coding framework.  In addition,  the detection  algorithm doesn’t 

require information regarding the location (i.e., index) of the test frames in the video. It 

resists  to  video  degradations  including  additive  noise,  MPEG compression,  cropping, 

printing  and  scanning.  It  detects  the  watermark  by  accomplishing  via  a  generalized 

likelihood ratio test. For each frame or object R in the potentially pirated video sequence, 

the hypothesis test (H0: X-R-F=N), (H1: X=R-F=W’+N) is performed. Here F may be an 

original  frame closest  to  R or may be a  composite  frame of objects  from the object 

database. In the case when R is an object, F is the corresponding object from the object 

database. The term W’ is potentially modified watermark, and N is noise [23].

2.11.7 Video Object-based Watermarking: A Rotation and Flipping 
Resilient Scheme [37]

Video  object  is  very  important  concept  in  Mpeg4  standard.  Video  object  may  be 

purposely cut and pasted for illegal use. For each segmented video object, a watermark is 

embedded by a new technology designed based in the concept of communication with 

side  information.  To solve  the  asynchronous  problem caused  by object  placement,  it 

proposes to use eigenvectors of a video object for synchronization of rotation, flipping, 

scale and shape. The DCT coefficient is scanned in a zigzag order. Then select the DCT 

coefficient  with a 1-D sequence.  The hidden watermark  w is  designed to  have same 

length with the number of selected coefficient. Then take the mean and generate a new 

set of filtered coefficient. To conceal a watermark like a communication process carrying 

side information, replace the DCT coefficient by a watermark.
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2.11.8 Direct Sequence Watermarking for Digital Video using m-frames

This scheme applies a direct sequence spread spectrum model to the watermarking of 

the digital video. First, video signal is modeled as a sequence of bit planes arranged along 

the time axis. Watermarking of this sequence is a two layer operation. A controlling m-

sequence  first  establishes  a  pseudorandom  order  in  the  bit  plane  stream  for  later 

watermarking.  Watermark,  defined  as  m-frames,  supplant  the  tagged  bit  planes. 

Moreover, attempts in corrupting the image to destroy the watermark render the video 

useless before damaging the seal itself. The watermarked video is also robust to video 

editing  attempts  such  as  sub  sampling,  frame  reordering  etc.  The  watermark  is  also 

identifiable from very short segment of video. Individual frames extracted from the video 

will also contain the copyright information. The quick and effective way of disturbing a 

watermarked  video  is  possibly  the  white  noise  storm.  As  a  derivative  of  LSB 

watermarking, it is expected that the proposed scheme here to be vulnerable even to the 

smallest of noise attack. The unknown video needs to be correlated with the expected 

watermark. Proper correlation, however, requires that the reference m-frames be in sync 

with the coming video [23].

2.11.9 Discrete Wavelet Transform (DWT) based Video Watermarking 
Scheme with Scramble Watermark

In this watermarking scheme, the watermark is decomposed into different parts and 

embedded  in  the  corresponding frames  of  different  scenes  in  the  video.  As identical 

watermark is used within each motionless scene and independent watermarks are used for 

successive different scenes, the proposed method is robust against the attack of frame 

dropping,  averaging,  swapping,  and  lossy  compression  [23].  Video  is  divided  into 

different  scenes  by scene change detection and each frame is  transformed to wavelet 

domain before watermark is embedded. And the watermark needs to be preprocessed, 

being cropped crop into different parts.

_______________________________________________________________________
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CHAPTER 3 

VIDEO WATERMARKING IMPLEMENTATION 

  

3.1 Introduction 
 

This chapter introduces two different invisible watermarking techniques based on DCT 

domain and provides results by using MATLAB which is a high-performance language 

which can be used for different kinds of technical computing. Basically this software can 

be used to do math and computation, algorithm development, data acquisition, modeling, 

simulation, prototyping, data analysis, exploration, visualization, scientific and 

engineering graphics, and application development, including graphical user interface 

building. The name MATLAB stands for matrix laboratory. In university, MATLAB is 

usually used in digital signal processing. 

 

 Also it presents a description of design used in the implementation of the invisible 

image watermarking techniques for programmable hardware. 

 

Over the last decade, numerous software watermark algorithms have been developed. 

However, watermark implementation in hardware, especially for video stream, is a recent 

interest in the area. Prior to 1999, no work on video watermark implementation in 

hardware had been shown. However, the watermarking of video streams in real-time 

applications is mostly suitable for hardware implementations, thus motivating research 

efforts to that direction. The implementation of hardware watermark is usually done on 

custom-designed circuitry, i.e. application specific integrated circuits (ASICs) or field 

programmable gate arrays (FPGAs); see appendix A. The overall advantage of this 

scheme over the software implementation is in terms of lower power consumption, 

reduced area, reliability, faster than software and could be implemented stand alone 

without PC. It may be possible to add a small, fast and potentially cheap watermark 

embedded as a part of portable consumer electronic devices, such as a digital camera, 

camcorder or other multimedia devices, so that the media data are watermarked at the 
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origin. Therefore, it is most suitable for real time applications. On the other hand, 

hardware implementations of watermark techniques demand the flexibility of 

implementation both in the computation and design complexity. The algorithm must be 

carefully designed, minimizing any unexpected deficiencies [11]. 

 

The VHDL design of different watermarking techniques will be simulated by using a 

ModelSim from Model Technology [38]. ISE package from Xilinx is used for FPGA 

implementation (synthesis, mapping, placing and routing, timing analysis and bit stream 

generation) to generate a configuration bit stream. These bit streams are further processed 

with a utility from the vendor of the prototyping environment (UNIDAQ) under Lab-

View package (virtual Programming Package) to configure the FPGA over the PCI bus 

[27]. 

 

3.2 Invisible Watermark in DCT Domain 
 
In the proposed technique, the video will be divided into frames and 2D-DCT will be 

applied for each frame and also for watermark image then the watermark will be 

embedded. Finally the watermarked frames will be returned back by applying 2D-IDCT. 

As shown in Fig. 3.1, (a) and (c) show video frames without watermark in DCT domain 

and (b) and (d) show video frames after the embedding. As seen that the watermark 

image doesn’t affect the video frames.  

 

Equation (3.1) shows how to add image watermark into each frame by multiplying it 

into constant value. Suppose that I is for one frame of the video, Z  is the image 

watermark, i and j are number of rows and columns respectively, K is constant value and 

W is the frame after adding Image Watermark. The image watermark is shown in Fig. 

3.4. 

 

)*),((),(),( KjiZjiIjiW +=        (3.1) 
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(a) (b) 
 

        
  (c)       (d) 

Figure 3.1: (a), (c) video frame without watermark,  
(b), (d) video frame after embedding invisible watermark in DCT domain 

3.3 Invisible Watermark in Low Frequency DCT Domain using PN 
Sequence Generator 

 
In this technique, the invisible watermark is embedded in low frequency DCT by using 

PN sequence Generator. The video will be divided into frames and 2D-DCT will be 

applied for each frame and also for watermark image then the watermark will be 

embedded in low frequency DCT using PN sequence technique illustrated by equation 

(3.2) where, if the watermark pixel was Mi=1 then the PN sequence will be multiplied by 

K constant value then added to the low frequency block Ix (i,j). Finally the watermarked 

frames will be returned back by applying 2D-IDCT. To use PN sequence technique, the 

PN sequence Generator is used. As shown in Fig.3.2, (a) and (c) show video frames 

without watermark in Low Frequency DCT and (b) and (d) show video frames after the 

embedding. As seen that the watermark image doesn’t affect the video frames. 
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(a) (b)  
 

    
  (c)       (d) 

Figure 3.2: (a), (c) video frame without watermark,  
(b), (d) video frame after embedding invisible watermark in Low Frequency DCT domain 

using PN sequence generator 
 

 

Leap-forward LFSR method utilizes only one LFSR and shifts out several bits. 

However, unlike the counter method, all shifts are performed in one clock cycle [30]. 

 

Leap forward LFSR is method that shifts out several bits in parallel; this makes them 

very fast to generate the particular random number with little increase in hardware. It 

performs all shifts in one clock that is multiple steps are done to solve recurrence 

equation. This method is based on the observation that an LFSR is linear system and the 

register state can be written as in vector format [39]. 

 

)()1( iqAiq ∗=+         (3.3) 
 
Where q (i+1) and q (i) are the content of shift register after (i+1) and the ith step and A 

is a transition matrix. One can calculate the Ak and determine the XOR structure 

accordingly. The new circuit can leap k steps in one clock cycle. It still consists the 

identical shift register although the feedback combinational circuitry becomes more 

complex. The actual implementation can be best demonstrated by an example [30]. 

The four bit leap forward LFSR can be determined as given in (3.4). 
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Assume that a four bit random number generator is needed and thus 4 steps will be 

advanced at a time. The new transition matrix, A4, becomes as in (3.5) 
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For the propose of circuit implementation, the equation can be written as in (3.6) [39] 
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After performing the matrix multiplications the feedback equation to generate could be 

derived as in (3.7) [39]. 
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       (3.7) 

 

The leap forward LFSR have been used to implement the random numbers as shown in 

Fig. 3.3. Leap forward LFSR method achieves its goal by utilizing extra combinational 

circuit instead of duplicated LFSRs. 
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Figure 3.3: Four bit Leap Forward LFSR 

 

 
Figure 3.4: Watermarked Image 

 

3.4 Experimental Results 
 
The watermarking system must embed the watermark in each frame of the video such 

that the visual quality of the frame is not perceptibly distorted, thus, to study the 

embedding effect; the Mean squared error performance (MSE) and peak signal to noise 

ratio (PSNR) [40] calculation are shown in equations below: 
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( )
MSE

LogPSNR
2255

10=        (3.9) 

 

Where, M & N are the number of rows and columns in the input images, I1 is the 

original image and I2 is the watermarked image. The maximum possible value of the 

pixels in image I, typically, this may be given as (2n) - 1 where n is the number of bits 

that represent the pixel. Thus, an 8-bit pixel would have a maximum value of (28) - 1 = 

255. 

 

The MSE represents the cumulative squared error between the values implied by an 

estimator and the true values of the quantity being estimated, whereas PSNR represents a 

measure of the peak signal to noise ratio. The lower the value of MSE and the higher 

value of the PSNR, means the better quality of the reconstructed frame. As shown in 

table 3.1 MSE and PSNR in the two different techniques which have acceptable values. It 

is proved from the results that second technique (Invisible Watermark in Low Frequency 

DCT Domain using PN Sequence Generator) is adding more security without changing 

the performance even if it takes more processing time. 

 
 

TABLE 3.1 MSE AND PSNR RESULTS FOR THE TWO TECHNIQUES 
 

 MSE PSNR Processing Time 

First Technique 
(Invisible Watermark in 
DCT Domain) 

0.0133 66.8984db 101.1354s 

Second Technique 
(Invisible Watermark in 
Low Frequency DCT 
Domain using PN 
Sequence Generator) 

0.0133 66.8984db 142.6317s 

 

3.5 Comparison with previous work 

In [40], watermark technique based on DCT domain had been implemented using 
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MATLAB and the result of implementation as shown in table 3.2. From the table, it 

obtained that the technique implemented in this thesis has better results than the one 

introduced in [40], where MSE is 0.0133 and PSNR is 66.8984db in the image, and MSE 

is 1.5625 and PSNR is 46.1926db in [40]. 

 
TABLE 3.2: PERFORMANCE COMPARISON BETWEEN PROPOSED TECHNIQUE AND [40] 

 

Embedding Algorithm MSE PSNR 

low frequency DCT 

domain [40] 

1.5625 46.1926db 

Image (Invisible 

Watermark in Low 

Frequency DCT Domain 

using PN) 

0.0133 66.8984db 

 

 

3.6 UNIDAQ 
 
It's Universal Digital Signal processor Data Acquisition board. In order to obtain 

experimental results on real world data, a PC equipped with a UNIDAQ is used as 

prototyping platform. UNIDAQ has a local Digital Signal processor (DSP) and a Field 

Programmable Gate Array (FPGA). With this two, application specific programmable 

components, UNIDAQ is a very universal Data acquisition board. FPGA series is Xilinx 

Virtex device of XCV800 package. UNIDAQ is shown in Fig. 3.5 and the block diagram 

for the board is shown in Fig. 3.6 [41]. 

 

The DSP Module C6701 is an ultra high performance solution for the most demanding 

embedded DSP applications. This module is particularly suited for applications requiring 

a small size stand alone. CPU-board is capable of high-speed data transfer and ultra-high 

signal processing power, besides performing the control and communication tasks 

common to a typical embedded system [41]. 
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Figure 3.5: Data Acquisition Card with Xilinx XCV800 
 

To communicate with the PCI card one has to design a simple LabView program, 

which initializes the card, configures the FPGA, set the clock rate and starts the data 

transfer or the computation. Peripheral Component Interconnect (PCI) is a computer bus 

for attaching hardware devices in a computer  
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Figure 3.6: UNIDAQ Block Diagram 
 

3.7 Xilinx Virtex Family 
 
The Xilinx Virtex Family [42] delivers a high speed and high capacity. The Virtex user 

programmable gate array comprises two major configurable elements as the following: 

* CLBs: provides the fundamental elements for constructing logic. 

* IOBs: provides the interface between the package pins and the CLBs (configurable 

logic block). 

 

The Xilinx XCV800 device consists of a matrix of configurable logic blocks (CLB) 

with 56 rows and 84 columns. These CLBs are SRAM based and can be configured many 

times. After shut down the power supply, they have to be reconfigured. Table 3.3 shows 

the device specification. 

DSP D.Module 
TMS 320 C6701 

Xilinx FPGA 
XCV800 

PCI Controller 

Local Bus (32 bit data, Adr, Ctrl, INT, IO) 

PCI 

Program 
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TABLE 3.3: XCV800 DEVICE SPECIFICATION [27] 

 
System 
Gates 

CLB Array Logic Cells Maximum 
Available 
I/O 

Block RAM 
Bits 

Maximum 
Select 
RAM+Bits 

888,439 56x84 21,168 512 114,688 301,056 
 

3.8 VHDL Implementation 
 
Data transfer between the operative parts done by using pipeline fundamental. The 

Architecture of the watermark embedding algorithm is shown below in Fig. 3.7. The 

design was realized in VHDL. A 1D-DCT is implemented on the input pixels first. The 

output of this is called the intermediate value is stored in a RAM. The 2nd 1D-DCT 

operation is done on this stored value to give the final 2D-DCT output dct_2d as shown 

in Fig. 3.8. First 1D section, the input signals are taken one pixel at a time. These inputs 

are fed into an 8 std_logic shift register. The outputs of the 8 bit shift registers are 

registered at every 8th clock. This will enable us to register in 8 pixels (one row) at a 

time. The pixels are paired up in an adder/subtractor. This selection is done by the toggle. 

The output of the addition subtraction is fed into a multiplier whose other input is 

connected to stored values in registers which act as memory. The outputs of the 4 

multipliers are added at every clock in the final adder. The output of the adder “z_out” is 

the 1D-DCT values given out in the order in which the inputs were read in. It takes 8 

clocks to read in the first set of inputs, 1 clock to register inputs, 1 clock to do add/sub, 

1clk to get absolute value, 1 clock for multiplication, 2 clocks for the final adder. Then 

the total equals 14 clocks to get the 1st “z_out” value. Every subsequent clock gives out 

the next “z_out” value. So to get all the 64 values needed 14+64=78 clocks. The outputs 

“z_out” of the adder are stored in RAMs. Two RAMs are used so that data write can be 

continuous. The 1st valid input for the RAM1 is available at the 14th clk. So the RAM1 

enable is active after 14 clocks. After this the write operation continues for 64 clocks. At 

the 65th clock, since “z_out” is continuous, the next valid “z_out_00” was gotten. This 

2nd set of valid 1D-DCT coefficients is written into RAM2 which is enabled at 14+64 

clocks. So at 65th clock, RAM1 goes into read mode for the next 64 clocks and RAM2 is 
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in write mode. After this for every 64 clocks, the read and write switches between the 2 

RAMS. After the 1st 78th clock when RAM1 is full, the 2nd 1d calculations can start. 

The second 1D implementation is the same as the 1st 1D implementation with the inputs 

now coming from either RAM1 or RAM2. Also, the inputs are read in (one column) at a 

time. The outputs from the adder in the 2nd section are the 2D-DCT coefficients. For the 

first 2D-DCT output will be valid at the 94th clk.  

 

 
 

Figure 3.7: Architecture of Watermark Embedding Algorithm 
 

 
 

Figure 3.8: 2D-DCT Architecture 
 

Then, apply each technique to the video frames as shown in Fig. 3.9. Finally, a 1D-

IDCT is implemented on the input 2D-DCT values. The output of this is called the 

intermediate value is stored in a RAM. The 2nd 1D-IDCT operation is done on this stored 

value to give the final 2D-IDCT output idct_2d as shown in Fig. 3.10. First 1D section, 

the input signals are taken one pixel at a time. These inputs are fed into an 8 bit shift 

register. The outputs of the 8 bit shift registers are registered at every 8th clock .This will 

Host Video 

Watermark Embedding Technique 

2D-DCT 2D-IDCT Watermarked 
Video 

1D-DCT Transpose 
Block 

1D-DCT 

Clock 

Reset 

Z_out 
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enable us to register in 8 pixels (one row) at a time. The pixels are fed into a multiplier 

whose other input is connected to stored values in registers which act as memory. The 

outputs of the 8 multipliers are added at every clock in the final adder. The output of the 

adder “z_out” is the 1D-IDCT values given out in the order in which the inputs were read 

in. It takes 8 clocks to read in the first set of inputs, 1 clock to get the absolute value of 

the input, 1 clock for multiplication, 2 clocks for the final adder. Then the total equals 12 

clocks to get the 1st “z_out” value. Every subsequent clock gives out the next “z_out” 

value. So to get all the 64 values needed 12+64=76 clocks. The outputs “z_out” of the 

adder are stored in RAMs. Two RAMs are used so that data write can be continuous. The 

1st valid input for the RAM1 is available at the 12th clk. So the RAM1 enable is active 

after 12 clocks. After this the write operation continues for 64 clocks. At the 65th clock, 

since “z_out” is continuous, the next valid “z_out_00” was gotten. This 2nd set of valid 

1D-DCT coefficients is written into RAM2 which is enabled at 12+64 clocks. So at 65th 

clock, RAM1 goes into read mode for the next 64 clocks and RAM2 is in write mode. 

After this for every 64 clocks, the read and write switches between the 2 RAMS. After 

the 1st 76th clock when RAM1 is full, the 2nd 1d calculations can start. The second 1D 

implementation is the same as the 1st 1D implementation with the inputs now coming 

from either RAM1 or RAM2. Also, the inputs are read in (one column) at a time. The 

outputs from the adder in the 2nd section are the 2D-IDCT coefficients. The embedding 

techniques block has been realized using first technique (Invisible Watermark in DCT 

Domain) and second technique (Invisible Watermark in Low Frequency DCT Domain 

using PN Sequence Generator). 

 

 
 

Figure 3.9: Watermark System Architecture 

2D-DCT 
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Figure 3.10: 2D-IDCT Architecture 
 

This is a comparison between the conventional design of (2D-DCT and 2D-IDCT) that 

uses the adders and the multipliers in the conventional way [43] verses the (2D-DCT and 

2D-IDCT) architecture that uses block rams of FPGA to reduce the hardware area. The 

implementation results shows that the number of slices for (2D-DCT and 2D-IDCT) 

“8x8” architecture equals to 45% and 120% for the conventional design as shown in table 

3.4. If the block dimension reduced from “8x8” to “4x4” to make comparison more 

accurate to the chip used, the number of slices for the conventional reduces into 73% and 

18% for (2D-DCT and 2D-IDCT). 

 

 
TABLE 3.4: COMPARISON BETWEEN THE CONVENTINAL AND BLOCK RAM BASED 

IMPLEMENTATION 
 

XCV800 Area Maximum Delay (ns) 

2D-DCT & 2D-IDCT “8x8” 45% 16.393 

Conventional 2D-DCT & 2D-
IDCT “8x8” 

120% ---------- 

2D-DCT & 2D-IDCT “4x4” 18% 16.393 

Conventional 2D-DCT & 2D-
IDCT “4x4” 

73% 22.582 

 
 

3.9 Block Diagram and Simulation 
 
The 2D-DCT and 2D-IDCT block diagram is shown in Fig. 3.11; where xi is the input, 

CLK is the clock, RST is the Reset, idct2 is the output of the 2D-DCT and 2D-IDCT 
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1D-IDCT  

Clock 
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Z_out 
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block, and rdy is the output valid, active is high logic.  

 

As shown in Fig. 3.12, the simulation for 2D-DCT and 2D-IDCT block which shows 

when the rst is activated, the input signals are started to be taken one pixel at a time. After 

all input signals have been taken, the rdy is activated and then 2D-DCT and 2D-IDCT 

results appeared. 

  

 
 

Figure 3.11: Input Output of Hardware Block 

3.10 Set up for FPGA 
 
As shown in Fig. 3.13, the installation of UNIDAQ card when it is connected into the 

computer device through PCI, then in Fig. 3.14, shows the UNIDAQ after installation 

inside PC. First set up for the FPGA device into the computer device. After that run the 

LabView GUI to select video from PC to send to UNIDAQ card as shown in Fig.3.15 and 

Fig.3.16 that shows LabView process of sending video frames to UNIDAQ. The block 

diagram in Fig. 3.15 first, it recognizes the FPGA device and takes Bit file. Second, takes 

the avi file, divide it into frames then converts each frame into array to write into address 

3. Third, takes the image watermark as shown in Fig.3.4 then convert it into array to write 

into address 4. Finally, read the output data from FPGA device from address 11 and 

convert it from array into image to give the output avi file as shown in Fig.3.17 where (a) 

shows frame without watermark, and (b) shows frame after adding invisible watermark 

and Fig. 3.18 where (a) shows frame without watermark, and (b) shows frame after 

adding visible watermark.    
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In the hardware, the maximum delay= 16.393ns and number of clocks taken for 2D-

DCT = 252 clocks, then the time taken for one block= number of clocks * maximum 

delay = 252*16.393ns = 4.13*10-6s = 4.13µs. The number of blocks in one frame of the 

video=900 blocks, then each frame in the Video takes 3.717ms. Then the whole video 

after 2D-DCT takes 1051.911ms. 

From simulation and implementation results, it’s obtained that the hardware watermark 

implementation is faster than software implementation. 

 

 

 
 

Figure 3.12: Simulation for 2D-DCT and 2D-IDCT Block 
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Figure 3.13: Installation of UNIDAQ Card in the Lab 
 

 
 

Figure 3.14: UNIDAQ after installation inside PC 
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Figure 3.15: LabView GUI to selecting video from PC to send to UNIDAQ Card 
 

 
 

Figure 3.16: LabView Process of Sending Video Frames to UNIDAQ 
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 (a)              (b) 

Figure 3.17: (a) Frame without Watermark, (b) Frame after adding Invisible Watermark 
 

      
(a)               (b) 

Figure 3.18: (a) Frame without Watermark, (b) Frame after adding Visible Watermark 
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CHAPTER 4

CONCLUSION

4.1 Conclusion

Watermarking is a copy protection system that allows tracking back illegally produced 

copies of the protected multimedia content. The main advantage of watermarking is that 

the watermark is embedded permanently in visual data of the content but at the cost of 

slight loss in fidelity.

After noticing the importance of the multimedia security and video watermarking in 

nowadays internet world and reviewing the state-of-the-arts technologies of the audio 

watermarking, image watermarking and video watermarking, a video watermarking 

scheme is proposed.

In this thesis, a survey on watermarking techniques has been introduced. A fast and 

secure invisible watermarking technique using low frequency coefficient on DCT have 

been  introduced.  The  embedding  technique  done  using  PN  sequence  generator.  The 

system has been implemented using FPGA chip (XCV800) and the implementation and 

experimental  results  have  been  demonstrated  and  discussed.  It  shows  that  the 

implemented technique is suitable for online video watermarking. 

4.2 Future Work 

Watermarking Technology is  still  in the evolutionary stages.  Possibilities  for future 

work include implementing a more advanced watermarking system, preferably one that 

could persist through compression, and implementation of the cryptographic components 

of  the  watermarking  system.  Any  future  work  should  be  more  comprehensive  and 

realistic  testing.  Normally  the  security  technology  is  hackable.  However,  if  the 

technology is combined with proper legal enforcement, industry standards and respects of 
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the  privacy  of  individuals  seeking  to  legitimately  use  intellectual  property;  digital 

watermarking  will  encourage  content  creators  to  trust  the  internet  more.  There  is  a 

tremendous amount of money at stake for many firms.  The value of illegal copies of 

multimedia content distributed over the internet could reach billions of dollars a year. It 

will  be interesting  to see how the development  and adoption of digital  watermarking 

plays  out.  With  such  high  stakes  involved  for  entertainment  and  other  multimedia 

companies, they are likely to keep pushing for a secure technology that they can use to 

track and reduce copyright violation and capture some of their foregone revenues [2].

According to this thesis, more encryption techniques to increase security can be used. 

Also different watermarking techniques can be used.
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Appendix A

A.1 Field Programmable Devices (FPDs)

A general  term that  refers  to  any type  of  integrated  circuit  used  for  implementing 

digital hardware, where the chip can be configured by the end user to realize different 

designs. Programming of such a device often involves placing the chip into a special 

programming unit, but some chips can also be configured “in-system”. Another name for 

FPDs is programmable logic devices (PLDs). There are three main categories of FPDs 

are delineated: Simple PLDs (SPLDs), Complex PLDs (CPLDs) and Field-Programmable 

Gate  Arrays  (FPGAs).  The  most  compelling  advantages  of  FPDs  are  instant 

manufacturing turnaround, low start-up costs, low financial risk and (since programming 

is done by the end user) ease of design changes [44].

A.2 Field Programmable Gate Arrays (FPGAs) [45] 

A  field-programmable  gate  array  (FPGA)  is  an  integrated  circuit  designed  to  be 

configured  by  the  customer  or  designer  after  manufacturing—hence  "field 

programmable".  The  FPGA  configuration  is  generally  specified  using  a  hardware 

description language (HDL), similar to that used for an application specific integrated 

circuit (ASIC). FPGAs can be used to implement any logical function that an ASIC could 

perform. The ability to update the functionality after shipping, and the low non-recurring 

engineering costs relative to an ASIC design (not withstanding the generally higher unit 

cost), offer advantages for many applications.

FPGAs contain programmable logic components called "logic blocks", and a hierarchy 

of reconfigurable interconnects that allow the blocks to be "wired together"—somewhat 

like a one-chip programmable breadboard. Logic blocks can be configured to perform 

complex combinational functions, or merely simple logic gates like AND and XOR. In 

most FPGAs, the logic blocks also include memory elements, which may be simple flip-

flops or more complete blocks of memory.
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FPGAs have gained rapid acceptance and growth over the past decade because they can 

be applied to a very wide range of applications. Applications of FPGAs include digital 

signal  processing,  software-defined  radio,  aerospace  and  defense  systems,  ASCI 

prototyping,  medical  imaging,  computer  vision,  speech  recognition,  cryptography, 

bioinformatics, computer hardware emulation, radio astronomy and a growing range of 

other areas.

The most common FPGA architecture consists of an array of configurable logic blocks 

(CLBs), I/O pads, and routing channels. Generally, all the routing channels have the same 

width (number of wires). Multiple I/O pads may fit into the height of one row or the 

width of one column in the array.

An application circuit must be mapped into an FPGA with adequate resources. While 

the number of CLBs and I/Os required is easily determined from the design, the number 

of  routing  tracks  needed  may  vary  considerably  even  among  designs  with  the  same 

amount  of  logic.  Since  unused  routing  tracks  increase  the  cost  (and  decrease  the 

performance)  of  the  part  without  providing  any  benefit,  FPGA  manufacturers  try  to 

provide just enough tracks so that most designs that will fit in terms of LUTs (Look up 

Table) and IOs can be routed.
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ملخص

 حمايسسة حسق مؤلسسف بشسأن القلسسق فسسي الزيسسادة علسسى الرجسسح بسسسبب هو بالعلمة المائية الهتمام في الزيادة المفاجئةان 

 اصسسبح اسسستخدام الموزعسسة ، بيئات فسسيأنظمسسة الوسسسائط المتعسسددة وإنسسترنت لل السسسريع مع النمو الصور و افلم الفيديو.

 حقسسوق تحمسسي ل غيسسر أن التكنولوجيسسا الحاليسسة عبر النترنت. الوسائط المتعددة وثائق لنقل وسيلة أسهل التقنية الرقمية

 أصسسبحوحماية حسسق المؤلسسف و الوسائط المتعددة للمن الهتمام الواسع وهذا يؤدي إلى. على نحو سليم التأليف والنشر

 التحكسسم فسيحمايسسة و التشسسفير تقنيسساتاسسستخدمت و، فسسي اليسسام الولسسى السنوات الخيرة. في للجمهور كبير مصدر قلق

.بأمان حقوق التأليف والنشر للحفاظ على العلمة المائية تقنيات تستخدم، مؤخرا وسائل العلم. ملكية الوصول إلى

 غيسر مرئيسة فسي علمسة مائيسة إدراج : بالعلمة المائيسة الفيديو المختلفة تقنياتان لنقل افلم، قد تم تقديم هذه الرسالة في

 مع  استخدام رقسسم عشسسوائي محول جيب التمام المنخفض التردد نطاق غير مرئية فيمائية و، محول جيب التمام نطاق

 هذا النظام تنفيذ وقد تم. MATLAB and VHDL باستخدام التقنية هذه تحققت وقد). PN( تسلسل مولد ناتج من

.XCV800 Xilinx رقاقة على

( إلى نسبة الضوضاءإشارة و ذروة ال 0،0133 يساوي) MSE( مربع الخطأ هما متوسط تقنيات أن أظهرت النتائج
PSNR (يساوي db66،8984 .

على النحو التالي :   الرسالة وقد تم تنظيم

. الفصل الول:  يقدم مقدمة عن العلمة المائية و استخدامتها مع الصور وافلم الفيديو

. للعلمة المائية الرقمية التطبيقاتمختلف و التصنيفات عن، وأنواع الرقمية العلمة المائية مفاهيم يقدم الثانى: الفصل

 باسسستخدام محسسول جيسسب التمسسام بنسساء علسسى لضسسافة العلمسسة المائيسسة يقدم و يحلل نتائج استخدام تقنياتسسان الثالث: الفصل

MATLAB برمجسسة لفلم الفيسسديو للعلمسسة المائيسسة صورة غيسسر مرئيسسة تنفيذ في التصميم المستخدم وصف يقدم ثم،سس 

 Xilinx XCV800كارت 

المجال.وتوقعات المستقبلية للبحث فى هذا  الرسالة هذا الخلصة التى قد تم التوصل اليها فى يقدم الذي الرابع: الفصل



الكاديمية العربية للعلوم و التكنولوجيا و النقل البحرى

كلية الهندسة و التكنولوجيا

 تطبيق صور الفيديو باستخدام العلمة المائية و تنفيذها باستخدام مصفوفة
   البوابات المبرمجة حقليا

اعداد
وسام سيد محمد سيد العربى

رسالة مقدمة للكاديمية العربية والعلوم و التكنولوجيا و النقل البحرى
 لستكمال متطلبات نيل درجة الماجستر فى

هندسة الحاسب 

̸ر عبد المنعم وهدان ̸ر محمود على عاشورالستاذ الدكتو الستاذ الدكتو
مشرفمشرف

المضاء:…………………….المضاء:…………………

̸ر احمد فهمى امين ̸ر ياسر هشام دكرورىالستاذ الدكتو الستاذ الدكتو
ممتحنممتحن

المضاء: …………………المضاء: …………………

۲۰۱۲يناير 



الكاديمية العربية للعلوم و التكنولوجيا و النقل البحرى
كلية الهندسة و التكنولوجيا

قسم هندسة الحاسبات

 تطبيق صور الفيديو باستخدام العلمة المائية و تنفيذها باستخدام مصفوفة
  البوابات المبرمجة حقليا

اعداد
وسام سيد محمد سيد العربى

رسالة مقدمة للكاديمية العربية والعلوم و التكنولوجيا و النقل البحرى
 لستكمال متطلبات نيل درجة

 

ماجستير العلوم

فى

هندسة الحاسب 

يشرف عليه

̸ر عبد المنعم وهدان ̸ر محمود على عاشورالستاذ الدكتو الستاذ الدكتو
مدير مركز تصميم النظم و الدوائرهندسة الحاسبات

اللكترونية بهيئة الطاقة الذريةالكاديمية العربية

۲۰۱۲يناير 


