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Abstract 

Knowledge is an essential part of research based organization. It should be properly managed to ensure that any 

pitfalls of knowledge retention due to knowledge loss of both tacit and explicit is mitigated. Audit of the 

knowledge entities exist in the organization is important to identify the size of critical knowledge. It is very 

much related to how much know-what, know-how and know-why experts exist in the organization. This study 

conceptually proposed a defensive model for Nuclear Malaysia’s organization memory and application of 

Knowledge Loss Risk Assessment (KLRA) as an important tool for critical knowledge identification. 

 
Abstrak 

Ilmu pengetahuan adalah bahagian yang paling penting dalam organisasi berasaskan penyelidikan. Ia perlu 

diuruskan dengan baik untuk memastikan bahawa mana-mana kesulitan pengekalan pengetahuan kerana 

kehilangan ilmu pengetahuan terutamanya pengetahuan tersirat dan tersurat boleh dikurangkan. Penilaian entiti 

pengetahuan tersirat wujud dalam organisasi adalah penting untuk mengenal pasti saiz pengetahuan kritikal dan 

ia adalah amat berkaitan dengan berapa banyak pakar-pakar yang tahu-apa, tahu-bagaimana dan tahu-Mengapa 

wujud dalam organisasi. Kajian ini mencadangkan satu konsep model pertahanan untuk memori organisasi 

Nuklear Malaysia dan aplikasi Penilaian Risiko Kehilangan Pengetahuan (KLRA) sebagai alat yang penting 

untuk mengenal pasti pengetahuan kritikal. 
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1.0 BACKGROUND 

 

As referred to the International Atomic Energy Agency (IAEA), nuclear knowledge management is an important 

issue that needs to be properly addressed due to factors that cause the loss of the knowledge. The most important 

factor is the ageing factor among nuclear experts. In this context, it is found that, many countries losing the 

experts due to retirement. Although some may have several programs to call the experts back to work but the 

ageing factor could not be denied. Instead of that, interest of young generation on nuclear studies has shown 

decreased globally which only small number of students studied nuclear subject in many universities [2]. 

 

Therefore, knowledge retention in organization through knowledge preservation, transfer and sharing activities 

should be actively planned and implemented. As far as knowledge retention is concerned, critical knowledge for 

retention must be clearly identified. In this case, investigation of knowledge loss is important to drive the 

knowledge management direction to the exact knowledge that is really need to be firstly kept which reflect the 

organizational performance [3].   

 

A defensive model is proposed which is important to minimize knowledge loss in research organization 

memory. This model plays important role in assisting knowledge capturing process by identifying the right 

critical knowledge within the organization. Instead of that, a tool to identify critical knowledge workers is very 

much needed to prevent the tacit knowledge of the individual flow out [4] or no longer in organization. 

 

2.0 INTRODUCTION 

 

Based on the International Atomic Energy Agency (IAEA) and Nuclear Malaysia, knowledge loss is a serious 

problem to nuclear industry. Several initiatives have been organized by the IAEA to retain nuclear knowledge 

globally. This can be seen through the establishment of ANENT, ANSN, INIS and nuclear knowledge 

management section in IAEA [1]. Education and training through online and electronics means have been 

actively used for knowledge transfer, sharing, retention and preservation.  

 

In Malaysia scenario, nuclear Malaysia as the only nuclear research organization faced the same problem where 

many experts have retired for last two years and less knowledge has been preserved and transferred. In years to 

come, the retirement of Nuclear Malaysia’s Researchers is shown in Figure 2.1. Data from Figure 2.1 is 

acquired from Nuclear Malaysia Bioweb System. Whether in 58 years or 60 years of retirement, we could see 

2017 is the highest number of retirement of the researchers. 

 



761110-14-5419, Teknologi Maklumat, Sistem Maklumat 

3 
 

 
Figure 2.1: Retirement of Nuclear Malaysia’s Researchers from 2012 until 2022 

 

Knowledge retention process is not a simple process to be conducted. Several answers are needed for these 

questions: 

 

a. What knowledge to be retained? 

b. Why this knowledge should be retained and why not this one? 

c. When the knowledge should be retained? 

d. Where this knowledge should be retained? 

e. How much knowledge should be retained? 

f. Which knowledge should be retained first? 

g. Who is the right expert for this knowledge?  

 

In this perspective, a defensive model for knowledge loss is important to justify the critical knowledge that 

answered most of the above questions and further assist the knowledge retention process. 

 

Therefore, several objectives are set and to be achieved in this study are as follows:  

a. To investigate the knowledge loss in nuclear research organization to facilitate knowledge retention. 

 

Investigation on knowledge loss is significant to this study to know how much knowledge loss have 

been faced by the organization. This objective is also trying to perceive the potential of knowledge lost 

within the organization which the defensive model is synthesized along this line of works. 

 

b. To develop a defensive model for knowledge loss by identifying critical knowledge to organization. 

 

Development of the model is synthesized from the investigation and identification of knowledge loss 

and potential knowledge loss in the organization. In the context of tacit knowledge loss, evaluation of 

expertise among internal researchers should be carried out which represent the major part of the 
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organizational knowledge asset. Result of this model, leads to the identification of critical knowledge 

which then could assist knowledge retention prioritization.  

 

c. To develop a verification tool to identify expertise of internal researchers. 

 

The verification tool is developed to identify the expertise of internal researchers. This tool is 

developed to assist the development of the defensive model in identifying on how much critical 

knowledge that a researcher has as reflected to the organization performance. This tool also is used to 

measure the level of potential knowledge loss if something happen to the expert. 

 

 3.0 SCOPE OF STUDY  

 

Scope of this study is to investigate whether or not the nuclear research organization is facing knowledge loss. 

This study will choose nuclear Malaysia as a case study. A model is developed based on the case study to 

minimize knowledge loss in the perspective of tacit and explicit knowledge. Development of a web based tool to 

crawl the internal databases and external resource via internet connection to generate a result for expert 

verification. 

 

4.0 KNOWLEDGE LOSS RISK ASSESSMENT (KLRA) 

 

In this study, several methods will be used. To investigate the knowledge loss, a survey analysis and interviews 

will be conducted to targeted sample of population. Investigation is using the IAEA knowledge loss risk 

assessment (KLRA) technique. This technique has been used by IAEA for most of nuclear industry 

organizations [5], and the formula as in Figure 6.1.  

 

 
Figure 6.1: IAEA Total Risk Factor for KLRA 

 

Tennessee Valley Authority (TVA), a corporation owned by the U.S. government, actively used this assessment 

as part of the attrition planning process. In this assessment, the Position Risk Factor times the Retirement 

Factor to give an overall Attrition Factor, refer Figure 6.2. The total attrition factor will identify the level of 

effort necessary to effectively manage attrition [6]. This factor also determines potential knowledge loss to the 

organization. 

 
Figure 6.2: TVA Attrition Risk Factor for KLRA 
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4.0 CONCEPTUAL DEFENSIVE MODEL 

 

Development of the defensive model for knowledge loss for nuclear research organization is synthesized based 

on the result of the survey analysis and interviews, expert verification tool and several comparisons of existing 

related and available conceptual models. Conceptually, this idea is trying to propose that knowledge loss 

assessment as the defensive mechanism of an organization to prevent the critical knowledge flowing out without 

retaining them in organizational memory. The conceptual idea of the model is shown in Figure 6.3. 

 
Figure 6.3: Conceptual Idea of Defensive Model 

 

Detail of knowledge development cycles can be referred to [7]. 

 

4.0 EXPERTISE CRAWLER  

 

A tool for expert verification is developed using rapid software development approach which utilizing mix ICT 

environment inclusive of Microsoft and open source technology. The expert verification tool will be developed 

as crawler that seeks for more information about the expert via internal organization memory as well as on 

internet. The preliminary architecture of the crawler searching mechanism is in Figure 6.4. 

 
Figure 6.4: The Crawler for Expert Verification 
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This crawler may adapt several available intelligent crawling techniques which proven works for web 

applications as well on internet [8]. 

 

The investigation and developments is planned to be conducted in Nuclear Malaysia with existing infrastructure 

and software available in IT Center, Nuclear Malaysia. Minimum requirements needed to conduct this study are 

as follows: 

a. One (1) Personal Computer of Notebook Computer 

b. One (1) Printer for documentation 

c. Access to IT infrastructure (server, databases, softwares)  of Nuclear Malaysia and Internet Access 

d. Access to ICT and IT-based research Journals 

 

5.0 CONCLUSION  

 

As conclusion, embedding KLRA as part of defensive model for organizational memory is important to reduce 

the number of knowledge loss. The assessment would assist organization to identify who and what is the critical 

in a very advance stage. By doing this, the right knowledge could be identified and firstly kept as compared to 

less priority or critical knowledge. In this context, priority could be set based on the current remaining experts in 

the organization and relevancy to organization projects, missions and visions. This process is a very important to 

set organization’s long term planning and well prepared situation in retaining knowledge for better relevancy 

and competitiveness in the future. 
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