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ABSTRACT 

 
Modern avionics systems use new electronic technologies devices that, due to their high degree of 

sophistication and miniaturization, are more susceptible to the effects of ionizing radiation, particularly the 

effect called 'Single Event Effect' (SEE) produced by neutron. Studies regarding the effects of radiation on 

electronic systems for space applications, such as satellites and orbital stations, have already been in progress 

for several years. However, tolerance requirements and specific studies, focusing on testing dedicated to 

avionics, have caused concern and gained importance in the last decade as a result of the accidents attributed to 

SEE in aircraft. Due to the development of a higher ceiling, an increase in airflow and a greater autonomy of 

certain aircrafts, the problem regarding the control of ionizing radiation dose received by the pilots, the crew 

and sensitive equipment became important in the areas of occupational health, radiation protection and flight 

safety. This paper presents an overview of the effects of ionizing radiation on devices and embedded systems in 

aircrafts, identifying and classifying these effects in relation to their potential risks in each device class. The 

assessment of these effects in avionics is a very important and emerging issue nowadays, which is being 

discussed by groups of the international scientific community; however, in South America, groups working in 

this area are still unknown. Consequently, this work is a great contribution and significantly valuable to the area 

of aeronautical engineering and flight safety associated to the effects of radiation on electronic components 

embedded in aircraft.  

 

 

1. INTRODUCTION 

 

When assorted types of particles and high-energy waves coming from space penetrate the 

Earth's magnetic field lines and reach the Earth, they interact with the atoms of the 

atmosphere forming secondary showers of cosmic radiation which impact mainly the 

troposphere and lower stratosphere. Neutrons are constituents of this cosmic radiation in the 

atmosphere and they are the responsible for the radiation dose received by the crew and the 

avionics systems and, therefore, they are the main cause of undesirable accidental effects in 

the aircraft digital systems. 
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Either people or aircraft are included in this environment and they are continuously exposed 

to radiation, especially from highest doses during flights at higher altitudes, which can be 

reached by commercial flights of high operational ceiling [1]. The dose rate derived from this 

radiation is altered by the solar cycle, space weather, geomagnetic latitude, and a significant 

increase in altitude as shown in Fig. 1, reaching a maximum between 10 km and 20 km, 

called Pfotzer maximum. 

 

 

 
 

Figure 1: Rate of effective dose due to cosmic radiation, as a function of the altitude 

calculated by CARI-6 program for the region of São José dos Campos, Brazil, in 

January 2008. [1] 

 

 

In this environment of ionizing radiation, the embedded electronics in the aircraft are 

susceptible to a group of phenomena known as "Single Event Effects" (SEE), produced 

mainly by neutrons. Due to an increasing miniaturization and a high degree of integration, 

these devices have shown an increasingly susceptibility to the SEE effects of ionizing 

radiation which can happen to on-board computers and subsystems that store data in aircraft, 

and may be able to compromise their operation catastrophically. 

 

The "Single Event Upset" (SEU) happens when an ionizing particle strikes a sensitive node 

of a cell of a digital circuit, depositing electric charges and causing a change in their logical 

record (bit flip), changing the information stored in the cell [2]. If this effect occurs 

simultaneously in several cells which contain information of the same word, it is called 

"Multiple Bit Upset" (MBU). In this case, it is much more difficult to detect and correct an 

error in the software level, because a MBU cannot be easily fixed by a simple "error-

correcting code" (ECC) [3-8]. Sometimes a SEU or MBU can affect a processor, causing the 

discontinuation of its operation. In this case, the system returns to normal operation only after 

it is restarted, and this event is known as "Single Event Functional Interrupt" (SEFI).  

 

The studies regarding the impact of SEE effects on on-board electronic equipment are recent 

and growing in the aviation area, differently from the space sector [1, 9-15]. Some 

international standards, such as the specifications of IEC number 62396 (2008) already 

include this subject, showing the need for a qualification test of the avionic electronic 

components for their tolerance to SEE [16-20]. 

 

Accident reports and anomalies in flight assigned to SEE have already been found in the 

literature [20]. Fig. 2 shows a photo of the damage inside the cabin of an Airbus A330-303 
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operated by Qantas Airways in 2008. The Australian Transport Safety Bureau, in their 

accident report, points out the SEE as the most probable reason for the breakage presented. In 

this incident one of three inertial reference units of the aircraft failed by sending erroneous 

data to the flight control system, this caused the plane to suddenly shake up and down, 

throwing the passengers towards the plane ceiling. [21]. 

 

 

 
 

Figure 2: Photos of the damage inside the cabin of the Airbus A330-303 due to an 

incident in 2008 [21] 

 

 

Brazil has the third largest aerospace company in the world but, unlike Europe, Canada and 

the USA, it has not established research groups with publications in the area of radiation 

effects on avionics systems.  

 

This paper covers the state of the art of the effects of ionizing radiation on devices and 

embedded systems in aircrafts, identifying and classifying these effects in relation to their 

potential risk in each class of device and identifying the test facilities available worldwide. 

 

 

2. EFFECT OF ATMOSPHERIC RADIATION IN AVIONIC COMPONENTS 

 

The effects of radiation should be known so that corrective measures can be considered in the 

design of the equipment, which should operate for long periods immersed in an environment 

with ionizing radiation. 

The interaction of atmospheric radiation with the interior of the aircraft can cause various 

effects on the onboard devices. In electronic circuits these effects appear as a transient or 

permanent electrical change on the parameters of the circuit or component, leading to their 

malfunction or even to their complete failure and inoperability [22]. 

 

The transient effects are usually associated with the rapid collection of electric charges 

released in a sensitive region of the device by the passage of a highly ionizing particle, 

causing a spurious electrical pulse in a circuit node. It is generically called Single Event 

Effects or SEE. This effect is more significant for avionics and it is subdivided into other 

events such as SEU, MBU and SEFI, described above. Other types of events, such as the 

Single Effect Transients (SET), can be harmful to devices for propagating a pulse of voltage 

or current in an internal node causing an undesirable response. Although transient, some 
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types of SEE can cause unrecoverable damage to electronic components leading to a 

permanent fault, such as, an SEL (Single Event Latch-up) followed by SEB (Single Event 

Burnout).  

 

Cumulative effects are classified into Total Ionizing Dose (TID) and Displacement Damage 

(DD). The first one is caused by both direct and indirect ionizing radiation and is 

characterized by the entrapment of charges, released by the radiation in the oxide or 

semiconductor interfaces. The second effect is caused by the displacement of atoms in the 

crystalline lattice by elastic or inelastic collision of a heavy particle incident and it is 

characterized by the development of flaws in the crystalline lattice of the semiconductor. TID 

effects in MOS transistors include change in their electrical parameters such as threshold 

voltage and leakage current. In memory cells, for example, where information is stored as 

voltage levels in the nodes of the circuit, parameter variations of the transistors can lead to a 

change in the voltage level in the node storage of digital information, causing a "bit flip ". 

The TID effects depend on the total of cumulative dose during the time of exposure to the 

radioactive component [23].  

 

The predominant effects to avionics are SEE, since doses found in typical flight envelope are 

not sufficient to produce cumulative damage. The particles that can cause some effect in 

embedded systems in aircraft are the neutrons, protons and pions. For energy up to 500 MeV, 

secondary protons in the atmosphere are about 20-30% of the neutron flux, but for higher 

energy, the fluxes of protons and neutrons are comparable. Also, for protons with energy 

between 100 MeV and 750 MeV present in the atmosphere, cosmic radiation shower, the 

altitude variation is very similar to neutrons [3]. Thus the contribution of protons to the SEE 

rate is regarded as included within the neutron-induced SEE rate. The flow of cosmic 

radiation pions at altitude aircraft is a small fraction of the flow of neutrons and protons, 

approximately less than 1% of the neutron flux. Thus, these particles can be ignored for the 

purposes of calculating their effect on the electronic board aircraft. 

 

The neutron has no electrical charge and therefore does not ionize the material passing 

through it, however, it can promote nuclear reactions with surrounding nuclei producing the 

emission of ionizing fragments as protons, deuterons, alphas and even fission fragments.  

Besides, the possibility to displace the atoms of the crystalline grid and produce recoil nuclei, 

which ionize the medium by means of scattering with nuclei of the medium constituents. The 

latter is the main mechanism of SEE generation by fast neutrons in semiconductor devices 

where there is a recoil of silicon atoms and some reactions, such as: 
28

Si (n, p) 
28

Al caused by 

neutrons with energy greater than 8 MeV. 

 

In addition, certain nuclides such as 
10

B and 
235

U, present as contaminants in products of 

mineral origin, suffer absorption of a thermal neutron [27]. In the case of 
10

B, present in the 

boron-silicate, sometimes used in microelectronics, the reaction is shown in equation 1 

below: 

 

  LiHeBn 7410              (1) 

 

where the products of the reaction are emitted with kinetic energy ( 2.3 MeV), since the 

reaction is exoenergetic. 
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3. INTERACTION OF NEUTRONS IN ALTITUDE FLIGHT AND IN THE 

AIRCRAFT 

 

Neutrons are identified as the main cause of SEUs due to the fact that the correlation between 

the variations in the SEU rate coincides with those variations of neutron flux for the same 

altitude and latitude. These SEU rates are calculated in laboratory using the SEU cross-

section integrated with the neutron flux in the atmosphere and coincide with the rates 

obtained from measurements in flight. 

 

Integrating the differential flux for energies above 10 MeV, one can adopt the integrated flux 

of neutrons to be approximately 6000 n/cm² per hour at 40,000 feet above sea level and 

45° latitude, typical data of flight envelopes of commercial aircraft. [24, 25] This flow is 

conservative when compared to a measurement performed by Goldhagen in an aircraft ER-2 

during the year of 1997 [15]. 

 

To determine the overall rate of SEU, it is also important to assess the contribution of thermal 

neutrons, because the thermal neutron flux inside a plane is 1-2 times greater than the flux of 

high energy neutrons (> 10 MeV) and for many devices, the thermal neutrons SEU cross-

section is higher (by a factor 1.5 to 3) than the SEU cross-section for neutrons with energy 

greater than 10 MeV [24, 25]. These neutrons have an average energy of 0.025 eV 

corresponding to the energy of thermal agitation at ambient temperature.  

 

The thermal neutron flux varies significantly in a plane because of the proximity of 

hydrogenated materials. The neutrons interact and lose energy to the aircraft structure and all 

its contents, including all hydrogenated materials as fuel, passengers, crew, baggage, etc. 

Thus, the thermal neutron flux inside the aircraft is about 10 times higher than the thermal 

neutron flux outside the aircraft. 

 

From calculations based on a model of a Boeing 747, it can be estimated that the thermal 

neutron flux inside the aircraft is about 1 to 2 times higher than the flux of high energy 

neutrons. Already this flux outside the aircraft is 0.15 to 0.25 times greater than the neutron 

flux of high energy. [24, 25]. 

 

The thermal neutrons are significant to effects occurring in electronic components due to the 

high probability of interacting with contaminants from electronic device, such as boron, rare 

earths and actinides. These types of contaminants are present in microelectronics as a dopant. 

Aware of these effects, component manufacturers have tried to reduce the presence of these 

contaminants in devices which reduced the occurrence of the SEU cross section due to 

thermal neutrons. 

 

Although the prevention of this effect has already been incorporated by the microelectronics 

industry in their production process, verification tests of the effectiveness of this 

improvement in the product shall be made before their application in the critical systems of 

the aircraft. 
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4. SAFETY ANALYSIS OF SEE IN AVIONICS 

 

To meet the principles of flight safety, it is necessary to evaluate the embedded 

microelectronic devices regarding their susceptibility to failure by SEE, SEU, among other 

events induced by the interaction of atmospheric radiation with the basic components 

(transistors) and integrated circuits that compose the digital systems. 

 

To evaluate the impact of these effects on avionics, it shall be used methods that are 

consistent with recommended practices, contained in the aerospace ARP4754 [16] and 

ARP4761 [17] in FARs and ACs such as, the old AC23.1309-1C which was canceled and 

replaced by the FAA - AC23.1309-1E [18] and the FAA - AC25.1309-1A [19]. 

 

The security analysis tool, Functional Hazard Analysis (FHA), evaluates the system in 

relation to potential hazards that might affect the aircraft safety; classifying the risks required 

for each function as risk levels A, B, etc. The FHA involves analyzes contained in other 

safety systems assessment as PSSA (Preliminary System Safety Assessment) and SSA 

(System Safety Assessment). 

 

This paper presents the design of security that involves evaluations of all phases and the 

functions attributed to them during the design of a security system that uses FHA, PSSA and 

SSA. Fig. 3 shows a summary of the structured engineering process involved in the hazard 

classification and analysis of security system design. 

 

 

 
 

Figure 3: Organization Chart of the stages and processes involved in the safety 

assessment of a system. 
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The technical standard IEC 62396, provides a ranking of the system reliability levels due to 

the effects of malfunctions in the system (Table 1). This classification levels is applied in 

phase FHA and will be essential to define testing requirements to be applied to that system. 

 

 

Table 1: Classification systems in relation to the level of reliability [24, 25] 

 

Classification of functional fault condition 

(AC 23.1309-1C, AC 25.1309-1A e ARP4754) 

Reliability level of development 

(ARP4754) 

Catastrophic Level A 

Grave, Principal and / or Dangerous Level B 

Major Level C 

Minor Level D 

Without effect Level E 

 

 

For the systems in the reliability levels of development A, B and C, the SEE rates should be 

included in the project, either the rates that result in soft errors (those that are easily retrieved 

from the system reboot), or hard errors that are difficult to recover from a system reboot, in 

this repair activity is required.  

 

In the FHA process, it is not assessed the origins of functional failures, but the severity of 

their potential consequences, thus, the SEE effects sh all not be explicitly considered. 

Therefore, the FHA analyzes are more ample. In the PSSA process, the SEEs are considered 

for safety analysis, since they can induce failures in microelectronic systems. The effects are 

separated into soft and hard errors or, according to the electronic system evaluated; they are 

separated on class levels to perform qualification tests. The analysis of PSSA shall also 

consider the flight phase, because during the cruise the SEE probability is greater than during 

takeoff and landing due to higher altitudes and, consequently, higher incidence of radiation. 

Fig. 4 shows the  PSSA process.  
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Figure 4: Description of the PSSA design phase. 

 

 

Aircraft systems shall possess continuous monitoring and redundancy in its implementation 

as the effects of failure or malfunction may include the device loss of function. This criterion 

is part of the project and it is used primarily in critical devices on the aircraft, such as the 

onboard computer, which uses a TMR (Triple Modular Redundancy). This redundant system 

compares the data in three different electronic circuits and, if there is any change in one of 

them, through this comparison, the TMR automatically replaces the data output of the 

electronic circuit that failed. 

 

However, the TMR is used only on on-board computers and critical devices, because it is not 

considered economical to be used in other devices with non-critical functions such as 

imaging devices and data processing [20]. 

 

 

5. DETERMINATION OF SEE EXPECTED RATE  

 

When a device is submitted to a given neutron flux with rate R, the occurrence of a particular 

SEE is given by [24, 25]: 

 


max

lim

).().(

E

E

dEEER   (2) 
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where: (E) is the cross section for the type of SEE in question, (E) is the neutron 

spectrum, Elim is the energy of the neutron threshold for the occurrence of the SEE and Emax is 

the maximum energy of the distribution neutrons energy. 

 

The cross section of a device, for each type of SEE caused by neutrons, is a device parameter, 

dependent on technology, architecture and manufacturing process. This parameter should be 

obtained experimentally determining their threshold (lower neutron energy causing the effect) 

and its dependence on the neutron energy.  

 

The ideal experiment to obtain the cross section as a function of the incident neutron energy 

is the irradiation device with monoenergetic neutron beams in various energy values (E = E1, 

E2,… En). In this case the cross section is given by: 

 

)(

)(
)(

E

EN
E


   (3) 

                            

Where N(E) is the total number of SEE observed during irradiation and (E) is the total 

fluency of the neutron experiment, where (E) = (E)t, where t is the time of irradiation. 

In practice, it is more common to use sources and reactions that produce neutrons from high 

energy particle accelerators, which in general are not monoenergetic and present power 

distribution  (E). In this case, the cross section of SEE is the average cross section in this 

energy distribution: 

 






max

lim

max

lim

)(

)()(

E
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(4) 

 

When the distribution in energy of the neutron flux in an installation is the same (or very 

similar) of the energy distribution of neutrons in flight altitudes, the average cross section is 

the most significant parameter for aeronautical applications of the device. The occurrence 

rate of SEE in flight conditions is obtained by the simple product of the average cross section 

and the total flux of neutrons with energy above the threshold incident on the aircraft:  

 

totalR    (5) 

 

where: 

 


max

lim

)(

E

E

total dEE  (6) 

 

Thus, facilities-based particle accelerators for high energy with specific arrangements of 

target converters, which produce a distribution of neutron energy similar to that existing in 

flight altitudes, are the most suitable not only to the measurement of SEE cross section, but 

also to the qualification tests of integrated avionics systems. 
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6. SEE TEST FACILITIES FOR AVIONICS 

 

There are few facilities in the world capable to perform tests on avionics which have beams 

of protons or neutrons able to simulate the environment aircraft in flight altitude, among 

which we can mention: the plow CERF at CERN (Switzerland), Los Alamos Neutron Science 

Center Facility (United States) and TRIUMF (Canada). Prado et al. (2013) presents a 

complete listing of facilities used for measurements of SEE in electronics, particularly those 

for aerospace applications. Fig. 5 shows the World Map the location of some neutron 

facilities capable of testing the SEE for aeronautical circuits. 

 

 

ICE House

TRIUMF
BREL

NCNR

TSLCRC

TeddingtonAWE

-180 -150 -120 -90 -60 -30 0 30 60 90 120 150 180

-90

-60

-30

0

30

60

90

L
a
ti

tu
d

e
 (

g
ra

u
s)

Longitude (graus)
 

 

Figure 5: World Map with the location of some neutron facilities. 

 

 

7. SEE TEST IN A MEMORY SRAM 

 

To demonstrate a methodology for testing SEE produced by neutrons under development at 

the Laboratory of Ionizing Radiation (LRI) at IEAv, it was used a commercial memory 

device (COTS) of SRAM type, commonly used in digital electronics. 

 

Devices of the same technology, but with specifications for avionics, can be subjected to the 

same radiation tests already developed at LRI for use in space, with appropriate adjustments 
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in the assembly of the device test (DUT). For testing in avionics, it shall be establish a 

criterion to extrapolate the energy range of the test for the energy range of interest, in order to 

meet the requirements in IEC standard, as discussed in this work. 

 

This experiment measured the SEE cross-section of a 4-Mbit memory SRAM technology of 

130 nm, exposed to a flow of fast neutrons at 1.778 x10 ³ n/cm².s , produced by a set of eight 

sealed sources of 
241

Am-Be with 100 mCi of 
241

Am. 

 

The test platform was built in IEAv, in the scope of a master degree study of the co-author of 

this paper, and consists in assembling the device of interest in a daughterboard, which in turn, 

is connected to the motherboard controlled by a "Blackfin" type digital signal processor. This 

processor function is to make the reading, writing and memory control which is under 

irradiation. 

 

The data are acquired using dedicated software running on an external computer connected to 

the motherboard via TCP/IP to control the experiment remotely. 

 

The method of measurement is to verify the occurrence of bit flips what changes the logical 

record in a memory location. So an alternate sequence of bits is written in the memory, whose 

value is in hexadecimal AAAA (corresponding to 1010101010101010 in binary numbers) in 

16-bit words. 

 

The values reading was performed periodically at intervals corresponding to the increasing 

values of cumulative dose and each reading cycle addresses that had some change bit (bit 

flip) was stored in a log file [2, 22]. It is, therefore, a retention test bit flip. Fig 6 shows the 

arrangement of the experiment. The test results are shown in Table 2. 

 

 

  
 

Figure 6: Experimental arrangement 
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Table 2 - Tests retention flip bit in a 4-Mbit SRAM technology of 130 nm with fast 

neutrons. 

 

Irradiation time (s) Bit flip Cross section (cm²) 

889,254 61 3.86 x 10
-08

 ± 4.94 x 10
-09

 

621,081 59 5.34 x 10
-08

 ± 6.96 x 10
-09

 

514,974 32 3.49 x 10
-08

 ± 6.18 x 10
-09

 

94,314 11 6.56 x 10
-08

 ± 1.98 x 10
-08

 

163,754 7 2.40 x 10
-08

 ± 9.09 x 10
-09

 

652,062 87 7.50 x 10
-08

 ± 8.05 x 10
-09

 

Average 4.42 x 10
-08

 ± 1.49 x 10
-08

 

 

 

The cross section of the device was calculated by equation 3, considering the fluency of 

neutrons (neutrons/cm²) which was calculated by multiplying the total flux of neutrons 

(1.778 x 10³ n/cm².s) by the time of irradiation. The errors shown in the cross section are only 

a statistic nature considering a Poisson distribution, where the uncertainty is equal to the 

square root of the number of events counted. The final cross section was calculated from the 

average weighted by the inverse of the square errors of the six series of measures. 

 

Using the value of the average cross-section found in the experiment, it can be estimated the 

SEE expected rate by means of equation 5, resulting in 2.65 x 10
-4

 n/device.h or, 26.5 SEE 

events throughout 100,000 hours of flight, which is the expected life of a supposed aircraft 

where this memory is used. 

 

It should be noted that this test, in its present form, is a merely demonstration, because it does 

not attend the test set out in IEC standards (2008) because the neutron spectrum used in the 

experiment situated in the range of energy extends up to about 10 MeV, and the average 

energy of neutrons is 4.18 MeV, which is not the energy spectrum found in flight altitudes, 

what, according to technical specifications of the IEC, is of interest only above 10 MeV. 

 

However, this experiment demonstrates the susceptibility of SRAM memories to neutrons 

with energy below 10 MeV, thus indicating the need for revision of the cutoff value indicated 

by the IEC (2008). 

 

 

8. CONCLUSION 

 

As discussed in this paper, it is emphasized that the effects of ionizing radiation on avionics 

components is an emerging issue and needs to be considered in the design of systems for 

flight safety. Due to technological advance, the electronic equipment on board tends to be 

smaller and smaller and the ceiling of the operating commercial aircraft ever larger. Thus, 

further studies are needed on how the radiation affects embedded components and which 

methods avoid the radiation influence on the safety of the flight.  

 

The civil aviation regulators abroad have already expressed concern about this and in the past 

decade issued some regulations and technical guidance regarding avionics qualification 

testing regarding the tolerance to ionizing radiation. So, skills in testing embedded electronics 



INAC 2013, Recife, PE, Brazil. 

 

shall be created in Brazil. 

 

Through this study, it has been shown some engineering processes that identify and classify 

circuits and embedded systems regarding tolerance to radiation. The SEE effects should be 

included in flight safety analyzes in accordance with the process implemented during the 

PSSA and, depending on the effect for which the device is subjected in its application, the 

same effect can be considered as a security risk to the aircraft and their passengers. The type 

of test to be applied is specified according to the consequences of failure for each type of 

device, and can be classified as catastrophic risk, serious, principal and / or dangerous, major, 

minor or no effect. 

 

This way, tests and measures for qualification of devices before their selection for the design 

of integrate circuits to aeronautical application, and the acceptance tests during product 

manufacturing are important. 
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