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ABSTRACT 
 
The IAEA, in cooperation with the United States National Nuclear Security Administration, developed and 
conducted the first international training course on basic nuclear forensic methodologies for practitioners in 
2012.  An overview of the major elements of this landmark workshop as well as successes and 
recommendations for future improvement are presented here.  
 
 

1. INTRODUCTION 
 
The IAEA describes nuclear forensics as “…the analysis of intercepted illicit nuclear or 
radioactive material and any associated material to provide evidence for nuclear 
attribution…” with the goal of identifying forensic indicators in interdicted nuclear and 
radiological samples or the surrounding environment (e.g., the container or transport vehicle).  
These indicators provide important clues to the process history and ultimate origin of the 
material.  
 
Nuclear forensics is a valuable tool for supporting law enforcements investigations of nuclear 
and other radioactive material out of regulatory control as well as addressing nuclear security 
vulnerabilities. When a nuclear security event occurs, experts can use nuclear forensics to 
help link suspects to seized samples as well as determine the origin and history of the 
material diverted out of regulatory control. 
 



INAC 2013, Recife, PE, Brazil. 

 

While access to advanced nuclear forensic analysis is available through technical 
collaborations facilitated by organizations like the Nuclear Forensics International Technical 
Working Group (ITWG), every country should retain some basic capabilities for categorizing 
suspect nuclear and radiological materials.  To further that goal, the IAEA, in cooperation 
with the U.S. Department of Energy’s National Nuclear Security Administration 
(DOE/NNSA), has developed the first international training course on basic nuclear forensic 
methodologies for practitioners.  Important to the IAEA is the partnership with DOE/NNSA 
to bring the many capabilities of the United States national laboratories to elevate the state of 
practice in nuclear forensics among its Member States. 
 
The landmark workshop, which was held on February 27 - March 6, 2012, was attended by 
24 participants from 12 IAEA Member States. This workshop was developed and taught by a 
team of internationally recognized experts in nuclear forensics from the United States 
(Department of Energy (DOE) and the Federal Bureau of Investigation (FBI)), United 
Kingdom, IAEA, European Commission, and Australia. The workshop was hosted by the 
DOE Pacific Northwest National Laboratory (PNNL), utilizing a unique set of training and 
laboratory assets located there and offsite at the Volpentest Hazardous Materials Management 
and Emergency Response Training and Education Center (HAMMER), both located in 
Richland, Washington state. A photograph of the participants and faculty of this first 
inaugural course on nuclear forensics methodologies is shown in Figure 1. 
 

 
Figure 1:  Participants and faculty of the IAEA/NNSA jointly sponsored first inaugural 

course on nuclear forensics methodologies for practitioners. 
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2. COURSE ELEMENTS 
 
A mix of hands-on and classroom education was used to teach basic nuclear forensic 
methodologies to practitioners from around the world. After a brief hands-on introduction to 
cross-border radiation portal monitoring and managing a radiological crime scene, six 
elements of instruction that form the basis of nuclear forensic analysis were provided to 
participants consistent with the model action plan as published by the IAEA in Nuclear 
Security Series No. 2 “Nuclear Forensics Support” [1]. These elements included: (1) sample 
receipt and evidence inventory, (2) basic physical measurements and analytical planning, (3) 
high resolution gamma spectroscopy, (4) high resolution alpha spectroscopy, (5) an 
introduction to advanced analytical techniques and (6) nuclear forensics data evaluation. Core 
course work each morning was typically followed by scenario-based exercises in the 
afternoon in which teams of participants were asked to assist authorities in the analysis and 
evaluation of radiological and nuclear materials evidence as part of a mock nuclear forensics 
investigation. These exercises increased in complexity from sample receipt, to analysis and 
evaluation and culminated in student teams presenting their evaluations of the nuclear 
forensic evidence to the class. Crucial to the design of the training was to foster scientist-to-
scientist collaborative instruction that allowed the participants to learn directly from the 
laboratory experts.  Each of the course elements are described in more detail below. Figure 2 
provides an illustrative summary of the course content. 
 

 
Figure 2: An illustrative outline of content of the first course on nuclear forensics 

methodologies for practitioners. 
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2.1.  Sample Receipt and Evidence Inventory 

 
Sample receipt and evidence inventory was the first of the series of nuclear forensics course 
elements provided to participants. This element, as the name implies, provides instruction on 
the receipt of evidence into a radiological laboratory. Participants are instructed on the use of 
personal protective equipment, donning and doffing laboratory coats, gloves and safety 
glasses, the correct use of handheld alpha, beta and gamma counters, and techniques for 
managing potentially dispersible radioactivity. They are trained how to setup and utilize a 
glove box or glove bag, a radiological fume hood and a bench “Contamination Area” for the 
purpose of managing contamination in the laboratory. They are shown how to preserve 
nuclear forensic evidence while managing personal dose and controlling contamination 
within the laboratory. They are taught to work closely with the “lead investigator”, typically 
law enforcement, during this initial step of the investigation to understand their primary 
interest in the evidence provided – whether preference should be given to nuclear / 
radiological or traditional (e.g., fingerprints, tool marks, DNA, etc) evidence, as a focus on 
one type of evidence may result in jeopardizing the quality and usefulness of the other. 
Instruction is provided on the basic techniques of inventorying evidence and maintaining a 
chain of custody on that evidence at all times. Because most countries do not have the 
resources to maintain specialized radiological laboratories for processing traditional evidence 
that is comingled with nuclear or radiological materials, participants are taught to segregate, 
if possible, traditional evidence from nuclear or radiological materials for further processing 
at non-radiological forensics laboratories. 
 

2.2.  Basic Physical Measurements and Development of an Analytical Plan 

 
Recording basic physical characteristics and working with the lead investigator to develop an 
analytical plan for analyses are the next steps in nuclear forensic analysis after samples are 
received into the radiological laboratory and evidence is inventoried. Basic physical 
measurements include conducting tasks such as measuring masses, dimensions, and densities 
of each of the pieces of evidence and doing so within the confines of a radiological 
laboratory. This element also includes instruction on taking photographs and closely 
inspecting materials using optical microscopy. Figure 3 shows participants receiving 
instruction on conducting basic physical measurements on nuclear forensic evidence. 
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Figure 3: A picture of participants receiving instruction on conducting basic physical 

measurements on nuclear forensic evidence. 
 
The second portion of this element provides instruction on how to develop a nuclear forensics 
analytical plan. Participants are taught to work closely with the lead investigator to 
understand the specific information needed to drive an investigation. Participants are taught 
how to translate the needs of the investigator, which are driven by legal requirements, into a 
plan for analysis. During instruction it is emphasized that the best analytical plans are those 
that generate the minimum amount of results needed to conclusively answer the investigator’s 
questions as all results generated, whether useful to the case or not, are typically available to 
the defense upon request. 
 

2.3.  High Resolution Gamma Spectroscopy 

 
Perhaps the most useful basic analytical tool for a radiological laboratory is high resolution 
gamma spectroscopy. As such, a significant portion of this course was devoted to instructing 
participants on the theory and application of this technique to nuclear forensics. Participants 
were provided introductory classroom instruction on the theory of nuclear detection and 
gamma spectroscopy. This was followed by a series of hands-on courses operating 
instruments, performing calibrations, preparing samples, and collecting and evaluating 
spectra using radioactive materials under controlled conditions. Special attention was given to 
methods for identifying isotopes within spectra of unknown radiological and nuclear 
materials most expected on the black market and calculating isotopic enrichment or 
abundance for the categorization of special nuclear material (e.g., categorizing uranium 
materials as “Depleted”, “Natural”, “Low Enriched” or “High Enriched” or determining 
whether plutonium can be categorized as reactor or weapons grade).  A picture of participants 
receiving instruction on high resolution gamma spectroscopy is shown in Figure 4. 
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Figure 4: Participants receiving instruction on high resolution gamma spectroscopy. 

 

2.4.  High Resolution Alpha Spectroscopy 

 
Similar to high resolution gamma spectroscopy, high resolution alpha spectroscopy is also 
considered a core capability for any radiological laboratory. However, unlike the non-
destructive technique of gamma spectroscopy, the sample preparation requirements for alpha 
spectroscopy are quite involved and destructive to the sample. For this reason, the training 
associated with this element was limited to classroom instruction and a laboratory 
demonstration. However, sample preparation requirements for alpha spectroscopy were 
covered in detail, which included a discussion on dissolution methods, separation of the target 
isotopes from stable contaminants and competing alpha-emitting radioactive isotopes, and 
electro- or vapor-deposition onto counting planchets. A laboratory demonstration of alpha 
counting was also conducted, illustrating for the participants how poor sample preparation 
affects the overall quality of the specta collected. The presence of stable contaminants lowers 
the resolution and increases the low-energy tailing of peaks and the presence of other 
radioactive alpha emitters can convolute or even completely mask peaks altogether. 
 

2.5.  Introduction to Advanced Nuclear Forensic Analysis 

 
While gamma and alpha spectroscopy are often considered core analytical tools, a number of 
other more advanced analytical tools and techniques have provided significant utility to the 
nuclear forensics community, albeit at significant up-front and maintenance costs that may 
not be justified for most operational laboratories. The fifth element in the nuclear forensics 
training course in the series provides an introduction to the participants in a classroom setting 
to some of the advanced analytical techniques used by the broader nuclear forensics 
community. Analytical techniques capable of measuring trace element content and isotopic 
abundances within bulk and discrete samples were covered as well as an introduction to 
optical, scanning electron, and transmission electron microscopies. In conjunction to this 
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classroom instruction, participants also were provided a day and a half of tours and 
demonstrations of several advanced analytical instrumentation located within laboratories on 
the PNNL campus. These tours and demonstrations included: 

- Multi-Collector-Inductively Coupled Plasma Mass Spectrometer (MC-ICP-MS) 
- Time Of Flight Secondary Ion Mass Spectrometer (TOF-SIMS)     
- Nano Secondary Ion Mass Spectrometer (Nano-SIMS) 
- Inductively Coupled Plasma Mass Spectrometer (ICP-MS) 
- Inductively Coupled Plasma Optical Emission Spectrometer (ICP-OES) 
- Optical Microscope  
- X-Ray Fluorescence (XRF) Microscope  
- Scanning Electron Microscope (SEM) 
- Transmission Electron Microscope (TEM) 

 
Figure 5 shows participants on a tour of PNNL’s Scanning Electron Microscopy lab. 
 

 
Figure 5: A picture of a student on a tour of PNNL’s Scanning Electron Microscopy lab. 
 

2.6.  Nuclear Forensics Data Interpretation 

 
The last element in the series was nuclear forensics data interpretation taught through a series 
of hands-on scenario-based exercises that occurred throughout the 7-day course. During these 
exercises, teams of participants were asked to assist authorities in the analysis and evaluation 
of radiological and nuclear materials evidence as part of a mock nuclear forensics 
investigation. Initial scenario-based exercises were relatively simple and were designed to 
reinforce the core training provided in the five previous course elements. Scenarios grew in 
complexity over the duration of the course, progressing from the use of basic nuclear forensic 
analyses designed to “Categorize” materials (as outlined in [1]), to applying results from 
advanced analyses in order to “Characterize” materials (as outlined in [1]), for the purpose of 
addressing group inclusion / exclusion decisions. The Categorization step in nuclear forensics 
generally provides sufficient information to allow investigators to determine if a law has been 
broken. While the more in depth Characterization step (from analyses like trace element 
analysis, mass spectrometric analysis and microscopy) may provide investigators with clues 
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that link nuclear forensic evidence collected during multiple seizure events to specific 
facilities or to each other. 
 
 

3. SUCCESSES AND RECOMMENDATIONS FOR IMPROVEMENT AND 
FUTURE INSTRUCTION 

 
Overall, we consider the execution of the first inaugural course on nuclear forensics 
methodologies a fantastic success resulting from an integrated effort by the leadership at the 
IAEA and NNSA, the assembly of world-leading expert faculty who designed the course, the 
staff at PNNL who facilitated this workshop, and the participants who attended the course. In 
spite of this success there were several aspects of the course that could be improved in the 
future. These areas for improvement are noted below. 
 

3.1.  Transition more course modules from classroom presentations to hands-on 
instruction 

 
While developers attempted to provide as much hands-on training during the first course as 
possible, with more time and planning even more of these modules could be transitioned 
from classroom presentations to hands-on instruction. For future courses we recommend 
transitioning more classroom presentations to demonstrations or hands-on instruction. We 
recommend transitioning the alpha spectroscopy element, which was largely taught as a 
demonstration, to hands-on instruction. We further recommend transitioning as many of the 
laboratory tours conducted at PNNL to instrument demonstrations that are intimately tied to 
the scenario-based exercises. 
 

3.2.  Better utilize expert faculty from outside the host facility 

 
During the execution of the first course, for the purpose of managing risk and logistics, it was 
decided that all hands-on instruction would be provided by staff from the host facility. 
However, with more time and planning, permissions can and should be put in place to allow 
these hands-on modules to be led by instructors outside of the facility. Doing so will reinforce 
the fact that this course is the result of an international effort for the benefit of the global 
community of nuclear forensic practitioners. 
 

3.3.  Extend the duration of the course 

 
Student feedback in the course evaluation suggested that all of the content within the course 
was useful and appropriate but the duration of the 7 day workshop be extended to allow for a 
more manageable schedule.  
 

3.4.  Future Instruction 

 
Based on the overall success of and strong interest in the 2012 offering as well as subsequent 
technical reviews of the conduct of the instruction, the IAEA and NNSA are proceeding with 
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plans to offer the improvements of this course a second time in Q4 2013 at Pacific Northwest 
National Laboratory USA for similar number of international nuclear forensic practitioners 
and taught by a team of internationally recognized experts. 
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