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ABSTRACT"
PHYSICAL PROTECTION OF NUCLEAR SAFEGUARDS TECHNOLOGY. IAEA's Nuclear Security Plan is
established to assist Member States in implementing effective measures against nuclear
terrorism. Four potential threats were identified: theft of nuclear weapon, nuclear
explosive device, radiological dispersal device and an attack on radiation facility. In order
to achieve effective protection of nuclear materials and facilities, the IAEA sponsored the
Convention of the Physical Protection of Nuclear Materials which focuses on the protection
of nuclear materials -in international transport. The IAEA also promoted INFCIRC/255
entitled the Physical Protection of Nuclear Materials and Nuclear Facilities and published
TECDOC/967 for the protection of nuclear materials and facilities against theft and
sabotage and during transport. Assistance is available for the Member States through the
International Physical Protection Advisory Service (IPPAS) and the International Nuclear
Security Advisory Service (INSServ).

The IAEA has a comprehensive
and integrated program of activities to
help our Member States to enhance
measures to protect against the threat of
nuclear terrorism.

Responsibility for nuclear security
rests entirely with State. In developing
our work, we had to be clear about the
role which can be played by an
international organization, especially one
whose primary focus in technical.

In simple terms, the IAEA's role is
to help States ensure that they can
implement effective measures to combat
nuclear terrorism. Everything we do in
this field is at the request of our Member
States. Nothing is mandatory unless the
State the State has voluntarily
undertaken an obligation by joining one
of the international treaties or
conventions which relate to security
issues.

e.g. the security of material program and
the work to detect illicit trafficking, with
new and accelerated work, especially in
the areas related to RDDs, and to
sabotage of nuclear facilities and
transports.

In developing its Plan of activities
to combat nuclear terrorism, the Agency
identified four potential threats, or more
correctly, .risks. Nuclear weapons
acquired by theft; nuclear explosive
devices created from stolen nuclear
material; radiological dispersal devices
(RDDs); and radioactive hazards caused
by an attack on, or sabotage of, a facility
or transport.

A strategy to counter these
potential threats needs to be
comprehensive. It must encompass all
facilities or locations at which materials
are present, including power and
research reactors, other fuel cycle
facilities, waste storages, research,
academic, industrial and medical
locations, and transports both domestic
and international. This is a very tall
order. There are over 240 nuclear power
plants and 160 research reactors and
critical assemblies under IAEA
safeguards.

The IAEA's strategy is founded on
measures to prevent thefts of nuclear
and other radioactive material and to
protect related facilities against malicious
acts. If prevention is not successful, then
additional measures which provide a

The IAEA's work is formulated in
a nuclear security plan which brings
together all the activities in which we are
involved into one integrated and cross-
cutting plan of activities. This was put
together at the request of our Member
States immediately following the events
of September 11 and approved by our
Board of Governors in March 2002.

The IAEA's Nuclear Security Plan
is divided into eight activity areas. They
reflect the full range of activities we
undertake under the program. The
activities combined existing Agency work;
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which focuses on the protection of
nuclear material in international nuclear
transport, and on INFCIRCj225jRev.4
entitled the Physical Protection of
Nuclear Materials and Nuclear Facilities.
INFCIRCj225 establishes requirements
for the physical protection of nuclear
material against theft; the protection of
facilities against sabotage; and the
protection of material during transport.

Protection measures should be
based on a Design Basis Threat. This can
be developed a rational approach to
designing physical protection measures.
Much of the current focus of the Agency's
work in this area is on developing, in
close cooperation with nuclear
installation safety experts, recommenda-
tions and advice on how to address the
threat of sabotage. This includes
methodologies for identifying the vital
areas of nuclear facilities and ways to
protect against 'insider' threats. Other
work is being directed at increasing
security awareness and at ways of
encouraging the development of security
culture.

second-line of defense and address, or
mitigate, the consequences of an act of
nuclear terrorism are necessary.

Successful prevention is by far
the most preferable threat reduction
strategy. Measures to stop illicit
trafficking make their important
contribution to nuclear security but
comprehensive effectiveness is much
harder to achieve than prevention of
theft.

Lately, considerable efforts have
been devoted to strengthening the
international physical protection regime.
A draft revised CPPNM is under
consideration by the IAEA's Member
States.

Prevention strategies can be
divided into two broad groups of
measures. First, remove the risk by
eliminating the material and facilities at
risk. This is the simplest approach and
has a high probability of success. If there
is nothing to steal; there can be no theft.
This strategy can be used where the
materials or facilities at risk are no
longer needed or in use, or where the
risks are so great that it is worth giving
up the benefits. The second prevention
strategy is applicable where materials
and facilities are valuable assets and can
not be eliminated. In this circumstance
they need to be effectively protected.
Protection is also needed where the
facilities or material are awaiting
elimination, or are in transport.

There are two facets to protection;
establishing and maintaining effective
accountancy and controls over materials
and facilities against malicious acts.

Establishing and maintaining
systems of accounting and control
(SSACs) for nuclear material is necessary
for the Agency to be able to verify States
safeguards obligations. Paragraph 32 of
INFCIRC/153 (Corr.) describes in detail
what such a system should be able to
achieve for safeguards purposes.
Effective control of nuclear material also
contributes to security objectives. It
provides a first line of protection against
theft and a timely indication that a theft
has occurred. The latter is important if
response measures are to be effective.
The contribution to nuclear security of
safeguards agreement and SSACs in
particular, has been recognized by the
IAEA's Member States.

The Agency has operated a
program to help States to ensure the
physical protection of nuclear material
and facilities for many years. This
founded on the Convention of the Physical
Protection of Nuclear Material (CPPNM),

Since the lAEA's Board of
Governors approved the plan of activities
to protect against nuclear terrorism,
much has been achieved. The work can
be divided into five broad categories;
encouraging and facilitating the
development of legal instruments; the
development of guidance and
recommendations; the provision of
advisory services; the development and
delivery of training and technical advice;
and information services.

Supporting the international
conventions and guidelines is a series of
technical guidance documents
(TECDOCs). The most important of these,
in the context of protecting nuclear
facilities, is TECDOC/967 which provides
guidelines on the implementation of
INFCIRC/225.

The main priority of the IAEA's
nuclear security program is helping
States to assess their needs, and to
providing training and technical advice.
The International Physical Protection
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The Agency maintains, with the
active participation of 80 Member States,
an extensive and unique database on
illicit trafficking incidents. The database
is unique because it contains information
which has been confirmed by the States
involved. It is, therefore, the only
accurate data base on this issue.
Database which use open-source rely, as
we know from our own work, on
information of wildly varying degrees of
accuracy and credibility.

To conclude; in cooperation with
its Member States, the Agency has a
comprehensive program of activities to
combat the threat of nuclear terrorism.
At its heart is the prevention of thefts of
nuclear and other radioactive materials
and protection of facilities and transports
from attacks. The program has achieved
much since its inception. Much work
remains to be done and to provide form
and focus to this work. We are now in
the process of establishing, in
cooperation with individual States,
Integrated Nuclear Security Support
Plans. These will provide an agenda for
work and assistance over a period of time
and will provide a basis for closer
coordination between IAEA programs and
bilateral support programs.

Advisory Service (IPPAS) and the
International Nuclear Security Advisory
Service (INSServ) are flagship services
and are in high demand from Member
States. The advisory services help States
to assess their security needs in a variety
of areas including physical protection of
material and sites, combating illicit
trafficking, legislative and regulatory
structures and emergency response
measures.

Training courses are also a very
important element of the IAEA work.
They cover a very wide field ranging from
security awareness for policy makers,
through physical protection and Design
Basis Threat methodologies, to technical
issues. We try to optimize the use of
scarce resources by running training
courses on the sub-regional, regional and
inter-national level but we also run many
courses specifically designed for national
requirements.

IAEA information services range
from organizing major international
conferences; through data base services
on illicit trafficking and other subjects; to
coordination and liaison with other
international organizations working in
related fields.

DISKUSI
)- Dr. Taswanda Taryo
We need more training on nuclear security 'group to share all information regarding nuclear
reactor facilities not only in regional areas but also interregional areas. What is your
comment on that?
.Dr. Richard Hoskins
I fully agree that training is necessary for all who have responsibilities related to the
security of a nuclear facility, The IAEA can provide a wide range of security related
training assistance, But in the interest of ensuring sustainability, it is best to put in place
a national competence which can be passed into others within the state, with some
assistance from the IAEA where appropriate. The long term aim should be a good level of
national self sufficiency.
)- Basuki Wibowo
Since safety performance is based on probability, how to measure performance of physical

protection?
.Dr. Richard Hoskins
Security can not be assessed using a probabilistic approach, It is based on a combination
of risk, threat and consequences. Consequences can be predicted threats need to be
assessed on its basis of information available to the national security agencies, From
these factors the design basis threat can be developed and a reasonable basis established
for designing on effective/physical protection system. Its performance is based on the
judgement of the acceptable risk.


