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Abstract. When planning to use digital I&C equipment in nuclear facilities (such as nuclear power 
plants or research reactors) the main concern is how to manage and control the aspect of “software as 
part of digital I&C equipment”. Advantages, possible implications and risks of using digital signal 
processing channels, especially regarding the two key aspects of operational safety and cyber security 
are addressed, including examples of today’s electronics such as Mirion’s digital signal processing 
system Model proTKTM (or TK 250). 
 
1. Introduction 
 
In nuclear facilities a large variety of radiation detectors are used and they often generate rather 
uncommon signals. The measurement range that needs to be covered often starts at extremely low 
currents or pulse rates and spreads over a wide range, comprising many orders of magnitude. Although 
digital, software-driven technology introduces, compared to its analogue equivalent, new challenges it 
is becoming the technology of choice for processing signals of this kind. 
 
Advantages of a digital system include its operational flexibility and comfort, like easier configuration 
and parameterization but also the large variety of features and functions that permit a higher degree of 
reliability and performance (generally better than its analogue predecessors). These include functions 
that are very complex and sometimes impossible to integrate in an analogue system. 
 
A high degree of availability is a crucial criterion for a system, both digital and analogue. The various 
aspects of long term support by the manufacturer as well as short term availability of spare parts, if 
needed, are addressed. 
 
Major concerns regarding digital I&C equipment are related to cyber security of a system. This issue is 
addressed in many publications as most industries are affected by some extent. Generally speaking, 
protection against unauthorized access to vital systems (or to any system) of a nuclear facility can be 
simply a trade-off between security and functionality of a system. 
 
In conclusion, advantages are provided of using modular, site-specific/customized electronics that 
allow adaptation of both functionality and accessibility to the needs of specific measurement channel. 
 
2. Digital signal processing in nuclear applications 

 
2.1. Why Digital Signal Processing in Applications Important for Safety 
 
One of the major issues analogue systems have to overcome is the obsolescence of analogue 
components. The problem of spares for installed systems is growing and even for new designs the 
variety of available components, e.g. semiconductors and integrated circuits, is declining. 
 
Apart from solving issues with analogue systems software based equipment also offers a series of 
advantages: 
 
- Almost no limitation for signal processing algorithms, allowing for higher precision and 

flexibility, e.g. the calculation of logarithmic scales, calculation and precision of alarm thresholds 



2 
 

(no more gradually shifting thresholds); “calibration” of signal by simple multiplication (neutron 
flux density, percent of full reactor power, etc.); flexible parameters. 

 
- Complex functions are more easily implemented: e.g. the “merging” of pulse signal and Campbell 

signal into a combined, overlapping, smooth wide range signal 
 

2.2. Advantages of Digital Signal Processing 
 
A series of additional advantages to those listed in the previous section are characteristic of digital 
based systems such as the proTKTM digital channels (previously TK 250): 
 
- It allows a high degree of self monitoring for hardware and software, therefore reducing the risk 

of undetected failures. 
 

- Extensive self testing features both shorten the required time for performing the tests, e.g. by 
remotely activating test generators for input signals or by numerically simulating output signals, 
but also extend the time between two tests because of proven enhanced reliability. 
 

- Algorithms are fixed in an EPROM and can be continuously monitored for changes. 
 

- Precision and response times are determined mainly by the software, which – at least in the case 
of proTKTM - is fixed in the EPROM. 

 
- Parameters are easily checked for correctness, e.g. after a deliberate adjustment 

 
2.3. Risks Associated with Software 
 
Apart from the long list of advantages, a digital system also has new challenges to overcome, the most 
prominent being the “common cause failure” (CCF). This issue has been addressed in many standards 
regulating nuclear applications like the IEEE Std 7-4.3.2, IEC 60880 or IEC 61513. 
 
In order to reduce the risk of a CCF in the software the following measures have been undertaken for 
the proTKTM digital channels: 

 
- State of the art software engineering, including careful planning, designing, coding, simulation 

and testing at all stages of the development procedure, with the aim of obtaining a zero-failure 
software 
 

- Following a thorough verification and validation plan, according to the applicable standards 
 

- Limitation to essential functions 
 

- Continuously monitoring the quality assurance program and implementing a real safety culture 
(the software engineers at Mirion are fully aware of the safety critical environment in which the 
application runs) 
 

- Performing type tests and inviting independent experts to supervise and certify the type tests 
(German TÜV) 
 

That these measures are the right approach can be concluded from the data in Table I. 
 
Table I: Summary of operational experience and reliability data of the proTKTM / TK 250 system 
 

Number of channels in operation > 280 
Number of reactors where channels are installed > 20 
Accumulated time of channels in operation > 3,000 years 
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Average MTBF of single electronic boards approx. 4,000,000 hours 
Total number of software failures 01 

 
2.4. Risks Associated with Hardware 
 
As for analogue systems the obsolescence of components is a main concern for hardware. Components 
of a digital channel are “computer products” and therefore part of a fast changing industry. The risk of 
obsolescence can be minimized by very carefully choosing the components. Therefore, using the well 
established industry standard product instead of the “best performing” in terms of features, is a 
designers obligation.  
 
For proTKTM this “restriction” however falls in line with the self imposed limitation to essential 
functions in order to minimize the risk of undetected software errors. By observing this simple rule the 
software of the proTKTM channels are still operating on the same type of controller for more than 20 
years. Furthermore it is Mirion’s philosophy to provide for the proTKTM channels fully compatible, 
qualified2 replacements whenever an obsolete component made a redesign necessary (2nd generation 
boards are 100% exchangeable for 1st generation boards). 
 
2.5. IT (Cyber) security 
 
One important advantage of a digital system is the possibility to exchange digital data with an external 
terminal, e.g. for parameterization or for setting the equipment into test mode. This always raises the 
question how the system can be protected against unintentional or unauthorized intentional 
interference from outside. 
 
In the proTKTM the risk is minimized through a “progressive barrier/firewall”. This predefined firewall 
restricts the operator’s access in a predefined manner. Some examples of access restrictions: 
 
- Full protection: No access through an external computer, 

 
- Fully manual access (through the keypad on the channel only), 

 
- “Read-only” (for parameters and measurement results) 

 
- Access to dedicated op-codes only, e.g. re-calibration or activation of test mode 

 
- Full access by external computer. 
 
3. Conclusion 
 
It has been shown that digital I&C has a series of advantages compared to its analog predecessors as it 
offers increased performance like better adaptability, higher flexibility and functionality together with 
improved safety and reliability, and as a consequence its overall “life cycle” costs are lower. 
 
Challenges introduced by a digital system, notably security risks can be managed, e.g. by a 
“progressive” barrier/firewall according to needs. 
 
The digital signal processing channels proTKTM offers all the advantages of a digital signal processing 
system and has a proven reliability through more than 3000 operation years, achieved with more than 
280 installed channels as seen in Table I. 
 

                                                           
1 Therefore no software updates were necessary 
2 This kind of qualification includes the necessary compatibility tests of new boards  


