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Abstract. This paper describes the approach to implementation of Nuclear Power Plants (NPPs) 
Instrumentation and Control (I&C) systems refurbishment projects using Field Programmable Gate 
Array (FPGA)-based platform. The analysis identifying advantages of refurbishment projects for NPPs 
is performed. The main goals of the utilities with respect to refurbishment of NPPs I&C systems are 
outlined. The advantages of FPGA technology application for NPP I&C systems are described. 
Regulatory framework of FPGA technology for NPPs I&C systems is presented. General principles 
which may be used for implementation of NPPs I&C system refurbishment projects are presented. The 
experience of Research and Production Corporation (RPC) Radiy in implementation of NPPs I&C 
system refurbishment projects is considered. 

 
1. Introduction  
 
1.1. Motivation  
 
At the present time the life extension of the NPPs is an urgent topic because constantly 
increasing amount of NPPs is coming to the end of period of original operation. Though the life 
extension process in the modern nuclear industry has been significantly refined and improved 
over the years, it still requires tailoring the modernization efforts to each specific case. There are 
a bunch of factors that should be considered in the framework of modernization project, but 
most important and critical are economical feasibility and technical justification of 
modernization.  
From the economical point of view, modernization of existing NPPs looks much more 
attractive than construction of new ones. Reflection of such fact in that, for example, 
extending the useful NPP life by 20 years for the 104 operating US NPPs is the equivalent of 
building 52 new NPPs [1]. Another issue with a new build is high level of uncertainties 
related to price and schedule of a project. There are several examples of new build projects, 
like Olkiluoto in Finland and Flamanville in France, when they have turned into a financial 
fiasco after several years behind schedule [2]. In this way, modernization appears to be quite 
reasonable approach. 
From the technical point of view, according to nuclear industry practice, aging effects could 
be adequately managed by modernization efforts, so the NPP could be operated within the 
original safety margins during the specified period of extended operation. Based on the results 
of Nuclear Plant Aging Research Program launched by US NRC and covered more than 150 
aging research reports, it was concluded that many aging phenomena are readily manageable 
and do not pose technical issues that would preclude life extension for NPPs [1]. In the 
context of NPP modernization, there should be established an appropriate ageing management 
program and safety analysis considering the following aspects [3]: 
—   safety criteria appropriate to assess a potential service life extension; 
—   end-of-life evaluation methods for components that cannot be either repaired or replaced 
(for example, reactor pressure vessels, electric cables, or containment buildings); 
—   required level of defence in depth, despite deterioration due to ageing; 
—   periodic reviews, taking into account operating experience, improved knowledge, and 
changes in safety requirements and rules; 
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—   knowledge, skills, resources and technologies needed to evaluate facility ageing and to 
determine safety criteria, etc. 
Thus, we can conclude that modernization is very important process in today’s nuclear 
industry, where NPPs are focused on safety, reliability and top performance. Such process 
covers various aspects related not only to infrastructure, fuel, tubes, wires and spare parts, but 
I&C systems as well. Each NPP rely on I&C systems for implementation of monitoring, 
control, protection and accident mitigation functions. I&C system is the most fundamental 
element of NPP safe operation and the basement of plant modernization.  
 
1.2. Goals of utilities with respect to I&C systems refurbishment projects  
 
Needs and interests of the utilities in area of refurbishment projects can be formulated as “to 
achieve a project scope implementation at the time and within the budget”. As the extension 
of such needs, with respect to NPPs I&C systems refurbishment, the following goals of the 
utilities can be identified:  
—   increase overall safety and availability of the NPP; 
—   decrease operation and maintenance cost; 
—   comply with new (updated) regulatory requirements;  
—   improve immunity to external impacts (seismic, electromagnetic, etc.);  
—   improve human-machine interface; 
—   improve diagnostic and maintenance;  
—   improve electrical and physical separation between safety divisions; 
—   implement cyber-security features; 
—   minimize reconfiguration of existing premises;   
—   assure lifetime service and maintenance, etc. 
To meet the goals described above, application of digital technologies is the only reasonable 
option available in today’s world. Considering digital technologies we can think over two 
main technologies: microprocessor and FPGA. This paper focuses on FPGA technology and 
its application for implementation of NPPs I&C systems refurbishment projects, since the 
application of FPGA technology allows developers to implement the required functions in a 
convenient and reliable way. 
 
2. Application of FPGA technology in NPP I&C systems  
 
2.1. Capabilities of FPGA technology for NPP I&C systems  
 
FPGA technology goes back to middle of 1990s as the alternative to microprocessor 
technologies and as a sub alternative to Programmable Logic Devices (PLD) and Application-
Specific Integrated Circuits. Physically FPGA is a semiconductor device that can be 
programmed or reprogrammed in accordance to customers’ requirements. 
FPGA is a complex programmable component which includes two entities: 1) FPGA-chip, 
which is a part of hardware and that should be qualified against hardware qualification testing 
requirements; 2) FPGA electronic design represented by a set of statements in Hardware 
Description Language (HDL) which is appropriate for implementation in FPGA-chip and that 
should be verified against functional requirements.  
Application of FPGA technology in NPPs I&C systems provides the following advantages for 
the end user needs that are very significant in context of refurbishment projects [4]:  
—   implementation of safety functions regardless operation of any software (including 
operating systems); 
—   parallel performance of all required control algorithms with communication functions 
providing fast response time with deterministic value; 



 
 

 3

—   transparent and simple design that allows to reduce the efforts necessary for 
implementation of development and Verification and Validation (V&V) activities;  
—   isolation of safety and non-safety functions to provide functional independence; 
—   resilience to obsolescence due to the portability of the HDL code between different 
FPGA-chips produced by different manufacturers. 
One of the latest concerns of regulatory bodies and utilities is cyber security aspect. 
Particularly, after Stuxnet event, the attention of the worldwide nuclear society to cyber 
security assurance problem has extremely increased. FPGA technology has specific beneficial 
properties regarding cyber security that are different from those of PLC-based technologies 
such as: 
—   HDL code (usually VHDL or Verilog) without an operating system is used for FPGA 
programming. As for today, there are no known viruses and malware for HDL; 
—   FPGA-based designs do not rely on an operating system and therefore do not have 
dormant, unused capabilities that can be attacked; 
—   Some PLD (like CPLD and FPGA) are reprogrammable. HDL code is located in a flash 
memory (separated chip) without physical access for modification in on-line mode; 
—   FPGA programming and reprogramming can be done only through a special interface. It 
is impossible to connect common storage media or communication devices that could infect 
the control logic code, as was in the case with the Stuxnet; 
—   FPGA-based devices have simpler designs (compared to conventional PLC-based 
solutions) that entail more likely possibilities to detect malicious designs by V&V.  
 
2.2. Regulatory framework of FPGA technology for NPPs I&C systems  

 
Applicable international standards form the regulatory framework containing the 
requirements for implementation of all basic processes for FPGA-based NPP I&C systems. 
One of the indispensable conditions for NPP I&C systems operation (licensing) is to comply 
with the requirements of the regulatory documents. 
Following standards and guidelines should be considered when dealing with FPGA-based 
NPP I&C systems: 
—   IEC 62566:2012 ed. 1.0 «Nuclear Power Plants – Instrumentation and control important 
to safety – Development of HDL-programmed integrated circuits for systems performing 
category A functions»; 
—   EPRI TR 1019181 «Guidelines on the Use of Field Programmable Gate Arrays in 
Nuclear Power Plant I&C Systems»; 
—   NUREG/CR-7006 «Review Guidelines for Field-Programmable Gate Arrays in Nuclear 
Power Plant Safety Systems»; 
—   EPRI TR 1022983 «Recommended Approaches and Design Criteria for Application of 
Field Programmable Gate Arrays in Nuclear Power Plant I&C Systems». 
 
2.2.1. IEC 62566:2012 ed. 1.0 
 
IEC 62566:2012 ed. 1 was issued in January 2012 and at the moment it is first approved 
international standard that regulates application of HDL-based integrated circuits (HC), 
including FPGA, for NPP I&C safety systems. IEC 62566:2012 ed. 1 includes information 
regarding terms and definitions and provides general requirements on: 
—   dedicated development life cycle addressing each phase of the development of HCs, 
including specification of requirements, design, implementation, verification, integration and 
validation; 
—   planning and other complementary activities such as modification and manufacturing; 
—   selection of pre-developed components, including micro-electronic resources (such as a 
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blank FPGA) and HDL statements representing pre-developed blocks (IP-cores); 
—   design and implementation according to simplicity and determinism principles, recognized to 
be of first importance to achieve “fault free” implementation of category A functions; 
—   tools used to design, implement and verify HCs. 
Moreover, IEC 62566 contains language and coding rules to be followed while using HDL 
language.  
 
2.2.2. EPRI TR 1019181  
 
EPRI TR 1019181 was issued in December 2009. EPRI TR 1019181 was developed by 
international team of experts. This report is intended to help the end users (i.e. utilities, 
system integrators) to reduce technical and regulatory risks and to reduce costs for digital I&C 
retrofits and new plant designs. EPRI TR 1019181 consists of 8 sections and 2 appendixes 
within 213 pages.   
Section 1 outlines introduction to the report including objectives of the report, approach used 
by authors to conduct the research, etc.   
Sections 2 and 3 of EPRI TR 1019181 focused on the FPGA technology. Section 2 begins 
with a primer on FPGAs presenting following information: 
—   FPGAs architecture and technology; 
—   CPLDs architecture and technology; 
—   comparison of FPGAs and CPLDs; 
—   FPGA programming process; 
—   tools; 
—   pre-developed hardware designs, etc. 
Section 3 discusses advantages and limitations of FPGAs as compared to other technologies.  
Section 4 provides guidelines for designing an FPGA application from a utility point of view. 
The following design aspects are considered: 
—   types of NPP applications that are the most suitable for the use of FPGAs; 
—   planning a modification involving FPGA technology; 
—   acceptance qualification tests and analyses; 
—   licensing, etc. 
Section 5 discusses FPGA design and implementation processes in details subject to FPGA 
application designer’s point of view. It includes guidance on all major items relevant to 
design and verification of FPGA applications. 
Section 6 describes how regulators have approached the review of FPGA-based systems as well 
as important elements of the safety case based on past licensing reviews. The approach of US 
NRC to review of FPGA-based NPPs I&C applications is highlighted as example. Given 
information and guidance focused on FPGA specific aspects of regulatory reviews. Items such 
as equipment qualification, for example, are not specifically addressed as these were not found 
to have any particular differences owing to use of FPGAs versus other technologies. 
Section 7 provides a summary and conclusion regarding the differences between FPGAs and 
other electronic technologies in terms of key attributes important to NPP I&C applications. 
Section 8 includes references, glossary of terms and a list of acronyms used in the report. 
Appendix A provides extensive list of examples of FPGAs application in NPP I&C systems 
from the nuclear industry worldwide.  
 
2.2.3. NUREG/CR-7006  
 
NUREG/CR-7006 was published in February 2010. It was prepared by Oak Ridge National 
Laboratory and University of Tennessee on the request of US NRC. NUREG/CR-7006 is 
aimed on helping NRC staff to conduct a review of FPGA-based NPP I&C systems by 
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representing a compilation of safe FPGAs design practices. Another, vendor-oriented goal of 
this guide is to provide a criterion for establishing of specific design and V&V processes 
related to FPGAs which could be accepted by the regulator during licensing. NUREG/CR-
7006 consists of 5 chapters and 2 appendixes within 94 pages.  
Chapter 1 describes background of the research and document structure. Chapter 2 discusses the 
safety-critical issues related to the hardware of FPGA design for NPP I&C systems. FPGA 
hardware design practices presented in the chapter are divided into two groups: the board-level 
design practices and FPGA internal logic design practices. Chapter 3 provides information on 
design entry methods for FPGA based NPP I&C systems in terms of application of HDL 
languages. It outlines best practice (code examples) of FPGA electronic design’s components 
implementation using VHDL and Verilog languages. The examples cover the most commonly 
used HDL structures such as state machines, multiplexers, decoders, read-only memory, 
random access memory, first-in-first-out memory, etc. Chapter 4 identifies FPGA-specific 
design life cycle and the appropriate design flow through the life cycle. The design flow 
includes a number of sequential design steps starting from design requirements accompanied 
with their corresponding V&V steps. Every step is described in detail and necessary output 
documentation is specified. Selection of FPGA components and use of design tools are also 
discussed in this chapter. Chapter 5 presents conclusions postulated main attributes and areas of 
concerns related to FPGA-based NPP I&C development and licensing. Appendixes provide the 
list of references concerning FPGA-related published materials and their summary. 
 
2.2.4. EPRI TR 1022983  
 
EPRI TR 1022983 was issued in June 2011. EPRI TR 1022983 is based on the information 
presented in EPRI TR 1019181. The main goals of the report are as following [5]: 
—   to suggest approaches, guidelines, and design criteria that can be used by utilities, 
contractors, and suppliers involved in specifying or designing safety and non-safety FPGA-
based I&C solutions for NPPs; 
—   to be applicable to retrofits in operating NPPs as well as new plant system designs; 
—   to be applicable to FPGA projects ranging from those that replace circuit board 
components to complete system replacements and new system designs using FPGAs; 
—   to be applicable to projects undertaken in countries worldwide. 
The report is structured as following:  
—   introduction; 
—   existing and planned applications of FPGAs in new designs and retrofits advantages and 
limitations of FPGA-based solutions; 
—   general discussion regarding FPGA-based solutions; 
—   FPGAs and the overall plant I&C architecture; 
—   FPGAs and the I&C system architecture; 
—   design criteria and guidelines applicable to any FPGA-based project; 
—   additional guidance for FPGA projects requiring regulatory approval. 
 
3. Elements of NPPs I&C system refurbishment projects  
 
3.1. General principles of refurbishment projects implementation  
 
Relation between operating utility (OU) and service provider (SP) during refurbishment 
project implementation can be illustrated by simple two-phased model, which contains a 
preliminary and a project phases (see FIG. 1). Request for Quotation (RFQ) is the initial 
action for the preliminary phase of a project, and Quotation Proposal is a SP’s answer to OU’s 
RFQ. After approval of Quotation Proposal by OU a project implementation starts.  
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OU SP Pre-phase 
RFQ 

Quotation 
Proposal 

OU SP Project phase 

Service providing 
channel 

Feedback  
FIG. 1. Operating Utility – Service Provider interaction model. 

 
General principles, which may be used for implementation of NPPs I&C system 
refurbishment project by SP, are the following: 
—   conformance with national and international regulations, standards and recommendations. 
The requirements profile to be used for the specific project shall be customized with respect 
to licensing policy of local regulatory authority; 
—   licensing support. SP shall provide licensing support services for the utility in order to 
minimize corresponding risks;  
—   use of proven-in-use platform-based (unified set of pre-developed hardware and software 
components) solutions, for example FPGA-based platform RadICS. Application of pre-
developed components helps to decrease design and implementation efforts as well as to 
optimize generic V&V activities; 
—   use of commercially available components (like FPGA chips), rather than custom 
designed ones. This helps to deal with obsolescence issues and provides design solutions that 
do not stick to the components market (i.e., particular model of microprocessor); 
—   addressing obsolescence issues. Long term operation of the NPP with availability of spare 
parts should be provided; 
—   not just “like-for-like” replacements, but considering improvements that digital 
technology can bring now and in the foreseeable future. Mainly this is about introduction of 
enhanced self-diagnostics functions to I&C systems, but such feature as diversity may be 
considered, if needed. Introducing new functionality is very important to minimize 
modification of existing I&C system architecture to decrease licensing efforts; 
—   highly structured and formalized process. Clearly defined project implementation stages 
with relevant milestones and work breakdown structure helps to minimize risks of exceeding 
time and budget limitations for the project. Rigorous design, V&V, configuration and change 
management processes allow to deliver products with appropriate quality;  
—   application of tools. Application of qualified tools helps to reduce the number of human 
errors and speed-up project implementation;   
—   continuous involvement of a customer during project implementation. To be able to meet 
the expectations of a customer (e.g., OU) is it important to have a feedback during each stage 
of project implementation. Such feedback may be obtained as a result of review meetings 
performed during each step of the project.  
—   high level of personnel skills and excellence in team work. One of the key factors 
defining successful implementation of the project is personnel. In this respect assignment of 
qualified and experienced personnel for all key activities is high priority task.  
—   training for operating and maintenance staff. High quality of training and ability to 
conduct staff training before the I&C system will be delivered and installed at NPP proved 
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confidence in operation of the I&C system.    
Use of principles described above allows to implement NPP I&C systems refurbishment 
projects in efficient manner and to meet technical and commercial expectations of a customer.   
 
3.2. The experience of RPC Radiy in implementation of NPPs I&C system refurbishment 
projects  
 
Research and Production Corporation Radiy is a vendor, which designs, manufactures and 
supplies FPGA-based I&C platform RadICS as well as turnkey platform-based applications 
for NPPs. Since the 1990s Radiy has installed over seventy I&C systems at European NPPs. 
The major portion of the projects implemented by RPC Radiy is represented by refurbishment 
projects.   
The RadICS platform has been successfully used for refurbishment of NPP I&C systems for 
PWR type reactors and Research Reactors. RadICS platform has been applied for the 
following I&C systems: 
—   Reactor Trip System; 
—   Reactor Power Control and Limitation System; 
—   Engineering Safety Features Actuation System; 
—   Rod Control System; 
—   Nuclear Island Control System; 
—   Turbine Island Control System; 
—   Automatic Regulation, Monitoring, Control, and Protection System for Research 
Reactors. 
 
4. Conclusions  
 
Refurbishment of NPPs I&C systems is very important process in today’s nuclear industry, 
where NPPs are focused on safety, reliability and top performance. Application of FPGA-
based solutions looks like a promising answer on challenges connected with high demand 
requirements for refurbishment of NPP I&C systems. Many players of nuclear industry 
worldwide, including vendors and regulatory bodies have already responded to the technology 
via appropriate regulations and product developments. Implementing refurbishment projects, 
service providers should understand and fulfill expectations of the customers via utilization of 
appropriate approaches and techniques.  
RPC Radiy is vendor which designs and produces FPGA-based safety I&C platform as well 
as turnkey applications for NPP based on the platform. The RadICS platform has been 
successfully used for modernization of various nuclear installations. Positive operation 
experience shows that application of RadICS platform can be used for NPP life extension.  
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