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ABSTRACT 

 
The adoption of I & C digital technology has been slower in nuclear power plants. The reason has been 

unfruitful efforts to obtain evidence in order to prove that I & C systems can be used in nuclear safety systems, 

for example, the Reactor Protection System (RPS), ensuring the proper operation of all its functions. 

This technology offers a potential improvement for safety and reliability. However, there still no consensus 

about the model to be adopted for digital systems software to be used in reliability studies. 

This paper presents the 3D methodology approach to assess digital I & C reliability. It is based on the study of 

operational events occurring in NPPs. It is easy to identify, in general, the level of I & C system reliability, 

showing its key vulnerabilities, enabling to trace regulatory actions to minimize or avoid them.  

This approach makes it possible to identify the main types of digital I & C system failure, with the potential for 

common cause failures as well as evaluating the dominant failure modes. The MAFIC-D software was 

developed to assist the implementation of the relationships between the reliability criteria, the analysis of 

relationships and data collection.  

The results obtained through this tool proved to be satisfactory and complete the process of regulatory decision-

making from licensing I & C digital  of NPPs and can still be used to monitor the performance of I & C digital 

post-licensing during the lifetime of the system, providing the basis for the elaboration of checklists of 

regulatory inspections. 

 

 

1. INTRODUCTION 

 

The development of instrumentation and control (I & C) area has been very fast. The new I & 

C systems benefit from digital technology, treating with sophistication and efficiency the 

measures and the control signals, with high response speed, reliability, flexibility and 

versatility. 
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The adoption of this technology has been slower in nuclear power plants, due to the need to 

establish that the I & C digital systems can be applied to the nuclear safety systems as, for 

example, the Reactor Protection System (RPS), ensuring the correct functioning of all its 

functions. 

 

The report published in 1997 [1] highlights that appropriate methods for safety assessment 

and reliability are the keys to establish the acceptability of digital instrumentation (I & C) in 

control and safety systems of nuclear power plants. 

 

Digital systems for nuclear power plants offer a potential improvement in safety and 

reliability, considering the increased hardware reliability and the ability to detect failures. 

However, there are limitations on the direction and consensus of software reliability 

modeling of digital systems. 

 

The methodologies to incorporate the probabilities of failures of digital systems in a 

probabilistic safety assessment (PSA) specific [2], are in process of development and 

validation. 

 

As there are no dynamic probabilistic models developed to be applied in the PSA, methods 

that use the risk-informed can be searched, complementing the deterministic studies already 

incorporated to the Design. 

 

This proposed approach is based on the risk-informed and operational events, using the 

relation among the following reliability criteria: failure, failure type, failure rate, levels of 

defense in depth and diversity. It allows the identification of the main failure modes of the 

digital systems, emphasizing the common cause failures (CCF) of the software, and the 

potential vulnerabilities of the I & C digital system, as well as evaluating the dominant causes 

of these failure modes. 

 

Once identified the failure of the digital systems, it can be verified the impact it may cause in 

plant safety, and at what items of the design the digital system may be vulnerable, observing 

the breaks of the safety barriers defined in the depth and diversity defense methodology 

(Defense-in Depth and Diversity – 3D). Thus, operational event data of nuclear power plants 

may complete the current deterministic approach and form the basis for decision making 

during the licensing of this new digital technology. 

 

The treatment of failure data, taken from operational experience, also provides performance 

comparisons of digital I & C systems among nuclear power plants. The MAFIC-D program 

was developed as a supporting tool of this methodology, making easier and assisting the 

implementation of the reliability criteria, the analysis and the data collection. This tool is 

software developed with Visual Basic 6.0 language, in the form of a database. 

 

 

2. STUDY OF OPERATIONAL EVENTS TO 3D APPROACH 

 

Defense in depth is a fundamental principle in the design and operation of a nuclear plant, 

and a foundation for safety technology. All safety activity (organizational, technical or related 

to equipment) is subjected to layers or levels of safety overlapping. If a failure occurs, it is 

corrected or compensated by a higher layer without damage to workers and to the public. 
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The concept of defense in depth provides an overall strategy for the safety procedures and 

other characteristics of the nuclear plant. When properly applied, it ensures that no single 

failure (human or mechanical) or any combination of simple failure may cause damage to 

public. Defense in depth helps to establish that the three basic safety functions are preserved: 

control of power, fuel cooling a confinement of radioactive material.  

 

Within the safety functions of I & C, the defense in depth is achieved with the hierarchy of 

systems that provide increasing levels of protection. In most reactor designs, the control 

system is categorized as the first level of protection and the protection system, as the last 

level. However, in some projects limit systems provide an intermediate level of safety 

between the control and protection system. 

 

Diversity is the use of two or more different physical or functional means to perform the 

same function. It can be the protection against the common cause failures that may occur due 

to the design, operation and maintenance of the nuclear power plant. The diversity can be 

provided by the use of hardware and software from different sources performing the same 

function. Another way to ensure diversity is using physical parameters or different physical 

mechanisms. 

 

The documents [3, 4 and 5] highlight the concern that errors in software designs and common 

cause failures could degrade the defense in depth provided by the four levels of defense: the 

control system, the reactor protection system, engineering safety features (ESF) and the 

system safety monitoring. The NRC presents their positions and requirements in the 

documents [3, 4, 5, 6, 7, 8, 9, 10, and 11] for a 3D evaluation. The documents [12 and13] 

provide the guidelines for a 3D evaluation. 

 

As a starting point of the study on the I & C digital systems operational experience, the two 

main research sources used to create the database were the incident reports of the IAEA  

(Incident Reporting System - IRS) and the event reports of NRC (Licensee Event Report – 

LER). 

 

In the database were included 169 operational events in the I & C digital area of seven 

nuclear power plants, in the period from 1980 to 2006, in order to validate the methodology. 

The classification of each event was divided into three steps named, in the database: Failure, 

Type of Failure and Failure Mode. 

 

The first step of the event classification is according to failure: common cause failure (CCF) 

or single failure (SF). In the second step, the operational event is classified according to the 

type of failure: hardware failure (HF), software failure (SOFTF) and failure of interface 

human-system (HSIF). Finally, in the third step, the operational event is classified according 

to the failure mode, as the operational experience of the registered events such as: not 

operating instrumentation channel and data communication failure (Table 2).   

 

After the event registration, it is necessary to assess what layer of the in-depth defense was 

challenged by the event, and which diversities are required to prevent or minimize it. The 

output data used in this evaluation are: the plant operating time in hours, the number of 

registered events, the failure rate and the level of reliability. 
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The operation time of the plant was calculated from the date of its first operation (input data) 

until the date the failure rate was registered, and then, it was converted to hours of operation. 

 This variable is always updated. In the case of un instrumentation and control‟s upgrade, the 

date to be considered will be that one of initial operation of the I & C digital system. 

 

The number of events is the count of events registered in the database. They have in common 

the following input information: plant, failure, failure type, failure mode. The events that 

have registered this information will be considered together, generating the output 

information “number of events registered”. 

 

The approach presented by [14] was used to estimate the failure rate. This approach allows 

the failure rate even when no failure is found, allowing for the result of the „reliability level‟ 

for all failure modes registered, after establishing the relationship among the reliability 

criteria. The standard Bayesian calculation, that involves “a priori” non-informative 

distribution of Jeffrey‟s probability density function, was used to estimate the failure rates. 
 




1
)( f

 

(1) 

 

The “a priori” distribution of , f (), and the likelihood function of "r", events in time "t", is 

 






0
1

1

1

)()/(

)()/(
)/(






dfEL

fEL
Ef

 

(2) 

 

where the empirical evidence of ''r'' failure events in time ''t'', given an assumed failure rate 

of “''is: 

!

.)(
)/( 1

r

et
EL

tr 





 

(3) 

 

Changing the probability density function into the “a posteriori” distribution after the 

incorporation of the empirical evidence using Equation 2: 

 

)2/1(

)exp()(
),/(






r

ttt
trf

r 




 

(4) 

 

Thus, the estimated average failure rate  , in the observed condition of ''r'' fault events in 

the time ''t'' is,  
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As a dynamic feedback, the a priori distribution of “λ” and the Equation (2) transform the 

probability density function into the a posteriori distribution in: 
 






0
12

12

2

)/()/(

)/()/(
)/(






dEfEL

EfEL
Ef

 

(7) 

 

 

3. EVALUATION OF RELIABILITY LEVEL 

 

 

This evaluation is the final result generated by the methodology proposed in this work, 

recorded in the main database, and it can be one of the five levels of reliability (BLACK, 

RED, ORANGE, YELLOW AND GREEN), as shown in Table 1. 

 

 

Table 1 - Levels of reliability (RL) for digital I & C systems. 
 

Level Color Description 

 

 

Critical 

 

 

Black 

It is the worst level that a digital I & C system can achieve. 

Nuclear systems that have digital I & C with this level of 

reliability does not guarantee that they will respond correctly in 

case of accidents. It is necessary to review the safety analysis of 

the project, trying to identify problems in the specification, 

development and verification and validation system. 

 

Dangerous 

 

RED 

In this level of reliability it is necessary immediately to review 

the safety analysis of the project, and to make an assessment of 

the 3D, and of the modes of failure that resulted in this level lf 

reliability. 

 

Alert 

 

ORANGE 

This level shows that it is necessary to attack the vulnerabilities 

of the digital I & C by observing the failure modes found in 

their evaluations and reviewing actions that will minimize their 

occurrence and improving the barriers of defense in depth and 

diversity. 

 

Attention 

 

YELLOW 

This level shows that the digital I & C system may also improve 

its reliability, but must also be observed the failure modes 

present in the evaluations, and so, consider procedures to avoid 

them or to reduce the chances of their occurrence. 

 

Satisfactory 

 

GREEN 

It is an acceptable level operation for an I & C digital system. 

Plants with this level of reliability demonstrate that all 

objectives of safety have been achieved, but vigilance and work 

is needed to ensure that this level will remain.. 
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4. DATA COLLECTION, ANALYSIS AND RESULTS OF THE OPERATIONAL 

EVENTS OF DIGITAL I & C SYSTEMS BY MAFIC-D PROGRAM 

 

 

It was developed a tool to assist the data collection and analysis. This tool is software with 

Visual Basic language version 6.0, in the form of a database, called MAFIC-D, which enables 

a user-friendly interface to enter, classify and process the operational events. 

 

The tool uses: (a) the Microsoft Access database to store records of inputs and outputs; (b) to 

generate graphs, it uses the Microsoft Excel; and (c) to generate reports, it uses the Microsoft 

Word program. The executable program developed from Visual Basic makes the 

management of the program interface with. 

 

Before making the evaluation of the operational event and the application of the 

methodology, the analyst must register the events in the MAFIC-D program, with  the 

following data: event date, title of the event, plant operation mode on the day of the event, 

and the summary of the operational event. 

 

After registering all data of the operational events, the analyst has to classify the events as the 

failure, the type of failure and the failure mode. This classification is based on analyst's 

interpretation obtained from event report [15]. 

 

The next step is to make the assessment of defense in depth and diversity. The analyst needs 

to open the display for evaluating the I & C digital operational events, in the program‟s file 

menu, and select the plant and the event that will be analyzed. Then, it is need to analyze 

which level of defense in depth was challenged by the event, and which diversities are 

required to minimize or to avoid it. This assessment is also based on analyst‟s interpretation 

obtained from the event report [15]. 

 

The MAFIC-D program will calculate the failure rate based on the data that has been 

recorded in the database, and will generate the result of the level of reliability of the digital I 

& C, based on the reliability criteria relationships. 

 

The operational events screen has the following input and output information: (1) the first 

window shows the main information of the plant – its level of overall reliability – by type of 

failure and failure mode, with their respective amounts of operational events registered; (2) 

the second window shows the list the third window of operational events that have the same 

failure, failure type and failure mode; (3) the third window shows information about the 3D 

evaluation, the value of the failure rate calculated, the time of plant operation  in hours, and 

the result of the specific reliability level of the selected failure mode 

 

The MAFIC-D program also has auxiliary databases that facilitate the transmission of 

information to the main database: database of countries, database of systems of several 

plants, data base of plants in all the world, database of types of failures and database of 

failure modes. 

 

To validate the methodology proposed in this paper, 169 operational events of I & C digital 

systems of seven nuclear power plants belonging to Combustion Engineering Inc. (CE) were 
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analysed in the period from 1980 to 2006. These events were reported to the US Nuclear 

Regulatory Commission (NRC) and recorded as LER (Licensing Event Report), significant 

for the safety of the plant.  

 

The seven plants of Combustion Engineering have the same I & C systems and the same 

reactor protector system (CPCS – Core Protection Calculations System), allowing, in addition 

to individual assessment of the plant, performance comparisons among them. 

 

The 169 events were recorded according to the failure: failure, failure type and failure mode. 

(a) Failure: 123 events (73%) were single failures (SF) and 46 events (27%) were common 

cause failures (CCF), as showed in Figure 1; (b) Failure Type: 126 events (74% ) were 

hardware failure (HF), 40 events (24%) were human-system interface failures (HSIF) and 3 

events (2%) were software failures (SOFTF), as showed in Table 2. 

 

 

 

 

Figure 1 – Failures. 

 

 

 

 

Figure 2 – Failures types. 
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Table 2 Failure Modes. 

 

FAILURE TYPE FAILURE MODE SF CCF 

HF INSTRUMENTATION CHANEL INOPERABLE 17 2 

HF ELECTRIC SUPPLY FAILURE 21 1 

HF COMMUNICATION DATA FAILURE 4 - 

HF PROCESS COMPUTER FAILURE 16 1 

HF SENSOR FAILURES 15 4 

HF INVALID INPUT SIGNAL  24 4 

HF INVALID OUPUT SIGNAL  15 - 

HF HIGH  TEMPERATURE 1 1 

SOFTF SOURCE CODE ERROR - 2 

SOFTF DATA ACQUISITION SYSTEM FAILURE 1 - 

HSIF CALIBRATION FAILURE 4 22 

HSIF SURVELLANCE TESTS FAILURE 5 1 

HSIF INPUT DATA ERROR - 8 

 123 46 

TOTAL  169 

 

This evaluation identified that the main failure modes for the digital I & C systems are the 

hardware single failures (electrical supply failures and invalid input signal failures). In the 

case of common cause failures, the human-system interface failure/calibration failure is the 

main failure mode. The results presented by this methodology showed that none of the seven 

nuclear power plants had level of reliability lower than YELLOW (alert level), and only one 

had GREEN (satisfactory). These events are recorded each year, and presented in Figure 3. 

 

 

 

 

 

Figure 3 – Operational events by year and by nuclear power plant. 
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3. CONCLUSIONS  

 

The methodology proposed in this paper provides information designed to complement the 

regulatory process, using the approach to information risk, requiring reliability levels needed 

to decide about the acceptability of the system of digital I & C in nuclear power plants. 

Reports operational events must submit all information necessary for the implementation of 

the method. 

 

The validation study for this methodology has been close to a real situation, using an 

operational events database that took place in seven US nuclear plants in the period from 

1980 to 2006. This procedure allowed the use of operational events occurring with the same 

digital I & C systems, making possible to test the relationships among the reliability criteria 

(failure, failure type, failure rate, levels of defense in depth and diversity), and to make 

performance comparisons of digital I & C among plants. 
 

The operational events study showed that the number of SF if greater than the number of 

CCF. However, the result of this methodology demonstrate that the CCF, even fewer, have 

greater importance when calculating the reliability level, and the greater attention must still 

be with the software CCF. 

 

The methodology made possible to raise some questions about the licensing process of the 

instrumentation and digital control systems: the care for the calibration of sensors and 

channels, the quality of the software development processes, the process of verification and 

validation of software, tests of hardware and software, and environmental qualification of the 

digital hardware. 

 

An important item of this study was the survey of eleven failure modes, identified during the 

database study of the 169 operational events, as shown in Table 2. The methodology is easy 

to apply and allows to identify the reliability level of the I & C system of the plant, exposing 

its main vulnerabilities, making possible to outline regulatory actions in order to minimize or 

avoid them. It can, also, be a comparison parameter among other plants, especially if  these 

plants have the same design and same I & C digital systems. 

 

The tool developed to perform the methodology, the MAFIC-D program, facilitates and 

supports the application of the relationships among the reliability criteria, the relationships 

analysis and the data collection. The results obtained proved to be satisfactory and complete 

the licensing regulatory process of I & C digital systems of nuclear power plants. These 

results still can be used to follow up I & C digital performance, post-licensing, during the 

lifetime of the system, providing a basis for developing checklists of regulatory inspections. 
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