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ABSTRACT  
       Since more than a decade illicit  Trafficking of hazardous ( CBRNE) 
,materials ( chemical , biological , radiological , nuclear and explosive ) has 
been identified as a key threat  in national , regional , interregional and 
international strategies . An Effective response to hazardous materials 
(CBRNE) risk and threat  were realized to require  a very high level of 
cooperation and coordination between various governments and their  
responsible organizations and authorities  of regional and international 
partner. While improper policy of actions may easily be exploited by non- 
state members to (CBRNE) trafficking which may lead to develop  weapon of 
mass destruction (WMD). Such strategy are of paramount important 
between  all levels of the states and among regional agreements  through  
comprehensive  tailored  assistance packages (e.g. export control, illicit 
trafficking of hazardous materials, redirection of scientist, emergency 
planning, crisis response safety and security culture. Capacity building, 
action plans and instruments for stability are necessary actions for efficient 
combating against illicit trafficking of hazardous materials. Regarding the 
needs of assessment phase, assistance must be based on data collection, 
analysis and  prioritization of implanting the regulatory controls. Several 
activities have to be conducted to reduce CBRNE threat. The one- by- one 
approach , covering either nuclear and radioactive or chemical or biological 
materials has to be implanted on the country basis performance to mitigate  
CBRNE hazardous  risk.  On several consequent phases of intervention 
dealing with CBRNE risk mitigation the country has to establish a network  
of local , regional and international capabilities . Such network is setting up 
the mechanism for the country needs identifications, the guidelines for data 
collection, for data platform maintenance and update, the data assessment 
and the competent and operative organizations . This network will be to 
strengthen   the long - term national and regional capabilities of responsible 
competent authorities and administrative infrastructure as well as developing 
a durable cooperation legacy in intervening the CBRNE material hazards 
and threat.  
 
KEY WORDS: CBRNE: chemical, biological, radiological, nuclear , explosives 
materials . ,WMD:  weapons of mass destruction,  BM : Battle management, TIM:  
toxic industrial material , AO:  area of operation  
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INTRODUCTION 
Illicit trafficking of CBRNE   
 
     Since illicit trafficking and theft of nuclear material can lead to nuclear proliferation and 
the possible construction of improvised nuclear devices or radiological dispersal and exposure 
devices, measures to detect and respond to such acts are essential components of a 
comprehensive nuclear security programme. Continued reports of illicit trafficking in nuclear 
and other radioactive material underline the need for States to have such a programme in 
place (1). 
 

The IAEA’s activities in the area of nuclear security have the objective of enhancing the 
capabilities of States to prevent, detect, and respond to such acts, and to make internationally 
accepted guidance and technical support available to States, upon request. In particular, these 
activities include a comprehensive set of guidance publications (2). 

            
A detailed assessment of the international nuclear security situation was conducted at an 

IAEA conference entitled ‘Nuclear Security: Global Directions for the Future’, held in 
London from 16 to 18 March 2005 (1). 

             
In developing approaches to thwart criminal or unauthorized acts, it is important to 

recognize that there is a broad spectrum of threats that involve different types of 
radionuclides, of amounts of material, and of technical complexity. Appropriate strategies 
must be in place, a priori, to meet these threats. The threats outlined above will be further 
discussed in this chapter with the exception of sabotage of nuclear facilities or transport. 
Sabotage against nuclear material and facilities has to be addressed through the establishment 
of a physical protection system  (3). 

             
The problem of illegal traffic in nuclear/radioactive substances is a fairly new 

phenomenon to law enforcement agencies. The problem was hardly known to police services 
several years ago even though a certain number of countries had already started their fight 
against illegal trans border movement of hazardous industrial waste which contained 
radioactive substances  (4). 

              
Bioterrorism is assumed to involve the threat or use of biological agents by individuals or 

groups motivated by political, religious, ecological, or other ideological objectives (5). This 
definition, which emerged from the research recorded in this volume, differs in several 
significant ways from many of the widely accepted definitions of terrorism. Official 
definitions of terrorism generally emphasize that terrorism is intended to intimidate 
governments or societies. In essence, the core of terrorism is the ability to terrorize (6). 

              
The definition of bioterrorism adopted here does not require such a motivation, although it 

also does not exclude it. A definition that focuses on political intimidation fails to capture two 
significant motivations for bioterrorism. First, some terrorists are attracted to biological 
weapons because they understand that pathogens could cause mass casualties on an 
unprecedented (7). 
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Previously learned lessons CBRNE : 
 
       A major threat recognized at the conference on nuclear security in London in 2005 (1). is 
that unauthorized persons or groups may acquire radioactive material for use in RDDs, or 
‘dirty bombs’. These devices combine radioactive material with conventional explosives and, 
when detonated, could disperse the radioactive material over a wide area, contaminating 
persons, property and the environment. It should be stressed that non-explosive means could 
also be used to disperse the radioactive material with damaging effects. Following such an 
event, the contamination may be further spread through the movement of people and 
equipment unless appropriate action is taken. 
 
        The best defense against CBRNE weapons is using the fundamental principles of 
contamination avoidance. Avoid the hazard by deterring or preventing it from being released 
in the first place; or know exactly where, what, and how much CBRNE hazard is present in 
the area of operations (AO) and do not enter that area unless it is vital to mission success (8). 
 
         Successful contamination avoidance prevents disruption to operations and organizations 
by minimizing unnecessary time in cumbersome protective postures and by minimizing 
decontamination requirements. Successful avoidance may be achieved by bypassing 
contamination or calculating the best time to cross contaminated areas using the procedures 
described in this manual. Avoiding contamination requires the ability to recognize the 
presence or absence of CBRNE hazards in the air; on water, land, personnel, equipment, and 
facilities; and at short and long ranges (9). 
 
         The surveillance and detection capabilities enable forces to recognize CBRNE hazards. 
The fusion of these capabilities with information from other sources yields an overall COP, 
supporting decisions for specific avoidance, protection, and decontamination actions (10). 
 
         The surveillance and detection results also establish requirements for other avoidance 
measures, such as sounding alarms, marking hazards, and warning forces. To support 
commanders’ decisions on contamination avoidance implementation measures are executed to 
avoid or limit exposure, such as increasing the use of shelters during CBRNE employment 
windows and providing key information for movement before, during, and after CBRNE 
attacks (11). 
 
Fundamentals and Principles for CBRNE  
 
         The possibility that an adversary will use CBRNE weapons against the United States 
and its allies continues to increase daily. If these weapons are used, our forces must be ready 
to implement the principles of CBRNE defense. The first of these is contamination avoidance, 
which if successful, may limit the need for individual and collective protective equipment or 
the need to conduct time- and labor-intensive decontamination activities (12). In addition to the 
current arsenals of CBRNE weapons systems, almost all areas of the world have various types 
of factories, research facilities, pharmaceutical production lines, and power plants that contain 
large quantities of materials which may be hazardous when released into the atmosphere (13). 
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Experiences with the chemical release at Bhopal, India, and the nuclear contamination release 
at Chernobyl, Ukraine, demonstrate that toxic industrial material (TIM) can be just as 
hazardous as military weapons. A release other than attack (ROTA), whether intentional or 
due to collateral damage, presents a potential challenge for our forces. a. Fundamentals of 
CBRNE Defense. The three fundamentals of CBRNE defense are contamination avoidance, 
protection, and decontamination . Executed at all levels and coupled with an effective 
retaliatory response, these fundamentals will increase the likelihood of a US victory. While 
avoiding contamination is always desirable, the mission may force individuals and units to 
occupy or cross a contaminated area (14). 
 
Chemical, Biological, Radiological, Nuclear and Explosives :  Battle Management 
 
     Future requirements for CBRNE defense must contribute to the achievement of full force 
protection (FP). Future artificial intelligence applications will reduce, but not eliminate, 
human judgment requirements. Combining service capabilities, coalition partners, and 
available civil defense assets into a standardized warning and reporting system provides the 
best opportunity to produce CBRNE awareness. The sensors collect data, the data is turned 
into information by using the CBRNE report formats, the information is processed into 
knowledge by experts who provide hazard predictions and contamination overlays, and the 
knowledge is used by commanders as the basis of understanding for subsequent planning and 
order development. CBRNE battle management (BM) requires the consideration of risks 
associated with an adversary CBRNE employment and the friendly CBRNE defense actions. 
 
Vulnerability Reduction of CBRNE  
 
Active measures prevent the enemy from using CBRNE weapons; passive measures 
increase survivability  
 
      Active Measures. Active measures are those measures taken to find and destroy munitions 
and delivery systems. The destruction of the delivery systems and munitions is the best 
method of reducing the chances of being attacked. The destruction of stockpiles of CBRNE 
munitions and production facilities is usually beyond the capabilities of lower-level 
commanders. Strategic levels of command will have the responsibility and the assets to find 
and destroy these targets. Operational and tactical level commanders do not have the 
capability to locate and destroy stockpiles or production facilities, but they do have the 
capability to find and destroy delivery systems. 
 
Export- Import Control to CBRNE  
           
     As part of the nuclear regulatory control, an export- import authorization system of 
radioactive and nuclear materials . This is another measure that contributes to the prevention 
and detection of illicit uses of radioactive materials  
 
      Besides, the exportation of nuclear materials and related technology also requires a license 
granted by the “National Commission of Sensitive Exportations and War Materials. 
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       Export- Import control have become a very important instrument in the international 
effort to prevent countries from acquiring nuclear, biological and chemical (CBRNE) 
weapons as well as the delivery systems for them. The risk that any country would be able to 
buy a complete CBRNE weapon, i.e., weapon of mass destruction (WMD), and a delivery 
system for it is very remote.  
              
     Export- Import control allow a choice to be made about whether or not to allow a 
particular export to take place. The fact that data is gathered on exports and permission 
required before certain items can be exported does not imply that governments are attempting 
to deny any specific item to any specific end-user, though export controls may be used as an 
important instrument to enforce an embargo. Regulating international transfers of items that 
could contribute to the spread of nuclear, chemical, and biological weapons and missile 
systems for their delivery helps to reduce the risk that legitimate trade might assist 
proliferators. Export- Import control laws also provide a basis for sanctioning illicit 
traffickers. There is a continuous discussion within the export control community about how 
to make existing instruments more effective.  
              
      Export- Import control criminalize the movement of specific items (normally those 
conforming to technical parameters that are published on a control list) across an international 
border without the necessary authorisation, which is normally provided in the form of an 
export license. The basic approach is still based on a model of international trade in which 
items manufactured in one country are moved to foreign markets.  
           
      Export- Import control regimes have put more emphasis on making their activities 
transparent and reaching out to non-participating states in recent years. However, the benefits 
gained from participation in these groups are still mainly limited to a relatively small number 
of states. For the countries that do participate the pace at which regulations are being adapted 
is probably too slow to keep up with the changes in the industries that are being regulated. 
Moreover, the pace of change in industry may accelerate in the next decade. 
 
Learning from other arms control and/or disarmament regimes in EU CBRNE Action 
Plan 
 
      When developing proposals for the verification regime of a future Middle East CBRNE it 
would be useful to look at previous initiatives and current agreements for inspiration and 
lessons learnt, looking at the weaknesses as well as the strengths. The EU CBRNE Action 
Plan is aimed at strengthening CBRNE security in the European Union. Its overall goal is to 
reduce the threat and damage from CBRNE incidents of accidental, natural and intentional 
origin. The EU CBRNE Action Plan is broadly based on an all-hazard approach, including 
terrorist threats, and contributes to the implementation of the EU Counter Terrorism Strategy. 
The Action Plan constitutes a political commitment, which may be seen as a roadmap of 
intentions for the coming years. Whereas the European Union can provide added value and 
support projects across the EU, and in general terms ensure a coherent and consistent 
approach to cooperation on this issue between the Member States, the European Union's 
supportive role in this area should be in accordance with the principles of subsidiary and 
proportionality, giving preference where possible to non-legislative solutions  In order to 
avoid duplication, any new EU measures in this field should be coherent with and based on 
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the existing national and international regulations and draw upon existing work in other 
relevant international organizations. 
Role of security challenges and governmental security authorities with civil society  to 
combat illicit trafficking of  CBRNE  
 
      It is important that the roles and functions of the various agencies that comprise the 
working group are clearly understood if effective, coordinated and timely assistance is to be 
provided to a State that has been subject to a terrorist act involving CBRN. Coordination 
between organizations is indeed essential to avoid duplication of efforts and to enhance the 
assistance that can be provided to combat illicit trafficking of  CBRNE. It is therefore of 
fundamental importance to understand existing capacities, not only of individual entities but 
of the existing interagency mechanisms that currently work to address nuclear and/or 
radiological emergencies, as well as chemical and biological emergencies (even if such 
mechanisms have not, traditionally, focused on incidents that arise due to terrorism or other 
criminal acts).  
         
     The Egyptian National Security, Ministry of Interior, Ministry of Defense, the Egyptian 
State Security, General Intelligence, Ministry of Foreign Affairs and  the Public Authority for 
Export and Import  cohesively integrates to major security policies, goals, responsibilities and 
actions into an overall master strategy for the fulfillment of the vision for combating illicit  
trafficking for CBRNE   in Egypt . The outlines of these strategies have represented in 
combined use of the political, economic, social, informational and security instruments of 
national power and influence, including the military to combating illicit trafficking for 
CBRNE in Egypt   . It clarifies the institutional framework within which the armed forces and 
civil institutions of the country  will coordinate their activities to create an integrated and 
cohesive national security network to safeguard national interests. It also prescribes the 
complementary roles and responsibilities of the public and private sectors, as well as civil 
society, in supporting national security. Individual citizens, the private sector and members of 
civil society groups are invited to join in this process of transformation and take the necessary 
steps to contribute to the achievement of the national security goals. 
          
     Stronger partnerships must be developed between citizens, the private sector, civil society 
and all government organizations involved in delivering security services. Every member of 
the public has a key role to play in helping to make our country a safer and more secure place 
to live, visit and enjoy. This requires greater public involvement and support of law 
enforcement and justice activities and increased police accountability toward a relationship 
that is more directly responsive to the citizens.   
          
      The Working Group has formulated a work plan to focus on a specific element of the 
mandate of the Strategy, noted above: an assessment of how the UN and certain international 
organizations would engage on the issue of a terrorist attack where chemical, biological, 
radiological or nuclear (CBRNE) weapons or materials were used, and the level of 
coordination between them.  
          
      The first phase of the work plan, which is the subject of this report, aims to both 
familiarize member.  It will then identify the mechanisms that have been developed within the 
individual entities of the working group to address nuclear and radiological terrorism. As an 
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outcome of this review, the report will suggest ways in which the overall effectiveness of the 
existing arrangements for cooperation and coordination between the relevant international 
organizations in response to, and mitigation of, a terrorist attack may be improved in order to 
enhance the provision of assistance to all States that may be subject to a terrorist attack using 
nuclear or radiological materials.  
 
Response to CBRNE  
             
      The monitoring system applied by customs, police and other law enforcement bodies on 
vehicles, people and commodities at borders is considered as a countermeasure to illicit 
trafficking and to detect inadvertent movement of radioactive materials. Such monitoring 
measures are considered an important part of the efforts towards finding radioactive materials 
that have been lost from control. At borders, due to huge traffic volume, the time required for 
detection and initial response is limited to a few seconds and so repeated checks of the same 
vehicle are impractical.  
 
Commander and Staff Interactions in Meeting Chemical, Biological, 
Radiological, Nuclear and Explosives  Defense Challenges 
 
     CBRNE defense challenges call for close commander and staff interactions. Operations in 
CBRNE environments demand close attention to technical details by CBRNE staff experts 
and the integration of CBRNE defense knowledge into the organization plans and actions. 
Technical experts must be fully familiar with the organization mission and capabilities and 
the current situation so that their assessments and recommendations provide meaningful 
options for action by the commander. 
 
       In addition to applying the principles of CBRNE defense and exercising CBRNE BM 
capabilities in the most effective manner, CBRNE staff experts must be aware of the military 
and civilian environments in which the organization operations are unfolding. While the 
primary responsibility of the commander and the military organization as a whole is to 
accomplish the mission and care for the lives and welfare of individuals in uniform, the 
military exists in an interdependent mode with its surrounding community. Therefore, due to 
consideration in risk assessments, other recommendations and plans must be given to the 
broader environment, including the civilian populace, in order to make militarily effective 
plans that are not frustrated by adversary damage inflicted on the civilian community.  
 
         Mitigating the CBRNE Threat  
          
      Enabling systems and processes; Engineering, Science, and Technology; Policy, Medical 
and Emergency Response is essential to reduce the threat to the United States from the 
proliferation and use of both weapons of mass destruction (WMD) and disruption – including 
chemical, biological, radiological and nuclear 
              
      Foundational to this approach is the development of threat and vulnerability assessments 
for both U.S. and foreign technical capabilities and associated assessment tools and 
technologies are fundamental to guide our approach 
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       Although significant progress has been made, the national security requirements for 
efforts to combat WMD and weapons of mass disruption will be of the highest national 
priority for the foreseeable future 
 
        Networking technologies are expanding the options available for managing the flow of 
CBRNE-related information. A collaborative environment for sharing CBRNE related 
information can be achieved using tools such as web pages, public folders, and email. An 
intranet infrastructure for HQ may differ from one HQ to another, but the concepts are 
generally the same. A HQ intranet is a communications network in which access to published 
information is restricted. 
 
               

Table (1): Chemical material  have dual use 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Table (2): Biological  agents    have dual use 
 

Biological Agents  Research and weapons   
Glanders burkholdera maller  Research and weapons   
Crimean – congo hemorrhagic fever Research and weapons   
Pneumonic plague  Research and weapons   
Hantavirus  Research and weapons   
Dengue hemorrhagic fever  Research and weapons   
Eastern equine encephalitis  Research and weapons   
Lassa fever  Research and weapons   
Russian  spring – summer 
encephlatis  

Research and weapons   

Western  equine encephalitis  Research and weapons   
Rift Valley  fever  Research and weapons   
Marburg hemorrhagic  fever  Research and weapons   
Ebola hemorrhagic fever  Research and weapons   
Yellow fever  Research and weapons   
Anthrax  Research and weapons   

Compounds or elements  dual used  in industrial and chemical 
weapons  

Nitorgen mustard  Yes    
Phosgene  oxime  Yes  
Lewisite  Yes 
Cyclohexyl sarin  Yes    
Sarin  Yes  
Ammonia  Yes 
Chlorine  Yes    
Chloropicrin  Yes  
Phosgene  Yes 
Soman  Yes    
Diphosogene  Yes  
Cyanogen chiloride  Yes 
Hydrogen cyanide  Yes    
Perfluoro-isobutyene  Yes  
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Table (3): radiological  and nuclear  material  have dual used 
 

Element  Element  Element 
Americium-241 Iodine-125 Sodium-24 
Barium-133 Iodine-129 Strontium-90 
 Cadmium-109 Iodine-131 Strontium-85 
 Calcium-47 Iridium-192 Technetium-99m 
Californium-252 Iron-55 Thallium-201 
Carbon-14 Krypton-85 Thallium-204 
Caesium-137 Nickel-63 Thorium-229 
Chromium-51 Phosphorus-32 Thorium-230 
Cobalt-57 Plutonium-238 Thorium-232 
Cobalt-60 Polonium-210 Tritium (3H 
Copper-67 Promethium-147 Uranium-235 
Curium-244 Radium-226 Xenon-133 
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