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Workshop Overview 

• Workshop was a 4.5 day event that attracted 95 
attendees 

• Each day consisted of topical Panel discussions 
followed by Q & A with the audience and afternoon 
breakout discussions on the topic of the day. 

• Attendees included representatives from: 

The IAEA 

EurAtom 

ABACC 

AWE 

 

DOE/NNSA 

US National 

Laboratories 

NGSI Interns 

NRC 
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Workshop Overview 

• The workshop topical areas focused on 21st Century 

needs relative to both „IAEA safeguards” and “arms 

control”. 

 

• Systems and approaches were presented and discussed 

that would be needed to assure “continuity of knowledge” 

and improve safeguard verifications. 

 

• The IAEA Goals for Global Nuclear Renaissance were 

presented: 

• Automate whenever possible 

• Standardize equipment 

• Improve reliability 

• Introduce innovations whenever feasible 
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Authentication Concerns 

• The expense of installing and inspecting tamper 
indicating conduit in facilities is extremely high. 

• How to deal with Analog signals (mostly from 
equipment in high radiation environments) 

• Joint use equipment (regulated by IAEA policy paper 
#20) 

• Wireless communications 

• Software, OS, programming language 

 “Authentication is the process by which the Monitoring Party gains 

appropriate confidence that the information reported by a monitoring 

system accurately reflects the true state of the monitored item."  
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Authentication – Some Approaches 

• Timely Recovery from Lost Authentication 

– Improved  state of health monitoring 

– Multiple layers of security should be implemented 

• Authenticating Analog Signals 

– Analog to Digital conversion closer to sensor 

• Improving Data Integrity 

– Use of biometrics as part of symmetric key management 

– Loadable but not down-loadable keys 

• Reducing Power Limitations 

– Increase efficiency of cryptographic algorithms 

Image from http://infosecurity.us/images/rfid.jpg 
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Tags and Unique Identification 

“How to tag the untouchable and make it un-detachable.” 

•  Many times an item itself cannot be tagged – only its 

container.  How do you make the tag/unique identifier 

relate a container to its contents? 

 

• Need secure tamper indicating attachments 

• Use intrinsic features whenever possible 

• Support real time tracking of containers 

• Be operationally and environmentally durable 

• Be designed for the application. 
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Tags and Unique Identification – Other 

Concerns 

• How do we track items inside a building when GPS is 
unavailable? 

• Adding a unique identifier to existing tags which are 
not truly unique. 

• How does one ensure randomness of an identifier? 

• How to uniquely identify a fuel assembly before and 
after it enters a reactor? 

• How to tag a computer or monitoring equipment – chip 
tagging/securing critical components? 

Image from http://infosecurity.us/images/rfid.jpg 
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Tags and Unique Identification – Some 

Approaches 

• Develop intrinsic or added container features to act as tags 

– Ultrasonic intrinsic tag  

– Resistivity or magnetic permeability of container shell 

– Embedded features 

• Time to verify digital images 

– Improved image comparison software 

– Improved alignment algorithms 

• Tamper indicating Tag attachment options 

– Durable and frangible adhesives 

– Improved mechanical attachments 

 Image from http://infosecurity.us/images/rfid.jpg 
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Sealing & Containment 

• Must support a variety of attachment methods and 
container types 

• Current seals only verify gate (port of entry). What about 
the other areas? 

• Sealing conduit in facilities 

• Need TIEs that are self indicating and rapidly verifiable 

• Develop better methods for in field inspection of seals 

•  Develop Innovative ways to utilize other characteristics 
(i.e. +/- pressure) 

 
Image from http://blog.blacknight.com/images/security-padlock.jpg 
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Seals and Containment – Container 

Problems 

• Too many types of containers, creating the need for a large array of 
seal types 

• Need tamper indication that will cover a large area or boundary 
rather than a seal that covers a small area or single point 

• Current Technologies are very dated 

• Lifespan of adhesive seals too short 

• Durability of other passive seals 

• There are more things to seal than there are  approved seals 

• Being able to inspect seal wires that go through inaccessible areas 

• How do we seal areas which are not conducive to traditional sealing 
methods (such as a manhole cover)? 

Image from http://infosecurity.us/images/rfid.jpg 
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Seals and Containment – Some Approaches 

Seals for Legacy containers 

– Replacement lids with electronically monitoring seal features 

– Paints and smart coatings 

– Scanning of the container intrinsic features 

• Guided elastic waves 

– Put container in Tamper indication enclosure (TIE) 

– Configure storage room or area as TIE 

New Container Designs Need to Include 

– Easily verifiable unique features 

– Easily sealable 

– Embed elastic wave guides in the container 

– Container acts as the seal 

 
Image from http://infosecurity.us/images/rfid.jpg 
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Surveillance and System Integration 

• Are we taking full advantage of the capabilities of our 
surveillance equipment? 

• Camera cost is high.  

• Camera size/discretion.  Should cameras be noticeable?  Would a 
smaller size mean cameras can fit in more convenient locations? 

• Make better use of triggering for surveillance. 

• Information barriers for imaging systems. 

• Have a good way to select/combine/prioritize what pictures are 
most relevant. 

• How to authenticate images/video?  How to prevent spoofing on 
the physical level? 

Image from http://blog.blacknight.com/images/security-padlock.jpg 
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System Integration – Fundamental 

Problems 

• Inspectors and technologists considering single components 
rather than the overall system – too narrow a focus. 

• Inadequate support for technical sustainability after 
deployment.  

• Combine qualitative and quantitative data together to give an 
overall confidence level of the whole system. 

• Taking all of the surveillance tools and technologies available 
and combining them in a way that is still secure. 

Image from http://infosecurity.us/images/rfid.jpg 
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System Integration – Future Approaches 

• Use of Next Generation Methodologies and Technologies 
• Event Triggering 

• State of the art authentication and encryption 

• Rules based monitoring algorithms 

• Remote monitoring capability 

• Wireless 

• Data compression 

• Storage 

• Improve Data management and handling efficiencies 

– Better tools to review and handle large amounts of  data 

• Focus on techniques to reduce human factors 

– Inadvertent and deliberate 

– Improved image comparison algorithms 
Image from http://infosecurity.us/images/rfid.jpg 
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System Integration – Future Approaches 

• Display all safeguards information in a format that is 
easily digestible by inspector 

– Automated methods for determining noncompliance 

• Reliability and Maintenance 

– Plan for failure (through design and procedure) 

– Develop and promulgate requirements for maintenance and 
replacement of equipment.  

– Remote monitoring of equipment health (reliability, 
diagnostics) 

 



Concluding Remarks 

• Take full advantage of industry based innovations and 
standards. 

• Conduct vulnerability assessments throughout the design 
process. 

• Standardization of containers and items for sealing and 
tracking. (Safeguards sign-off for new designs) 

• Develop or utilize intrinsic features for authentication, 
identification and tracking. 

• Establish customer relationships with vendors. 

• Defense in depth designs are critical. 

• Develop secure attachment schemes for tags. 

 

 

 

 

 

 

 



Further Recommendations & Next Steps 

• Hold scenario and technology specific workshops/exercises 

– RFID issues, requirements, and future workshop. 

– Mock inspections. 

– Spent fuel dry storage etc. 

• Reconstitute a tag and seals working group. 

• Seek opportunities for technology providers to train/experience 
IAEA world. 

• Larger engagement from stakeholders/policy makers to 
understand issues/concerns. 

• Identify functional needs. 

• Prioritize needs. 

• Identify key technologies. 
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