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Abstract – All source information analysis enables proactive 

implementation of in-field verification activities, supports the State 

Evaluation process, and is essential to the IAEA’s strengthened safeguards 

system.  Information sources include State-declared nuclear material 

accounting and facility design information; voluntarily supplied 

information such as nuclear procurement data; commercial satellite 

imagery; open source information and information/results from design 

information verifications (DIVs), inspections and complementary accesses 

(CAs).  The analysis of disparate information sources directly supports 

inspections, design information verifications and complementary access, 

and enables both more reliable cross-examination for consistency and 

completeness as well as in-depth investigation of possible safeguards 

compliance issues.  Comparison of State-declared information against 

information on illicit nuclear procurement networks, possible trafficking in 

nuclear materials, and scientific and technical information on nuclear-

related research and development programmes, provides complementary 

measures for monitoring nuclear developments and increases Agency 

capabilities to detect possible undeclared nuclear activities. Likewise, 

expert analysis of commercial satellite imagery plays a critical role for 

monitoring un-safeguarded sites and facilities.  In sum, the combination of 

these measures provides early identification of possible undeclared 

nuclear material or activities, thus enhancing deterrence of safeguards 

system that is fully information driven, and increasing confidence in 

Safeguards conclusions.  By increasing confidence that nuclear materials 

and technologies in States under Safeguards are used solely for peaceful 

purposes, information-driven safeguards will strengthen the nuclear non-

proliferation system.  Key assets for Agency collection, processing, expert 

analysis, and integration of these information sources are the Information 

Collection and Analysis Section (ICA) and Section for Declared and 

Statistical Information Analysis (IDS) in the Division of Information 

Management (SGIM), within the IAEA’s Department of Safeguards.  

Continued investments and voluntary contributions through the Member 

State Support Programmes are vital to maintain and develop this effort. 
 

I.  INTRODUCTION 

 

The evolution of safeguards has seen the IAEA 

move from nuclear material, or facility-based, 

to state-based verification.  Considering the 

State „as a whole‟ for verification activities 

means that the Department of Safeguards must 

target limited resources onto key areas of 

concern, particularly among those States with 

large nuclear programmes.  The detection of 

undeclared nuclear material or activities relies 

primarily on the analysis of information from 

all available sources, together with physical 



 

 

access to locations.
1
  The Department of 

Safeguards is almost unique in the world with 

the combination of these requirements.  The 

consolidated report of the Department‟s 

verification activities in a State, the so-called 

State Evaluation Report (SER), is supported by 

the analysis of all sources of information 

available to the Department, which endeavors 

to contrast State-declared information with 

information gathered by the Department 

through inspections and all source information 

collection.  Throughout the evolution of 

safeguards, the amount and variety of 

information available to the Secretariat has 

increased dramatically.  The Department today 

is able to draw on trade data, commercial 

satellite imagery, data from complementary 

access visits, environmental samples, and open 

and third party information – in addition to 

State declared information, such as nuclear 

material accountancy reports and AP 

declarations and facility design information.  

The analysis of different and technical streams 

of information requires a collaborative 

approach.  As the Department moves towards 

information driven safeguards critical issues 

such as process development, training, IT 

support and the cultural shift from “culture of 

compartmentalization” to a “culture of 

collaboration” are being addressed. 

 

II.  THE EVOLUTION OF SAFEGUARDS 

AND THE INCREASING NEED FOR ALL-

SOURCE ANALYSIS 

 

IAEA Safeguards have been defined as 

“measures through which the IAEA seeks to 

verify that nuclear material is not diverted 

from peaceful uses”
2
.  Therefore, the 

acceptance and implementation of IAEA 

Safeguards serves as important confidence 

building measures, through which a State can 

demonstrate – and other States can be assured 

– that nuclear energy is being used only for 

peaceful purposes
3
.   

 

Traditionally, Safeguards activities focused on 

verifying nuclear material at declared locations 

within States.  However the shortcomings of 

such a „facility-based‟ safeguards system 

became evident with the discovery of Iraq‟s 
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clandestine nuclear weapon programme in the 

early 1990s.  Shortly after, efforts were 

undertaken to strengthen the extant 

comprehensive safeguards agreements (CSA) 

to provide tools for the detection of undeclared 

activities and nuclear material in States.  The 

IAEA Board of Governors affirmed that the 

scope of CSAs was that all nuclear material in 

a State should be declared and subject to IAEA 

safeguards.  This means that in addition to the 

verification of declared nuclear material, so 

called correctness, the Secretariat was 

obligated to ensure that there were no 

undeclared activities or nuclear material within 

the State, so called completeness.  However, in 

order to undertake this broader verification 

activity the Secretariat required enhanced tools 

and methodologies to contribute to a better 

understanding of completeness.   

 

Thus following extensive work and discussions 

throughout the mid-1990s the Board accepted 

the Model Additional Protocol which provided 

for strengthened measures for the Secretariat‟s 

verification activities, such as: acquisition of 

broader safeguards-relevant information; more 

emphasis on information analysis; broader 

inspection access beyond declared facilities; 

and the use of enhanced technical verification 

measures.  This moved verification activities 

away from facility-based approaches to 

consider the State “as a whole”, thus ushering 

in the State Level Concept.   

 

Under the State Level Concept, the aim is to 

integrate, in an optimal way, a set of measures 

to enhance the IAEA‟s capability to verify 

correctness – essentially through nuclear 

accountancy measures, complemented by 

containment and surveillance – with measures 

to verify completeness – through the broader 

information and access provisions of additional 

protocols for the State as a whole.  These so 

called integrated safeguards seek to benefit 

from the synergy resulting from the 

combination of „correctness‟ measures and 

„completeness‟ measures to achieve greater 

overall effectiveness and cost efficiency.
4
 

 

Under integrated safeguards, a safeguards 

approach is designed for each State 

individually by combining safeguards 

approaches for the specific facility types 

present in the State with the implementation of 

measures of the additional protocol – 
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specifically, complementary access and 

enhanced information collection and analysis
5
.   

 

Enhanced information analysis is critical to the 

development of safeguards, which uses 

multidisciplinary analysis to target inspection 

activity and other scant resources into areas of 

greatest concern to the Secretariat.  Whilst 

many treat the idea of “information driven 

safeguards” as new, this practice has always 

been present in our safeguards activities 

through the selection of facility inspections to 

the verification of declared nuclear material.  

But what has changed is the volume, variety, 

collection and analysis of sources of 

information available to the IAEA to 

complement verification activities, and thus to 

complete the State Evaluation Process. 

 

What is a newer concept than information 

driven safeguards is the notion of taking a 

collaborative approach to all source analysis.  

This concept is gaining greater attention 

throughout the Department as more State 

evaluation groups embrace the notion, and the 

information technology infrastructure evolves 

to support a broader sharing of information 

within the secure parameters of the 

Department of Safeguards.  But what is all 

source analysis within the context of 

safeguards, and how can it improve the 

Department‟s verification activities and give 

greater certainty to Safeguard‟s conclusions? 

 

 

III.  ALL SOURCE ANALYSIS IN THE 

CONTEXT OF SAFEGUARDS 

VERIFICATION ACTIVITIES 

 

All source information analysis is based on the 

well-defined “analysis cycle” which begins 

with tasking, or direction, then continues onto 

collection, analysis, dissemination and finally 

feedback to complete the process.  No one 

point of the cycle is more important than the 

other as there is reliance on the individual 

elements in order to engender a robust analytic 

process.   

 

Tasking, or direction, clearly sets out the 

questions to which you are seeking the answers 

– it could relate to the operational status of a 

facility, the amount of nuclear material within 

a State or, more broadly, whether all nuclear 

material remains in peaceful use.  Such a broad 

question is inherently unhelpful by itself and 
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so is usually broken down to constituent, self-

supporting questions to be answered.   

 

But do not be misled into thinking that 

defining a question is in any way the easiest 

component of the cycle.  In fact, it is usually 

the most difficult part as any analyst, or even 

Masters or PhD student will confirm. A clearly 

defined question, or questions, sets the tone for 

the rest of the cycle, as it defines to a large 

extent your collection activity and guides your 

research and analysis.  Poorly defined 

questions may lead you to unnecessary 

collection and analysis, or ultimately the 

wrong conclusion altogether.  So in the context 

of safeguards activities clearly defining broad 

questions for research coupled with specific 

follow up issues or guidelines for evaluation 

will make efficient use of the analyst‟s time.    

Such clearly defined questions should be based 

on existing anomalies and inconsistencies, the 

State Level approach and Annual 

Implementation Plan for the State.  Likewise, 

the SER highlights a series of follow up 

actions to be resolved throughout the course of 

verification activities. 

 

Collection is an activity that requires a degree 

of specialization within the Department of 

Safeguards.  Not everyone can be a specialist 

in collecting specific information, whether it is 

from the internet, field activities, or trade data; 

in the same way that not everyone can be all 

source analyst.   

 

Collecting and managing information specific 

to a State‟s nuclear programme requires 

knowledge of information sources, search 

techniques, collection and filtering strategies, 

and finally collation, storage and retrieval 

methodologies. This is applicable to open 

source information whether freely available or 

part of subscriber databases, satellite imagery, 

trade data, environmental samples, material 

accountancy data, in-field observations based 

on inspectors‟ notes or third party information.    

 

It has been noted many times, that we live in 

an age where we are overwhelmed with 

information on a daily basis and where the 

challenge is in collecting the right information 

at the right time and subjecting it to a rigorous 

analytic process.  Within the Department 

analysts are currently using rapid news service 

feeds to gather information from a wide variety 

of sources for analysis and compilation into 

daily internal news alerts.  Further, to assist 

with collection and analysis, we are developing 

an Information Analyst Reference Package 

which will comprise an electronic, interactive 



 

 

set of core reference materials for nuclear fuel 

cycle analysis, and generic tools for advanced 

information analysis  We are also undertaking 

enhanced collection and evaluation of 

scientific and technical literature which can 

provide indications of undeclared activity.  

Also through subscriptions to specialist 

databases and contracts with vendors we have 

access to grey literature, commercial satellite 

imagery and trade data that are proving, or 

continue to prove, their worth to analysts 

looking for indications of undeclared activity.  

 

All source analysis of diverse and technical 

information sources is an area subject to 

intense interest and scrutiny within the 

Department of Safeguards.   The credibility of 

the safeguards conclusions and the 

Department‟s verification work is dependent 

upon accurate, timely and independent analysis 

based on a robust, transparent analytic process 

conducted in an unbiased, collaborative and 

apolitical environment.    

 

In recent years the effort towards collaborative 

analysis has gained momentum within the 

Department.  Along with this momentum has 

come the need to streamline workloads by 

prioritizing countries according to the 

complexity of their fuel cycle and the nature of 

their safeguards agreement with the Agency, 

along with prioritization of issues within the 

State based on the State Level Approach (SLA) 

and associated Annual Implementation Plan 

(AIP). 

 

Prioritisation and collaboration will greatly 

assist the Department in its efforts to increase 

efficiency without compromising its 

credibility.  A truly collaborative analytic 

process where State declared information is 

compared with procurement data, commercial 

satellite imagery, open source information, 

design information verification, voluntarily 

supplied information, sample and measurement 

verification results and complementary access 

results increases the confidence in the State 

evaluation process. The Department has 

available to it all information relating to a 

State‟s declared nuclear programme and the 

means to conduct verification activities in 

pursuit of undeclared nuclear material or 

activity if necessary.   But these endeavors can 

only be achieved through the transparent 

sharing of information among those with a 

need to know.  The challenge associated with 

information sharing is due in large part to the 

different forms in which information is stored 

within the Department.  An organization with a 

long history like the IAEA is bound to have a 

large collection of hardcopy material as well as 

a growing amount of digitized information – 

all of which must be searchable and 

retrievable.  This situation presents a challenge 

even for small organizations, but it is one that 

will be addressed in the forthcoming years 

through the roll out of the IAEA Safeguards 

Information Systems Re-engineering Project 

(IRP) and a new Geospatial Exploitation 

System (GES) both of which aim to present all 

available information to the analyst in a digital, 

easy-to-use format. 

 

The Department is also introducing a number 

of analytic tools to assist with the all source 

analysis process.  Tools such as Wikis and 

Blogs are already in limited use across the 

Department as either discussion forums to 

exchange ideas on collaborative analysis or for 

drafting sections of the State Evaluation report.  

While not a substitute for face-to-face 

discussions and analytical exchanges, given 

travel and other commitments they do offer the 

opportunity for continued virtual collaborative 

analysis.  Member States have also provided 

tools in the nVISION project, such as Visual 

Interface for Text Analysis (VITA) to assist 

with information management and 

visualization of data sets.  Training in analysis 

of competing hypotheses and proliferation 

analysis workshops have also assisted with 

analysts‟ understanding of analytic 

methodologies.  The training section within the 

Department is now reviewing the training 

programme to incorporate more rigorous 

analytic courses into the future curriculum.  

 

The results of this collaborative analysis 

process are usually compiled into the SER 

which compares and combines information 

provided by the State with all other relevant 

information available to the Agency in order to 

obtain as complete a picture as possible of a 

State‟s nuclear and nuclear-related activities. 

This comprehensive State evaluation includes 

determinations that: 

 the declared present and planned 

nuclear programme is internally 

consistent; 

 the nuclear activities and types of 

nuclear material at declared locations 

are consistent with those declared 

(e.g. through the collection and 

analysis of environmental samples); 

 The nuclear material was not diverted 

from its declared use; 

 overall production, imports and 

inventories of nuclear material are 

consistent with the utilization inferred 

from the declared programme; 



 

 

 imports of specified equipment and 

non-nuclear materials are consistent 

with the declared programme; 

 the status of closed-down or 

decommissioned facilities (and LOFs) 

is in conformity with the State‟s 

declaration; 

 nuclear fuel-cycle research and 

development activities are generally 

consistent with declared plans for 

future development of the declared 

nuclear programme; 

 the declared nuclear programme, 

research and related manufacturing 

activities are consistent with all 

information available to the Agency; 

 all plausible acquisition pathways 

(including facility misuse) through 

which a State might acquire weapons-

useable material have been identified 

and evaluated, and 

 all inconsistencies or questions of 

significant safeguards concern have 

been resolved.
6
 

  

The completed SER is reviewed by either the 

Information Review Committee (IRC) or the 

Information Review Sub Committee (IRS-C) 

to ensure that all the extensive knowledge, 

experience and information available to the 

IAEA is taken into consideration when 

preparing safeguards conclusions.  

Recommendations from these committees, and 

any subsequent follow-up verification activity, 

is fed back into the AIP and SLA for the State 

and form part of the tasking/direction 

component for the next round of the analysis 

cycle within the Department of Safeguards, 

thus completing the analysis cycle in the broad 

sense. 

 

IV.  THOUGHTS ON THE FUTURE OF 

ANALYSIS WITHIN THE DEPARTMENT 

OF SAFEGUARDS 

 

Within the Department of Safeguards, Division 

of Information Management, the Information 

Collection and Analysis (ICA) Section and the 

Declared and Statistical Information Analysis 

(IDS) Section play key roles in the State 

Evaluation Process in determining the 

completeness and correctness elements of a 

State‟s declaration. 

 

ICA is comprised of three units: Information 

Analysis Unit (IAU) responsible for the 

collection and analysis of open source 
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information including subscriber databases and 

scientific and technical literature; the Satellite 

Imagery Analysis unit (SIA) responsible for 

the collection, analysis and production of 

commercial satellite imagery analysis reports; 

and the Trade and Technology Analysis unit 

(TTA) responsible for collection and analysis 

of trade-related data, the Procurement 

Outreach Programme and analysis of 

transnational issues relating to the trade of 

nuclear-related technology and knowledge.   

 

Likewise IDS is comprised of three units: 

Inspection Measurement and Quality Unit 

(IMQ) responsible for environmental sample 

analysis; Information Management Unit (IMU) 

responsible for tasks related to the collection, 

processing storing and analysis of State 

Declared Information; and the Material 

Balance Evaluation and Statistical Support 

Unit (MBS) responsible for the evaluation of 

balance statistics and the development of 

statistical methodologies for safeguards 

approaches. 

 

The widespread introduction of information 

driven safeguards and collaborative analysis 

means that these two sections are working 

closely with colleagues across the Department 

of Safeguards, particularly the Operations 

Divisions, and the Concepts and Planning 

Divison.   Examples of such close co-operation 

include: sharing of file structures and 

providing open directory access to those within 

a state evaluation group; increased 

collaboration on specific nuclear fuel cycle 

technologies; analysts participating in 

inspections and complementary access visits; 

sharing all information within state evaluation 

groups to ensure as complete a picture as 

possible of a States nuclear fuel cycle; joint 

analytical training; and so on. 

 

While these developments are moving the 

Department of Safeguards towards a true 

collaborative analytic culture but we are only 

part of the way there.  More work is needed in 

the areas of process development, training, IT 

support and, most importantly, cultural change. 

 

A review of the State Evaluation process is 

now underway within the Department of 

Safeguards to explore ways in which the 

process can be streamlined and more in line 

with true collaborative analysis.  The current 

process is „owned‟ by a number of senior posts 

within the Department, which can lead to 

confusion over responsibility for follow-up 

actions and conclusions.  Further the template-

orientated SER means that for large and 



 

 

complex States involving multiple analyses 

from a variety of technical sources the SER 

quickly becomes unwieldy and fragmented if a 

strong collaboration process is not established 

early.  Such collaboration can quickly identify 

issues worthy of attention and others that can 

be given a lower priority for follow-up.  If 

successfully implemented, such a process will 

result naturally in a SER with soundly based 

conclusions supported by robust logic, analysis 

and data.    

 

The process is also currently driven, due to 

time, personnel and resource constraints, by 

calendar deadlines, rather than by issues on a 

continual basis.  Two suggestions will improve 

this: prioritization; coupled with an agreed, 

flexible, shared workplan for the State 

evaluation.  The former is already being 

implemented throughout the Department as 

discussed earlier, but the second is still being 

considered.  The workplan could be based on 

the AIP and SLA for the State but enhanced 

with collection strategies, planned verification 

activities, review meetings and feedback – a 

mini analysis cycle within the broader cycle.  

But the plan would have to flexible enough to 

allow for changes in verification activity if any 

new findings warrant further investigation. 

 

We have already discussed briefly some of the 

training initiatives being undertaken in the 

Department, namely, Member State support to 

analytical methodologies and tools such as 

analysis of competing hypotheses and 

proliferation analysis workshops.  But also the 

Department is undertaking a review of its 

training programme which will see holistic 

incorporation of analytical methodologies into 

the Introductory Course on Agency Safeguards 

(ICAS) along with specialized training for 

analysts from Member States. 

 

The roll out of the GES in 2011 and the IRP 

shortly afterwards will provide a revolutionary 

means of manipulating data within the 

Department and facilitate virtual information 

sharing and collaborative analysis on a larger 

scale.  Such systems, with in-built role-based 

security access, to a large extent will assist 

inspectors in the field with access to the 

information, as well as Headquarters staff to 

see complete information in real time.  But the 

results of any analysis is only as good as the 

analyst and the input, so efforts are now being 

made to prepare data across the Department for 

preparation of the roll out of these systems. 

 

In the near future, well trained analysts 

familiar with analytical methodologies and 

using a variety of information sharing tools 

will undertake collaborative analysis in 

conjunction with inspectors both in the field 

and in Headquarters.  When in the field, the 

inspector will be able to draw on such 

information to guide their inspection and 

complementary access activities.  This 

information is then fed back into the 

continuous, collaborative analysis process to 

trigger follow-up actions.  As technology 

progresses the inspector may undertake a 

virtual inspection in Vienna before even 

visiting the facility for the first time.  

 

Such scenarios require the Department to 

move into a mode of free exchange of 

information and a willingness to engage in 

collaborative analysis.  The days of a “culture 

of compartmentalization” are slowly fading 

and a newer “culture of collaboration” is 

taking hold.  This shift will only benefit the 

Department‟s ability to draw soundly-based 

safeguards conclusions.  We have highlighted 

the developments leading us to this goal but 

defining the end line is only part of the 

solution.  Cultural change is driven by process 

and behavioral change.  In the Department, 

new processes are being established to achieve 

these outcomes but we must remain mindful of 

the need to change behaviours and the culture 

if we are to be successful.

 


