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Abstract. The experiences obtained from the current construction projects at Olkiluoto clearly point out 

the need to introduce the safeguards requirements into facility design process at an early stage. The early 

Design Information is completed, in principle, before the construction. However, during the design of 

containment, surveillance systems, and non-destructive assay equipment and their cabling, the design 

requirements for safeguards systems were not available either for the new reactor unit or for the disposal 

plant with a geological repository. Typically, the official Design Information documents are not available 

early enough for efficient integration of safeguards systems into new facilities. In case of the Olkiluoto 

projects, this was due to understandable reasons: at the new reactor unit the design acceptance by the 

ordering company and by the nuclear safety authorities was a long process, ongoing simultaneously with 

parts of the construction; and at the geological repository the national legislation assigns the repository the 

status of a nuclear facility only after the initial construction and research phase of the repository when the 

long-term safety of the disposal concept is demonstrated. As similar factors are likely to delay the 

completion of the official Design Information documents with any new reactor projects until the 

construction is well underway and efficient integration of safeguards systems is impossible. Therefore, the 

proliferation resistance of new nuclear installations should be addressed in the design phase before the 

official Design Information documents are finished. This approach was demonstrated with the enlargement 

of the Olkiluoto spent fuel storage building. For this approach to work, strong national contribution is 

needed to facilitate the early communication and exchange of information between the IAEA and the other 

stakeholders to enable the design of facilities that can be efficiently safeguarded. With the renaissance of 

nuclear energy, the world-wide nuclear technology holders, facility designers, manufacturers and supply 

organisations should be invited to participate in the development, construction and operation of safe, secure 

and efficiently safeguarded nuclear installations.  

 

1. Introduction 

 
Historically, IAEA safeguards at nuclear power plants have been applied mainly to existing or already 

designed plants and, as a result, the safeguards techniques and methods used have been adapted to take this 

into account. The designs of all nuclear facilities are subject to many economic, technical, legal, security, 

safety, environmental and other constraints, and it is the function of the design team to find solutions which 

are optimal within these constraints. Safeguards implementation is an additional factor which should be 

equally taken into account, preferably during the design stage as indicated by the IAEA already in 1998 [1]. 

Both nuclear power plants and safeguards techniques continue to be developed and these should lead to a 

streamlining of the methods by which safeguards are applied to future plants currently being designed. 

 



 
 

The early implementation of safeguards to new facilities would improve the status of safeguards in the 

nuclear society. In addition, Security Council Resolution 1540 (April 2004) is calling all States to ensure 

that export controls, border controls, material accountancy, physical protection are efficiently taken care of 

and to develop appropriate ways to work with and inform industry and the public regarding their 

obligations. The importance of designing facilities to be secure and proliferation (NPT) resistant should be 

understood by all stakeholders. The transfer routes of nuclear materials should be such that reliable 

advanced containment and surveillance methods can be designed during the general design phase of a 

facility. The well functioning security and safeguards systems would reduce the burden to the operator and 

make the estimated operational costs more reliable. Also, taking the safeguards requirements into account 

during the design process helps to assure the operator and constructor that there will be no unexpected 

changes required in the later stages of the construction process due to unexpected safeguards demands. This 

is potentially a very useful help in project risk management during the construction. However, the current 

attitudes, practices and legislative bureaucracy do no support the effective incorporation of necessary 

provisions for safeguards during the design and construction phases. 

 

Nuclear safeguards is commonly acknowledged to be the traditional nuclear material accountancy and 

reporting system and the main stakeholders are the international, regional and local authorities, and the 

operators. The introduction of the Additional Protocol (1996) extended the scope of safeguards to the non-

proliferation control of nuclear programmes and fuel cycle related activities in Member States around the 

world. In addition, Security Council Resolution 1540 (April 2004) requires every State to ensure that 

export controls, border controls, material accountancy, physical protection are efficiently taken care of and 

calling all States to develop appropriate ways to work with and inform industry and the public regarding 

their obligations. Despite of these demands, it is still common that safeguards culture is acknowledged to 

cover the stakeholders at national, facility and individual levels in Member States, e.g. [2], while the 

designers, manufacturers and supply organisations operate on global market.  

 

The planning and implementation of safeguards measures to a new facility begins, in the current approach 

to safeguards, after the design and construction phase, when the formal Design Information is available to 

the IAEA. Even the IAEA Safeguards Manual updated in 2004 still supports this approach. The time line 

according to INFCIRC/153 is 180 days before nuclear material is introduced to the facility. Therefore, the 

operator typically submits this final information with the nuclear licence application. By this time, many, if 

not all, details of the design are already unalterable. However, the requirement for early submission of the 

provisional design information dates back to April 1992
1
. The IAEA executive Board called all the parties 

to comprehensive safeguards agreements to inform the Agency of their programmes for new nuclear 

facilities and activities, and for any modifications to existing facilities through the provision of preliminary 

design information, as soon as the decision to construct, to authorize construction, or modify has been 

taken. In order to find means to have safeguards involved in the facility design phase, the IAEA organised a 

workshop in 2008. As a result of the workshop, more than 60 proposals were presented in the STR-360 

report [3], called the safeguards-by-design (SbD) initiative, but no exact mechanism how to adopt these was 

specifically addressed. As a result of the workshop, it was emphasised that the IAEA should continue to 

cooperate with the stakeholders responsible for the design phase.  

 

The Nuclear Non-Proliferation Treaty (NPT) does not confer any obligations directly on the designers, and 

the designers have no direct interface with the IAEA. Thus, the IAEA safeguards requirements have to be 

communicated to the designer through the national authorities of a State and finally the company 

contracting the facility design or construction. This obligation does not arise solely from the NPT Treaty: 

the UN Security Council Resolution 1540, addressed to all States and the IAEA, requires this as well. 

Safeguards should be understood as a requirement for operation and benefiting the operators, like the safety 

and security of the facility, rather than an additional cost to be avoided or postponed. Safeguards are a 

prerequisite for the peaceful use of nuclear technology and disarmament. 

 

Although the safeguards-by-design initiative in STR-360 is focused on future “Generation IV” power 

plants, this paper presents current experiences from “Generation III” facilities that support the initiative. 

The facility design and construction experiences at the Olkiluoto nuclear power plant demonstrate the 

importance of the initiative. The long-term preparation for construction of the geological repository 

introduces the problems of national legal framework and bureaucratic obstacles in preparation of official 

                                                      
1
 Source – IAEA Board of Governors Report, GOV/2554/Attachment 2, April, 1992 



 
 

documents before the licensing phase; whereas the construction of the new power reactor shows that the 

confidentiality requirements between the design offices, construction companies and owner of the facility 

delay the submission the official Design Information during the licensing phase. In contrast to these new 

facilities, the enlargement of the existing spent fuel storage building at the site follows good practices; i.e. 

the early information about the safeguards system requirements, resulting in the much needed improved 

communication between the IAEA, State authority, and the designers.  

 

2 Design Information for a new facility 
 

The experiences obtained from the regulatory oversight of the current construction projects at Olkiluoto 

clearly point out the need to bring in the safeguards requirement at an early stage of facility design. The 

Agency should be informed of the programmes for new nuclear facilities and activities, and for any 

modifications to existing facilities through the provision of preliminary design information as soon as the 

decision to construct, to authorize construction, or modify has been taken.  

 

The national decisions to construct the final disposal facility with a geological repository and the a new 

power reactor at Olkiluoto were made almost simultaneously in early 2000s, but owing to different safety 

requirements and the resulting construction principles as well as different time lines these facilities present 

very different examples of the design process. The preliminary design information at this early phase does 

not contain details needed for the planning of safeguards instrumentation. Therefore, the communication 

between the IAEA, regional (European Commission) and national authorities, the operator/ordering 

company and the designer side should be conducted in a transparent and mutually agreed way, and 

continued in an iterative process during the construction – much before the official documentation is 

available for traditional safeguards implementation.  

 

The requirement to assure the international community, through the IAEA, about the absence of undeclared 

activities has been emphasized in the safeguards approaches for the geological repository. The baseline data 

around the repository site had to be collected before the underground excavation, research, and construction 

take place e.g. [4] and [5]. However, in order to avoid extensive site-specific safeguards instrumentation, 

data collection and data analysis proposed in [6], before there is assurance that the investigated area will be 

developed for nuclear purposes, the early implementation safeguards has been questioned. 

 

2.1 Design of the final disposal facility 

 

The final disposal of the nuclear material will introduce new safeguards approaches which have not been 

applied previously in the IAEA’s safeguards measures for spent fuel. The fuel will be non-verifiable and 

non-accessible after disposal. Therefore, new generic safeguards approaches have been developed for the 

geological repository within the framework of the IAEA support programmes SAGOR and later ASTOR 

[5]. These indicate that the design information should cover wider area and should be reported earlier than 

traditionally required. 

 

The decision to construct an underground repository for spent nuclear fuel in Finland was made already in 

1983. This final disposal of spent nuclear in geological formations is required to serve the overall good of 

Finnish society. In order to follow these national requirements, the geological repository will be developed 

in several phases aiming to start the emplacement of spent fuel by 2020. 

 

The site selection phase took 15 years, and, owing to information from geological site investigations and 

geoscientific monitoring programme, the application to locate the preliminary designed repository near the 

Olkiluoto nuclear power plant was accepted in the Parliament in 2001. In this context, the national 

safeguards approach [7-9] of applying long-term monitoring data, originally collected for the safety case, to 

support safeguards reporting in a cost-effective and non-intrusive manner (according to IAEA and SAGOR 

guidelines [5]) was developed and launched in 2003. In November 2003 the IAEA was informed by STUK 

about the decisions and plans. Attached to this formal communication was basic technical information in 

order to enable the IAEA to initiate its safeguards activities. The main focus has been on the generation of 

necessary regulations for documenting construction and adjoining geo-scientific monitoring records, and on 

the creation of the credible knowledge base that has to serve the safety and safeguards community 

throughout the life time of the disposal project – over 100 years. 

 



 
 

The current phase of site investigations includes the construction of underground premises for rock 

characterisation purposes, the excavation of which began in 2004. During this research and construction 

phase, the design of these rock premises and the rest of the facility has been updated several times. Later on, 

these premises are expected to form a part of the final repository if the rock volumes are considered to fulfil 

safety, safeguards and other requirements, and the final disposal facility has societal acceptance. The 

licence application for the construction of the final disposal facility, which includes updated preliminary 

design information, is scheduled to be submitted in 2012. The construction of the encapsulation plant will 

begin after the license has been granted. The encapsulation plant, which will be built at the site, will offer 

the final opportunity for verification of spent fuel assemblies prior to encapsulation and their transfer to the 

geological repository.  

 

The status of this installation, related to Finnish nuclear programme, underground premises, and the planned 

encapsulation plant has been discussed and a voluntary plan to submit information needed for safeguards 

has been published [8]. The implementation by the IAEA (and the regional authority) of the proposed 

approaches to the repository under construction has been postponed because of the lack of official formal 

design documents and since there is no final decision if the area being investigated will, indeed, be assigned 

for nuclear use. However, the Agency has been informed about the programmes for these new nuclear 

facilities and activities, and preliminary information available has been provided. Due to the nature of this 

challenge, the cooperation of all parties involved in the implementation, including the operating 

organisation and the technology holders and designers, is essential.  

 

After the entry-in-force of the Additional Protocol (2004), there has also been discussions between Finland, 

the regional authority, and the IAEA on when this installation should be declared as a long-term plan, 

article 2a(x), and later as a site, article 2a(iii). However, the early delimitation of the disposal site does not 

enable the basic need for early submission of preliminary design information. Similarly, the present 

published design of the encapsulation plan could be used as a basis for planning of containment and 

surveillance and verification measures with the designers; although, the exact location of the plant is not yet 

decided. The discussion initiated in 2002 [10] for the safeguards concept should be continued between the 

relevant implementing stakeholders, not only at scientific level [11], but as an on-going design process 

much before the official declarations with full technical details.  

 
2.2 Design of the new reactor buildings 

 

The Olkiluoto 3 unit was ordered in 2003 on the turnkey basis with a rapid construction schedule to start 

energy production by 2009. It became soon obvious that at the details of design required at the bidding 

phase were serving mainly the cost estimation. After the contract, the designers of the constructing 

consortium and manufacturing companies were selected. The construction of the new reactor involved 

organisations from more than 100 different countries. The reactor components are imported and 

international organisations are responsible for the construction itself. Therefore, most of the non-

proliferation concerns need to be dealt with at international level. 

 

The project coordination and management was developed for coordinating the numerous organizations 

working on the project, but, as is well known, the project is been delayed for several reasons despite all of 

the coordination efforts. One of the major reasons has been the lack of experience in constructing a licensed 

nuclear facility in western Europe. According to the national requirements and company level quality 

assurance policies and practices, the design has to be approved independently within the design 

organisation, in the ordering company, and, for the parts with nuclear safety relevance, at the nuclear 

authority. The owner, the future operator, is responsible for safeguards and for safeguards-related 

documents, which need to be based on accepted and approved facility design documents. 

 

The owner informed the nuclear authorities about the development and prepared a draft for formal Design 

Information in 2007, much before the deadlines of safeguards agreements and regional safeguards 

regulations. In this documentation, some details describing the fuel handling systems are still missing, 

owing to the fact that the design of this system was not yet accepted, possibly even not yet designed, in the 

sub-contracted chain and, as a result, the confidential information cannot be submitted by the owner.  

 

The need to have space and electricity for safeguards instrumentation and cable penetrations was not 

considered during the design phase. Owing to the traditional safeguards approach, the search for locations 



 
 

of surveillance cameras and seals began after the draft documentation was submitted at which point the 

casting of the containment was already going on and the addition of cable penetrations was very difficult 

and expensive, if not downright impossible.  

 

In collaboration with the ordering company, vendor, and safeguards authorities, the site was visited and 

modern 3 D visualisation techniques were used to explore the lines of sight for cameras. After this 

discussion, additional work and rewriting of the design documents to support the arrangement were agreed. 

Unfortunately, the fuel assemblies and the fuel transfer routes between the fuel building and reactor are 

designed in such a manner that continuous surveillance and continuity of knowledge are difficult to 

maintain during the operation of the plant. Had this requirement been taken into account during the early 

design process, the transfer routes could have been designed slightly differently, allowing easy surveillance 

of the fuel assemblies in transit while adding no extra cost for the construction or the operation of the plant. 

This clearly demonstrated that cost-efficiency in application of safeguards measures could have been 

improved when identifying timely this issue as one of the design requirements. The proliferation resistant 

structures in the facility should also be a common interest for those dealing with the safeguards and security 

precautions as proliferation resistance also helps to secure the facility against any thefts of nuclear materials 

by both insider and outsider actors.  

 
2.3 Design of the enlarged spent fuel storage 

 

The spent fuel storage building was designed to store spent fuel over 40 years from the two reactors 

commissioned in the 1980s. However, the capacity of the storage has to be enlarged due to the new reactor 

and the resulting increase in the amount of spent fuel. The requirements for containment and surveillance 

measures to be applied for the spent fuel storage are defined in the facility attachments. These also cover 

procedures when planning changes in the design.  

 

According to the Subsidiary Arrangements, with particular reference to the facility arrangements, the 

operator has timely informed the authorities of the possible need to revise the safeguards system. The 

enlargement will be done in such a manner that the number of new entrance routes to the storage building is 

minimised and that the existing IAEA/EC surveillance and sealing systems will cover both the existing and 

enlarged part of the storage. Minimal adjustments will be needed to maintain the continuity of knowledge. 

This adjusted safeguards system covers both additional security and safeguards requirements arising from 

the expansion.  

 

Conclusions 
 

The introduction of safeguards into the design of new facilities should be incorporated in the early design 

stage. Safeguards instrumentation is typically mounted at old facilities after the commissioning of the 

facility. The IAEA safeguards and security requirements are typically not known to the designers, who have 

to consider, first of all, the nuclear safety requirements. Therefore, the interaction between these 

stakeholders should be arranged, e.g. via strong national authorities. 

 

The safeguards agreements call for an early submission of preliminary design information in order to 

facilitate the planning of facility specific safeguards. The integration of containment and surveillance as 

well as monitoring systems and non-destructive assay equipment to nuclear material transfer system should 

be included in the facility design. It is obvious that the early introduction of safeguards during the design 

phase could reduce the impact of safeguards on the cost and facility operations and help to mitigate the risk 

of surprising, and possibly costly, changes required to fulfil the safeguards requirements. 

 

In reality, submitting binding, official and complete Design Information documents before the design is 

finalised is not possible – and by that time many of the details that make or break the cost-efficiency of the 

facility safeguards are already fixed. This problem can be avoided by changing attitudes and developing a   

“new” open-minded safeguards culture instead of the current protocol and declaration based approaches. 

The early interaction between the stakeholders can be initiated like in the nuclear safety and security 

community. It is necessary that safeguards and security related requirements will be incorporated into the 

regulatory nuclear design requirements, like those of nuclear safety. Safeguards and security requirements 

must be built into the design, not just applied on top.  



 
 

 

The responsible parties, the IAEA, regional and national regulatory authorities, the operator/ordering 

company, and the designing side must establish an efficient process, enabling timely review of the 

preliminary design documents during the whole construction process, which would allow the incorporation 

of the required safeguards and security measures into the structures, procedures and operations of the 

nuclear facilities.  

 

The necessity of the safeguards-by-design initiative is emphasised in the process to construct the 

encapsulation plant for spent nuclear fuel to be disposed of in the geological repository. The preliminary 

design information of the future installations has been known for 10 years, after the national Decision-in-

Principle in 2001 to develop the disposal facility with a geological repository at Olkiluoto. Although the 

construction of the parts in which nuclear material will be handled: the encapsulation plat and the transfer 

route underground, will not start before nuclear licensing, an early interaction between the stakeholders, 

designers, and regulators, is necessary to design a proliferation resistant facilities, secure and well 

safeguarded encapsulation and disposal processes. The emerging “new” security and safeguards culture 

would benefit from the practical experiences obtained when developing safeguards approaches and 

instrumentation to these new nuclear facilities. 
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