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Abstract. The application of “Safeguards-by-Design” (SBD) to a reactor design process is described. The 

SBD concept seeks to improve the efficiency and effectiveness of IAEA safeguards by incorporating the 

needs of safeguards at an early stage of reactor design. Understanding and accommodating safeguards in the 

design process requires a set of “design requirements for safeguards”; however, such requirements (a) do 

not traditionally exist, and (b) must exist alongside other more traditional design requirements based upon 

compliance and operational goals. In the absence of design requirements, a “Design Guide” for safeguards 

was created, consisting of recommendations based on best practices. To acquire an understanding of 

safeguards requirements at the design level, a systematic accounting of diversion pathways was required. 

However, because of the crowded field of other design requirements, this process needed a methodology 

that was also flexible in interpretation. The GenIV Proliferation Resistance and Physical Protection 

(PR&PP) methodology (Rev.5, 2005) was chosen for this exercise. The PR&PP methodology is a general 

approach and therefore it was necessary to restrict its application; in effect, turning “off” various options so 

as to simplify the process. The results of this exercise were used to stimulate discussions with the design 

team and initiate changes that accommodate safeguards without negatively impacting other design 

requirements. The process yielded insights into the effective application of SBD, and highlighted issues that 

must be resolved for effective incorporation of an “SBD culture” within the design process. 

 

1. Introduction 
 

As part of its long-range planning, the IAEA has developed the concept of Safeguards-by-Design (SBD). 

SBD seeks to increase the efficiency and effectiveness of safeguards by incorporating the needs of 

safeguards at an early stage of the reactor design. With sufficient understanding of these needs by the 

technology designer, the safeguardability of the end product can be improved, which leads directly to the 

desired improvement in proliferation resistance. 

 

At the same time, safeguards requirements have received more attention in recent years through the 

licensing process for power reactors, as well as in the goals of the design process itself (the latter driven 

partly by the importance placed on proliferation resistance in the evolving international expectations of the 

nuclear renaissance). Atomic Energy of Canada Limited (AECL), as a reactor designer with responsibilities 

for meeting licensing and pre-licensing requirements, as well as a contributor to both the IAEA’s 

development of SBD guidelines and the Generation IV International Forum’s (GIF) development of a 

methodology for assessing proliferation resistance, was well-placed to incorporate SBD in its pre-licensing 

process for the ACR-1000 reactor. This paper provides an overview of that effort, including the 

incorporation of the GIF Proliferation Resistance and Physical Protection (PR&PP) Methodology. Insights 

gained into the effective application of SBD are summarized, as well as specific issues, highlighted by the 

exercise, which must be resolved for effective incorporation of an “SBD culture” within the design process. 

 

2. Strategic Drivers for SBD 
 

Although Safeguards-by-Design is an initiative of the IAEA, there are several good reasons for non-IAEA 

actors to become engaged. 



 
 

 

For the IAEA itself, SBD is about sharing the culture of proliferation resistance (PR) with those who are 

closest to the technology – the engineering teams involved in the design process. Safeguards have 

traditionally been a consideration that enters at the end of a design process, prior to construction. The notion 

that PR concepts can influence design decisions, thereby reducing safeguards implementation costs and 

making safeguards more efficient, seems perhaps as obvious as the more-familiar incorporation of safety 

and economic concepts; the traditionally confidential nature of safeguards, however, as well as the topic’s 

relatively late introduction within the nuclear industry, has prevented its integration into the design process 

until recently. 

 

For the technology designer, SBD is about managing risks involving construction cost and schedule, as well 

as presenting a more attractive product to the market. When developing a novel reactor technology (or, as in 

the case of the ACR-1000, an established reactor technology with novel enhancements), failure to 

incorporate safeguards considerations at an early enough stage of the design process can potentially lead to 

delays in licensing if a significantly new safeguards approach is required. Because of this, and because of 

the high-profile given to proliferation resistance internationally in any discussion of nuclear expansion, it 

behooves the designer to develop a technology with due attention to safeguardability. 

 

For the State and the international community, SBD is about assurance of security in a world of increasing 

numbers of installed reactors, types of reactors and fuel cycles, and owner States. The strain on the IAEA’s 

safeguards regime, already challenged by limited resources, will increase as nuclear technology spreads to 

States without previous experience in this area, particularly as the variation of installed technology grows 

with the introduction of novel designs and fuel cycles. Mitigation of this scenario is a point of considerable 

discussion internationally, including the encouragement of proliferation resistance consideration as early as 

possible in the design process (often integrated with safety and security considerations, sometimes referred 

to as the “3S” concept, for maximum efficiency). 

 

3. Incorporating Proliferation Resistance in the Design Process 
 

The question of exactly how to efficiently incorporate considerations of proliferation resistance in the 

design process has been discussed at length on several occasions, including a seminal 1998 technical report 

by the IAEA [1], and a major IAEA workshop in October 2008 [2]. This guidance was not wholly available 

to AECL at the time of its initial involvement, however, and so the approach was forged independently, 

meeting requirements of the day for the pre-licensing process for the ACR-1000. 

 

In general, an ideal process for SBD would be as pictured in Figure 1; i.e., a set of Requirements, or 

standards, for safeguardability are set out by the international agency with most expertise in the matter, the 

IAEA. These Requirements would be applied domestically in conjunction with the both the “State system 

of accounting for and control of nuclear material” (SSAC) and the nuclear licensing agency, as well as the 

Operator who would ultimately become responsible for the technology.  

 

 
 

Figure 1. “Ideal” process for providing proliferation resistance requirements to Designer 

 

 



 
 

At later points in the development process, the designer would interact with the IAEA and the SSAC on the 

development of a safeguards approach, this last interaction reflecting the traditional process for safeguards 

implementation. 

 

The reality of the design environment, on the other hand, is reflected in Figure 2, which includes some of 

the numerous other standards and regulations that guide the work of the technology designer. Into this 

environment the new SBD requirements must fit, such that the ideal relationship of direct influence 

becomes one of shared influence, via a “Safeguards Design Guide” that is considered in parallel with all 

other Design Guides. This implies compromise and optimization, with priority given to existing legal 

standards in any cases of conflict. This also implies a need for flexibility in the methodology used, allowing 

user-dependent decisions based on the specific environment of design constraints and operational goals. 

 

The development of this Safeguards Design Guide is the subject of the remainder of this paper, including 

insights gained in the process.  

 

 
 

Figure 2. More realistic environment of proliferation resistance requirements in design process 

 

4. Application to ACR-1000 Design 
 

The Advanced CANDU Reactor, ACR-1000, is an evolutionary design from Atomic Energy of Canada 

Limited (AECL), based upon the successful CANDU 6 technology that operates in seven countries (see 

Figure 3). It is heavy-water moderated and on-load refuelled using pressurized horizontal fuel channels, as 

with CANDU 6, but it has a much smaller lattice pitch and thus extracts almost twice as much energy from 

the same plant footprint.  

 



 
 

 

 
Figure 3. ACR-1000 Schematic 

 

The smaller lattice pitch is achieved through the use of light-water coolant and LEU fuel (< 2.5 wt%). 

Significant economic advantages are gained through the reduction of heavy-water inventory, both by 

changing the coolant to light water and reducing the lattice pitch within the moderator. 

 

The ACR-1000 was designed primarily for the domestic market in Canada, although the product is also 

suitable for similar grid capabilities internationally. It is currently marketed by AECL alongside an 

enhanced version of the CANDU 6 (EC6). 

 

As part of the pre-licensing process for the ACR-1000, an assessment of safeguardability was required, 

which in the context of this design (being based upon an established technology with a long experience with 

international safeguards), meant a verification that none of the design changes translated to a significant 

change in safeguardability of the plant. 

 

In addition, for reasons outlined in Section 2 with regard to the designer’s motivations for engagement in 

SBD, it was desired to take a comprehensive look at the technology from a safeguardability perspective. 

Informing this exercise was AECL’s experience with safeguards implementation in CANDU stations 

around the world, as well as an awareness of emerging requirements. The product of this process was a 

“Design Guide for Safeguards”, which systematically stepped through the major system groupings in the 

plant, in a similar fashion to other Design Guides, in each case recording implications and recommendations 

with respect to safeguardability.  

 

Differences between ACR-1000 and CANDU 6 that affect safeguards are:  

 Use of slightly enriched fresh fuel, 

 Use of neutron poison in an inert matrix within central fuel pin of bundle,  

 Reduced fuelling rate (bundles per year), 

 Higher burnup in discharged fuel, 

 Direct spent-fuel discharge from the fuelling machine to a transfer magazine in the spent fuel 

Reception Bay, via a hydraulic-drag transfer tube (Reception Bay transfer magazine can also be 

used to return fuel to the fuelling machine, although this is not a component of ACR-1000 

operation), 



 
 

 New fuel storage and transfer area is outside containment (new fuel transferred through new 

fuel port into containment),   

 Storage of spent fuel is vertical in baskets (rather than horizontal in trays or modules) that are 

later used for transfer to dry storage, 

 A transfer tunnel is used to move spent fuel baskets from each spent fuel Reception Bay to the 

Storage Bay.  

 

The next step was to verify the completeness of this Design Guide with respect to diversion pathway risks 

in the plant design. For this step it was necessary to systematically assess the diversion potential of each 

point along the fuel flow within the plant. The assessment needed to be comprehensive and non-inclusive of 

known CANDU safeguards measures (in essence, determining the safeguards approach from first 

principles), and needed to provide a basis for ranking the pathways by risk level. For this step the GIF 

Proliferation Resistance and Physical Protection (PR&PP) Methodology [3] was employed, as described in 

the next section.  

 

5. Application of the PR&PP Methodology 
 

The PR&PP Methodology was commissioned by the Generation IV International Forum (GIF) in order to 

meet the goal that “Generation IV nuclear energy systems will increase the assurance that they are a very 

unattractive and the least desirable route for diversion or theft of weapons-usable materials, and provide 

increased physical protection against acts of terrorism.”  The GIF PR&PP Working Group released 

Revision 5 of its Methodology in 2006, and is currently developing Revision 6 of this document. 

 

The PR&PP Methodology (summarized in Figure 4) is based upon a systematic process of first 

decomposing a nuclear energy system into its constituent elements, then identifying targets within each 

element (consistent with a given threat description) and the diversion pathways that exist for each target. 

Assessments are then made of the level of risk of each diversion pathway (often combining the assessments 

of sub-elements along each pathway), using a number of measures and associated metrics. The process is 

notionally similar to safety analysis, whereby a system’s response to a given challenge is tested, and the 

outcomes collected for a summary report.  The “challenge” in this case is the threat description, the 

“response” is the PR&PP assessment itself, and the “outcomes” are the results using the provided measures 

and metrics (see Figure 5). 

 

For the PR side of the Methodology there are six measures:  Proliferation Difficulty, Proliferation Time, 

Proliferation Cost, Material Type, Detection Probability, and Detection Resource Efficiency. The first four 

of these measures are associated with “intrinsic” features of the technology itself, while the last two are 

associated with “extrinsic” measures applied – namely, the effectiveness and efficiency of the safeguards. 

 

For the purposes of this analysis, a bare-bones version of the PR&PP Methodology was required since the 

desired outcome was a simple ranking of diversion pathways, without regard for known safeguards. 

Disregarding safeguards meant disregarding both Detection Probability and Detection Resource Efficiency 

in the assessment.  

 

The need to capture all potential pathways meant that the Threat Definition was restricted to a host State 

with high (assumed infinite) capability. Under normal application of the PR&PP Methodology one would 

determine a number of Threat Definitions from within the “space” of potential threats, characterized by host 

capability, strategy and end goals, plus institutional agreements in effect, etc. The assumption made here 

was that a highly capable host State would have the least number of barriers. It is possible that a State with 

lower capability might present subtle differences to the analysis that illuminate other pathways not evident 

in the high-capability case. This possibility was not explored, and the assumption made that the high-

capability case captured all pathways. 

 



 
 

 
 

Figure 4. Steps contributing to PR&PP Methodology 

 

 

 
 

Figure 5. Flow of PR&PP Methodology, with parallels to safety analysis 

 

The assumption of a highly capable host State also meant that the Material Type measure could be 

disregarded, as this would not present a barrier to such a State. The subset of measures utilized, therefore, 

consisted of the Proliferation Difficulty, Proliferation Time, and Proliferation Cost. 

 

A qualitative assessment was made of the subset of measures under consideration for each pathway, based 

upon expert knowledge. Ranking was based upon “high”, “medium”, or “low” proliferation attractiveness 

risk. The end product was a determination of safeguards needs, which fed into a “Preliminary Safeguards 

Approach”, with the intention of measuring the value of the Design Guide that had initiated the process. 
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6. Results of Analysis, and Insights Gained 
 

The analysis identified 27 pathways in all, of which 11 were deemed of “low” proliferation attractiveness, 

14 were deemed “medium”, and 2 were deemed “high”. Results of this exercise were used to stimulate 

discussions with the design team and initiate changes that accommodate safeguards without negatively 

impacting other design requirements. Details of the results cannot be reported here as they are sensitive in 

nature. 

 

The outcomes of this exercise fed into further discussions involving the members of the ACR-1000 design 

team, the federal regulator (and SSAC), and the IAEA. In this manner steps to accommodate safeguards 

could be fully discussed, without negatively impacting other design requirements. 

 

The process yielded insights into the effective application of SBD, including the importance of:   

 

 Early implementation:  The inertia of the design process means that new design requirements 

are not easily incorporated once the process is well underway. The presence of a safeguards 

representative early in the design process also increases the chances of obtaining buy-in from 

all participants, and increases the chances of success in incorporating all relevant safeguards 

linkages in the design (i.e. capturing all ramifications of a specific safeguards-related design 

change across all disciplines and elements of the design process). 

  

 SBD procedures:  The design process requires that a procedure exist which guides the 

implementation of each design element.  If SBD is to be considered an integrated design 

element then a clearly documented formal process is required. 

 

 Training:  General awareness training of design engineers in safeguards and proliferation 

resistance concepts increases the chances of successful implementation of SBD. Design 

engineers in general feel that safeguards and non-proliferation are not topics that they are either 

technically qualified or have appropriate security clearance to discuss. 

 

 Communication:  The establishment of clear lines of communication and areas of responsibility 

between the designer, the SSAC, and the IAEA can avoid misunderstandings and increase the 

efficiency of the process.  It is essential that SBD be a three-way discussion between the above 

bodies. 

 

 Business case:  To project management, SBD is at risk of being viewed as an extraneous item 

with little benefit for the designer, while offering a significant benefit for the IAEA.  A business 

case that quantifies the strategic drivers for the designer’s participation, outlined in Section 2, 

will help to communicate the real benefits in terms that make immediate sense to project 

managers. 

 

The process also highlighted issues that must be resolved for effective implementation of SBD; for 

example:   

 

 Detailed knowledge about the safeguards approach is required at a much earlier point in the 

design process than usual, requiring that decisions be made well ahead of developments in both 

safeguards policy and technology; 

 

 The most effective SBD process is conservative in nature, allowing for continuing evolution of 

technology throughout the life of the facility; however, too much conservatism at the design 

stage may not be consistent with other design goals, including minimization of cost and 

optimization of space. 

 

 Project management may be reluctant to fully embrace SBD, as safeguards are sometimes 

perceived as something already taken into account, or that SBD itself is a new name for 

something already practiced.  There may be an additional fear of “scope creep” as new or even 

evolving requirements are introduced. Early implementation, procedures, training, 



 
 

communication, and a formal business case, can mitigate this, as outlined above. 

 

The SBD process will be most effective when its general acceptance level leads to an incorporation of 

“SBD culture” within the design process; that is, when elements of SBD are integrated with other guiding 

principles, as in the “3S” concept of “safety, security, and safeguards”, and commonly implemented across 

the various departments within the design process.  

 

7. Conclusions 
 

The GIF PR&PP Methodology proved a useful tool for allowing a reactor designer (AECL) to characterize 

its technology in a systematic and comprehensive manner in terms of proliferation resistance. This verified 

the Design Guide for Safeguards that was created to guide the design process, and also provided useful 

information to the design team as it entered into SBD discussions with the IAEA and SSAC. 

 

Technology designers have new responsibilities in the nuclear renaissance, as it becomes increasingly 

important to incorporate safeguardability in the design mindset. The PR&PP Methodology provides a 

technically mature, comprehensive, and publicly available tool for informing this process.  

 

It should also be noted that the application described herein represents a subset of what the PR&PP 

Methodology is fully capable of. The application here underscores the fact that valuable insight with respect 

to proliferation resistance can be gained at different phases of the design process, and for different purposes 

– from specialized applications focusing solely on the diversion pathways, to complete assessments of 

systems and applied safeguards. 

 

A number of insights were gained and issues highlighted in following this SBD process, the resolution of 

which will aid effective implementation of SBD as a standard element of the design process in the future.  

Acceptance and understanding of SBD at all levels can lead to the incorporation of an “SBD culture” within 

the design process, integrated with other guiding principles as in the “3S” concept of  “safety, security and 

safeguards” espoused by the IAEA. 
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