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Abstract 
The United States Department of Homeland Security (DHS) maintains the National Exercise Program (NEP) as 
one of the mechanisms to evaluate the preparation of the U.S. government (USG) to execute the full range of 
capabilities and responsibilities. The NEP is a national, interagency-wide program that prioritizes, focuses, and 
coordinates national security and homeland security preparedness-related exercise activities. Results from these 
exercises provide information that informs the policy process and ultimately improves the government’s 
preparedness posture. Exercises are the primary tool available for evaluating the capability to perform in a crisis 
or emergency. The principal focus of the NEP is a program of capabilities-based exercises designed for the 
participation of heads of Federal Departments and Agencies and other top officials to examine and evaluate 
emerging national-level policy issues. TOPOFF (referring to “Top Officials”) is a national, biennial domestic 
counterterrorism exercise series consisting of a two-year planning endeavor, involving experts at all levels of 
government and the private sector. The TOPOFF 4 Full Scale Exercise (FSE), focused on radiological dispersal 
devices (RDD), was conducted in October 2007.  
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1. Introduction 
 
TOPOFF is the nation’s premier terrorism preparedness exercise, involving top officials at every level 
of government, as well as representatives from the international community and private sector. 
Sponsored by U.S. Department of Homeland Security (DHS), TOPOFF 4 (T4) was the fourth exercise 
in the TOPOFF Exercise Series, a congressionally-mandated exercise program. Each TOPOFF 
exercise involves a two-year cycle of seminars, planning events, and exercises culminating in a full-
scale assessment of the nation’s capacity to prevent, prepare for, respond to, and recover from terrorist 
attacks involving Weapons of Mass Destruction (WMD).  

The T4 Full-Scale Exercise (FSE) scenario was based on National Planning Scenario # 11 [1], which 
posits the use of a radiological dispersal device (RDD).  The FSE was designed to test the full range of 
federal, state, territorial, and local capabilities and included coordinated attacks in Guam, Oregon, and 
Arizona. Nearly every capability in the DHS Target Capabilities List (TCL) [2] was exercised. An 
overarching After Action Report / Quick Look (AAR/QL) focused on five of those capabilities: 
Intelligence/Information Sharing and Dissemination; On-Site Incident Management; Emergency 
Operations Center Management; Emergency Public Information and Warning; and Economic and 
Community Recovery.  

The T4 planning team was composed of personnel from more than one hundred organizations, 
including DHS and other federal agencies, state and local agencies from the States of Arizona and 
Oregon and the U.S. Territory of Guam, private sector and nongovernmental organizations, as well as 
three international partners: Canada, the United Kingdom, and Australia.  

 
2. The Radiological Dispersal Device Threat 
 
The TOPOFF 4 scenario was based on terrorist use of radiological dispersal devices in three 
geographically separated locations. 
 
2.1 Radiological Dispersal Device Defined 
 
The U.S. Federal Emergency Management Agency defines an RDD as a “device other than a nuclear 
explosive device, designed to disseminate radioactive material in order to cause destruction, damage, 
or injury [3]. 
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• The mode of dispersal typically conceived as an RDD is an explosive device coupled with 

radioactive material, a so-called “dirty bomb.” 
• An RDD poses a threat to public health and safety and the environment through the spread of 

radioactive materials, and any explosive device presents an added immediate threat to human 
life and property. 

• Other means of dispersal, both passive and active, may be employed (see Fig. 1).  Such 
incidents may include covert pumping, spraying or other means of distribution of a radioactive 
liquid, aerosol or powder, release from aircraft, injection into air-handling systems or water 
supplies, and other possible methods. 

 
Figure 1: One example of a radiological dispersal device 
 

 
 
2.2 Types of Radiological Dispersal Devices 

A “dirty bomb” is one type of a “radiological dispersal device” (RDD) that combines a conventional 
explosive, such as dynamite, with radioactive material (see example in Fig. 2). The U.S. Nuclear 
Regulatory Commission defines a “dirty bomb” as a type of RDD consisting of “a conventional 
explosive or bomb containing radioactive material.”[4] However, the terms dirty bomb and RDD are 
often used interchangeably in the media. Most RDDs would not release enough radiation to kill people 
or cause severe illness - the conventional explosive itself would be more harmful to individuals than 
the radioactive material. However, depending on the scenario, an RDD explosion could create fear and 
panic, contaminate property, and require potentially costly cleanup. Making prompt, accurate 
information available to the public could prevent the panic sought by terrorists. 

A dirty bomb is in no way similar to a nuclear weapon or nuclear bomb. A nuclear bomb creates an 
explosion that is millions of times more powerful than that of a dirty bomb. The cloud of radiation 
from a nuclear bomb could over spread tens to hundreds of square miles, whereas a dirty bomb’s 
radiation would be dispersed within a few blocks or miles of the explosion.  

A dirty bomb can range in size from a small pipe bomb to large vehicle-borne improvised explosive 
device (VBIED), and in strength from fractional MBq (mCi) to 11,000 TBq (300,000 Ci).  However, 
the larger the bomb, the larger the dispersal area, and the more widely dispersed the radioactive 
material, the smaller the dose rate will be at any particular point.  Dispersal is also dependent on the 
physical and chemical form of the material (e.g., Cobalt metal versus Cesium-chloride powder). 
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Figure 2: Simplified schematic of a dirty bomb type RDD  

 

Another method of RDD employment is covert dispersal.  Examples might be the release of 
radioactive powder or liquid manually, from a vehicle or by an aircraft.  The size of a covertly 
dispersed RDD would be limited by carrying capacity of dispersal device, shielding requirements (if 
not suicidal) and available sources; generally less than 11,000 TBq (300,000 Ci).  Potential targets 
range from a city to a reservoir to a building to a park to a cup of tea. 

Finally, passive exposure involves placing a discrete radiation source in a location where 
another/others will be exposed to harmful levels of radiation.  Passive exposure device strength could 
range from fractional MBq (mCi) to 555 TBq (15,000 Ci) and targets may be selective (e.g., placing 
under the seat of a car or in a desk accessory) or random (e.g., placing under the seat of a subway train 
or in a traffic bollard). 

2.3 Magnitude of the Threat 

Because a terrorist-built RDD is unlikely to cause many deaths, many do not consider an RDD to be a 
weapon of mass destruction (WMD). Its purpose would presumably be to create psychological, not 
physical, harm through ignorance, mass panic, and terror. For this reason RDDs are sometimes called 
"weapons of mass disruption". Additionally, containment and decontamination of thousands of panic-
stricken victims, as well as decontamination of the affected area might require considerable time and 
expense, rendering affected areas partly unusable and causing significant economic damage. 

The extent of local contamination from a RDD would depend on a number of factors, including the 
size of the explosive, the amount and type of radioactive material, the means of dispersal, and weather 
conditions. Those closest to the RDD would be the most likely to sustain injuries due to the explosion. 
As radioactive material spreads, it becomes less concentrated and less harmful. Prompt detection of the 
type of radioactive material used will greatly assist local authorities in advising the community on 
protective measures, such as sheltering in place, or quickly leaving the immediate area. Radiation can 
be readily detected with equipment already carried by many emergency responders. However, 
subsequent decontamination of the affected area may involve considerable time and expense.  

Immediate health effects from exposure to the low radiation levels expected from an RDD would 
likely be minimal. The effects of radiation exposure would be determined by: 

• Amount of radiation absorbed by the body.  
• Type of radiation (gamma, beta, or alpha).  
• Distance from the radiation to an individual.  
• Means of exposure–external or internal (absorbed by the skin, inhaled, or ingested)  
• Length of time exposed.  

The acute health effects of radiation tend to be directly proportional to radiation dose. In other words, 
the higher the radiation dose, the higher risk of injury. 

After the explosion, 
radioactive material is 
dispersed and shrapnel 
causes injuries. 

TNT Radioactive Material
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3. The TOPOFF Series 
 
Homeland Security Presidential Directive-8 [5] states that it is the policy of the United States 
Government (USG) to: 
 

…strengthen the preparedness of the United States to prevent and respond to threatened or 
actual domestic terrorist attacks, major disasters, and other emergencies by requiring a 
national domestic all-hazards preparedness goal, establishing mechanisms for improved 
delivery of Federal preparedness assistance to State and local governments, and outlining 
actions to strengthen preparedness capabilities of Federal, State, and local entities. 

 
On 11 April 2007, the President approved the National Exercise Program (NEP) Implementation Plan 
[6]. The NEP Implementation Plan establishes the NEP under the leadership of the Secretary of 
Homeland Security. The NEP serves as the principal mechanism for: 1) examining the preparation of 
the United States government (USG), its officers and other officials, and 2) adopting policy changes 
that might improve such preparation. 

The TOPOFF series of exercises are an important component of national preparedness, helping to 
build an integrated federal, state, territorial, local, and private sector capability to prevent terrorist 
attacks, and rapidly and effectively respond to, and recover from, any terrorist attack or major disaster 
that does occur. To date four TOPOFF exercises have been conducted, beginning with the first one, 
identified as TOPOFF 2000. 

TOPOFF 2000: Coordinated, Strategic National Response 

• In May 2000, the Department of Justice, the Department of State, and the Federal Emergency 
Management Agency (FEMA) led the first exercise in the TOPOFF series.  

• The primary goal of the exercise was to improve the capability of government officials and 
agencies, both within the United States and abroad to provide an effective, coordinated, and 
strategic response to a terrorist attack.  

• More than 6,500 federal, state, and local personnel – including top officials – responded to a 
simulated biological attack in Denver, Colorado and a simulated chemical attack in 
Portsmouth, New Hampshire.  

• The exercise introduced a new element in preparedness exercises: a simulated media outlet 
known as the Virtual News Network (VNN). VNN kept players up-to-date on unfolding 
events and forced decision-makers to face the challenge of communicating with the media 
during a crisis.  

TOPOFF 2: Assessing Homeland Security Planning 

• Conducted in May 2003, TOPOFF 2 was the first national exercise following the September 
11, 2001 attacks and was led by the newly-formed Department of Homeland Security.  

• TOPOFF 2 provided the first opportunity for DHS to exercise its organizational functions and 
assets, including tests of the Homeland Security Advisory System (HSAS).  

• Participants in Seattle faced a simulated RDD attack, while those in the Chicago faced a 
biological attack.  

• The exercise engaged 8,500 responders and top officials from the United States and Canada – 
the first international partner to participate.  

TOPOFF 3: Exercising National Preparedness 

• Conducted in April 2005, TOPOFF 3 was the first test of the National Response Plan (NRP) 
[7] and National Incident Management System (NIMS) [8].  

• The TOPOFF program continued to evolve during TOPOFF 3 and included an increased focus 
on bolstering international and private sector participation; terrorism prevention activities; risk 
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communication and public information functions; and long-term recovery and remediation 
issues.  

• Over 10,000 participants, including responders and officials from Canada and the United 
Kingdom, responded to a simulated chemical attack in New London, Conn., and a simulated 
biological attack in the State of New Jersey.  

• The exercise marked the launch of a new simulated media tool – the interactive web site 
VNN.com.  

4. TOPOFF 4 

Conducted in October 2007,  the primary  venues for the TOPOFF 4 FSE were Portland, OR; Phoenix, 
AZ.; and for the first time, the U.S. Territory of Guam, as well as in Washington, D.C. for federal 
partners.  Additionally, many other response organizations and jurisdictions, such as State and local 
emergency operations centers participated.  

The T4 FSE involved the detonation of a dirty bomb in each of the three venues by a terrorist group.  
In one case, a terrorist was interdicted prior to reaching his intended target and detonated his bomb at a 
suboptimal location, while the other two bombers conducted there attacks as planned. 

The exercise built on past lessons learned while adding new goals, including: an increased level of 
coordination with U.S. Department of Defense exercises to combat global terrorism, closer 
cooperation with the private sector, an expanded emphasis on prevention, a deeper focus on mass 
decontamination and long-term recovery and remediation issues, and strengthened coordination and 
communications with international allies.  

More than 15,000 participants representing federal, state, territorial, and local entities, as well as the 
governments of Australia, Canada, and the United Kingdom, participated in the exercise.  

4.1 Goals and Objectives 
 
TOPOFF 4 served several important functions: it addressed national counter-terrorism strategy; it 
exercised the national ability to prevent, respond to, and recover from a WMD incident; and it engaged 
senior federal officials. 
 
Building on knowledge derived from previous Federal-level exercises and recent real world events, 
TOPOFF 4 contained several new elements including: increased coordination with the Department of 
Defense, expanded emphasis on prevention – the opportunity to piece together an intelligence “puzzle” 
and stop an attack before it occurs, as well as the focus on mass decontamination and long-term 
recovery and remediation issues. The selection of an RDD event in all three venues allowed the USG 
in coordination with State, Territorial, County, and City partners to evaluate capabilities required in a 
response to near simultaneous events of a similar type. 
 
The following objectives guided planning for T4:  

 • Prevention: To test the handling and flow of operational and time-critical intelligence 
between agencies to prevent a terrorist incident.  

 • Intelligence/ Investigation: To test the handling and flow of operational and time-critical 
intelligence between agencies prior to, and in response to, a linked terrorist incident.  

 • Incident Management: To test the full range of existing procedures for domestic incident 
management of a terrorist WMD event and to improve top officials’ (federal/state/local) 
capabilities to respond in partnership in accordance with the National Response Plan (NRP) 
and National Incident Management System (NIMS).  

 • Public Information: To practice the strategic coordination of media relations and public 
information issues in the context of a terrorist WMD incident or incident of national 
significance.  
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 • Evaluation: To identify lessons learned and promote best practices.  
4.2 Exercise Planning 

T4 was comprised of a series of exercises and activities including seminars and conferences which 
took place before the T4 FSE. The DHS/FEMA National Exercise Division (NED) was the lead 
agency for T4 planning. Other agencies with counterterrorism duties were invited to participate. 

The planning and management of the T4 was an integrated effort among the major exercise planners 
and sponsors. The exercise project management structure is illustrated in Figure 2. Each major planner 
and sponsor had a voting representative in each of the positions described below. This integrated 
planning approach provided a mechanism to coordinate planning efforts by DHS (FEMA/NED, NOC, 
and the interagency group), DOS, FBI, DOE, HHS, and other T4 interagency partners. 

Exercise project management is a component of exercise program management used to carry out the 
activities needed to execute an individual exercise. Exercise project management involves five phases, 
collectively known as the exercise cycle (Fig. 3). Exercises conducted in accordance with phases of the 
exercise cycle lead to tangible preparedness improvements.  

 
Figure 3: T4 Exercise Cycle 

 
The five phases of the cycle are as follows: 

• Foundation: Activities that must be accomplished to provide the foundation for an effective 
exercise include: create a base of support (i.e., establish buy-in from the appropriate entities 
and senior officials); develop a project management timeline and establish milestones; identify 
an exercise planning team; and schedule planning conferences. 

• Design and Development: Building on the exercise foundation, the design and development 
process focuses on identifying objectives, designing the scenario, creating documentation, 
coordinating logistics, planning exercise conduct, and selecting an evaluation and 
improvement methodology. 

• Conduct: After the design and development steps are complete, the exercise takes place. 
Exercise conduct includes setup, briefings, facilitation, control, evaluation, and wrap-up 
activities. 

• Evaluation: The evaluation phase for all exercises includes a formal exercise evaluation, an 
integrated analysis, and an After-Action Report and Improvement Plan (AAR/IP) that 
identifies both strengths and weaknesses in an entity’s preparedness, as observed during the 
exercise. Recommendations for improvement are identified to help develop corrective actions 
to be tracked throughout the improvement planning phase. 
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• Improvement Planning: During improvement planning, the corrective actions identified in 
the evaluation phase are assigned – with due dates – to responsible parties. The corrective 
actions are tracked to implementation and then validated during subsequent exercises.   

The Executive Steering Committee (ESC) was responsible for total exercise oversight and was 
organized as shown in Fig.4. Committee members directed and integrated all T4 planning efforts 
including the supervision and coordination of all working groups and venues. The ESC ensured that 
planning efforts were coordinated among the working groups, were communicated to policy makers, 
and reflect policy guidance.  
 
Figure 4 Exercise Management Structure 

Management Structure
Executive Steering 

Committee

Control/Evaluation 
Working Group

Intelligence 
Working Group

Scenario 
Working Group

Private Sector 
Working Group

International 
Working Group

External Affairs 
Working Group

Cyber 
Working Group

Interagency Venue

Domestic Venues

Exercise Design Stakeholder Coordination

International Partners

 
4.3 Preparatory Events 

Each TOPOFF exercise series involves a two-year cycle of planning, seminars, exercises, and training 
activities leading to a Command Post Exercise (CPX) in the first year and a full-scale exercise in the 
second.  Preparation also includes companion Tabletop Exercises (TTX) for senior government 
officials, generally referred to as Principals Level Exercises. 

4.3.1 Command Post Exercise 

The T4 CPX was conducted 19-22 June 2006 in conjunction with the FEMA Forward Challenge 
exercise, which involved a test of Federal continuity of operations plans (COOP), and the Federal 
Bureau of Investigation (FBI) Marble Challenge exercise, which involved a law enforcement WMD 
response. The T4 CPX focused on senior officials’ abilities to respond to a complex and demanding 
exercise scenario, in accordance with the National Response Plan (NRP) and National Incident 
Management System (NIMS). 

More than 4,000 Federal, State, local, and tribal senior officials and managers from 85 organizations 
participated in the T4 CPX.  Command post exercises like the T4 CPX are real-time, functional 
assessments of communications, planning, and decision-making capabilities in a time of crisis. 
Although many emergency response centers were activated as part of the T4 CPX, only limited 
numbers of emergency response personnel were deployed into the field.   

4.3.2 Principals Level Exercise 
 
Principals-Level exercises are targeted for Secretary/Deputy Secretary and Assistant Secretary level 
personnel in the USG. Two such tabletop exercises were conducted in September 2007 in preparation 
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for T4 FSE.  The scenario, similar to the T4 FSE scenario, was the same for both of those TTXs. 
Approximately 100 assistant- and deputy-level players participated in the two TTXs combined.  
Subsequent to the completion of these TTXs, the Homeland Security Council developed a Summary of 
Conclusions memorandum which documented recommendations for actions to improve the USG’s 
ability to prevent, prepare for, respond to, and recover from a multiple RDD attack. 
 
4.4 Conduct of Full Scale Exercise  
 
The T4 FSE was a multi-agency, multi-site, domestic counter-terrorism event designed to exercise and 
assess the national capability to prevent, respond to, and recover from a series of coordinated and 
geographically dispersed terrorist threats and acts. The event simulated domestic terrorist incidents in 
Arizona, Guam, and Oregon. The FSE began with a simulated radiological dispersal devise (RDD) 
detonation in Guam on 15 October 2007. Simulated detonations occurred in Oregon and Arizona on 
the following day.  Many emergency operations centers such as the one shown in Fig. 5 participated in 
these venues as well as in the National Capital Region. 
 
An Exercise Plan (EXPLAN) was prepared to provide participants with the information and guidance 
necessary to plan, design, conduct, and evaluate the FSE and to present information on other elements 
of the T4 activities cycle. This EXPLAN identified the scope and concept of play; presented scenario 
background information; provided exercise goals, objectives, and associated evaluation elements; 
explained procedural aspects of play; provided key exercise assumptions, artificialities, and 
simulations; described roles of controllers, simulators, observers, and analysts; and established 
administrative and support requirements and procedures applicable to exercise conduct. 
 
This EXPLAN was complemented by Control Staff Instructions, an Evaluation Plan, a Scenario, and a 
Master Scenario Events List (MSEL). These documents provided detailed background and guidance to 
controllers and evaluators for the conduct and analysis of the T4 FSE. 
 
Figure 5: Typical Emergency Operations Center activated for an exercise 

 
 
Exercise control is defined loosely as those components and functions responsible for the actual 
conduct of an exercise. These include the staff, the technology, the organizational infrastructure, 
facilities, protocols, policies, and procedures that are necessary for the successful operation and 
management of the exercise. Control elements fell into two primary categories: operational and 
tactical. The operational level generally centers on a Master Control Cell, the primary nerve center of 
the exercise from which all control decisions are made. The tactical level of control operated in all 
locations where players were participating. 
 
Other tools used within the control function were the MSEL, the “script” of events as they will occur 
in the exercise and stored within a web-based database; the Extranet Secure Portal, used as the primary 
operational communications tool; the Player and Controller Directories; VNN Live and VNN.com, a 
sophisticated pseudo media tool used to deliver exercise information in a realistic manner.  
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4.3.1 Master Scenario Events List 
The MSEL was a detailed listing of scheduled events or anticipated actions that were to take place 
during the exercise. The MSEL also included scripted messages which were introduced into exercise 
play. The MSEL was used to initiate and simulate the exercise play and inject scenario events. 
 
4.3.2 Virtual News Network  
Two of the most visible features of the T4 FSE were the VNN Live news broadcast and VNN.com 
online newspaper. VNN Live provided a satellite broadcast of news of events and interviews with 
subject matter experts as they occurred during the conduct of the T4 FSE. VNN.com complemented 
intelligence play by providing the media perspective on events that occurred prior to and during the T4 
FSE. 
 
4.5 Exercise Evaluation 
 
The evaluation methodology was based on the Homeland Security Exercise and Evaluation Program 
(HSEEP) doctrine [9] and was designed to support the national goals for T4.  
 
The overarching T4 FSE evaluation focused on high-level (e.g., top official, interagency) decision-
making, coordination, and national-level support plans, policies, and procedures. The overarching 
evaluation did not focus on tactical-level field operations, but rather on how departments and agencies 
(D/As) interact to support the response, share information, and coordinate activities. Venues, agencies, 
and organizations were encouraged to conduct supporting evaluations based on their specific missions, 
objectives, tasks, and procedures. HSEEP provides the common evaluation standards and is supported 
by tools to assist organizations in planning supporting evaluations. 
 
The focus on interagency issues and coordination required the synthesis and analysis of data collected 
from many different sites. Data and observations collected from individual locations were 
consolidated, synchronized, and de-conflicted across locations so that evaluators could obtain a fact-
based understanding of how agencies interacted to coordinate, make decisions, and execute national 
plans, policies, and procedures.  
 
4.5.1 After Action Reporting 
Post-exercise reports provided D/As with the ability to assess and improve policies, plans, and 
procedures at all levels, and to develop corrective actions. The overarching exercise reports were 
prepared by a core group of evaluators. In addition to these reports, some venues, D/As, and 
organizations prepared supporting reports. The overarching reports included the following: 

• Quick Look Report: The purpose of this report was to rapidly summarize preliminary exercise 
observations. It identified strengths as well as areas for further improvement. The contents of 
this report were based on initial exercise feedback, and were not intended to serve as the 
official After Action Report/ Improvement Plan (AAR/IP) [10].  

• After Action Report (AAR): The AAR provided analytic findings focused on T4 objectives in 
the context of policies, procedures, and protocols laid out in HSPD-5, HSPD-8, NRP, NIMS, 
and supporting doctrine. The analysis was based on the reconstruction and supporting data. 

As of the submission date for this paper, the final draft AAR/IP has been submitted to DHS and 
summarily presented at a national after action conference1.  
 
                                                 
1 The Federal Emergency Management Agency (FEMA), the U.S. agency are responsible for national 
preparedness and crisis response training, met at the National Memorial Institute for the Prevention of Terrorism 
(MIPT) in Oklahoma City on 10 April 2008 with the participants of the TOPOFF 4 exercise to go over the 
lessons learned. Joining them in the preliminary review were homeland security advisors and emergency 
management directors from many other states. 
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4.5.2 Improvement Plan 
The Improvement Plan (IP) will contain the list of corrective actions to address the improvement areas. 
These corrective actions identify what should be done, who (person or agency) should be responsible, 
and the timeframe for implementation. The IP will follow the template contained in HSEEP Volume 
III. Each participating agency will identify a POC responsible for reporting its progress toward 
implementing the corrective actions assigned to it in the IP.  
 
5. Corrective Action Program 
 
The DHS Corrective Action Program (CAP) System will be used to enter and track all T4 corrective 
actions. Corrective actions must be written to include attainable benchmarks that gauge progress 
toward full implementation. These benchmarks should be defined against fixed deadlines so that 
gradual progress toward attainment of corrective actions can be tracked. 
 
6. Conclusions 

The TOPOFF series of exercises are an important component of national preparedness, helping to 
build an integrated federal, state, territorial, local, and private sector capability to prevent terrorist 
attacks, and rapidly and effectively respond to, and recover from, any terrorist attack or major disaster 
that does occur. The full-scale exercises offer agencies and jurisdictions a way to test their plans and 
skills in a real-time, realistic environment and to gain the in-depth knowledge that only experience can 
provide. Participants also exercise prevention and intelligence gathering functions, which are critical to 
preventing terrorist attacks. Lessons learned from these exercises provide valuable insights to guide 
future planning for securing the nation against terrorist attacks, disasters, and other emergencies. 
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