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1. Summary 
The Confederation and the cantons share responsibility for protecting the population against NBC 
hazards. To honour this responsibility, preparatory measures are taken at both civilian and military 
level. Assignment of responsibilities is based on the type and seriousness of the given threat. At 
present, preparations break down as follows: 

 Civil protection at cantonal and municipal level is well regulated. Ensuring the effective 
management of minor or moderately serious incidents. Command organisations and 
intervention units are well trained. However, NBC protection equipment must be improved 
(especially in relation to rapid analysis and decontamination) to ensure that initial useable 
evidence can be obtained nationwide and within an expedient period of time. This will, in turn 
guarantee that swift action is taken.  

 There is no central command body for NBC incidents, which would provide leadership at 
the federal level and would coordinate federal subsidiary resources should a NBC incident 
occur. 

 As a general rule, much is known about civilian risks (industrial accidents or accidents 
involving the transport of hazardous goods) thanks to a wealth of studies conducted on this 
subject. Cantonal and municipal contingency plans guarantee effective incident management. 
However, what is missing is the tested cooperation between intercantonal, cantonal-federal 
and civilian-military. These bodies need to take part in joint training exercises, with the 
involvement of political leaders. 

 In terms of prevention and interventions, additional efforts should be made to prevent the 
criminal or terrorist deployment of NBC resources. For example, clear orders should be 
issued on the deployment of subsidiary resources which the Confederation makes available to 
the cantons, municipalities and regions.  

The fourteen reference scenarios developed by the ComNBC illustrate the range of current hazards, 
analyse existing preparations and enable us to observe the following: 

 Emergency protection plans for accidents involving the transport of industrial and 
hazardous goods, as demanded by the relevant supervisory bodies, should be put to the test 
during training exercises.  

 There is a need for action concerning terrorist NBC attacks in order to prevent the 
misappropriation of such substances. Furthermore, in the event of a terrorist attack, a swift on-
site clarification of whether such substances have been deployed is needed.  

 Given that not all regions of Switzerland are exposed to the same NBC risks and that large-
scale incidents are generally very rare, it would make little sense that each of Switzerland’s 26 
cantons has the same resources at its disposal. Instead, intervention resources to tackle an 
NBC incident should be organised on an intercantonal basis. The Confederation also makes its 
own resources available when the situation demands special examinations and interventions. 

The strategy must be reviewed at regular intervals and adapted in line with new information and 
knowledge (cf. Figure 1).  
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Fig. 1: National NBC protection as a cyclical process 
 
The ComNBC puts forward eight recommendations to improve the protection of the population 
against NBC hazards. 

1. Review of the legal bases of NBC security 
2. Evaluation and management of NBC risks based on 14 reference scenarios 
3. Further development of the National NBC Protection and Coordination Office and the 

cantonal coordination platform 
4. Fostering regional cooperation 
5. Consensus on NBC intervention resources 
6. Decentralisation of federal NBC intervention resources 
7. Organisation of a federal interdepartmental command structure 

Updating the Swiss NBC Protection Strategy by the ComNBC. 
 
2. NBC protection in Switzerland today 
Who is in charge and what are their responsibilities? 
According to Article 57 of the Swiss Constitution, the Confederation and the cantons see to the 
security of the country and to the protection of the population within the limits of their respective 
competencies. The management of NBC incidents is largely a municipal and/or cantonal responsibility 
(civil protection system). They rely on the relevant cantonal intervention organisations. 
Art. 5, para. 1 of the Federal Law on Civil Protection and Protection & Support (LPPCi), which came 
into force on 1 January 2004, states that the Confederation, in agreement with the cantons, can be 
asked to coordinate activities and, when necessary, take over responsibility for the management of 
intervention resources when a disaster impacts on several cantons, the country as a whole, or cross-
border regions.  
At the federal level, the technical and strategic aspects of NBC protection are shared between several 
departments and offices. In accordance with several enacting decrees, the Confederation is in charge 
of contingency planning and incident management, particularly in the following instances: 

 Increased radioactivity; 
 Epizootics; 
 Epidemic or pandemic; 
 Threat or blackmail (with or without recourse to NBC means); 
 Armed conflict (with or without recourse to NBC resources). 

 
Swiss NBC Protection to date 
Minor and slightly more serious incidents are managed at local or cantonal levels, which generally 
works well. Incident management at this level relies on the relevant cantonal intervention 
organisations.  
Given the federal structure of Switzerland, contingency planning and interventions are governed by 
cantonal legislation which varies widely (command organisation, intervention doctrine, resources, 
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training, exercises, etc.). These differences can lead to disparities and duplications in contingency 
plans (cantonal solutions) and thus creates inefficiencies.  
Should an incident escalate or a large-scale accident occur (serious consequences for a large part of the 
country or in border regions), the Confederation can be asked to participate in operations. With the 
exception of nuclear incidents, it remains insufficiently prepared for such activities. At federal level, 
there is no permanent command centre or command support agency, which can be mobilised 
regardless of the type of NBC incident.  
Furthermore, cooperation between the Confederation and the cantons when an NBC incident escalates 
has been insufficiently tested. Managing such incidents may be hampered by the disparities between 
cantonal and federal resources. 
 
3. NBC threats and scenarios 
As part of the national NBC protection project, fourteen reference scenarios were developed which the 
NBC Commission believes cover the entire hazard spectrum (Table 1). These scenarios were 
documented according to their duration, their potential impact and incident management. They provide 
a valuable tool to identify shortcomings in relation to prevention and intervention, and to develop the 
appropriate measures to resolve these problems. Several also include variations which involve the 
threatened deployment of NBC resources. On the whole these scenarios correspond to the assumptions 
found in the Technical NBC Protection Strategy developed by SPIEZ LABORATORY (November 
2006).  
 
Table 1: NBC reference scenarios 
N 1. Accident in a nuclear facility: release of radioactivity with prior warning  

2. Dirty bomb: spontaneous release of radioactivity causing contamination  
3. Deployment of a nuclear weapon: ground explosion close to the Swiss border 
4. Attack on a transport carrying highly radioactive waste 

B 5. Deliberate contamination of food with ricin  
6. Terrorist attack involving the pox viruses 
7. Terrorist attack involving anthrax 
8. Pandemic (SARS, etc.) 
9. Accident in a Biosafety Level 3 laboratory with unintentional release of 

contaminants 
C 10. Transport attack or accident  

11. Accident in a chemical storage facility  
12. Chemical terrorism: Hydrocyanic acid attack in a shopping centre  
13. Chemical terrorism: Sarin attack in an airport 
14. Long-range missile attack on Switzerland 

 
4. Objectives of the NBC Protection Strategy for Switzerland 
The aim of the National NBC Protection Strategy is to make the population feel safer by ensuring that 
the Confederation and the cantons do everything in their power to minimise NBC threats by 

 Imposing strict safety requirements on operators of at-risk facilities (nuclear power plants, 
factories, production, handling and storage of NBC substances, NBC laboratories, etc.),  

 Carrying out greater controls and surveillance on sensitive locations such as train stations, 
airports etc., 

 Issuing strict directives on radioactive safety and controls, as well as on the handling and 
storage of dangerous substances;   

 
Swiftly identify an NBC incident by 

 Monitoring industry emissions, 
 Providing cantonal and municipal intervention units with rapid on-site detection resources 

which would enable them to rule out the presence of NBC hazards when a suspicious incident 
occurs, e.g. an explosion of which the causes are unclear;  

 
Rapidly and competently assess the impact on the population, should damage occur by 
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 Immediately dispatching experts to the scene, 
 Deploying the specialist subsidiary resources of the Confederation (EOR, EEVBS, etc.);  

 
Ensuring that the intervention units take effective action by providing: 

 Experienced, interoperable command units, 
 Adequate medical care, 
 Appropriate decontamination measures, 
 Effective information for the public and the media, 
 Proper dissemination of instructions to the affected population, in order to minimise the 

damage as far as possible.  
 
The National NBC Protection Strategy seeks to: 

 Ensure that the Confederation, cantons, intervention units, industry, infrastructure operators 
(roads, rail, distribution networks, refuse or wastewater disposal, etc.) are adequately prepared 
to manage NBC incidents as competently as other types of events, despite their lack of 
practical experience in this area due to the rarity of such incidents.  

 Ensure that preparations are in place to ensure a swift return to normality after an NBC 
incident and to avoid the introduction of protective measures in the long term (exclusion 
zones, relocation of the population). 

 
These objectives can be achieved by: 

 Ensuring risk-based contingency planning (cantonal and federal assessments of scenarios); 
 Training and equipping the municipal and cantonal intervention and command units and 

gathering the necessary experience during training exercises to identify and manage such 
incidents; 

 Clearly regulating regional and cantonal-federal cooperation should an incident escalate and 
putting it to the test during training exercises.  

 
5. Prevention 
The population expects to be fully protected against emergencies, including NBC incidents; an 
expectation which is supported in Article 118 of the Swiss Constitution. This means that the 
prevention and incident management by the cantons and the Confederation is planned to avoid: 
lasting damage to the population (death, serious injury, disability); 
contamination of a region which renders it uninhabitable or unserviceable in the long term (months or 
even years); 
lasting damage to critical infrastructures (energy, drinking water, transport, communication, etc.).  
Prevention must be adapted to potential risks (risk-based prevention). Precautionary measures should 
help prevent NBC incidents occurring, while contingency planning should create the necessary bases 
for effective incident management and should be put to the test during training exercises.  
The systematic and rigorous application of the relevant legislation must guarantee a "universal 
service" with regard to protecting the population, infrastructures and the environment; this also applies 
to NBC incidents (equipping and training intervention units). Consequently, this will provide an 
universal protection coverage of the entire population against specific incidents.  
 
Type or location Stationary facilities Transport Crime/terrorism 
NBC hazards known known not known 
Quantity known known not known 
Site known not known not known 
Time not known not known not known 
 
Additional measures are stipulated and generally observed with regard to stationary facilities and all 
transport axes for dangerous goods (e.g. emergency protective measures in areas surrounding chemical 
production plants and nuclear facilities; cf. above table, marked in grey).  
Local assessments of additional supplementary measures must be carried out with regard to those 
localities at increased risk, particularly in densely-populated areas (train stations, airports, shopping 



 

5 

centres), large-scale events (sporting events, concerts, Zurich "Street Parade", WEF in Davos, UN 
summits) and sites with a permanently high damage potential (fuel tanks, chemical plants). These 
measures, which go further than basic protective measures, are also valid for prevention and incident 
management. The main focus is primarily NBC criminal and terrorist acts and threats involving NBC 
material.  
According to individual regional assessments, the risks for Switzerland fall into four categories: 
General risk: universal service for Switzerland as a whole; 
Stationary risks: urban centres, agglomeration of to chemical industry or nuclear power plants; 
Mobile risks: the entire length of the East-West and North-South axes; 
Temporary risks: large-scale events (sporting events, concerts, Zurich “Street Parade”, WEF, UN 
summits). 
 
Three measures are proposed to improve prevention (see Section 9).  

1. All efforts should be taken to prevent the theft of dangerous quantities of NBC substances 
during production, storage, and transport.  
Recommendation 1: Review of the legal bases of NBC security 

2. Federal and cantonal risk management should take into account the fourteen reference 
scenarios.  
Recommendation 2: Evaluation and management of NBC risks based on 14 reference 
scenarios 

3. Improved prevention coordination must be achieved through the further development of the 
National NBC Protection and Coordination Office attached to the federal administration and 
an intercantonal coordination platform. 
Recommendation 3: Further development of the National NBC Protection and Coordination 
Office and a cantonal coordination platform 

 
6. Intervention 
Principles 
The National NBC Protection Strategy stresses the importance of incident management. As the 14 
NBC reference scenarios show, NBC incidents can vary significantly in terms of their type and scale. 
Consequently, the following principles must be respected to ensure effective and optimal incident 
management: 

 Clear assignment of responsibilities: This is essential during the planning phase and 
management of an incident, particularly if the situation escalates; the quality of 
contingency planning is decisive to the success of such operations.  

 Regional networks/organisations: In the event of any future disaster, cantonal 
organisations should be supplemented by regional networks in order to reinforce the initial 
intervention measures taken by municipal and cantonal organisations. Given that it would 
be unreasonable to expect every canton to have the necessary resources to allow them to 
manage an NBC incident on their own, mutual assistance should be regulated and put to 
the test during the preparatory phase.  

 



 

6 

 
Figure 2: Regional biological laboratory network: a good example of intercantonal cooperation. 
  The map shows Switzerland divided into six regions, each with it own laboratory 
  (circled in red). The majority of the network has been realised. 
 

 Defined services: subsidiary services which could prove necessary depending on the given 
reference scenario and the concomitant. Requirements are subject to legally binding 
agreements between providers and recipients. 

 Networked service demands standardised and mutually compatible resources: To ensure 
effective incident management, the cantons, the regions and the Confederation must 
coordinate their resources and services. This type of mutual assistance is only possible if 
resources are standardised and compatible.  

 
Level of severity and incident management  
All partners must be aware of what is expected from them when it comes to incident management. The 
basic responsibilities in relation to the management of incidents of varying scales, as well as the 
strategic and operational command must be determined according to four levels of seriousness. The 14 
NBC reference scenarios were classified according to two criteria: damage to individuals (deaths, 
injuries) and to the environment (contaminated surfaces/water, etc.). The levels of seriousness 
breakdown as follows: 
Level 1 cantonal Incident management and command by the affected canton. 
Level 2 regional1 Incident management and command by the most severely affected cantons and 
   where necessary, coordination assumed by the Confederation. 
Level 3 national  Incident management by the affected cantons; coordination and, where  
   necessary, command assumed by the Confederation. 
Level 4 international  Incident management by the affected cantons; coordination (national and 
   international) and, where necessary, command assumed by the Confederation. 
 
Risk-based availability of intervention resources and expertise 
Intervention resources breakdown as follows: 

 Cantonal resources 
 Regional resources 
 Special federal resources (EEVBS, EOR monitoring resources: aeroradiometry, specific 

measurement technologies, etc.) 
 Federal mass resources (decontamination resources, etc.) 
 International assistance 

                                                 
1 In the present report, the term "region" refers to a collection of several cantons. "Regional cooperation" 
refers to cooperation between cantons in the same region. The following levels are used in relation to NBC 
incident management: regional, national and international. 
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An assessment of the required resources can be carried out based on the impact of the 14 NBC 
reference scenarios developed in the final report on the National NBC Protection System.  
A canton is expected to have the necessary resources to bring a Level 1 incident under control. Insofar 
as the risk demands, intervention units must be in a position to independently introduce immediate 
measures when NBC incident occurs. 

 The municipalities and the cantons must therefore draw up an inventory of their human and 
material resources and, where necessary, adapt these to the given NBC risks.   
 
If a canton does not have the necessary resources, it must reach an agreement with its regional 
partners. The procurement and availability of intervention resources that are non-essential for each 
canton, but are nevertheless required to tackle the full range of risks faced by the region, must be 
centralised. This means that regions will function as a pool of resources, including decontamination 
material, measuring equipment, experts and medical treatment of casualties. The regions must be able 
to bring a Level 2 incident under control. However, for more serious incidents, an agreement between 
the regions and the Confederation should be reached. 
When an NBC incident occurs, it is essential that the special (human and material) resources of the 
Confederation can be mobilised rapidly (within a few hours) across the entire country to prevent the 
situation from escalating (large-scale contamination) and to enable the implementation of appropriate 
measures. Also, federal subsidiary mass resources must be operationally ready for large-scale but 
infrequent incidents. 

 The necessary resources and their decentralised locations must be defined.  
 
The cantons, the regions and the Confederation must be organised in such a way as to be able to make 
effective use of the available intervention resources. This means that these resources must be managed 
at all levels according to the principle of mutual subsidiarity and based on reciprocal service 
agreements. Consequently, the cantons and the regions could benefit not only from federal monitoring 
resources but also from the services of other providers, e.g. analysis of samples submitted by the army 
to the regional biological laboratory network.  
 
International assistance is organised according to UN standards and handled by the Confederation.  
The coordinated mobilisation of resources requires harmonisation. Already at the planning stage, 
federal subsidiary services and resources must be established in detail, as well as the circumstances 
under which the Confederation can expect the regions and cantons to offer their services. 
 

 
Figure 3: Prevention, intervention and command 
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To improve intervention, three recommendations are proposed: 
4. Regional cooperation of the cantons should be encouraged. A good exemple is the regional 

biological laboratory network. 
Recommendation 4: Promotion of intercantonal cooperation  

5. A written consensus should define the responsibilities of all partners. It should also establish 
which NBC resources should be procured and managed at cantonal, regional and federal level. 
Recommendation 5: Consensus on NBC intervention resources  

6. The Confederation must decentralise its subsidiary intervention resources to ensure that they 
can be rapidly mobilised. 
Recommendation 6: Decentralisation of NBC intervention resources 

 
7. Coordinated federal-cantonal command  
 
Each canton has its own command organisation which is generally modular in design. It is mobilised 
when an NBC incident occurs, insofar as the seriousness of the incident demands it. At federal level, 
there are also a number of special task forces which can be deployed depending on the type of 
incident. To ensure the efficient management of federal activities and cooperation with the cantons 
concerned, the following principles should be respected: 

 The Confederation should have a single command structure in place for all incidents 
which fall within its responsibilities; 

 This means that the Confederation will have only one crisis management unit, like the cantons. 
 There must be a single point of contact - SPOC - at the federal level for all incidents where 

the Confederation is responsible for coordinating or leading the response. 
 The government department which is most directly concerned with the incident should be 

responsible for all associated command activities; 
 A lead department must be appointed for each of the 14 NBC reference scenarios (with/without a 

threat). 
 Command support must be standardised; 

 In line with the cantonal model.  
 Given the psychological ramifications and public concern which NBC incidents generate, the 

Federal Council must become involved more quickly. One of its members must head the 
federal command body and guarantee the uniformity of any communication and information 
issued at the federal level. This principle should be applied at all administrative levels: 
municipal, cantonal and federal; 

 The Confederation must be involved more quickly in information provision.  
 The ComNBC should periodically review the relevance of existing reference scenarios and the 

National NBC Protection Strategy. 
 
To improve command activities at federal level, the following measure should be taken: 
The federal command structure for NBC incidents must be reviewed and adjusted. 
Recommendation 7: 
Organisation of a federal interdepartmental command structure 
 
The National NBC Protection Strategy and reference scenarios should undergo periodic reviews. 
Recommendation 8: 
Updating the National NBC Protection Strategy by the ComNBC  
 
8. International aspects 
The international dimension is also of great importance when it comes to the Swiss NBC Protection 
Strategy. Switzerland has already signed a number of bilateral and international agreements which 
may have a bearing on the design its NBC protection system takes. There are a variety of reasons why 
international cooperation is necessary:  the risk of cross-border consequences and the international 
interest which NBC incidents can generate. 
Swiss cooperation with neighbouring countries varies depending on the type of incident. 
Nuclear 
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Cooperation on nuclear incidents functions very well. Due to international agreements and given that 
in Switzerland the management of incidents involving increased radioactivity is a federal 
responsibility, international contacts are of central importance. For example, Switzerland cooperates 
closely with the German authorities in relation to the cross-border impact of an accident in the Swiss 
nuclear power plants of Leibstadt and Beznau. Nevertheless, there is no formal collaboration with 
neighbouring countries with regard to the management of nuclear incidents which have been caused 
deliberately. 
Biological  
Following the bird flu epidemic, certain cantons intensified their cooperation with the local authorities 
of neighbouring countries. For example, Geneva has long cultivated close links with the prefectures of 
the French departments of Ain and Haute-Savoie, as has Neuchâtel with its neighbour of Franche-
Comté. There is also the international Lake Constance Conference (IBK) to be mentioned. 
Chemical  
As a general rule, industrial cross-border chemical accidents are managed at the local level. Warning 
procedures and mutual assistance are governed by regional agreements between those cantons which 
share their border with other countries and the local authorities of the country concerned. However, it 
should be noted that these agreements only cover accidents and not chemical terrorist attacks.  
It is incumbent that Switzerland cultivates its cooperation with the EU, given that it currently does not 
have access to important institutions like the European Centre for Disease Prevention and Control 
(ECDC) and the European Community mechanism for civil protection. Yet, many problematic areas 
faced by neighbouring countries are dealt with by the EU. 
International cooperation should enable a comparable assessment of current threats, as well as an 
exchange of information which could highlight potential synergies in the development of suitable 
solutions. Information on international activities should also be circulated amongst the various sectors 
and the possible consequences that these could have on the National NBC Protection Strategy should 
be identified. 
 
9. Strategy implementation 
The present strategy paper focuses solely on measures which must be implemented if the objectives of 
the Swiss NBC Protection Strategy are to be met. The Commission also believes that this document 
should help improve the protection system currently in use. The report also contains additional 
recommendations.  
 
Recommendation 1: Review of the legal bases of NBC security  
The ComNBC is responsible for examining whether the existing legal bases adequately prevent the 
abuse of dangerous NBC substances.  
 
Recommendation 2: Evaluation and management of NBC risks based on 14 NBC reference scenarios  
The cantons are called upon to re-examine their NBC risk portfolio based on the 14 NBC reference 
scenarios, to re-evaluate their intervention resources and, where necessary, to adapt them accordingly.   
 
Recommendation 3: Further development of the National NBC Protection and Coordination Office 
and the cantonal coordination platform 
In addition to the Federal Council decision of 5 July 2006 on the implementation of a national NBC 
protection project, a body should be set up to oversee the activities of the National NBC Protection 
and Coordination Office. The members of the supervisory body will be: the head of LAR (steering 
committee on radioactivity)/ LANBC (NBC steering committee), the President of the ComNBC, as 
well as the President of the cantonal coordination platform. The ComNBC will also assist with the 
introduction of the cantonal coordination platform.  
 
Recommendation 4: Promotion of regional cooperation  
The cantons are called on to promote cooperation on NBC matters by developing intercantonal 
regions. Their work could be modelled on the regional biological laboratory network.  
 
Recommendation 5: Consensus on NBC intervention resources  
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Together with the Confederation and the cantons, the ComNBC is responsible for reaching a written 
consensus on the NBC intervention resources which should be procured and managed at cantonal, 
regional and federal levels.  
 
Recommendation 6: Decentralisation of Federal NBC intervention resources  
In line with the aforementioned written consensus, the Confederation is advised to decentralise its 
NBC intervention resources. These resources must be included in all cantonal plans and training 
exercises.  
 
Recommendation 7: Organisation of a Federal interdepartmental command structure  
The cantons demand the introduction of a single point of contact at the federal level for all NBC 
incidents. The NBC protection tasks of existing staffs and bodies (Staff of the Security Committee to 
the Federal Council, the Special Staff Unit for Hostage-Taking and Extortion-SOGE, Special Staff 
Unit for Pandemics, LAR, NEOC etc.) must be reviewed. The Confederation is therefore advised to 
set up a federal interdepartmental command structure for NBC incidents (14 reference scenarios). This 
body must also ensure efficient cooperation with the chiefs of staff of the cantonal command bodies. 
This cooperation will be put to the test during training exercises.  
 
Recommendation 8: Updating the Swiss NBC Protection Strategy by the ComNBC  
The ComNBC will also be responsible for regularly reviewing and updating the Swiss NBC Protection 
Strategy. It will also be in charge of submitting their proposals for change to the Confederation and the 
cantons. The legal bases of the ComNBC must be adapted accordingly.  
 


