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ABSTRACT

The organization of  a  major  public  event  involving large  numbers  of  spectators  and  participants,  presents 
important  security  challenges.  Taking  this  into  consideration,  the  Brazilian  Nuclear  Energy  Commission 
(CNEN) has been requested, by the National Secretary of Public Security/ Ministry of Justice (SENASP/MJ), 
by the end of 2006, to participate on the security actions to be implemented in both the XV Pan American 
Games and III Para Pan American Games. The XV Pan American Games 2007 and the III Para Pan American 
Games  were  held  in  Rio  de  Janeiro,  Brazil  from 13  to  29  July  2007  and  from  12  to  19  August  2007, 
respectively.  Those events had 8700 participants between athletes,  coaches and referees from 42 countries. 
More than 300 competition events were held at 17 different venues and were covered by 4910 professionals 
from TV, radio and written press. Around 2 million tickets have been sold or distributed and 18,000 volunteers 
participated on the organization. The participation of CNEN was concentrated on the implementation of specific 
nuclear and radiological security measures to be applied at those events. This was part of a multi-institutional 
plan for the security of the Games, coordinated by the National Secretary of Public Security of the Ministry of 
Justice (SENASP/MJ). The support provided by IAEA under a Cooperation Arrangement with the Brazilian 
authorities was a key factor for the success of the whole operation. The actions taken and the lessons identified 
by the Brazilian Nuclear Energy Commission related to nuclear and radiological security for the Pan American 
Games and for the Para Pan American Games are presented.

1. INTRODUCTION

The organization of a major public event (MPE) involving large numbers of spectators and 
participants,  presents  important  security challenges.  Malevolent  acts  involving the use of 
nuclear  and  other  radioactive  material  at  MPEs  could  result  in  severe  consequences, 
depending upon the nature and quantity of the material, the location and the number of people 
involved.

From 13 to 29 July and from 12 to 19 August 2007, the City of Rio de Janeiro, Brazil, hosted 
the  XV  Pan  American  Games  and  the  III  Para  Pan  American  Games  (PAN  2007), 
respectively,  an event that was without doubt the largest  undertaking in the city's history, 
eclipsing the 1950 FIFA World Cup in terms of the number of teams and athletes competing, 
and events being held.

These events had 8700 participants between athletes, coaches and referees from 42 countries. 
More than 300 competition events were held at 17 different venues and were covered by 



4910 professionals from TV, radio and written press. Around 2 million tickets have been sold 
or distributed and 18,000 volunteers participated on the organization.
For an event of such magnitude security is an issue of concern, especially nowadays with the 
permanent potential terrorist threat.

The City of Rio de Janeiro is located in the State of Rio de Janeiro, Southeast Region of 
Brazil. This region concentrates the most of the Brazilian nuclear installations such as two 
nuclear power plants, one nuclear fuel fabrication plant, one uranium enrichment facility, four 
nuclear research reactors and four nuclear research institutes,  and around 70% off sealed 
radiation sources for industrial,  medical,  educational and research applications existing in 
Brazil.

Taking this into account, it was considered that, among others, nuclear security was an issue 
of  concern.  Due  to  the  potential  threat  of  malevolent  acts  involving  nuclear  and  other 
radioactive materials, arrangements had to be made to integrate nuclear security measures in 
the overall security scheme for the Games, coordinated by the National Secretary of Public 
Security of the Ministry of Justice (SENASP). This paper presents detailed description of the 
nuclear security measures implemented by the Competent Authority of Brazil, the National 
Nuclear Energy Commission of the Ministry of Science and Technology (CNEN).

2. METHOD

The overall security concept applied for the PAN 2007 was based on:

· Integrating the local society and the security agencies; 
· Giving the perception of security but in a discreet manner; and
· Establishing a unified Command and Control security structure.

The organizational structure implemented for the PAN 2007, took into account all the 
concepts and decisions aforementioned as highlighted in Figure 1.

              Figure 1.  Organizational Security Structure of the PAN 2007
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The Security Operational Centre was responsible for planning and implementing measures to 
prevent, detect, interdict and respond to any illicit action or activity with intention to cause 
harm to persons, damage to property or an adverse impact upon the environment, especially 
at venues, VIPs hotels, special routes, city airports, harbors and other strategic locations.

Installed at the headquarters of SENASP, in the central region of City of Rio de Janeiro, the 
Security Operational Centre acted as the heart of the security coordination. Besides the direct 
participation  of  all  Brazilian  institutions  of  public  security,  four  special  operational 
commissions were established:

a. National  Commission  for  Public  Security  at  Ports,  Terminals  and  Waterways 
(CONPORTOS) - responsible for the security of maritime areas and the harbor of 
Rio de Janeiro, and to maintain statistic of illicit acts on its jurisdiction;

b. Aerial Police Commission (AEROPOLICIAL) - responsible for providing support 
to the security forces of the PAN 2007 in intelligence operations, escort of VIP 
and delegations, and to perform search and rescue; 

c. Sniffer  Dogs Commission (PNCF) – responsible for searching and rescuing of 
persons,  survey of venues and strategic  locations,  and searching and detecting 
drugs and explosives; and

d. Bomb Security Commission (CSAB) – responsible for planning, elaborating and 
executing integrated measures for prevention, detection, interdiction and response 
against terrorist acts involving the use of explosive and/or incendiary devices with 
or without chemical,  biological,  radiological and/or nuclear substances at  mass 
transport systems, public buildings, venues, strategic locations, ports and airports.

Specifically for nuclear and radiological matters, the CSAB established a partnership with 
CNEN at the end of 2006.

The CNEN developed an Action Plan to prevent, detect, interdict and respond to malicious 
acts involving nuclear and other radioactive materials for the PAN 2007, as part of a multi-
institutional security plan. 

Despite  of  the  previous  experience  of  CNEN  in  having  a  National  Response  Plan  to 
Emergencies  at  nuclear  power  plants  and  a  national  system  to  respond  to  radiological 
emergencies in Brazil, the elaboration of CNEN Action Plan brought an additional challenge: 
the management of nuclear and/or radiological security for a major public event.

Taking  into  account  the  challenges  to  be  faced  in  the  implementation  of  those  security 
measures and based on the previous experience of IAEA, obtained in  the 2004 Olympic 
Games in Athens and the 2006 World Cup in Germany, after consultations with the IAEA 
Office  of  Nuclear  Security  (NSNS),  the  Brazilian  Government,  through CNEN,  formally 
requested NSNS support.

As a consequence, Brazil’s national capacity was furthered by the nuclear security support 
from the IAEA, which included:

- Advising on additional physical protection measures specially to secure radioactive 
material during major public events; 
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- Providing on line information related to illicit trafficking or other unauthorized use of 
radioactive materials before and during the Games; 

- Providing  additional  equipment  and specific  training  for  detection  of  nuclear  and 
radioactive materials during major public events; and 

- Assisting in planning and training for coordinated responses with law enforcement 
agencies.

Two working groups were nominated by CNEN to develop the concept of operations and also 
to  coordinate  the necessary actions,  before and during the Games.  The first  one was the 
Supervision and Institutional Liaison Group that was composed by the CNEN Directors and 
General-Coordinators and was responsible for the decision making process and the liaison 
with SENASP and all other external institutions. The second working group was the Tactical-
Operational Group that was responsible for the implementation of the actions in the field and 
was formed by CNEN senior staff members.

Those two groups had 7 joint meetings for the elaboration of the CNEN Action Plan. 

Taking into account the time constraints the following strategic decisions were made: 

- Prioritizing the protection of the venues and their surroundings during the event;
- Working preferably with portable equipment;
- Deploying CNEN staff only from Rio de Janeiro (CNEN Headquarters, Institute of 

Nuclear Engineering – IEN and Institute  of Radiation Protection and Dosimetry - 
IRD) in order to facilitate the logistics of the operations.

To implement the proposed Plan a joint procedure was developed involving front line officers 
and CNEN professionals. The basis for this procedure was the concept of defense in depth. 
Three lines of defense were established:

- First  line of defense:  composed by front line officers from the National Security 
Force  (NSF),  in  the  access  control  at  the  venues.  At  all  entry  points,  both  for 
pedestrians  or  vehicles,  the  front  line  officers  in  charge  of  the  control  of  metal 
detector  portals  and  X-ray  inspection  machines,  were  using  personal  radiation 
detectors (PRD), as shown in Figure 2;

Figure 2: First line of defense officers using personal radiation detectors (PRD)
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- Second line of defense: composed by CNEN professionals (Triage Team) equipped 
with radionuclide identification devices (RID). They were ready to act in case of an 
alarm from one of the PRD. In case of an alarm, the line or lines of public involved 
were stopped and the persons entering were escorted by NSF, one by one,  to the 
CNEN professionals to investigate the origin of the PRD alarm, as shown in Figure 3;

Figure 3: Second line of defense – CNEN Triage professionals equipped with 
radionuclide identification devices (RID)

- Third line of defense: to be used in cases in which the radionuclide was not for health 
treatment or medical examination or there was also neutrons detection or the dose rate 
greater than the limit established by CNEN (100 μSv h-1). In these cases, the person 
should be taken by NSF to a secure and reserved room and kept isolated.  A field 
response team from CNEN should be called to perform a complete evaluation.

Before the establishment of these three lines of defense, a complete survey of the venues was 
performed in  order  to  guarantee  their  integrity and to  determine  a  baseline  for  radiation 
background. This survey was done by CNEN together with CSAB teams before the start of 
the full access control by the NSF. This work started with the Pan-American Village on June 
24 since that was the first venue to be occupied by the athletes, coaches and referees. For the 
other venues the final survey was conducted on the last week before the start of the Games. 
The equipment used by CNEN personnel in those surveys were the RIDs, the backpacks and 
car borne survey systems depending on the established approach and the specific boundary 
conditions of the venue (Figure 4).
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Figure 4: Survey activities at Venues

Other additional measures were adopted in the scope of the CNEN Action Plan for the period 
of  the  Games.   One of  them was  to  officially  communicate  the  nuclear  and  radioactive 
installations located in the Rio de Janeiro State to reinforce their security systems in order to 
minimize the risks of theft and sabotage of nuclear and other radioactive materials and to 
postpone or to minimize the transport of these materials. Another measure was to request the 
nuclear  medicine facilities  in the State  of Rio de Janeiro to provide to any patient  under 
treatment or examination a Medical Certificate detailing the kind of radioisotope used and its 

activity and this request was reinforced at CNEN Website. The patient also was oriented to 
carry along this certificate in case of attending the Games. 

To run this concept of operations the following structure of the CNEN teams was defined as 
shown in Figure 5.

Figure 5: Organizational structure of the CNEN teams for the Pan American Games

The General Coordination was the decision making group, formed by the members of the 
Supervision and Institutional Liaison Group and the coordinator of the Tactic-Operational 
Group.  It  was  responsible  for  the  communication  with  the Presidency of  CNEN and the 
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Operational Centre for the Security of the Games. This Coordination was also the focal point 
for the IAEA/Illicit Trafficking Database (ITDB) and IAEA/Source Catalogue. The General 
Coordination operated at the CNEN’s Headquarters.

The Operational Coordination was responsible for the execution of the CNEN Action Plan, 
giving  support  to  the  General  Coordination,  Triage  and  Mobile  Expert  Support  Team 
(MEST).  The  focal  point  for  the  IAEA  Incident  and  Emergency  Centre  was  kept  at 
IRD/CNEN.  The  Operational  Coordination  was  also  responsible  for  the  control  and 
registration  of  work  time  of  each  component  of  the  different  groups  and  to  make  the 
necessary arrangements to fill any gaps in the teams. 

The Logistics  Support  group was responsible for supplying  infrastructure  to  the CNEN’s 
technical teams as the management of the vehicles used for the transportation to the field, 
supplying of food and water, reimbursement of extra expenses, etc…
The Triage group worked, together with the front line officers from the NSF, in the access 
control at all gates at the venues with the three lines of defense previously described.

In supporting to the security forces during the Pan American Games, the MEST, based at 
IRD/CNEN, was responsible for the prompt and coordinated response to any event,  both 
accidental  and  malevolent,  with  potential  or  actual  radiological  consequences  to  the 
population, environment or properties. The structure for the MEST was based on that already 
existing  and established  to  respond to  nuclear  accidents  and radiological  emergencies.  A 
secondary MEST based at IEN/CNEN was ready to promptly respond to any radiological 
emergency. Both MEST teams worked in shifts, covering 24 hours per day.

A structure to recover and store radioactive or nuclear material was maintained at IEN/CNEN 
before and during the whole period of the Games.
The Training and Exercises Group carried out a special  training program for each of the 
different groups involved.

3. RESULTS 

All competition and other relevant venues were surveyed before the beginning of the Games. 
This work was very important, not only to guarantee that the venues were clear from any type 
of radiation sources introduced with a malevolent intention but also to provide data about the 
natural background variation at those venues. 

During the Games 42 PRD alarms were registered, 40 due to patients submitted to medical 
treatments, or diagnostic examinations using radioactive compounds and 2 false alarms. In 
50% of the alarms the person involved had the Medical Certificate, confirming that they were 
submitted  to  medical  treatment  with  radioactive  compounds  and,  in  all  those  cases,  the 
radionuclide identification provided by the RID was in perfect agreement with the certificate. 

For  three  times  the  MEST  action  was  requested  during  the  Games.  Investigation  and 
technical  procedures  carried  out  in  conjunction  with  security  forces  concluded  that  the 
presumed  events  were  false  alarms.  During  the  whole  period  MEST  exercises  were 
conducted,  with  the  deployment  of  the  mobile  units  to  different  venues  and  with  the 
conduction of real measurements associated, in some cases, with tabletop exercises for the 
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assessment group that stays at the base. The outcomes from those exercises were used for 
reviewing the MEST procedures.

Before the Games specific training was provided by CNEN to 600 front line officers from the 
NSF, 160 CSAB members, 120 Triage and Local Supervisors Teams from CNEN and 28 
MEST members from CNEN.

A total of 250 CNEN staff members have participated in the nuclear security actions. Only 
during the competition period, 210 participants reached a total of 20,400 person-hours of 
work and this does not take into account the time spent in planning, surveying and training 
before the start  of the Games.  Only for the second line of defense for the access control 
(triage teams) 126 professionals were deployed with a total of 12,200 person-hours, with a 
significant logistics effort.

4. CONCLUSIONS

The joint work of CNEN and law enforcement agencies was successful, in spite of fact that it 
was the first time in Brazil that this kind of cooperation was established in a major public 
event.

Nuclear and radiological security must participate in the security process of a major event 
since the beginning of planning of the overall security and in a very well defined and clear 
position in the security organizational plan.

If  time  was  available  for  training,  the  second  line  of  defense  (triage  teams)  could  be 
composed by security officers with adequate equipment instead of professionals from CNEN. 
Special  attention  should  be  given  to  the  logistics  aspects.  Deploying,  feeding,  supplying 
equipment to field teams demand a lot of financial resources, organization and dedication.
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