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 Abstract. A new solution to control the illicit transportation of nuclear and radioactive materials is proposed 
and described. This solution consists in the creation of a system of gamma and gamma-neutron radiation 
monitors and fundamentally new software/hardware package RAVEN (Radiation Alarm and Video Event 
Notification) which integrates different type monitors in a single network. The main purpose of this system is to 
analyze and store data coming from radiation monitors, to process these data and to help the user to interpret 
them. This ensures the user’s correct response to all the alarms triggered by radiation monitors and indicating the 
presence of radioactive and/or nuclear materials in scanned objects. The developed system can integrate fixed 
radiation monitors that can be installed in different sites within not only one country but in different sites 
worldwide in a single network. The system can be adapted to the local conditions and allows the user: (i) to 
detect minimum quantities of special nuclear and radioactive materials (specified by the national and 
international requirements) by their gamma and/or neutron radiation;  (ii) to acquire, store and analyze digital 
data and video images related to cargos with radioactive materials crossing a state border or an object limits; (iii)  
to make these data accessible to users at different levels ensuring effective operation of both central alarm 
stations (state, regional or agency center) and local alarm stations (border cross points or object limits).  
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1. Introduction  
 
The threat of illicit proliferation of radioactive and nuclear materials and attempts to use them for 
terrorist purposes forced the creation of radiation control systems in various spheres of human 
activities. There are many sites in each country where radioactive sources are produced, stored and 
used; safety and security of these sources are also very important. In this context, a special emphasize 
is placed upon the control of unauthorized transportation of radioactive sources. Radiation control 
requires three steps: 1) primary control to detect the presence of radioactive sources in an object; 2) 
additional (secondary) radiation control to locate the exact place of the radioactive source on a person, 
within a vehicle or inside a container; 3) identification of the radioactive source.  
 
Fixed gamma-neutron radiation portal monitors are widely used as the main equipment for the first 
step of the radiation control. These monitors have a high sensitivity and showed their efficiency and 
reliability. Some national and international standards and recommendations have been developed to 
describe their applications and main technical parameters [1-3].   
 
The experience of deploying the portal monitors in various countries has proved [4-6] that the 
installation and usage of even the best monitors is just an integral part of the common task to be 
solved. The problem was still complicated by the fact that radiation monitors were often installed at a 
long distance from check points: for example, in different places along railways, in seaports, nuclear 
facilities, places of producing and storage of radioactive and nuclear material, etc. Such location of 
portal monitors brings additional requirements to the total system.  Firstly, it is necessary to install a 
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video system to capture and store the data about a vehicle, or person, or any other object  which 
triggered an alarm: license plate of a vehicle, information about rail car, picture of the person and etc. 
Secondly, it is necessary to control the speed of a vehicle moving through the search region to ensure 
the conditions of detection of radioactive and nuclear material according to the declared monitor 
specifications. Thirdly, it is necessary to control the monitor functionality, their parameters and 
working conditions.  
 
Users of such equipment can have various duties and some of them may be not experts in radiation 
control. Proficiency of personnel in this field is often a reason of not always adequate and well-timed 
response to alarms of radiation monitors and a reason of inaccuracies in the proper interpretation and 
storage of information obtained. Considering the fact that one operator has to control some monitors or 
sometimes some tens of monitors, the role of the human factor is significantly increased.  
 
All the abovesaid caused the necessity to develop special computer-based systems which, from one 
hand, ensure the fulfillment of the indicated requirements and, from the other hand, guarantee safety 
and confidentiality of information obtained from monitors. Therefore, it is very important that after the 
radioactive source has been detected such procedures as saving, transferring and analyzing of the 
information should be successfully completed. This requires performing the independent remote 
control of the status of a portal monitor, technical and methodological support and monitoring of 
personnel actions. This part of the task can be solved by creating the specialized automated system. 
 
The creation of such a system increased in importance in the recent years when the radiation control 
became an integral part of the security systems of not only the developed countries (USA, Russia, EU 
countries, etc.) but also the developing countries. These countries, due to various reasons, cannot 
establish such control themselves; however they take part in different international programs: the 
IAEA programs of Technical Cooperation; well-known SLD (Second Line of Defense) program, 
TACIS, PHARE, etc. The companies-manufacturers of radiation monitors, which are installed in 
different sites worldwide, are interested in obtaining the information about monitor status, and the 
respective agencies of the countries-recipients are interested in obtaining and saving the information 
from monitors, surely on condition that such information is properly secured.     
 
Such a specialized automated system is usually constructed like a "pyramid": data from the first level 
(for example, border cross points, traffic police station and etc.) are transmitted to the second level 
(regional center) and further to the center (state center) [6]. It is clear that such a system is not only 
non-flexible, but does not ensure the data transferring to the next level in the case of some failure on 
the previous level.   
 
The research was aimed at developing a system of radiation control of unauthorized transportation of 
nuclear and radioactive materials across state territories and borders, which involves the detection, 
response and decision support. This system includes two subsystems: (i) the array of gamma-neutron 
radiation monitors ensuring effective detection of radioactive sources, and (ii) a software/hardware 
package providing the response and decision support.  
 
2.  Main results  
 
As a result of long-term research, a solution of this comprehensive task was proposed. This solution 
consists in the creation of a system of gamma and gamma-neutron radiation monitors of US-Polish 
production and fundamentally new software/hardware package RAVEN (Radiation Alarm and Video 
Event Notification) which integrates different type monitors in a single network; this latter being of 
state or agency belonging. The main purpose of this system is to analyze and store data coming from 
radiation monitors, to process these data and to help the user to interpret them. This ensures the user’s 
correct response to all the alarms triggered by radiation monitors and indicating the presence of 
radioactive and/or nuclear materials in scanned objects. RAVEN can integrate radiation monitors of 
various types if data exchange protocols are matched. The radiation monitors can be installed in 
different sites at borders of not only one country, but in different sites worldwide.  
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RAVEN was designed to both capture and view data and video images relating to a radiological 
detection incident. Stored sets of data and video can be used in the rapid identification of the method 
of transportation of radioactive substances. Quick review of the incident can be made by using the on 
screen controls that allow the user to step through each image and pause whenever necessary. This 
allows the user to relay any identifying information to response personnel in the field for possible 
secondary inspection or other interdiction 
 
RAVEN software has been designed with the user in mind. Local Alarm Stations (LAS) can be 
configured to only display information that will be useful to the local user. The Central Alarm Station 
(CAS) can be configured to display much more detailed information that is useful for alarm trending 
and other data analysis. Multiple LAS or CAS locations can easily be established and through the use 
of wireless routers, these locations can be mobile. Multi-layered password protection will restrict 
unauthorized access to sensitive data or video and will protect the privacy of innocent individuals.  
 
Graphs of detection levels along with the ability to view which individual detector is displaying the 
most activity will allow the user to better understand where in a large container the radioactive source 
may be located. This will save time for personnel doing secondary inspections 
 
The system controller within the detection pillar is constantly monitored by RAVEN for any changes 
that might be intentionally or unintentionally made. The CAS operators will be alerted to a parameter 
change and will be able to view the original as well as the new setting. A view of all the system 
parameters for each monitored location is displayed side by side to enable the user to better identify a 
change in any system 
 
The system allows the user to view and analyze a large volume of different information in very 
friendly mode: the user can display the information only he needs at the moment. All alarms (gamma, 
neutron or gamma/neutron) automatically attract the user's attention as they are displayed by 
corresponding color and are accompanied by corresponding sound.  The system certainly provides 
multiple language support and automated report generator which allows the user to obtain reports 
daily, weekly, or monthly.  
 
Fig. 1 presents the Database Review window. This window opened after alarm allows the user to 
analyze not only digital and graphic data, but also video image. There are capabilities for detailed 
analysis including creation of a report. 
 
Figure 1: Database Review window. 

 
 

Three unique packages utilizing RAVEN software are developed: 
 

• RAVEN Essential (single system design) 
• RAVEN I (for up to 4 systems)  
• RAVEN II (for up to 16 systems) 

 
Each package provides all the data storage and display capabilities of the full RAVEN 

software. All workstations can be configured for either Central Alarm Stations or Local Alarm 
Stations. Multi-layered password protection can be used to restrict unauthorized access. Regardless of 
the number of local or central alarm stations, the RAVEN software utilized in these packages is 
identical. This means that field operations personnel can move from a RAVEN Essentials location to a 
RAVEN I or II location without any equipment operation retraining. 

 

 3



 
 
 
 
RAVEN Essential 

RAVEN Essential is designed for the location that has only one system to be monitored. In this 
situation there is only one workstation required. And since the workstation is in close proximity to the 
detection system, copper cabling can in many cases be used and cameras will not be required. The 
advantages of RAVEN Essential are reduced equipment resulting in cost savings. 

RAVEN I 
 
The RAVEN I package can monitor up to four local alarm workstations simultaneously and 
independently. Local alarm stations can be configured to only display information useful to the local 
user. The central alarm station can be configured to display detailed information such as alarm 
trending and other data analysis. Multiple locations can easily be established and through the use of 
wireless routers these locations can be mobile. 

RAVEN II 
 
The RAVEN II package incorporates all the features of the RAVEN I package and also adds an 
increased coverage ability to monitor up to sixteen local alarm workstations. Additional locations can 
easily be added through the use of the included wireless capabilities. RAVEN II also provides a 
centrally managed network switch and redundant servers. Fig. 2 presents details of this package.  
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Figure 2:  RAVEN I package.  
 
 

 
 
 
 
 

3. CONCLUSIONS 
 

 
1. Radiation detecting systems complemented by RAVEN constitute a new and very effective 

solution for the radiation control in different areas of application. It demonstrates very 
effective solution to both capture and view data and video images relating to a radiological 
detection incident. Minimum quantities of special nuclear and radioactive material (specified 
by the national and international requirements) can be detected by their gamma and/or neutron 
radiation. 

 
2. Rapid identification of the method of transportation of radioactive substances is provided by  

analysis of the stored  data and video. 
 
3. Quick review of the incident can be made by using the on screen controls that allow the user 

to step through each image and pause whenever necessary.  
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4. This allows the user to relay any identifying information to response personnel in the field for 
possible secondary inspection or other interdiction.  
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