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ABSTRACT

With the growing demand for energy many countries have expressed interest in constructing 
new plants over the next 15 to 20 years. These expectations have presented a challenge to the 
nuclear industry to provide a high volume of construction.  A key strategy to meet this challenge is 
developing an advanced nuclear power plant design that allows for a modular construction, a high 
level of standardization, passive safety features, reduced number of components, and a short bid-to-
build time.  In addition, the implementation of the plant control system has evolved as new 
technologies emerge to support these goals. 

The purpose of this paper is to discuss the ways that the distributed control and information 
systems in the new generation of nuclear power plants will differ from those currently in service.  The 
new designs provide opportunities to improve overall performance through the use of bus technology, 
a video display driven Human System Interface, enhanced diagnostics and improved maintenance 
features.  However, the new technologies must fully address requirements for cyber security and high 
reliability. This paper will give an overview of new technology, improvements, as well as emerging 
issues in new plant design. 

1 INTRODUCTION  

Most existing nuclear power plants have control systems that were designed with analog 
technology from the 60s 70s and 80s.  Improvements in digital technology have driven control system 
upgrades for the following reasons:  

Obsolescence – Currently operating plants are facing the problem of replacement part 
obsolescence and availability of qualified maintenance personnel.   
Performance and Functionality – Digital systems can improve overall performance with 
expanded system capability and reduced plant trips. 
Operation – Ease of operation is increased with a video display driven Human Systems 
Interface.  System status overviews and alarm recognition is easier than with the previous 
analog systems. 
Data Availability – Enhanced diagnostics and process historical systems allow for data to 
be stored, arranged, and presented to plant operators  

Development of digital control systems for upgrades in current plants has set the stage for the 
implementation of digital control systems in the new wave of nuclear power plants. 



Proceedings of the International Youth Nuclear Congress 2008 

235.2 

2 BENEFITS 

2.1 High Capacity Networks and Bus Technology 

Traditional analog instruments are wired such that each instrument is individually wired from 
the field to the controller.  This creates large amounts of wire that must be maintainable and 
identifiable over time.  This has proven to be a significant challenge in maintenance of existing plants.  
Bus technology provides a solution that allows components to share one common two-way 
communication link, called a segment, back to the controller.  While multiple segments will be required 
to support all of the components in a nuclear plant, there will be a significant reduction in the amount 
of cabling necessary. 

Figure 1.  Difference in configuration between conventional and bus networks.  Note that in 
the conventional network each component has an individual link to the controller, while the 
bus network shares one connection among multiple components. 

Some of the bus standards that exist in industry today are HART, Foundation Fieldbus, and 
Profibus.  Each standard has its own benefits and disadvantages.   

 HART – This is a bi-directional communication protocol developed by the HART 
Communication Foundation that allows for communication between field instrumentation and 
its host (control system, PLC, or other controller).  HART protocol is most commonly used for 
process instrumentation and control.  The protocol uses a 4-20mA analog signal with a 
superimposed digital signal.  This allows for extra information to be transmitted along the 
same cable.  HART instrumentation can be implemented using existing field cabling and 
carries component power over the same wire.[1] 

 Foundation Fieldbus – Created by the Fieldbus Foundation, this protocol is primarily used for 
process control instrumentation that is controlled and monitored by a distributed control 
system.  The control of components can be distributed to the instrumentation.  Foundation 
Fieldbus components must have power provided from the control system.[2] 

 Profibus – Profibus was created by a consortium of four companies and seven universities.  It 
is most often used for discrete applications that are monitored by programmable logic 
controllers.  Profibus cabling does not carry power along the same wire, so Profibus devices 
must have a power supply independent of the control system.[3] 

The type of protocol used will be dependent o the function of the devices that it will be.  It is most 
likely that several protocols would be used in any given plant. 
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2.2 Display Driven Human Systems Interface 

Control rooms in new build plants will look nothing like those that were built in the 20th century.  
Plant information will be communicated to the operator via video display units both on a macro and 
micro scale.  It will be possible for plant component indications to be organized on process specific 
displays to promote ease of use.  Specific component overview displays will be reached via the 
process overview displays where status can be viewed and changed.  Operators themselves can each 
have their own workstations with  displays pertinent to their individual function, while plant overview 
can be provided via large screen displays viewable by all in the control area.  The overall goal will be 
to limit the number of operators necessary to operate the plant, thus also lowering the chance of error. 

In existing systems, information is displayed via indicating lamps and meters, which take up 
control room space.  With space being the limiting factor, the amount of indicators throughout the 
control room did not allow for many indications to be duplicated.  In some cases the indications being 
monitored and compared are located on different sides of the control room.  The use of computer 
based control systems can improve on this.  Displays can be organized in a format that significantly 
increases the ability of the operator to quickly retrieve and compare data.    Through improvement in 
the user interface to the plant, efficiency in gathering data, troubleshooting, and implementing 
corrective action will be improved. 

In existing plants, overall plant status is conveyed via indications that are spread across 
multiple control boards, making it difficult to quickly understand the condition of the plant.  With video 
display based control room, the display of general plant information can be displayed on large screen 
displays that are viewable by all operators in the control room.  This would not only convey the 
necessary information more quickly, but also improve the ease of collaboration to ensure that the 
correct decisions are made.  Depending on functionality, these displays could show fixed displays to 
give an overall description of plant health or be changed by the operators to show displays specific to 
the current task. 

The migration to digital human interfaces has already begun in operating plant upgrades.  In 
some cases, only the display systems have been upgraded, while controls were still implemented 
through switches and pushbuttons located in the control room.  The control rooms in the future will 
most likely be driven almost entirely by soft controls, meaning that operators will use a keyboard and 
pointing device to input control commands to the system instead of activating hand switches and 
pushbuttons.  Only critical safety functions will remain as hard switches. 

Figure 2 Existing Control Room with all manual controls and indications [4] 
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Figure 3.  Example of a modern control room with primarily soft controls [5F] 

2.3 Enhanced Diagnostics and Improved Maintenance Features 

With a digital control system, information is much more readily available to the operators.  
Plant alarms can be prioritized and acknowledged with ease, and system function based information 
can be displayed and compared more efficiently compared to alarm systems in existing plants.  Alarm 
displays can be implemented so that the operator is immediately guided to the necessary process 
overview display to troubleshoot and correct the problem. 

 The integration with “smart” components via bus technology allows the operators real-time 
status on component functionality and automatic notification upon failure.  This also can eliminate the 
need for some interval testing that takes place in current plants since real-time component status is 
always available.   

A video display driven system also provides the ability to implement computer driven 
procedures.  Detailed instructions will be provided to operators at their workstation via video display 
and necessary plant information can be automatically presented, eliminating the need to visually scan 
across control boards to gather necessary values. 

3 CHALLENGES 

3.1 Reliability and Diversity 

Safe operation of a nuclear power plant is dependent on the reliability of the components used 
to control it.  Through analysis and real world applications, digital systems have proven to be as 
reliable as the analog systems they replace.  While digital components have proved to be very 
reliable, they are prone to common cause failures.  In order to address this issue, diversity is 
introduced into the design. 

Diversity is an important issue in implementing a digital control system.  Digital systems are 
susceptible to common cause failures, something that is not an issue with analog systems.  Analog 
systems were capable of being tested in entirety to avoid any sort of common cause failure.  With 
software based control systems, it is difficult to test every possible condition.  Therefore, the issue of 
diversity in control systems comes in to play.  Diversity can be applied in multiple ways: 

 Redundant Systems – Redundancy is a common method used to implement diversity 
on the component and system based levels.  This allows for a single component or 
system to fail without losing control due to a secondary identical component/system.  
Having a redundant system can provide single failure protection however is not 
guaranteed protection from a common cause failure.  Failures related to design 
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deficiencies or environmental conditions present in both the primary and secondary 
system can still cause both to fail independently. 

 Physical Separation – Physically separating redundant components is another method 
of implementing diversity.  Separation is accomplished by introducing barriers 
between redundant components.  A barrier can be many things, physical distance 
between components, shielded wires, separate cabinets, etc.  Physical separation 
paired with redundant systems can potentially eliminate the threat of a common cause 
failure related to environmental conditions, but not design based failures. 

 Design Diversity – Design diversity can be accomplished by using different hardware 
and software platforms for overall system design.  An example of this would be 
implementing the distributed control system with a different software platform than the 
safety and monitoring system.  Differences in components, software, and processors 
can eliminate the potential for design related common cause failures. 

An approach that utilizes a combination of these strategies will be necessary to resolve the 
common cause failure issue throughout the plant. 

3.2 Cyber Security 

Reliability is not the only new concern with computer based systems.  The use of software 
based control and safety systems opens the door for potential cyber security risks.  Systems that have 
the capability to cause an unsafe plant condition must be protected from unauthorized access that 
could either cause loss of functionality or unwanted actuations. 

In order to combat this, a combination of methods can be used to ensure that the control 
system is protected from intrusion: 

 Physical Barriers – Physical barriers such as controlled access rooms or buildings can 
be used to limit personnel that can access computers that have control capability. 

 Network Barriers – Separating networks that link control computers can eliminate the 
risk of intrusion from lower level networks (See Figure 4).  In this case the highest 
level network is isolated from all other networks and only communicates one way to 
the mid level network.  The mid-level network can only receive information from the 
high level network, but can communicate freely with the low level network.   

Figure 4: Example network layering.  Note the one way communication between the high and 
mid level networks. 
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4 CONCLUSIONS. 

While digital technology has already been implemented in existing plants through upgrades 
and retrofits, it has been limited to what could integrate with the current plant components.  The 
increased interest in new plant construction will allow for current technology to be ingrained in the 
overall plant design and thus have a greater impact on the entire industry.  Enhanced diagnostics, 
human interfaces, and maintenance simplification can improve the overall performance of new nuclear 
power plants.  With the new construction and technological improvements comes different challenges 
that must be addressed in order to ensure safety, and prove that nuclear can be a viable solution for 
the worlds energy needs. 
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