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ABSTRACT 

Risk factors of safety-critical digital systems affect overall plant risk. In order to assess this risk 
effect, a risk model of a digitalized safety system is required. This article aims to provide an overview 
of the issues when developing a risk model and demonstrate their effect on plant risk quantitatively. 
Research activities in Korea for addressing these various issues, such as the software failure 
probability and the fault coverage of self monitoring mechanism are also described. The main risk 
contributors related to the digitalized safety system were determined in a quantitative manner. Reactor 
protection system and engineered safety feature component control system designed as part of the 
Korean Nuclear I&C System project are used as example systems. Fault-tree models were developed 
to assess the failure probability of a system function which is designed to generate an automated 
signal for actuating both of the reactor trip and the complicated accident-mitigation actions. The 
developed fault trees were combined with a plant risk model to evaluate the effect of a digitalized 
system’s failure on the plant risk.  

 

1 INTRODUCTION 

One of the most important safety functions in nuclear plants is the generation of automated 
control signals for complicated accident-mitigation equipment. In recent years, many nuclear plants 
have adopted modern digital instrumentation and control (I&C) technologies to generate these safety 
signals. The characteristics of digital applications are different from those of conventional analog I&C 
systems, because their basic elements are microprocessors and software, which make a system more 
complex to analyze. There are important unresolved modeling issues in digital system safety analysis 
which are complicated and correlated.  

Conventional simple methodologies for probabilistic risk/safety assessment (PRA/PSA) are 
applied with rough assumptions if the reliability modeling is for a decision which does not require high 
accuracy, such as the determination of the number of spare modules for a non-safety critical system. 
Even the use of a lower boundary value for system reliability is possible for simplicity. More 
complicated relationships among system functions should be modeled for the accurate and realistic 
estimation of risk from safety critical systems. The faults in an advanced digital system are monitored 
by a self-monitoring algorithm and recovered before the fault causes system failure. Protecting a 
system from catastrophic damage is possible even though it is not possible to recover the fault. 
Multiple-channel processing systems might have cross monitoring functions and independent 
heartbeat monitoring equipment can also be installed in the systems. Software-based intelligence and 
flexibility of microprocessors accommodates these sophisticated reliability enhancing mechanisms 
successfully. 

There is no widely-accepted method for developing a realistic risk model of a digitalized safety-
critical system. This article aims to provide an overview of the issues related to digital system risk 
modeling, which is provided in section 2, and to briefly introduce the current research status and 
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techniques related to these issues which were developed at the Korean Atomic Energy Research 
Institute (KAERI). Another aim of this article is to demonstrate the effect of a safety-critical digital I&C 
system on plant risk quantitatively. The scope of PRA of a digital I&C system can be determined 
based on its risk effect. Section 3 explains the risk assessment models for the reactor protection 
system (RPS) and the engineered safety feature component control system (ESF-CCS) designed as 
part of the Korean Nuclear I&C System (KNICS) project by using newly developed safety-critical-class 
microprocessor-based modules which were developed using fault tree modeling technique. The fault 
trees were combined with a plant risk model of OPR1000 (Korean Standard Nuclear Power Plant) to 
evaluate the effect of the digitalized systems’ failure on the plant risk.  

 

2 ISSUES IN DIGITAL SYSTEM RISK MODEL 

 
2.1 Hardware  

The issues related to the hardware modules of a digital I&C system are the failure mode, 
experienced failure data, in-module fault tolerance, dynamism, and an imbedded component. The 
failure modes and data of newly developed hardware modules are not easily acquirable since digital 
technology evolves very rapidly and the nature of a digital fault is non-linear. The database of long 
experiences and experiments such as MIL-HDBK-217F can be employed for the prediction of each 
component failure rate, but it may not be accurate for a newly developed component. KAERI 
performed a case study for comparing the calculations using database/standard method and the real 
experienced data of digital system failure in a nuclear plant. Old database/standards overestimate the 
failure rates when compared to the real experience.  

In safety-critical applications, the applied hardware modules might be equipped with in-module 
fault tolerance mechanism to enhance their safety. Some of them are linked with system-level or 
function-level fault monitoring mechanisms. Careful investigation of these fault-tolerance mechanisms 
and quantification of their effectiveness are necessary for a realistic risk model. Their effect should not 
be double counted and consistently treated in the probability estimation of component failure, 
hardware module failure, system failure, and function failure. 

Microprocessors and software technologies make a digital system multi-functional because a 
system performs several sequential or conditional functions. In accordance with the change of function, 
the use of hardware components might be changed. Therefore for the failure probability estimation of 
hardware modules, the functions of each module must be investigated carefully. Logics in some 
components are programmable (so-called imbedded component). Regulatory body in Korea (KINS) 
considers this logic as another component (a kind of software) if the logic change affects the safety 
function.  

 
2.2 Software 

The issues related to the software are the failure mode and failure probability quantification (in 
consideration of software testing and verification and validation (V&V)). Software is a basis for many of 
the important safety issues in digital system safety assessment. The software failure modes are hard 
to define and all failure modes might be assumed to be hazardous if software hazard analysis cannot 
assure the limitation of hazardous failure modes.  

It is notable that there is much discussion among software engineering researchers about 
whether software failure can be treated in a probabilistic manner [1]. Software faults are design faults 
by definition. That is, software is deterministic and its failure cannot be represented by 'failure 
probability'. However, software could be treated based on a probabilistic method because of the 
randomness of the input sequences, if the software of a specific application is concerned. Prediction of 
software reliability using a conventional model is generally much harder than for hardware reliability. 
The software reliability growth model is the most mature technique for software dependability 
assessment, which estimates the increment of reliability as a result of fault removal. However, this 
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approach is known to be inappropriate for safety-critical systems since the applied fixes cannot be 
assumed to be effective and the last fix may have introduced new faults [2].  

The lower limit of software-failure probability estimated conservatively by testing can be an 
alternative. The number of observed failures of highly reliable software during the test is expected to 
be zero because the elucidated errors will be debugged in the corresponding code and the test will be 
performed again. The calculation method for the required number of tests is easily derived using 
conventional statistics. Test stopping rules are also available for the cases of testing restart after error 
fixing [3]. 

The development process of software is considered in order to assess the expected software 
failure rate. The number of remaining potential faults in software is reduced by using software V&V 
methodologies. This effect is reflected on the probability estimation of software failure events. Thus, 
the quantification of rigidity of software V&V is performed through the PRA process. The Bayesian 
belief network (BBN) can be used for estimating the effectiveness of these quality-improving efforts in 
a more systematic manner [4, 5]. Applying the BBN methodology to the PRA of digital equipment is 
helpful to integrate many aspects of software engineering and quality assurance.  

The diversity in software codes and hardware-software interactions are additional 
considerations. There is no widely-accepted method for their safety quantification as yet. 

 
2.3 System 

The issues related to the system are risk concentration and diversity (including common cause 
failure (CCF)), fault coverage of self monitoring, effectiveness of automated periodic system testing, 
and network communication failures. The use of a single microprocessor module for multiple safety-
critical functions will cause severe concentration of risk in the single microprocessor. Safety-critical 
applications have adopted a conservative design strategy, based on functional redundancies. 
However, the software programs of these functions are executed by one microprocessor in the case of 
digital systems. Therefore, the level of redundant design of digital systems is usually higher than those 
of conventional mechanical systems. This higher redundancy will clearly reduce the risk from a single 
component failure, and raise the importance of CCF analysis. This higher level of redundancy 
exponentially increases the number of CCF events need to be modeled in the fault tree, if 
conventional CCF modeling methods are applied. For example, in some nuclear power plants, there 
are four signal processing channels for the safety parameters, and each channel consists of two or 
four microprocessor modules for the same function. For example, in the RPS of the OPR1000 plant, 
there are 16 processors and 16 digital output modules which do the identical function of local 
coincidence logic. In this case, the system model will have 65519 CCF events. Simplified alpha-factor 
(SAF) method is one of the promising methods for modeling the CCF in digital safety-critical systems. 
By using the SAF method and prior investigation on the system failure logics, the probability of single 
CCF event represents all the CCF events resulting in the system failure [6]. 

Effectiveness of fault-tolerant mechanisms dominates the system reliability. The quantification 
of fault coverage must be treated carefully. Fault-tolerant mechanisms are implemented to check the 
integrity of system components. Self monitoring is one of the fault-tolerant mechanisms. If more than 
one processor modules are installed in a system, they might monitor each other. Some monitoring 
algorithms also consider the status of in-module fault tolerance mechanisms as mentioned above. 
Simulation using fault injection is one of the promising methods for estimating coverage factor. Expert 
knowledge might also be used to estimate the rough bounds of the coverage.  

Automated periodic tests affect the system reliability in a similar manner as a self monitoring. 
Human operator or equipment outside the system initiates the testing and the successful pass of the 
testing implies non-faulty status of the corresponding components. It means the shortened inspection 
period and the improved system reliability. The issue is quantification of the effectiveness of 
automated tests. 

The use of signal transmission components, such as fiber-optic modems and opto-couplers, is 
reduced by using network communication. If safety-critical signals are transmitted through the network 
communication, the probability that a system becomes unsafe due to a network failure must be 
evaluated to quantify the system risk. Hazard analysis and the identification of paths which might lead 
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the system to an unsafe state, and the probabilistic quantification of each path are required. Network 
failure is caused by defects in hardware of network modules or a fault in network protocol, which is the 
basis of network software. 

 
2.4 Safety Function 

The issues related to the safety function are human/system-system interactions, plant condition 
dependency and coverage of the test inputs for both before and after installation. The PRA provides a 
unifying means of assessing the system safety, including the activities of human operators. The effect 
of a human operator who plays the role of a backup for an automated digital system must be modeled. 
If there are more than one automated systems, the interaction among them should also be modeled. 
Failure of safety function implies the concurrent failures of automated systems and human operator 
backups. In some systems, the failure of an automated system is closely correlated with the failure of 
manual backup of human operator [7]. The dependency must be carefully investigated for realistic 
evaluation of the system function failure. 

The function of an I&C system is usually initiated by the input signals which depend on the plant 
condition and occuring accident. Thus, the availability and the validity of an input signal are very 
important. Redundant input signals or an operator’s manual input are available in some cases. The 
development of a PRA model requires in-depth analysis for an input availability including a document 
survey, a simulation and an expert judgment [8]. 

The test input coverage largely affects the credibility of reliability, whether system/component 
reliability is determined based on pre-install test or the system is tested after installation. Some tests 
which cover only a part of system components are partially effective. In safety-critical system, the 
demand usually arrives when the plant is in a deviation status. Digital system has a limited number of 
possible input space because of its limited resolution, if we exclude the dependency on time. In 
consideration of these conditions, the test input coverage must be evaluated. 

 

3 RISK EFFECT ANALYSIS  

The scope or level-of-depth of PRA of the digital I&C system can be determined based on risk 
effect analysis. In this article, in order to demonstrate the risk effect, fault-tree models were developed 
to assess the failure probability of a system function which is to generate an automated actuation 
signal for complicated accident-mitigation equipment. The RPS and ESF-CCS which are the most 
important safety-critical I&C system in nuclear plants, were designed as part of the Korean Nuclear 
I&C System (KNICS) project by using newly developed safety-critical-class digital modules. Their fault-
tree models were developed and combined with a plant risk model of OPR1000 to evaluate the effect 
of the digital systems’ failure on the plant risk [9].  

In this study, we focused on the risk from the ESF-CCS failures. In order to reduce the failure 
probability of the field components’ control signal, there are two more sources in addition to the loop 
controller of the ESF-CCS. The diverse protection system (DPS) is an independent and separate 
automatic system for signal generation. Diverse manual actuation provides a redundant mean for the 
operator in the main control room to access the field components via hard-wired path when digitalized 
main control console is not available. It is also notable that the DPS and the diverse manual actuation 
(DMA) switches do not cover all the field components. Only auxiliary feedwater actuation signals 
(AFAS-1 and AFAS-2) could be generated by the DPS. Each of these redundancies provides a safety 
signal to a limited number of components only. Figure 1 shows the layout of the ESF-CCS and Figure 
2 shows one of the top-level logics of the developed fault trees. The following is the sensitivity study 
results in reference [9]. 

In this analysis, we considered the dependency among many human actions with three different 
treatments: 

- Case 1: The dependency among the DMA for various field actuators is not considered. The 
DMA failure probability is assumed as 0.1. The dependency between the manual actuation of the ESF 
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signal and the DMA for field actuator is not considered. The failure probability of the ESF manual 
actuation is assumed as 0.05. 
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Figure. 1: Conceptual layout and signal flow of the ESF-CCS  
(GC: group controller, LC: loop controller) 
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Figure 2: Top logic of the developed fault-tree model of the ESF-CCS  
(AFAS-1 signal failure for a field component, MP01A) 

 
- Case 2: Once the operator fails to generate the first DMA, then we do not give credit to the 

DMAs for the other actuators. The dependency between the manual actuation of the ESF signal and 
the DMA for field actuator is not considered.  

- Case 3: The same treatment as in Case 2 is applied for the DMA dependencies. Also once the 
operator fails to initiate the ESF signal, then we do not give credit to the DMA. In this case, the 
probability of the combined failure of the ESF manual actuation and the DMA is assumed as 0.05. 
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- Case 4: The same treatment as in Case 3 but the probability of the combined failure is 
assumed as 0.1. This case means that all the signal generation failure events of the human operator 
in the fault-tree model are replaced by a single event of which probability is 0.1. 

 
The quantification results of safety function failure show that the failures of the digital output 

modules, the network modules and the processor modules are dominant reasons for system 
unavailability. The effect of digital technology application on the initiating event frequency is not 
considered in this study. The application of a redundancy to the signal generation system effectively 
improves the system function failure probability. Another important finding from this study is that a 
careful design of a manual actuation signal path is very important. 

Based on the results of sensitivity study, we found that the overall ESF-CCS contribute about 
0.16%, 2.31%, 6.24% and 10.24% to the CDF in the cases of 1, 2, 3 and 4, respectively. The 
treatment of dependencies considerably affects the final result. Case 3 represents the most 
reasonable treatment and Case 4 represents very conservative treatment. The result of Case 4 shows 
that even though we doubled the probability of the combined failure, the contribution increases by only 
71.3%. The other portion is only related to the DMA. This implies that the proper design of the DMA is 
very important. 

Main risk contributors are the human errors and the CCFs of the field instrumentation channels. 
Since there are many redundancies of mitigation means in an NPP for various accident scenarios and 
there are four division redundancies in the ESF-CCS, the effect of independent failure events is 
relatively small in the CDF analysis. Instead of them, the CCFs become important. The CCFs of the 
input, processing and output modules contribute a relatively large part to the CDF. 

If we focus on the feedback of the digitalized system design, the sensors and the human 
operators are not a matter of interest. That is, the CCFs of the digital modules should be reduced and 
the fault-tolerance mechanisms (monitoring) should be strengthened to improve the safety of a NPP. 

 

4 CONCLUSIONS 

In this article, we provided an overview of the issues when developing a risk model, and the 
research activities in KAERI for addressing these issues are introduced. The issues in hardware, 
software, system and safety function were categorized and briefly explained.  

Fault-tree models were developed to assess the failure probability of a system function which is 
to generate an automated signal for actuating both reactor trip and complicated accident-mitigation 
equipment actions. The developed fault trees were combined with a plant risk model to evaluate the 
effect of the digitalized systems failure on the plant risk. The case study revealed that 0.16% to 
10.24% of plant risk is caused by the ESF-CCS depending on the human error treatment. The CCFs 
of the components combined with the failure of the human operators’ manual backup were the main 
risk contributors. 
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