
 
 

306.1 

 
An Application of the Fault Tree Analysis for the Power System 

Reliability Estimation 

Andrija Volkanovski, Marko Čepin, Borut Mavko 
Reactor Engineering Division 

“Jožef Stefan” Institute 
Jamova 39, SI-1000 Ljubljana, Slovenia 

Andrija.Volkanovski@ijs.si, Marko.Cepin@ijs.si, Borut.Mavko@ijs.si 

ABSTRACT 

The power system is a complex system with its main function to produce, transfer and 
provide consumers with electrical energy. Combinations of failures of components in the 
system can result in a failure of power delivery to certain load points and in some cases in a 
full blackout of power system. The power system reliability directly affects safe and reliable 
operation of nuclear power plants because the loss of offsite power is a significant contributor 
to the core damage frequency in probabilistic safety assessments of nuclear power plants. The 
method, which is based on the integration of the fault tree analysis with the analysis of the 
power flows in the power system, was developed and implemented for power system 
reliability assessment. The main contributors to the power system reliability are identified, 
both quantitatively and qualitatively. 

1 INTRODUCTION 

The loss of offsite power (LOOP) Initiating Event (IE) occurs when all power to the 
plant from external sources (the grid or a dedicated transmission line from another onsite 
plant) is lost. 

The availability of alternating current (ac) electrical power is essential for the safe 
operation and accident recovery of commercial nuclear power plants (NPPs). The offsite 
power system of a nuclear power plant provides the preferred source of electrical power to all 
the station auxiliaries. If the plant loses offsite power, highly reliable emergency diesel 
generators provide onsite ac electrical power. A total loss of ac power at an NPP as a result of 
complete failure of both offsite and onsite ac power sources, which rarely occurs, is referred 
to as a “station blackout” (SBO). 

Unavailability of power can have a significant adverse impact on a plant’s ability to 
achieve and maintain safe-shutdown conditions. Risk analyses performed for NPPs indicate 
that the loss of all ac power can be a significant contributor to the risk associated with plant 
operation, contributing more than 70 percent of the overall risk at some plants, normally in 
the range of 20 and 50 percent of total CDF [1], [2].  A loss of offsite power (LOOP) and its 
subsequent restoration are important inputs to plant risk models, and these inputs must reflect 
current industry performance in order for plant risk models to accurately estimate the risk 
associated with LOOP initiated scenarios. 

One extremely important subset of LOOP-initiated scenarios involves SBO situations, 
in which the affected plant must achieve safe shutdown by relying on components that do not 
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require ac power, such as turbine- or diesel-driven pumps. Thus, the reliability of such 
components, direct current (dc) battery depletion times, and characteristics of offsite power 
restoration are important contributors to SBO risk. 

Taking account the requirements of NRC SBO rule and the associated Regulatory 
Guide [3], [4], NPPs must have the capability to withstand an SBO and maintain core cooling 
for a specified duration, enhancing procedures and training for restoring both offsite and 
onsite ac power sources.  

The main objective of this paper is to develop a method, which enables to assess to 
improve the reliability of the power system in specific load points using the methods, tools 
and models known from the probabilistic safety assessment (PSA) [5], [6], [7]. 

2 METHOD DESCRIPTION 

Assessment of reliability indices in the power system was done using the fault tree 
analysis approach. Basic method [6], [7], was upgraded in order to model more in detail 
specific characteristics of the power system. Using the approximate DC load flow model [8], 
simulation of single line failures was done and corresponding power flows were accounted 
during fault trees construction. Size of generators in specific locations together with power 
lines thermal limitations were included in the model incorporating multiple lines between 
buses and multiple generators in the buses, together with inclusion of common cause failures 
of lines.  

Modified importance measures taken from PSA [6], [7], power system unreliability QPS, 
power system risk achievement worth (RAWs) and power system risk reduction worth 
(RRWs) for each component were calculated. Importance measures were calculated for 
predefined groups of components, divided on the basis of type of the component. 

Minimal cut set calculation code was corrected in order to be able to handle larger fault 
trees, taking IEEE test system [9] as a reference for method testing. 

The main task of the analysis is to identify the possible paths of interruption of power 
supply to load, to evaluate the probability of that interruption and to recognize the main 
components that contribute to interruption of supply.  

 
2.1 Fault tree 

Fault Tree Analysis (FTA) is technique for reliability and safety analysis of complex 
systems. In order to start with the fault tree analysis, the corresponding fault tree should be 
built first for each bus (or substation), which is connected to a load.  

The first step in developing the corresponding fault trees is identification of the fault 
sequences from adjacency matrix of the corresponding power system. The four nodes system 
shown on Figure 1 is taken as an example. 

The system consist of four buses, four generators in buses 1, 2 and 4 and two loads in 
buses 1 and 3. In example system there are multiple generators (two in bus three) and multiple 
lines (two) between buses one and two. On Figure 1 are marked lines for which common 
cause failures (CCF) should be accounted: CCF of lines due to the common tower and CCF1 
for lines which are assumed to be on a common right-of way for part of their length. 

The adjacency matrix A of a simple graph is a matrix with rows and columns labelled 
by graph vertices, with a 1 or 0 in position (vi, vj) according to whether vi and vj are adjacent 
or not. Using the adjacency matrix A, all possible pathways between generation (source) and 
consumer (load) buses are identified, using developed recursive procedure. For bus 1 a rooted 
tree (tree in which a labelled node is singled out) is given in Figure 2. 
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Figure 1: Example system with discarded and accepted energy flow paths 

Energy flow paths between load and other buses in system are identified using the 
rooted tree. Example of flow paths between bus 3 and bus 1 on rooted tree and actual system 
is given on Figure 2. 

          
Figure 2: Rooted tree for bus 1 and energy flow path between bus 3 and load bus  

After identification of energy flow path, named sequences in further text, each of them 
is tested for consistency, namely: 

1. sequences having a non-generator node at the end of branch are discarded 
2. sequences having a smaller total installed capacity of generators at the final node 

than load at the bus are discarded 
3. if there is overloaded line in the sequence, that sequence is discarded 
For example, if total generation at bus 2 is smaller than load at bus 1 and line 2-3 is 

overloaded for that specific sequence. In that case only sequences marked with blue lines on 
Figure 1 will be accepted for fault tree construction, all other will be discarded due to the lack 
of generator (black dashed lines, bus3), smaller generation than load (green dashed lines, bus 
2) or overload of the lines (red lines, line 2-3). 

Sequences, which were accepted in previous test of consistency, are used in next step 
for fault tree construction. The fault tree for each bus, which is connected to at least one load, 
is created using the modular fault tree, shown on Figure 3 with the structure and the failure 
probabilities inserted depending on the elements modelled. Basic events (BE) marked in red 
squares are optional, depending if there are multiple lines between buses or there are CCF 
between lines or there are multiple generators in the bus. 

Following the fault tree construction for all loads, next step is the qualitative fault tree 
analysis where, using the process of Boolean reduction of a set of equations corresponding 
minimal cut sets are identified. From obtained minimal cut sets top event probability, 
equivalent to load failure probability and corresponding importance measures are calculated. 
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Figure 3: Modular fault tree 

 
2.2 Approximate DC load flow model and line overload test 

The ‘‘dc power flow’’ equations are used to study the power flow through the network; 
they give a linear relationship between the power flowing through the lines and the power 
input at the nodes. This approach is a standard way of analyzing a power transmission system 
and it is equivalent to a linearized version of the more common problem of solving for the 
voltages and currents in a circuit. The dc power flow equations can be written as: 

APF =              (1) 
where: 
F-vector whose components are the power flows through the lines Fij
P- vector whose components are power of generators in the buses 
A- constant matrix, with elements calculated from the impedance of the lines  
Specific characteristics of ‘‘dc power flow’ are that only flows of active power are 

accounted with fast calculation of dc power flows, making appropriate for different 
simulations. Using the method, calculation of power flows was done when each of the lines in 
system fails (single line failure), and obtained results were stored in output matrix 
FLOWS(NlxNlx2) 

where: 
Nl-number of lines in power system 
FLOWS(NlxNlx1) – array containing actual power flows in MW-s thought lines 
FLOWS(NlxNlx1) - array containing lines failures corresponding to above flows 

Array FLOWS was ordered from maximum to lower power flows for each line, giving in each 
row the maximum flow for each line and when (for which line failure) those flows happens. 
This ordered matrix FLOWS is used for overload sequence checking. 
Procedure for overload checking contains following steps: 

1. Add to actual power flows total load in sequence Pl (in MW) 
 FLOWS(NlxNlx1)= FLOWS(Nlx Nlx1)+Pl        (2) 
2. Eliminate all power flows from line failures of lines consisting sequence 
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3. Check if there is row with non-zero element in FLOWS(NlxNlx1), and if there is such 
a row (which mean that there are line failures, excluding those in sequence, resulting 
with maximum power flows thought lines), compare flows during those line failures 
with continuous load rating of the lines (updated with the ambient temperature). If 
flows are smaller that rated then sequence survives, if not then corresponding 
sequence is discarded. 

Using the described procedure only fissile energy path will be accounted in fault three 
construction, discarding those that, due to the limitations of transfer capacity, are not rational. 
Discarding sequences depending on power flows have direct implication on reliability of 
power delivery and overall power system reliability (smaller number of sequences results with 
smaller number of alternative power delivery paths and higher failure probability). With the 
discard of the sequences size of the fault trees decrease resulting with shorter calculations 
times.  

The evaluation of network reliability is a NP-hard problem [10], requiring processor 
power and memory allocation. As a reference, for estimation of load failure probability of bus 
1 total number of sequences is 5211, from them1148 discarded and 4064 taken further for FT 
construction. Generated fault tree for bus 1 consists of 23537 gates and 105 unique basic 
events. Number of generated MCS for load in bus 1 (using default cut-off) is 75, requiring 70 
minutes calculation time.  

3 RESULTS 

Proposed method was tested on the IEEE reliability test system [9], consisting from: 24 
substations, 20 load buses, 7 generator buses with total 32 generators, 38 power lines, among 
them 14 with CCF. 

 
Figure 4: IEEE reliability test system (IEEE RTS)  
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IEEE reliability test system is specially designed to be used for different static and 
dynamic power system reliability analyses and compare of results obtained by different 
methods. Diagram of one area IEEE reliability test system is given on Figure 4. Standard data 
[11] for component reliability, size of loads, installed capacity of generators and 
characteristics of loads was used in the analysis. Each substation was approximated in the 
model with two basic events, load failure (which included low voltage failures for loads) and 
bus failure (high voltage failures), and their values were assumed. Generic values were also 
taken for CCF due to the common structure or common path failures. Calculations were done 
using MCSprob=10-14 cutoff probability for MCS’s and maximum length of MCSlengt= 7 
basic events per MCS due to the memory and calculation time limitations. 

Following results are obtained for test system: 
- fault tree model and top event probability for each of the selected loads, 
- system unreliability, 
- system risk achievement worth for all elements of the system, 
- system risk reduction worth for all elements of the system, 
- importance factors for selected group of components in the system, 
-power flows and load circulated for normal and one-line failure regime. 
The selected quantitative results are presented in Table 1 and Table 2. 

Table 1: Selected calculated top event probabilities of IEEE RTS 
Load Bus FT Top Event Prob. FT Top Event Prob. *Weight Weight Capacity 
Bus 20 8.95E-01 4.02E-02 0.044912 128 
Bus 8 6.69E-01 4.02E-02 0.06 171 
Bus 7 4.79E-03 2.10E-04 0.04386 125 
Bus 19 2.61E-03 1.66E-04 0.063509 181 

Table 2: Quantitative results of IEEE RTS  
System Identification System Unreliability Capacity 
IEEE Test System 8.22E-02 2850 

 

Table 3: Importance factors for selected components of IEEE RTS 
Component Identification Component Failure Prob. RRWs RAWs 

Highest RRWs 
Line 8 - 9 Failure 2.00E-01 1.86E+01 4.39E+00 
Line 8 - 10 Failure 2.00E-01 1.86E+01 4.39E+00 
Bus 5 failure 1.00E-04 1.10E+00 1.10E+02 
Bus 7 failure 1.00E-04 1.10E+00 9.58E+01 
Bus 4 failure 1.00E-04 1.10E+00 1.10E+02 

Highest RAWs 
Load 4 failure 1.00E-05 1.09E+00 1.10E+02 
Load 5 failure 1.00E-05 1.09E+00 1.10E+02 
Bus 5 failure 1.00E-04 1.10E+00 1.10E+02 
Bus 4 failure 1.00E-04 1.10E+00 1.10E+02 
Load 6 failure 1.00E-05 1.09E+00 9.58E+01 
RRWs and RAWs for components groups RRWs RAWs 
Buses  1.147 906.045 
Generators 1.093 8.272 
Lines  18.769 431.036 
Load 1.091 447.221 
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Obtained results show that buses with highest top event probability are bus 20 and bus 
8, due to the fact that there is no generator in those buses and CCF of lines that are connected 
in those buses. Failure probability of bus 7 is high as result of the weak (single line) 
interconnection with the rest of the power system. 

Components with highest system importance factors (System Risk Achievement Worth 
– RAWs and System Risk Reduction Worth – RRWs) are given in the Table 3. 

Table 3 identifies components, which should be maintained well, in order that the 
reliability of the system is not reduced significantly (those with high RAWs) and components, 
which are candidates for redundancy, because their reliability is worth to increase in order that 
the system reliability is significantly increased (those with high RRWs). 

 
3.1 Application of the results 

On August 14, 2003, a widespread loss of the US electrical power grid (blackout) 
resulted in LOOPs at nine U.S. commercial NPPs. The NRC initiated a comprehensive 
program to review grid stability and offsite power issues as they relate to NPPs [2], [12]. In 
the NRC proposed methodology and guidance documents grid disturbances are estimated 
from the site susceptibility to grid related LOOPs [13], [14]. Based on the expected frequency 
plant is classified in specific group for which predetermined frequency is given. 

Proposed NRC methodology has two major deficiencies. 
1. Estimation of grid related LOOP is based only on historical data for the site susceptibility 

to grid related LOOPs, not accounting the overall grid structure and using analytical 
methodology to estimate corresponding frequency. The proposed NRC approach doesn’t 
provide qualitative and quantitative identification of major contributors to grid related 
LOOPs and consequent actions to decrease the frequency, thus improving the plant 
reliability and safety. 

2. Grid related and severe weather initiated LOOPs are closely related, but that correlation is 
not included in the NRC methodology. In the estimation of severe weather related losses 
ambient temperature, which has direct impact on overall power system reliability, is 
excluded from calculations. 

Two major benefits from the presented method are the following. 
1. With analytical calculation of grid disturbance frequencies data for current NPP PSA can 

be improved resulting with overall improvement of PSA analysis of plants. 
2. With the identification of major contributors to IE frequencies, most important elements 

in the system can be identified from aspect of NPP safety or overall system reliability and 
corresponding action could be taken to harden the system. 

4 CONCLUSIONS 

A new methodology for assessment of grid related LOOP IE was developed using the 
methods from probabilistic safety assessment, 

During the assessment of the reliability of power delivery to particular load points and 
overall reliability of whole system, together with component failure probabilities the power 
flows in the system were included in the analysis. Weather conditions (temperature and severe 
weather conditions in particular regions) were accounted in the model. 

Proposed method allows more precise and analytical approach for estimation of grid 
disturbances, therefore improving input data for PSA analysis of specific plant. Main 
contributors to grid disturbances LOOP IE can be identified in order to take appropriate 
measures to decrease frequency of those events and thus to assess and improve the nuclear 
safety. 
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