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ABSTRACT

The Swedish strategy to handle the spent fuel from the nuclear power plants is
the direct disposal in a geological repository. The safeguards regime covering all
nuclear material in the state will be expanded to cover the new repository, which
will require a novel safeguards approach due mainly to the inaccessibility of the
fuel after disposal. The safeguards approach must be able to provide a high level
of assurance that the fuel in the repository not diverted, but must also be resource
efficient. An attractive approach with regards to use of resources is to monitor
only the access points to the repository, i.e. the openings. The implementation
of such an approach can only be allowed if it is shown to be sufficiently secure.
With the purpose of determining the applicability of this “black box” approach, a
diversion path analysis for the Swedish geological repository has been carried out.
The result from the analysis shows that all credible diversion paths could be cov-
ered by the black-box safeguards approach provided that the identified boundary
conditions can be met.
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1 Introduction

As the world’s population is growing, and more and more areas rise from
poverty, the demand for energy and electricity is rapidly growing. The last
ten years, the electricity generation across the world has increased with 39
% [1]. Following the new awareness of the problem of global warming and
climate change, interest is focused on energy sources that do not emit green-
house gases. In response to the increasing need of electricity generation that
does not use fossil fuels, 29 nuclear power plants were under construction
during 2006 [2], and the year also saw a new record in energy produced by
nuclear power.

On the Swedish arena the situation is different. It is politically decided
that no new nuclear power plants will be built in the country, and also that
the existing ones will be decommissioned. Already, the two reactors of the
Barsebäck site are taken out of operation. In spite of this situation the
Swedish nuclear power industry is active, and is planning for large scale
power up-rates of the existing reactors, making the total energy output from
nuclear power larger than before the decommissioning of Barsebäck 1 and 2.

In order to produce nuclear power with the support of the government
and the public, the Swedish and the international nuclear power industry
must make three important assurances:

1. That the nuclear power plants are operated safely.

2. That the waste and the spent nuclear fuel from the electricity genera-
tion is handled properly.

3. That no material from the civil use of nuclear power is diverted for use
in non-civil activities, e.g. nuclear weapons.

The international community wants to be sure that the states using nu-
clear energy for power production are not using the fissile material or the
nuclear facilities to produce weapons. The control system used to monitor
the states’ nuclear material with the objective to detect any diversion of
the material to the production of nuclear weapons, is usually denoted safe-
guards. This thesis will investigate issues connected with the implementation
of safeguards in the planned process for the final disposal of spent nuclear
fuel in Sweden. The investigation is performed as unprejudiced as possible.
For example, it is not assumed that the existing safeguards system will re-
main unchanged and the discussion is not limited to safeguards techniques
available today. Also, generally accepted safeguards concepts are challenged.
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With this approach it is found what is needed rather than what is possi-
ble today, and the identification of needs can provide a foundation for the
rational implementation of safeguards.

1.1 Safeguards

In the Second World War the force of the nuclear bomb became horribly evi-
dent. For several reasons (see for example [3]) many states desired to harness
that force in weapons of their own, and in the decades following the war the
number of states acquiring nuclear weapons grew slowly but steadily. In 1964
five states had acquired what was considered the ultimate weapon and there
was a growing international concern that many more would follow if nothing
happened that could change the course. The International Atomic Energy
Agency, IAEA, formed in 1957 as a unit within the United Nations, was
the organization to take action. In 1968 the IAEA launched the Treaty on
the Non-Proliferation of Nuclear Weapons [4](The non-proliferation treaty,
NPT). The signatories of the NPT undertake, in short, not to receive or
manufacture any nuclear weapons and not to facilitate for another state to
manufacture a nuclear weapon. The five states that had acquired nuclear
weapons in 1968 (U.S.A, U.K., France, Russia and China) are however also
members of the NPT, but under slightly different rules. They undertake
not to transfer nuclear weapons or nuclear weapons technology to any “non-
nuclear-weapon state”, and also to work towards nuclear disarmament. To-
day, all countries in the world except four (Israel, India, Pakistan and North
Korea) are members of the NPT, and it is clear that the treaty has had a
great impact as several of the members, for example Sweden, gave up their
nuclear weapons programmes for the sake of joining.

When signing the NPT, the joining state also undertakes to conclude an
agreement with the IAEA, allowing the agency to apply safeguards to the
nuclear material in the state. The safeguards system is a control regime
applied in order to monitor that the signatory state complies with the NPT.
Upon joining the NPT, the member state has to make a declaration of all
fissile material and nuclear facilities in its territory; an inventory. This is
the basis for the traditional safeguards system. The objective is to detect
any diversion of the fissile material from the civil nuclear power industry to
the production of nuclear weapons. Safeguards activities include inspections,
employment of surveillance in e.g. storages, performing of measurements on
the material to confirm that it has the declared properties, and checking
of the accountancy of nuclear material in nuclear facilities. Safeguards are
applied throughout the nuclear fuel cycle, from the mining of uranium ore to
the final disposal of spent fuel.
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After a couple of decades of successful implementation of the NPT, the
discovery of the clandestine nuclear weapons programmes of the NPT signa-
tories Iraq and the North Korea indicated that the possibilities for IAEA to
stop nuclear weapons proliferation was inadequate. This situation raised the
question whether the NPT needed to be extended. In 1997 the IAEA Board
of Governors approved the Additional Protocol to Safeguards Agreements,
AP [5]. The objective of the implementation of the AP, in addition the tra-
ditional safeguards approach to detect diversion of declared nuclear material
from declared facilities, is to detect the possible presence of undeclared mate-
rial and facilities. As a state has signed the AP, the IAEA starts an evaluation
process of the state as a whole. The evaluation is based on a wide variety
of information, for example state supplied information, open source material
including scientific publications and results from complementary access such
as unannounced inspections. If the IAEA evaluation has a positive result,
i.e. that no undeclared material or facilities exist in the state, and that there
is no political will to acquire nuclear weapons, Integrated Safeguards (IS)
can be applied. IS refers to

“The optimum combination of safeguards available to IAEA un-
der a comprehensive safeguards agreement and an additional pro-
tocol to achieve maximum effectiveness and efficiency, within
available resources, in meeting IAEA’s safeguards objectives” [6].

After the positive result of a state evaluation, the IAEA has a higher level
of assurance of the absence of undeclared nuclear activities which allows for
a reduction of IAEA safeguards efforts, provided that all diversion paths
still are covered. For example, frequent inspections with regular intervals
can be exchanged for fewer, unannounced, inspections at random times. To
an extent, inspections can also, as a part of IS, be replaced by remotely
monitored safeguards equipment.

Besides IAEA, the European Commission also has a safeguards regime
in place that monitors the nuclear material in the EU member states, in-
cluding Sweden. The body that performs this monitoring, in accordance
with the Euratom treaty, is DG-TREN. Moreover, Sweden has a national
safeguards authority in SKI, Statens Kärnkraftsinspektion. The SKI has the
responsibility for Sweden’s following of the international agreements on non-
proliferation. As a part of the IS regime, the IAEA is considering the use of
information from the national and regional safeguards authorities (SKI and
DG-TREN) in order to avoid unnecessary duplication of safeguards activities.
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1.2 The final disposal of spent nuclear fuel in Sweden

The fuel used in the Swedish light water reactors is uranium dioxide, enriched
in the fissionable isotope 235U to 3-5 %. When the fuel is irradiated in the
reactor the uranium undergoes fission, and this reaction produces highly ra-
dioactive fission products, see figure 1. In addition, due to neutron capture in

Figure 1: The uranium nucleus absorbs a neutron and undergoes fission,
which results in the production of fission products and neutrons

238U, transuranic elements are formed which are radioactive with, in general,
long half-lives. Consequently, the spent nuclear fuel is highly radioactive and
must be separated from the biosphere for a long time before it is harmless.
Although only around one percent of the initial radioactivity remains after a
couple of decades, the period of time for the radioactivity to decrease to the
level of that of natural uranium is approximately 100000 years.

The Swedish strategy to keep the spent fuel securely out of the way is to
dispose it in a geological repository deep in the granite bedrock. The strategy
has been developed by the Swedish Nuclear Fuel Management Company,
SKB, and is called KBS-3. It has the following parts:

1. The interim storage facility Clab in Oskarshamn (see figure 2). This
is where all spent fuel from the Swedish power plants is being stored
in pools. When the repository is in operation, Clab will still be a vital
facility since the fuel must cool for around 30 years before transfer to
the next step in the disposal process. Today, Clab contains fuel from
the entire history of Swedish nuclear power, dating back to the early
1970’s.

2. An encapsulation facility will be constructed in direct connection to
Clab, according to present plans. Here, the spent fuel assemblies will
be placed in cast-iron enforced copper canisters that will be sealed
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Figure 2: The storage pool at Clab. Source: SKB

with an especially developed welding technique [7]. Each canister will
contain either twelve BWR fuel assemblies or four of the larger PWR
assemblies. The copper walls of the canister are five centimetres thick
and are calculated to withstand the expected corrosion processes for
100000 years with a large margin. The cast-iron insert will ensure that
any foreseeable mechanical stress will not deform the canister.

3. A geological repository. The repository will be situated at a depth
of 400-500 meters below ground in the Swedish granite bedrock. It
will consist of tunnels with vertical holes drilled in the floor, with one
disposal canister in each hole. Around the canisters there will be a
buffer of bentonite, a volcanic clay (see figure 3). The bentonite will
transfer the decay heat away from the canister and will also deform
to protect the canister in case of movements in the host rock. The
transports to the repository level will take place in a ramp spiralling
down from the ground level. When a tunnel is full it will be backfilled
with bentonite and crushed rock and sealed with a concrete plug. When
the entire repository is full all tunnels, shafts and the ramp will be
backfilled with crushed rock and bentonite.

The location of the repository is not decided as this thesis is written,
but there are only two candidates left: Forsmark, and the Laxemar area
in Oskarshamn. The decision will be made in 2009 and operations in the
repository are estimated to start in 2018 [8].

2 Safeguards for geological repositories

The safeguards system includes all nuclear installations in Sweden today, and
will also cover the new facilities in the back-end of the fuel cycle, i.e. the
encapsulation facility and the geological repository. This expansion of the
safeguards system to include the new facilities cannot be made along the
same pattern as for the rest of the nuclear facilities due to special features
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Figure 3: Encapsulation of the spent fuel assemblies and emplacement in a
geological repository

of final disposal in geological repositories that. This section presents these
features (not exhaustively) and briefly discusses their implications on the
design of the safeguards system.

2.1 The inaccessibility of the nuclear material

When the spent fuel has been encapsulated in the final disposal canisters, the
ability to verify the presence and properties of the individual fuel assemblies
is greatly reduced. After emplacement in the repository and backfilling, this
possibility is definitely lost. The inaccessibility of the nuclear material is a
unique feature among all facilities under safeguards and it imposes important
requirements on the safeguards authorities:

• All safeguards relevant information needed now and in the future must
be acquired prior to the emplacement in the repository, and most prob-
ably also prior to encapsulation.

• It must be ensured that the information acquired remains valid from
the moment it is collected (through e.g. verifying measurements) and
onwards, meaning that the continuity of knowledge, CoK, must be
maintained.

6



• The information must be properly authenticated and stored in order
to be available for the needs of future generations.

2.2 The exceptional time-span

There is international consensus that safeguards will be applied to the ma-
terial in the repository for as long as there are safeguards applied elsewhere,
which will be the case for as long as the NPT is in force. This time-span is in-
definite which implies that safeguards relevant information must be securely
archived for an unforeseeable period of time.

2.3 Simultaneous construction and operation

To keep the open rock volume as small as possible, the SKB plans to exca-
vate new tunnels while the finished ones are being filled. This means that the
design of the repository will change continuously during the operational life,
which brings a challenge of verifying that the repository is constructed ac-
cording to declarations and that no clandestine room where nuclear material
could be hidden, or reprocessed, is built. Therefore, the design information
verification, DIV, will have to be performed regularly in order to monitor
that the excavations are conducted as declared.

3 Objectives and requirements

The generic safeguards objectives for the back-end of the nuclear fuel cycle
are summarised in the SAGOR reports [9], produced for the IAEA by a
cooperation of many states, including Sweden. The following quotes can be
found in the SAGOR Activity 8, Safeguards design considerations:

• “[Encapsulation] plant. Provide a high level of assurance that the quan-
tity of nuclear material contained in spent fuel is received at the [en-
capsulation] facility in declared disposal containers.”

• “Operating repository. Provide a high level of assurance that the quan-
tity of nuclear material in spent fuel to be transferred into a repository
is transferred into the repository and that undeclared removal would
be detected.”

• “Closed repository. Provide a high level of assurance that an undeclared
breaching of the integrity of a repository is detected and that continuity
of knowledge is not lost because of a safeguards system failure.”
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Additionally, safeguards should be implemented in a manner “consistent with
prudent management practices required for the economic and safe conduct
of nuclear facilities [10]” meaning that the safeguards system must be as
non-intrusive as possible on operations and not compromise the short-term
or long-term safety of the repository.

To aid the designers of a safeguards system to reach the objectives, the
safeguards authorities issue requirements and criteria that should be met.
Formal requirements for the safeguards system of the final disposal of spent
fuel were not formulated, when this thesis is written, by any of the safeguards
authorities. Although nothing is formally decided on for example what level
of verification the fuel should be subject to, or on the level of redundancy
required of the containment and surveillance system to maintain continuity
of knowledge, there have been generic recommendations and policies issued.
Some guidelines can be found in the SAGOR reports [9]. Moreover, the
IAEA has hosted a number of consultants meetings [11, 12] and advisory
group meetings [13] which also have provided some counsel. In the following
some relevant points are listed that these instances have advised the IAEA
to demand:

• Safeguards should be applied on the nuclear material in the repository
until the safeguards agreements no longer are in force [13].

• The fuel should be disposed of only as verified nuclear fuel on which
continuity of knowledge has been kept [12].

• Nuclear material transferred to a final repository should be verified at
the same level as is required by the IAEA for material in difficult-to-
access storage. This implies that the fuel should be verified with a
non-destructive assay (NDA) technique providing a high probability of
detection of a partial defect. The partial defect referred to here is 50
%, meaning that the NDA technique used should be able to detect if
half of the fuel pins in an assembly is missing [11].

• After the final verification, dual containment and surveillance (C/S)
should be applied to maintain the continuity of knowledge (see section
5.2). Dual C/S means that two C/S methods are used, whose functions
are based on different physical principles so that they do not have a
common failure mode. An example of a Dual C/S system could be
a seal on a container in combination with a surveillance camera that
monitors the same container [9].
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4 Diversion paths

For the safeguards system to provide credible assurance that no spent fuel
is diverted, it must cover all feasible paths through which diversion can take
place. The SAGOR reports have presented a diversion path analysis for a
model safeguards repository, which is regarded as comprehensive. However,
the model repository is a relatively complex facility while the Swedish plans
for the facility aim at a simpler design. Therefore the diversion path analysis
for operating repositories has been remade in cooperation with the SCK.CEN
in Mol, Belgium [14] and is presented in Paper 2. The diversion path
analysis is also reproduced in this section with additions of diversion paths in
the phases preceding and following the operational phase, i.e. the spent fuel
transport to the repository and the phase when the repository is backfilled
and closed. The diversion path analysis follows the structure of the SAGOR
analysis, but is based on data for the Swedish planned geological repository
[15, 16].

4.1 Diverting a full transport cask from the surface

The full disposal canisters are transported from the encapsulation plant to the
geological repository in transport casks. The casks are designed to provide
shielding from radiation, heat transfer and protection from damage of the
canister. A diversion could take place during the transport, if a dummy
replaces the full transport cask.

4.2 Diverting a full transport cask from below ground

From below ground, a full transport cask could be taken up again by the
vehicle used for transport of casks, or in another vehicle. However, the other
vehicles used in the repository must be heavily modified in order to carry the
full transport cask, which weighs 75-80 tons. The shafts reaching the reposi-
tory level (skip shaft, lift shaft and ventilation shafts) are all wide enough for
a transport cask, but none of them has enough installed hoisting capacity.
A diversion through a shaft must therefore be preceded by installation of a
strong hoist or by modification of the capacity where a hoist already exists.
A transport cask could also be diverted to the surface through an undeclared
tunnel or borehole.
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4.3 Diverting a full canister from below ground

A canister could be taken to the surface in a transport cask that is declared
as empty. In this scenario, as well as for casks, the shafts could also be used,
but with strengthened hoisting capacities as described above. Furthermore,
an undeclared hole could be drilled down to the repository level from the
surface and be used as an exit route for canisters, and finally it is taken into
account that a vehicle used for transport of e.g. construction material could
be used to transport canisters up the ramp. In this case it is envisioned that
the canister is concealed by goods normally transported on such a vehicle.
The vehicle must probably be modified to be able to carry the weight of the
canister which is 25-27 tons, without additional shielding.

4.4 Diverting fuel from a breached canister from below
ground

This diversion scenario requires a hot cell to be constructed in the repository,
with equipment installed to open a canister and handle the fuel assemblies
inside. Should such an installation be made successfully and undetected, fuel
assemblies or fuel pins could be taken out of the repository via the ramp or
one of the shafts.

4.5 Diverting separated uranium or plutonium from

below ground

If the uranium or plutonium in the spent fuel could be separated from the
fission products and the transuranic elements, it could be removed from the
repository in small packages without the need for much shielding. Significant
amounts could probably be carried in a backpack by a person. The separation
of the fissile material however requires the construction and operation of a
reprocessing facility underground.

4.6 Diverting fuel from the closed repository

The fuel in the closed repository could be accessed if a new route is con-
structed via drilling and/or blasting.

The diversion paths presented in this section must all be covered by the
safeguards system and thus form prerequisites for the implemented safe-
guards measures. This issue is included in the following section.
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5 Safeguards measures and their implemen-

tation

The safeguards system should be able to fulfil all objectives and requirements
as presented in section 3. To reach the objectives all diversion paths described
in section 4 should be covered by safeguards. The safeguards measures that,
applied in a reasoned manner, could meet these demands are described in
this section, in some cases together with a discussion on conditions for their
best use. The measures presented in Sections 5.3 “Design information veri-
fication” and 5.4 “Environmental monitoring” have not been investigated as
a part of this thesis but are included for completeness.

5.1 Non-destructive assay

Non-destructive assay (NDA) techniques are measurements of the nuclear
material content of an item, for example a spent fuel assembly, without
changing its physical or chemical properties. The NDA techniques used
by the IAEA and the safeguards authorities can be divided into two cat-
egories: active and passive assay. The active assay measures the response
of stimulation; an example is the measurement of neutrons or gamma rays
from fissions induced by an external neutron source. In contrast, passive
assay implies measurements of spontaneous emissions of radiation from the
nuclear material.

NDA is envisioned to be used for the final verification of spent nuclear
fuel prior to encapsulation and final disposal. Due to the finality of this mea-
surement, all relevant information must be acquired or verified here. The
verification of the presence of all nuclear material is of high priority in ac-
cordance with objectives and requirements (see section 3). As mentioned
before, there is no measurement technique approved for use by the IAEA
that is able to verify a spent fuel assembly at partial defect level. One of the
reasons for this is that measurements performed by the IAEA, DG-TREN
and the SKI are carried out during inspections e.g. every three months or
once a year. At these occasions, portable measuring equipments have been
the reasonable choice, which has imposed limitations on the size and weight
of the equipment. For the final disposal process, the circumstances are dif-
ferent. For the verification of all the spent fuel assemblies in interim storage
at Clab (today over 15000 assemblies), a large scale measuring campaign
needs to be launched for which a permanently installed measuring equip-
ment is a plausible option. With a permanent installation the requirements
on size and weight can be considerably relaxed. This makes it possible to in-
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crease measurement precision and accuracy. An interesting NDA technique
presently under development that is suited for a permanent installation is
the tomographic technique [17] which promises the detection of the removal
of individual fuel pins from an assembly.

A basic requirement on the safeguards system is that the implementation
of NDA measurements should be non-intrusive on operations. To minimize
the intrusion, the safeguards measurements could be combined with the mea-
surements that the SKB needs to perform for safety reasons. These measure-
ments aim at verifying that the safety limitations on the disposal canisters
are not exceeded. The limitations concern the decay heat generation and the
criticality of the contents.

The decay heat of a canister should not exceed 1700 W [18] in order to
not alter the buffering properties of the bentonite. It is also important for the
operator to ensure that criticality cannot occur in a disposal canister, and
therefore the upper level of the effective neutron multiplication constant has
been set to 0.95 [19]. To monitor these limits a measurement is an attractive
alternative to calculations, as calculations are based on numerous input pa-
rameters that need to be verified, if possible, in order to produce validated
results. If the safeguards system’s verifying measurement could be combined
with the SKB’s measurements, the intrusion would be small, especially if the
same measurement could be utilised for both purposes. An example of an
NDA technique that could be used for safeguards and safety purposes is the
gamma-scanning technique where decay heat and safeguards-relevant infor-
mation such as burn-up and cooling time can be deduced from the same set
of measurement data [20, 21]. It has not been shown that the tomography
technique can provide data for the operational needs, however, it is not un-
likely since both the gamma-scanning and the tomography techniques utilize
gamma spectroscopy and are potentially able to collect the same types of
spectra.

Should it prove to be unfeasible to combine the safety and safeguards mea-
surements it is important that the NDA verification is not so time consuming
that it hampers the final disposal process. This should not be a difficult prob-
lem since parallel measuring equipments could be used to shorten the time
required for verification.

An important aspect for the safeguards system as a whole is the choice
of occasion in the fuel handling process when the final verification should
take place. It could be argued that measurements should be performed as
late as possible in the process chain but before the fuel becomes difficult to
access, i.e. just before encapsulation. The less handling of the fuel after
final verification the easier it is to monitor the fuel and to be confident
that the CoK is kept. However, the later the verifying measurements are

12



performed, the longer the period of time between the transfer of the spent
fuel to Clab and the verification will become. For example, the fuel in store
at Clab dates back to the early 1970’s, and all spent fuel destined for final
disposal must cool in the pools for around 30 years. The verification of the
declarations will therefore take place many years after their creation, which
aggravates the investigation of possible inconsistencies in the accounts. If
this strategy is implemented it would be beneficial to have a buffer storage
of verified fuel assemblies ready for encapsulation. With a buffer, the time
to draw safeguards conclusions is extended without the need to disrupt the
encapsulation operations. Buffer storage also enables maintenance and repair
work on the NDA equipment without much intrusion.

In Finland, that have similar generic plans for the final disposal as Swe-
den, a different strategy is proposed [22]. Here, the plan is to perform the
final verification already at the interim storages (there are two in Finland in
contrast to Clab being the only interim storage in Sweden). With this strat-
egy a large buffer of verified fuel will be created. Furthermore, the period of
time between verification and encapsulation is long which means that there
is plenty of time to analyze the measurement results and draw safeguards
conclusions. The buffer and the long analysis period both make the safe-
guards system non-intrusive. The advantages must be balanced against the
drawback of the more difficult maintenance of CoK. In Sweden, this downside
is mitigated by the location of the encapsulation plant in direct connection
to Clab (as proposed by the SKB) which means that no outdoor transport,
that includes several handling procedures, is necessary.

5.2 Containment and surveillance

Containment and surveillance (C/S) are safeguards measures applied either
to monitor flows of nuclear material, or to verify the integrity of nuclear-
material items. An example is the following: An NDA measurement of a
nuclear-material item is performed at a moment in time, which verifies the
amount of nuclear material and its properties. The item is placed in a con-
tainer, and a seal is applied so that the container cannot be opened without
the seal being broken. Moreover, a surveillance camera is used to monitor
the storage room in which the container is placed. If the IAEA or a safe-
guards authority investigates the state of the seal and the footage from the
camera at a later time, and concludes that no sign of tampering of the item
can be found, they could be assured that the information from the NDA
measurement is still valid. This is an example of a Dual C/S system used
to maintain the continuity of knowledge, CoK. (These notions are further
discussed below.)
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Containment usually denotes the structures used to hold and prevent ac-
cess to nuclear material such as rooms, pools, casks or disposal canisters.
The integrity of the containment could be assured by seals or surveillance.
Surveillance is the collection of information through inspection or instrumen-
tal observation aimed at detecting tampering with, or movement of nuclear
material [23]. Different monitoring techniques such as radiation detection
and spent fuel bundle counting can also perform C/S functions.

The functions of applied C/S devices are evaluated by the IAEA or the
safeguards authorities at regular intervals. The evaluation result could be
Conclusive positive, Inconclusive or Conclusive negative. The Conclusive
positive notion means that the device shows no signs that the nuclear material
under C/S has been accessed. Conclusive negative means that the device
either has detected diversion or that it has been circumvented or tampered
with. An Inconclusive result is any result that is neither Conclusive positive
nor negative, for example, if the C/S device has failed due to an internal
defect. If any anomaly is detected, the nuclear material should be re-verified
using an adequate NDA technique to restore the CoK. (Notably, the ability
of re-verification is limited in the final disposal process.)

After the final NDA verification of the spent nuclear fuel, the maintenance
of the CoK is of great importance. Consequently, the application of C/S
measures in order to maintain CoK should be done with care. Paper 1
discusses the role and implementation of C/S in the final disposal process.
A requirement presented in section 3 is that Dual C/S should be applied
after verification. As shortly mentioned in the same section Dual C/S is a
system consisting of two C/S measures based on different physical principles
so that there is not a common failure mode between them. The evaluation
of a Dual C/S system as acceptable (i.e. that both systems are evaluated as
Conclusive positive) yields the highest level of assurance of the maintenance
of CoK in the IAEA safeguards system today.

The availability for re-verification of the spent fuel varies throughout the
final disposal process, and can be divided into three phases: after the planned
final verification but before encapsulation, after encapsulation but before
backfilling and after backfilling of the disposal tunnel of the geological repos-
itory. In the first phase before encapsulation it is technically possible to re-
measure each fuel assembly individually. However, a re-measurement could
obstruct the operator’s processes and should not be required by a safeguards
system failure. In the second phase after encapsulation the presence or prop-
erties of individual fuel assemblies cannot be verified, but the canisters has
a radiation signature that can be used to verify the presence of irradiated
material. Also the canister itself could be subject to item counting. In the
third phase all possibilities of verification is lost. The objectives for the safe-
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guards of the encapsulation plant and the geological repository are listed in
section 3. They state that there should be a high level of assurance that the
verified fuel assemblies actually are encapsulated in canisters and that the
same canisters are emplaced in the repository and remain there. To reach
these objectives the following C/S functions are proposed:

• After the final verification a robust and reliable Dual C/S system should
be applied. The system could be strengthened by a “fingerprint” of each
assembly that is created in connection to the verification. A fingerprint
would be a pattern based on a unique physical property of an assembly,
such as the microstructure of a surface, which is virtually impossible
to duplicate. The fingerprint should be verified when the assembly is
encapsulated, thus providing a high assurance of its identity.

• A dual C/S system should be applied on the disposal canisters. In
addition, a fingerprint would be beneficial for the verification of the
identity of the canister. The fingerprint would be verified either at
the entrance to the repository or directly prior to emplacement in the
disposal hole. The fingerprint would provide an extra dimension of
assurance of the CoK, thereby making the C/S system virtually “triple
C/S” which could be viewed as necessary in connection to the final
disposal of spent nuclear fuel.

• C/S devices could be employed to cover the access points to the repos-
itory (ventilation, lift and skip shafts and the transport ramp) which
are included in some diversion paths (see section 4). Seals could be
used to detect the use of the ventilation shafts as exits, and radiation
detectors could be used to monitor the flow of radioactive material at
all access points. The capability of the radiation detectors to detect
shielded material should be investigated, but it is expected that the
amount of shielding that could fit into the ramp or a shaft will not be
able to reduce the signal below the detection threshold [14].

5.3 Design information verification

With the purpose of checking that nuclear facilities are constructed and op-
erated as declared, the safeguards authorities use design information verifi-
cation (DIV) measures. DIV is used to find possible undeclared structures
and features, and structures for which there is no apparent justification that
could be used for covert activities. DIV is mainly performed at inspections
where the facility is e.g. measured and geophysical methods are used to find
cavities behind walls and beneath floors. The findings are compared with
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the results of earlier DIV inspections and with declarations to find changes
and inconsistencies.

DIV is a crucial component of a safeguards system for a geological reposi-
tory and is recommended to be the principal safeguards measure underground
[12]. In order to credibly cover all diversion paths the DIV measures must
be capable of detecting any undeclared installations and excavations in the
repository. The prerequisites for DIV of a geological repository are signifi-
cantly different than for the facilities under safeguards today. In the following
some of these features are listed, which have an impact on the implementation
of DIV:

• The outer perimeter of the repository cannot be directly monitored
since it is located underground. This means that as thorough mon-
itoring as possible should be done from the inside of the repository.
For this purpose, technical aids are necessary such as radars capable
of detecting cavities behind walls and other seismic methods that can
detect undeclared drilling with the purpose of entering the repository
from the outside.

• The construction of the repository will not be completed as it is taken
into operation. Emplacement of disposal canisters and excavation of
tunnels will occur concurrently which means that DIV inspections need
to be carried out frequently in order to have an updated picture of
the repository design and operation. Under Integrated Safeguards the
DIV inspections could be less frequent but unannounced and randomly
distributed over time. This framing reduces the predictability of safe-
guards and could therefore have a deterring effect.

• The design must be flexible. If a region of the host rock is found to have
different properties than perceived by the site investigation the design
may need to be altered for safety reasons. This feature underlines the
need for frequent updates of the design information.

Regarding the diversion path analysis (see section 4), attempts to breach
a canister, which requires a hot-cell, and to reprocess spent fuel, which re-
quires a hot-cell and a reprocessing installation, could be detected by DIV.
Undeclared drilling and blasting with the purpose of accessing the reposi-
tory level from the surface could be detected by seismic methods, but it still
remains to show that such methods can distinguish between the declared ex-
cavation operations and clandestine actions. After closure of the repository,
no further excavations by the operator are envisioned, hence all detected
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drilling and blasting in the area is undeclared. This is a more favourable sit-
uation for the use of seismic monitoring. During operation and after closure
of the repository, satellite imagery could be used to detect e.g. large amounts
of rock which could be an indication of an attempt to create a path to the
repository level.

The DIV of the encapsulation facility is not expected to be significantly
different than the DIV of existing facilities.

5.4 Environmental monitoring

Environmental monitoring (EM) is a blanket term for techniques used to
detect various traces of nuclear activities in and around facilities under safe-
guards. Examples are environmental sampling where swipes are used to
collect particles which are analysed for U or Pu content, and gas detectors
used to monitor for volatile fission products or nitric gases that could in-
dicate canister breaching or reprocessing activities. EM techniques could
complement DIV in the operating repository. Also after closure, EM could
monitor the general radiation level in the repository area. A sudden rise in
detected radiation levels could indicate that the repository containment has
been breached.

6 Discussion: Concerns when designing a safe-

guards approach for the Swedish final dis-

posal process

The implementation of a safeguards system in the back-end of the Swedish
fuel cycle should be preceded by a careful analysis of the safeguards system
as a whole. Such an analysis should be unprejudiced with regards to already
implemented safeguards, verification levels, and definitions of for example
continuity of knowledge. The analysis should be based on what is needed for
a credible safeguards regime, rather than what could be verified using today’s
measures. In this context, a few areas to which extra attention should be
paid, have been identified.

The final NDA verification should be considered with regards to where it
should take place but also why it should be performed. When considering
why an NDA measurement is necessary it also becomes evident what should
be verified. The concern for safeguards according to the NPT is the fissile
material that could be used to produce nuclear weapons. Therefore, the rea-
son for the NDA measurement should be to verify the presence of the fissile
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material in the spent fuel. The most direct approach for the verification
is therefore to measure the content of fissile material in the fuel. However,
no existing NDA technique can directly measure this property. The estima-
tions of isotope composition used today takes a detour via calculations based
on input parameters such as burn-up (which could be measured by gamma
scanning [20, 21]).

It could be argued that a measurement technique capable of verifying the
presence of the spent fuel in an assembly is sufficient for a conclusion of the
presence of the expected amount of fissile material. For such a conclusion to
be credible the measurement technique must be able to detect the absence
of a relatively small part of the fuel. An NDA technique capable of detecting
if half of the fuel pins in an assembly is at present defined to be able of
partial defect verification, but this definition is viewed by this thesis as too
lenient in the context of final disposal. Half of the fuel pins in a PWR fuel
assembly contain approximately two kilograms of plutonium which cannot be
viewed as an insignificant amount. Since the NDA verification will be the last
chance to detect a diversion that has taken place prior to the measurement,
and if the detection of half an assembly is not achieved here, it could remain
unnoticed indefinitely. Accordingly, a more stringent requirement of partial
defect verification should be in force for the final NDA verification of the
individual fuel assemblies.

As mentioned before, (see section 5.3) there is no NDA technique presently
approved for safeguards use that could perform even a 50 % defect verifica-
tion. If no technique is judged good enough at the time the repository is
taken into operation, the safeguards system should be prepared to incor-
porate better techniques as they are developed. Furthermore, the lack of
sensitive NDA techniques calls for special consideration of a worst case sce-
nario: what is the lowest acceptable level of detection of defects? Better
measuring techniques will probably be developed in the decades to come,
but the spent fuel already emplaced when those techniques are taken into
operation will not be available for re-measurement and will still be verified
at the original level which means that the original level must be, if not good,
at least acceptable.

When the spent fuel becomes unavailable for direct verification, CoK
becomes all the more important. The definition of CoK used by the IAEA
today is quite mechanistic: If a C/S system could be acceptably applied,
i.e. if it is evaluated as Conclusive positive, CoK is defined as maintained.
However, an acceptable Dual C/S system is regarded as providing a higher
level of assurance of the maintenance of the CoK [9]. The literal meaning
of continuity of knowledge implies that the obtained knowledge about the
nuclear material is unchanged, and this should also be the objective of the
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safeguards system. It is not evident that a conclusion of acceptable C/S
(Single or Dual) can guarantee that the spent fuel has not been accessed.
What can be concluded is that the credible diversion paths are covered by
the C/S system, and that no tampering or circumvention of C/S devices
has been detected. Presently, the detection probability of a C/S system
cannot be established and therefore, a qualitative assessment of the system’s
capabilities is the only available measure of how effective it is. The discussion
above shows that an objective, quantitative evaluation of a C/S system’s
probability of detection would be an attractive capability for the safeguards
authorities. Since it is not available today, the IAEA and the safeguards
authorities must find the level of C/S that would provide an acceptable level
of assurance of the continuity of knowledge. It should not be excluded that
the highest level of assurance as defined today, acceptable Dual C/S, may
be insufficient and that “Triple C/S” or some other construction must be
introduced.

The implemented safeguards system must not only provide a high level
of assurance of the maintenance of the CoK, but also be feasible relating
to available resources: time, money and labour. For a resource efficient op-
eration, remote monitoring of safeguards equipment is favourable since it
would reduce inspection efforts. The safeguards approach for the geological
repository could be less resource demanding if only the access points to the
repository were monitored, not the entire underground tunnel system. This
“black box” approach is attractive for its resource efficiency but must be
shown to cover all diversion paths and securely maintain the CoK to be ac-
cepted for implementation. If it is shown that this approach is not sufficiently
secure, it must be complemented with monitoring measures in the repository
tunnels. This problem is investigated in Paper 2, where no disqualifying
factor for the black-box approach was found. This approach is in accordance
with the Integrated Safeguards regime as being resource efficient, and would
be even more so if the monitoring equipment could be remotely operated.

7 Conclusions and outlook

This thesis has investigated system aspects of safeguarding the back-end of
the Swedish nuclear fuel cycle. These aspects include the important notion
of continuity of knowledge, the philosophy of verifying measurements and
the need to consider the safeguards system as a whole when expanding it to
include the encapsulation facility and the geological repository. The research
has been analytical in method both in the identification of concrete challenges
for the safeguards community in Paper 1, and in the diversion path analysis
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performed in Paper 2. This method of work is beneficial for example when
abstract notions are treated. However, as a suggestion for further work along
these lines, a formal systems analysis would be advantageous, and may even
reveal properties of the safeguards system that the human mind so far has
been to narrow to consider.

A systems analysis could be used to model a proposed safeguards ap-
proach with the purpose of finding vulnerabilities in its detection probabili-
ties. From the results, capabilities needed to overcome these vulnerabilities
could be deduced, thereby formulating formal boundary conditions. These
could include

• The necessary partial defect level for the NDA measurement

• The level of redundancy required in the C/S system to minimize the
risk of inconclusive results due to equipment failure

• Requirements on the capabilities of seismic methods, etc.

The field of vulnerability assessment as a tool for systems analysis should
be of interest for the safeguards community, as a formal approach could give
a new dimension to the credibility of safeguards systems.
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Abstract: 
 
Sweden and Finland have the same strategy for the treatment of the spent fuel from their nuclear 
power plants: its direct disposal in geological repositories deep in the bedrock. An important 
consequence of this strategy is that once the spent fuel is emplaced in the repositories, it will be highly 
inaccessible. This trait is unique among the nuclear facilities that are under safeguards today. For the 
credibility of safeguards, the safeguards authorities must ensure that the fuel to be disposed of is 
verified and that the continuity of knowledge is securely maintained, since no re-verification is feasible 
if the continuity of knowledge is lost. This highlights the importance of a robust and reliable system of 
containment and surveillance.  
 
This paper identifies the boundary conditions of such a system, discusses the role of the safeguards 
authorities and suggests ways of implementation of containment and surveillance in the final disposal 
processes of Finland and Sweden. 
 
Keywords: Containment and Surveillance; Final Disposal; Geological Repositories  
 
 
1. Introduction: Final disposal in 
Finland and Sweden 
 
Sweden and Finland are two countries with 
similar strategies within the field of nuclear 
power production. For example, both Sweden 
and Finland implements the once-through fuel 
cycle where no fuel is reprocessed. This 
strategy, and the fact that the Fennoscandian 
peninsula has a stable crystalline bedrock, 
makes geological repositories the natural 
choice for the disposal of spent nuclear fuel. 
The similarities between the two countries 
make close cooperation not only possible but 
also clearly advantageous. For this reason, the 
companies responsible for final disposal, 
Posiva in Finland and SKB in Sweden, have 
had research cooperations and jointly funded 
projects for years. 
 
Sweden and Finland plan to encapsulate the 
spent fuel in cast iron enforced copper 
canisters, which will be emplaced in the 
geological repository. Finland has decided on 
the repository site, while Sweden is in the 
phase of site selection with two candidate sites 
left. 
 
The final disposal procedures in Sweden and 
Finland will eventually render the spent fuel 
unavailable for verification and identification. 
The degree of inaccessibility after disposal in 

the geological repository will be unique among 
all facilities presently under safeguards in the 
world and will present an unprecedented 
challenge for the design of a credible 
safeguards system. An important consequence 
of the inaccessibility of the spent fuel is that all 
safeguards issues must be resolved prior to 
emplacement and backfilling.  
 
The disposal process will be continuous with a 
number of fuel assemblies being prepared for 
encapsulation and final disposal each week. 
Since no such operations take place in the 
nuclear power industry in Sweden or Finland 
today, the present safeguards system needs to 
be adjusted to handle this new situation. 
Although continuous processes like enrichment 
and reprocessing exist today in other 
countries, the methodologies there cannot be 
directly transferred onto the final disposal 
process. This is due to an important difference: 
the geological repository does not have an 
outflow that can be investigated to confirm the 
presence of all nuclear material. This feature 
makes it necessary to create a new safeguards 
approach for final disposal of spent nuclear 
fuel. 
 
In Finland and Sweden alike, there is a 
common understanding that comprehensive 
non-destructive-assay (NDA) verification 
should be performed prior to encapsulation. 
NDA measurements provide the operators, the 
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safeguards authorities and future generations 
with understanding of the properties of the 
disposed material, and allow for an objective 
assessment of the correctness and 
completeness of the State’s declarations. The 
continuity of knowledge (CoK) must be 
vigilantly maintained after the NDA verification. 
Hence, a robust and reliable system of 
Containment and Surveillance (C/S) is of vital 
importance.  
 
The safeguards challenges of spent nuclear 
fuel disposal were identified by the 
International Atomic Energy Agency (IAEA) 
already at the end of the 1980’s, and generic 
safeguards requirements were presented. [1] 
However, these did not take into account the 
site-specific requirements and implementation 
practices, e.g. DIQ (Design Information 
Questionnaire) forms and inspection routines. 
In crystalline bedrock, the basic safeguards 
elements are the jointly applied DIV (Design 
Information Verification) and C/S functions. 
The design information of the repository will 
vary with the progressing disposal operation 
and the locations of the C/S instruments at the 
potential pathways to the repository may 
change with time as well. Therefore, the CoK 
of both design information and of the spent fuel 
is essential. 
 
This paper addresses the generic application 
of C/S procedures to spent fuel. It is based on 
the current views and plans for final disposal in 
Finland and Sweden.  
 
 
2. The final disposal process 
 
The Swedish and Finnish final disposal 
processes both consist of three blocks [2, 3]:  
 

1. Wet interim storage,  
2. Encapsulation plant and  
3. Geological repository 

 
Presently, the spent fuel is stored in wet 
interim storages. These facilities will constitute 
the starting point of the final disposal process. 
The encapsulation facility is either adjacent to 
the interim storage, within the same nuclear 
site, or further away in which case fuel 
transport to the encapsulation facility is 
necessary. In Finland the transport is 
inevitable, since the Loviisa NPP fuel needs to 
be transported to Olkiluoto, where the 
encapsulation facility and the final disposal site 
is located. Sweden has one central interim 
storage facility (Clab in Oskarshamn) and the 
main alternative in Sweden, as presented by 

the operator, is that the encapsulation facility 
should be constructed in direct connection to 
Clab, within the same perimeter. 
 
In the encapsulation facility the spent fuel 
assemblies will be placed in sealed copper 
canisters. From a safeguards point of view the 
encapsulation is a re-batching process where 
12 (BWR, VVER) or 4 (PWR) fuel assemblies 
(nuclear fuel items) are placed in one canister. 
The canister thus forms the new fuel item of 
interest for the safeguards system and must 
therefore have a batch ID that can be read 
manually or using adequate technical 
equipment. In this paper it is proposed that the 
new fuel item, the canister, is defined to be 
created immediately after the canister has 
been filled and sealed by the welding of the lid. 
 
After encapsulation, the spent fuel canisters 
will be transferred or transported to final 
disposal tunnels and emplaced in disposal 
holes, which will be backfilled. The operators 
want to keep the open rock volume as small as 
possible, so the excavation of new disposal 
tunnels and the backfilling of old ones is an 
ongoing process, concurrent with final disposal 
operations.   
 
 
3. Boundary conditions for the 
safeguards system 
 
A few boundary conditions for the safeguards 
system have been identified: 

 
o The system must be able to create 

accurate information about the spent fuel. 
After emplacement and backfilling the fuel 
cannot be re-verified, therefore the 
information and the safeguards conclusion 
drawn from it must be clear, unambiguous, 
accepted by all parties and well 
documented. This requirement gives the 
guidance that: 
- all spent fuel should be subject to 

verifying measurements. The NDA 
technique used should be able to 
provide credible assurance that no 
diversion of nuclear material from the 
measured assembly has taken place. 
This implies that the spent fuel should 
be verified on at least partial defect 
level, with acceptable measuring 
uncertainties. If no such NDA 
technique is approved for safeguards 
use at the time a repository is taken 
into operation, the best available 
technique should be used. In this 
case, the safeguards system should 
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be prepared, both technically and 
conceptually, for incorporation of new, 
better technologies, as they evolve. 

- after the NDA verification, the CoK 
should be well maintained. In case of 
failure, the CoK must be re-
established by use of an adequate 
method, for example NDA. 

- there should be a mechanism created 
through which the relevant parties 
(operator, safeguards authorities, the 
IAEA) can give their statements and 
clearances before the material 
becomes difficult to access, i.e. 
before encapsulation. This brings in 
the requirement of a sufficient buffer 
capacity between the final verification 
and the encapsulation/disposal 
process.  

 
o The safeguards approach should be 

feasible in relation to the use of resources. 
For instance, the system should not 
require constant physical presence by the 
safeguards authorities or the IAEA. 
 

o The safeguards system should not 
interfere with the operator’s regular 
activities, implying that the system and its 
components must be robust in the 
operating environment. Sufficient amounts 
of spare parts and components should be 
made available for all relevant technical 
systems. To minimise the intrusiveness of 
the safeguards system on operations, a 
buffer of verified fuel assemblies ready for 
disposal is beneficial. With a buffer, a 
failure in the NDA equipment could be 
handled without causing a disruption in the 
encapsulation process. 

 
o The present three month or one year 

inspection interval is not a functioning 
strategy for the final disposal process, 
since the material will become difficult to 
access continuously. This makes 
verification of inventory impossible.  

 
o Backflow of the material in the process 

chain could severely disturb operations. 
Therefore, the IAEA and the safeguards 
authorities should make a great effort to 
ensure a.) that the C/S system is designed 
with sufficient robustness and redundancy 
so that the probability of a loss of CoK is 
minimised, and b.) that, in case of a loss of 
CoK, it could be restored by NDA 
measurements without the need for a 
backflow of material. Having provided a 
safeguards system with the capabilities 

listed in a.) and b.) the IAEA and the 
authorities will have reduced the 
probability of a situation requiring a re-take 
of material. However, if the operator 
creates conditions such that safeguards 
cannot be effectively maintained, the 
situation cannot be excluded. For such an 
event, The IAEA should retain the option to 
re-verify material that has not been 
emplaced and backfilled. 

 
 
4. Authority requirements  
 
The Swedish and Finnish safeguards 
authorities have not yet issued any 
requirements for the safeguards system for the 
final disposal processes. Under no 
circumstance can these requirements be less 
stringent than those (still undefined) of the 
IAEA. However, some guidelines can be found 
in the results of the IAEA Consultants Group 
Meeting of 1995 [3]. The meeting 
recommendations include: “spent fuel […] be 
disposed of only as verified nuclear material on 
which continuity of knowledge (CoK) has been 
maintained”. In the safeguards terminology, 
CoK is considered maintained as long as the 
C/S system that has been applied on the 
nuclear material can be evaluated as 
acceptable. Due to the intrinsic redundancy of 
a dual C/S system, it produces an acceptable 
result also when one part of it fails. A dual C/S 
system is therefore the reasonable choice and 
should be required from the authorities. In this 
context it may turn out to be feasible to re-
define dual C/S in such a way that it requires 
two conclusive positive results in order for a 
conclusion of maintained CoK, making it an 
“enhanced dual C/S”. 
 
On a national level the authorities’ concern is 
to provide future generations with credible 
assurance that the nuclear material declared to 
be disposed of is actually emplaced in the 
declared location and has the declared 
properties. This means that correct and 
complete records have to be maintained over 
centuries, which implies two challenges: 
- to ensure that correct and complete 

documentation of all nuclear material is 
created, and 

- to preserve this documentation so that it is 
accessible to future generations.  

The authorities should thus require that only 
verified material, on which continuity of 
knowledge has been kept, is allowed to pass 
through the disposal process.  
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The archival challenge must also be met, not 
only in the sense that the data and information 
must be available during an unforeseeable 
time-span but also with consideration of the 
authentication of the data. 

 
An important question for the safeguards 
authorities to consider is the ownership and 
maintenance of safeguards equipment: should 
the equipment belong to the authorities or the 
operators? When balancing these alternatives, 
the authorities will have to balance the integrity 
of the collected information against the 
intrusiveness on operations and resource 
efficiency. If the authorities own, operate and 
maintain for example the NDA equipment, it 
will be highly resource demanding since the 
equipment will be used continuously. Remote 
operation of the equipment poses large initial 
costs but could be more economical in the long 
run. However, in case of a failure, the 
operators have to halt operations until 
personnel from the authority arrive and repair 
the apparatus. On the other hand, the integrity 
of the implemented safeguards system could 
be questioned if the operators own, operate 
and maintain the measuring equipment. A 
related issue is whether the IAEA can use 
information from the national authorities’ 
safeguards systems. These issues should be 
carefully considered by the authorities and the 
IAEA. 
 
 
5. C/S functions 
 
Possible diversion scenarios are described in 
the SAGOR reports [1]. To protect against the 
diversion scenarios we propose the following 
functions for the C/S of a final disposal 
safeguards system. It should be noted that C/S 
functions are not meant to be the only 
safeguards measures but are complemented 
with other methods. 
  
1. The assurance of integrity and identity of 

the fuel elements after the final verification 
until encapsulation is achieved by the 
constant surveillance and appropriate 
sealing of items. Dual C/S (or perhaps 
“enhanced” Dual C/S) is recommended, as 
losing CoK at this stage would interrupt the 
encapsulation process and may require re-
verification. A fingerprinting system of fuel 
elements would make confirmation of CoK 
more robust and, consequently, 
requirements of the C/S systems could be 
relaxed. If this phase includes fuel 
transport over long distances, a tracking 
system may be appropriate.  

 
2. The encapsulation process is performed 

under constant, uninterrupted surveillance. 
For monitoring the flow in the 
encapsulation facility, portal monitoring is a 
viable option.  

 
3. The CoK must be maintained also in the 

tunnel system of the repository. A risk 
assessment analysis is necessary to find 
the best way to achieve this. 
Environmental conditions in the disposal 
tunnels excavated in the crystalline 
bedrock in Sweden or Finland are 
expected to be such as to allow for the use 
of portal monitoring systems or other forms 
of robust radioactivity measurements. 
Monitoring of only the access points to the 
repository (ramp, lift and ventilation shafts 
and drill holes from the site investigation) 
while viewing the tunnel system as a 
“black box” is a desirable safeguards 
approach because of the relatively low 
costs for equipment and labour. However, 
a risk assessment may give the result that 
the “black box” approach is not sufficiently 
secure. In that case it should be 
complemented with additional safeguards 
activities underground. An example is that 
the emplacement vehicle could be 
equipped with a fingerprint reader and a 
positioning and radiation monitoring 
system to detect any replacement 
attempts. After the canister is emplaced, 
non-C/S activities like inspections and 
environmental sampling could reveal any 
undeclared opening of canisters. For the 
purpose of monitoring activities in the final 
disposal tunnels, the performance of portal 
monitoring should be investigated. The 
monitoring should be sensitive enough to 
detect the diversion of a shielded canister 
if it is to be of use for safeguards 
purposes. 

 
 
6. Process models 
 
The requirements and the performance of a 
safeguards system can be analysed only if the 
disposal process is known. At the moment the 
process is not completely defined either in 
Finland or in Sweden. Since the Finnish plans 
are more evolved, this preliminary model is 
created from the Finnish case.  
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6.1 Analysis of process model “FIN-1” 
 
The first safeguards concept for the Finnish 
final disposal process is proposed in a STUK 
report [5]. The concept is produced for the 
process model FIN-1, which is based on the 
following assumptions: 
 

- There are interim storages, one of 
them being within the same site as the 
planned encapsulation plant and 
geological repository. 

- Final disposal tunnels are within the 
same site as the encapsulation plant. 

- Encapsulation is an ongoing process 
with a capacity of 2 canisters/week.  

- Final NDA verification will be 
performed at the interim storages, 
which have separate pool areas where 
verified fuel is stored. These pools 
serve as a buffer zone. 

 
Early NDA verification is a benefit to the 
safeguards system because it provides large 
buffer storages of verified fuel ready to be 
introduced into the final disposal process.  A 
long analysis period also follows from the early 
measurements, which means that there is time 
to draw safeguards conclusions before 
encapsulation. This makes the system non-
intrusive.  
 
After the NDA verification the challenge is to 
maintain the CoK. We propose to develop 
special fingerprinting methods, which would be 
used simultaneously with the NDA verification. 
A “fingerprint” would be a specific pattern 
based on a unique physical characteristic of 
the fuel assembly. This pattern should be 
practically impossible to counterfeit. An 
example of such a method is reading the 

microstructures of the fuel item surfaces [6]. 
The selected method could be combined with 
weighing and radiation pattern measurements 
of the fuel assembly to detect if the integrity of 
the item has been breached. 
 
The fingerprinting method would make the C/S 
system more robust since the fingerprint would 
provide identification of the item and evidence 
that item integrity is intact. However, no such 
system is in use today. Potential candidates 
exist, like surface scanning methods, which 
can be used to uniquely identify surfaces or 
bolts of the fuel assembly. The reading of 
fingerprints would detect the replacement of an 
assembly, as well as the removal of bolts. A 
similar fingerprinting method could be also 
used to verify its identity and integrity of the 
disposal canister. 
 
All buffer storages and fuel movement 
operations should be continuously monitored 
with a camera. Sealing may be used as a 
complementary method. For fuel transports the 
use of a tracking system is proposed. 
 
Underground operations are challenging to 
monitor. If all access points to the repository 
can be comprehensively monitored by 
radiation detectors, the detector network could 
be a backbone of the safeguards system. 
However, the detection capability of the 
radiation detectors should be investigated. The 
need for other C/S methods or even the use of 
novel technologies can be analysed when the 
process is better known.  
 
The safeguards processes of FIN-1 model are 
described in Table 1. Some of the proposed 
methods are optional. Further analysis is 
needed. 

 
 
Process Purpose Technical method Operational 

requirement 
NDA verification To verify the correctness and 

completeness of the State’s 
records. 
 

Tomography or 
another partial defect 
method. 

Reliability: medium 
(MTBF = few years). 
Servicing time less 
than 1 month.  
A spare system may be 
required. 
Remote monitored. 

Assembly 
fingerprinting  

To create an unambiguous 
fingerprint of the assembly 
for later identification. The 
fingerprinting and NDA 
verification are simultaneous 
operations. Fingerprinting 

Surface fingerprinting 
(or some other identi-
fication method). 
 
Radiation 
fingerprinting. 

Reliability: medium 
(MTBF = few years). 
Probability of false 
positives or false 
negatives lower than 
10-6. Servicing time 
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could also detect if the 
integrity of the assembly is 
compromised. 

 
Measuring the 
assembly weight. 
 
Further research is 
required. 

less than 1 month.  
A spare system may be 
required. 
Remote monitored 
Integration with NDA 
verifier (fingerprinting 
and verification are 
simultaneous 
operations). 

Buffer storing of 
verified assemblies 

To maintain CoK during the 
cask loading. 

Camera surveillance. Camera reliability 
medium (MTBF = few 
years).  
Remote monitoring 
desirable. 

Transport cask 
loading 

To maintain CoK during the 
cask loading. 

Authenticated 
fingerprints maintain 
CoK. 
Camera surveillance. 

Camera reliability 
medium (MTBF = few 
years).  
Remote monitoring 
desirable. 

Cask 
transport/transfer 

To maintain CoK during the 
transport and to detect covert 
opening and substitution. 

Authenticated 
fingerprints maintain 
CoK. 
Seals. 

Seal reliability high 
(MTBF = several 
years).  
Remote monitoring 
desirable. 

Cask storing To maintain CoK during the 
cask storing and to detect 
covert opening and 
substitution. 
 

Authenticated 
fingerprints maintain 
CoK. 
Seals. 

Seal reliability high 
(MTBF = several 
years).  
Remote monitoring 
desirable. 

Cask unloading To maintain CoK during the 
cask unloading and to detect 
diversion and substitution. 

Authenticated 
fingerprints maintain 
CoK. 
Camera surveillance. 

Camera reliability high 
(MTBF = several 
years).  
Remote monitoring 
essential. 

Encapsulation 
process 

To verify CoK of the 
assemblies. 

Verification of 
fingerprints. Remote 
monitoring cameras, 
inspector presence, 
portal monitors. All 
diversion routes 
should be covered. 

Overall reliability: high 
(MTBF = several 
years). 
Servicing time: few 
days. 
Remote monitoring 
system required. 
 

Canister finger-
printing  

To create an unambiguous 
fingerprint from the canister 
for later identification. 
Fingerprinting could also 
detect if the integrity of the 
canister is compromised.  

Surface fingerprinting 
(or other 
identification method) 
or other novel 
method.  
 
Radiation 
fingerprinting. 
 
Measuring canister 
weight. 
 
Further research is 
required 

Overall reliability: high 
(MTBF = several 
years). 
Servicing time: few 
days. 
Remote monitoring 
system required. 
Probability of false 
positives or false 
negatives lower than 
10-6. 
 

Canister transfer to 
the emplacement 
hole 

To maintain CoK during the 
transfer. 

Authenticated 
fingerprints maintain 
CoK. 
Portal monitors. All 

Overall reliability: high 
(MTBF = several 
years). 
Servicing time: few 
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diversion routes 
should be covered. 

days. 
Remote monitoring 
system required. 
 

Canister 
emplacement 

To verify CoK of the canister. Verification of 
fingerprints. Remote 
monitoring cameras, 
inspector presence, 
portal monitors. All 
diversion routes 
should be covered. 

Overall reliability: high 
(MTBF = several 
years). 
Servicing time: few 
days. 
Remote monitoring 
system required. 

Backfilling To detect undeclared 
removal of the canister 

Cameras, inspector 
presence, portal 
monitors. Novel 
methods. 

Overall reliability: 
extremely high (MTBF 
= tens of years, Dual 
systems & 
redundancy). 
Servicing time: few 
days. 
 

After backfilling To detect undeclared access 
to the repository/canister. 

Sealing, geophysical 
methods, satellite 
monitoring. Novel 
methods. 

Passive systems 
desirable. 
 

Table 1. C/S and other safeguards methods in final disposal process model “FIN-1”. 
 
 
7. Challenges 
 
This paper has identified a number of 
challenges in the disposal process in 
geological repositories in Sweden and Finland 
that can be resolved either by research efforts 
or by analyses and decisions made by the 
safeguards authorities: 
 
o An NDA verification system that would 

satisfy the needs for partial defect level 
verification does not exist today. 
Development of a tomographic verifying 
technique could potentially solve this 
problem. Such work is done under the 
IAEA Support Program task JNT 1510, 
with active participation by Finland and 
Sweden.  

 
o The performance of portal monitors for use 

in the final disposal tunnels needs 
investigation. If the radiation detectors 
used as portal monitors can be made 
sensitive enough to detect the diversion of 
a shielded canister they could be 
implemented with the purpose of 
monitoring activities in the repository. 

 
o A fingerprinting method to be used on fuel 

assemblies before encapsulation, and on 
the closed disposal canisters after 
encapsulation, is desirable. The method 

should be fast and with a very low 
probability of false identification. 

 
o For a resource efficient operation of 

safeguards equipment, remote monitoring 
will be needed. This concept will have to 
be developed further, including extensive 
reliability testing. 

 
o A lot of effort (see for example [7]) is being 

put into finding a secure way of 
transferring information to future 
generations. This research should be 
closely watched by the national safeguards 
authorities, whose task it is to inform the 
coming generations of the contents of the 
geological repositories. A method to 
authenticate the information to be placed 
in archives is also needed since the 
correctness of the information is as 
important as its completeness. 

 
o The question of ownership of safeguards 

equipment should be resolved. The IAEA 
also needs to decide on the possibility of 
using information created by the national 
safeguards authorities. 

 
o As has been stressed above, the C/S 

system needs to be both robust and 
reliable. If the C/S system were to deliver 
inconclusive results the operation of the 
final disposal process would be affected 
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negatively. A methodology of determining 
the C/S system’s ability to deliver 
conclusive results is therefore desirable. At 
Uppsala University in Sweden, a research 
project is planned that aims at quantifying 
the ability of a C/S system to detect an 
anomaly and to reveal the course of 
actions leading to the anomaly. Such 
quantification would provide a possibility to 
logically connect the important concept of 
CoK to measurable entities. Furthermore, 
in the ESARDA Working Group on 
Containment and Surveillance a qualitative 
method of determining a system’s 
Assurance and Performance is being 
developed.  

 
o In Sweden and Finland today, the 

safeguards system does not operate on 
continuous processes like the future final 
disposal process. This means that the 
methods used today are not well adapted 
to the future situation where the 
encapsulation plant and the repository are 
in operation. Some methods used abroad 
in safeguarding continuous processes, like 
enrichment or reprocessing, could possibly 
be implemented but there is one very 
important difference: the enrichment and 
reprocessing plants have an out-flow that 
could be compared to the in-flow to verify 
that all nuclear material is accounted for, 
while the material emplaced in the 
repository will not be accessible for 
verification. This is a completely new trait, 
unique among all nuclear facilities in 
operation today, and it will demand a 
concentrated planning and design effort 
from all instances involved in safeguards in 
Sweden and Finland. This means that 
close co-operation at all levels, including 
the authorities SKI (Sweden) and STUK 
(Finland), would be of great benefit for 
both countries. 

 
o Connected to the previous item is the 

issue of measuring strategy, measuring 
accuracy and confidence levels. To obtain 
a cost effective safeguards system with 
predictable properties it is important to 

define exactly what should be measured, 
and for what purpose. The measurements 
should thus be performed with rationally 
defined limits on accuracies in order to be 
able to quantify the performance of the 
implemented system as a whole. This is 
important in order to be able to determine 
with which confidence one may state that 
the final disposal processes run according 
to regulations and declarations. Hence, we 
propose that a project addressing these 
issues is initiated.  
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ABSTRACT

The Swedish strategy to handle the spent fuel from the nuclear power plants is
the direct disposal in a geological repository. The safeguards regime covering all
nuclear material in the state will be expanded to cover the new repository, which
will require a novel safeguards approach due mainly to the inaccessibility of the
fuel after disposal. The safeguards approach must be able to provide a high level
of assurance that the fuel in the repository not diverted, but must also be resource
efficient. An attractive approach with regards to use of resources is to monitor
only the access points to the repository, i.e. the openings. The implementation
of such an approach can only be allowed if it is shown to be sufficiently secure.
With the purpose of determining the applicability of this “black box” approach, a
diversion path analysis for the Swedish geological repository has been carried out.
The result from the analysis shows that all credible diversion paths could be cov-
ered by the black-box safeguards approach provided that the identified boundary
conditions can be met.
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1 Introduction

As the Swedish nuclear fuel cycle is extended with the addition of an en-
capsulation facility and a geological repository for the final disposal of spent
nuclear fuel, the safeguards system surrounding all nuclear installations in
the state must expand to include the new facilities. The technical objective
of safeguards as implemented by the IAEA is

“The timely detection of diversion of significant quantities of nu-
clear material from peaceful nuclear activities to the manufacture
of nuclear weapons or of other nuclear explosive devices or for
purposes unknown, and deterrence of such diversion by the risk
of early detection” [1].

The incorporation of this objective into the safeguards approach for a new
facility implies that the applied safeguards measures should cover all cred-
ible diversion paths. A reasonable starting point for the development of a
safeguards approach is therefore a diversion path analysis.

From a safeguards perspective, a geological repository is significantly dif-
ferent from other nuclear facilities. The major difference is that the spent
fuel is inaccessible for verification once it is placed in a disposal room. This
means that the continuity of knowledge (CoK) cannot be restored should it
be lost. Continuity of knowledge denotes the assurance that the known prop-
erties of a fuel item relevant for safeguards (e.g. its mass or fissile content)
has not changed. Normally, the CoK can be restored with a verification if
there is a suspicion that it is lost. After the backfilling of the disposal tunnels
in the repository it is not feasible to gain access to the spent fuel for ver-
ification purposes. Therefore, safeguards efforts should concentrate on the
maintenance of the CoK after the final verification before emplacement in
the disposal tunnels.

The safeguards approach for the geological repository should thus provide
a high level of assurance that the safeguards-relevant fuel-item properties re-
main unchanged after final verification. However, other boundary conditions
apply to the implementation of safeguards in the facility. The safeguards
approach should be resource efficient and as non-intrusive on facility opera-
tions as possible. These limitations make a safeguards approach where the
repository is viewed as a “black box” attractive. With such an approach,
the main safeguards concern is to verify that all nuclear material that goes
in, remains in the confines of the repository. Monitoring should be applied
to all access points of the repository such as shafts and the transport ramp,
but not in the tunnel system.
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Although resource efficient and non-intrusive, the black-box approach
may only be implemented if it will ensure the CoK of the spent nuclear
fuel emplaced in the repository. A basic requirement in this context is that
all diversion paths should be credibly covered by safeguards measures. The
purpose of this paper is to provide a diversion path analysis for the Swedish
geological repository and use it to determine the suitability of the black-box
safeguards approach.

2 Diversion of nuclear material

Diversion is defined as

“the undeclared removal of declared nuclear material from a safe-
guarded facility; or the use of a safeguarded facility for the intro-
duction, production or processing of undeclared material” [2].

The objective of a diversion is expected to be the acquisition of nuclear ma-
terial for the construction of nuclear weapons. The nuclear material available
in a geological repository is the plutonium content of the spent nuclear fuel.
The diverted plutonium must be separated by reprocessing of the spent fuel
in order to be usable as the nuclear component of a weapon.

2.1 Objectives

The amount of nuclear material needed to complete a nuclear weapon is de-
fined as a significant quantity (SQ), and as mentioned in the introduction,
the detection of diversion of one SQ is the technical objective of IAEA safe-
guards. The significant quantities are listed in table 1. As an example of
the fissile content of spent fuel, a spent PWR fuel assembly contains approx-
imately 4 kg plutonium or 0.5 SQ [3]. A BWR fuel assembly contains half
as many fuel pins (around 100) as a PWR assembly, thus containing around
0.25 SQ. The final disposal canisters are planned to contain 4 PWR assem-
blies or 12 BWR assemblies. Accordingly, the canisters contain two or three
SQ of nuclear material, respectively.

2.2 Strategies

The diversion of one significant quantity of nuclear material from the geolog-
ical repository requires the diversion of one disposal canister (contains more
than one SQ), two PWR or four BWR fuel assemblies or 400 fuel pins. To
acquire an SQ by diverting a full canister requires only one diversion act but
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Plutonium 8 kg, total element
Uranium-233 8 kg, total isotope
Uranium-235 (≥20 % enrichment) 25 kg, total isotope
Uranium-235 (<20 % enrichment) 75 kg, total isotope
Thorium 20000 kg, total element
Natural uranium 10000 kg
Depleted uranium 20000 kg

Tab. 1: Significant quantities of nuclear material [2]

the probability of detection would be quite high. In contrast, the diversion
of individual assemblies or fuel pins requires several diversion acts but each
act would have a lower probability of detection. The diverting state would
have to balance the number of acts against the detection probabilities. The
diverter would probably try to conceal the diversion acts from detection. The
following are some examples of concealment strategies that could be used:

• Falsification of records and reports. An empty canister could be de-
clared as full while the fuel declared to be in it is diverted.

• Containment and surveillance measures could be defeated. For exam-
ple, the seal on a container could be removed followed by withdrawal
of the material and the replacement of the seal so that the container
appears untouched.

• The nuclear material could be replaced by dummy items reproducing
the appearance, the physical properties and/or the radiological prop-
erties.

3 Facility description

The diversion path analysis is based on the facility design and operation,
which are described in this section. The location of the repository is not
decided presently. The remaining candidate sites are Oskarshamn near the
central intermediate storage for spent nuclear fuel, Clab, and Forsmark where
the repository for low and medium active waste is located. Since the location
of the repository is not determined, the final facility design has not yet been
completed. However, the preliminary designs for the two candidate sites
are issued [4, 5] and the descriptions are detailed enough for the purposes
of this paper. Moreover, the two designs do not show significant differences.
Therefore, a single diversion path analysis is judged to hold for both locations.
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3.1 Prior to the repository

The final disposal process does not start with the geological repository, but
in the intermediate storage, Clab. All spent fuel from the Swedish reac-
tors is stored here to cool before final disposal. The fuel assemblies will be
transferred from Clab to an encapsulation facility which is planned to be
constructed in direct connection to Clab. In the encapsulation facility the
spent fuel assemblies will be encapsulated in copper canisters enforced with
cast iron inserts. Prior to the encapsulation, the fuel assemblies will be veri-
fied by measurement. After encapsulation, the assemblies cannot be verified
individually.

3.2 Facility design

The geological repository will be situated around 500 m below ground in
the granite bedrock. The repository level will consist of a central area and
a disposal area. The central area includes eight rock caverns with different
functions necessary for the operation of the repository such as a ventilation
hall and a hall for lifts and the reception of visitors. There is also a station
for loading masses of rock onto a skip that will be used to transport the rock
residue from the tunnel excavations to the surface. A central place from a
safeguards perspective is the reloading hall. In this hall the spent fuel ar-
rives carried by a cask transport vehicle and is reloaded to the emplacement
vehicle. The reloading hall is therefore the first location since the encapsu-
lation plant where the canister is available for identification and other types
of verification (see figure 1).

The central area is connected to the surface by a transport ramp that
will be trafficked by dumpers, trucks and vehicles carrying transport casks
containing the disposal canisters. A number of shafts will be constructed
leading from the surface to the repository level. These are a lift shaft, a skip
shaft and ventilation shafts. The shafts are described in figure 2.

From the central area there are tunnels connecting the repository area, see
figure 3. In the area, concurrent excavation and filling of disposal tunnels will
occur. The disposal tunnels will branch out from two parallel main tunnels.
Excavation will be carried out from one main tunnel and the emplacement of
disposal canisters in the other at each point in time, with an exchange of the
two operations at regular intervals. The disposal canisters will be emplaced
in vertical holes drilled in the floor of the disposal tunnels [4, 5].
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Fig. 1: The central area

3.3 Repository operations

The main operations in the repository concern the emplacement of disposal
canisters and the excavations of disposal tunnels and tunnels connecting the
parts of the repository. The excavation process does not include handling
of nuclear material; nevertheless, it influences the prerequisites for the safe-
guards system. The following description of repository operations is prelim-
inary and under development [4, 5].

The excavation will be performed using drilling and blasting techniques
and the disposal holes will be drilled. The rock material will be transported
by dumpers to the rock mass station where it is transferred to the skip.

The spent nuclear fuel encapsulated in disposal canisters will be trans-
ported into the repository through the ramp by a cask transport vehicle. The
cask is taken to the reloading hall (the first hall of the eight in the central
area, see figure 1) where it is collected by a shielded emplacement vehicle.
The emplacement vehicle is driven to a prepared hole in a disposal tunnel
where the emplacement is remotely conducted. A lid of pressed bentonite
is placed on top of the canister to provide buffering and shielding. When
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Fig. 2: Shafts connecting the surface and the repository level

all holes in a disposal tunnel are full the tunnel is back-filled by bentonite
and crushed rock and sealed by a concrete plug. The final disposal process is
schematically shown in figure 4. A flow chart for the spent fuel in its disposal
canister is presented in figure 5.

4 The SAGOR diversion path analysis

The IAEA identified the special challenges of safeguarding a geological repos-
itory as early as the 1980’s. In response, a multinational cooperation of many
member states, including Sweden, was launched with the objective of identi-
fying and recommending safeguards approaches for spent fuel at conditioning
plants (such as encapsulation facilities) and at operating and closed geologi-
cal repositories: the Programme for Development of Safeguards for the Final
Disposal of Spent Fuel in Geological repositories (SAGOR). The results of
the effort were presented in the SAGOR reports [3] in 1997.

As a part of the SAGOR programme a diversion path analysis was per-
formed for the operating repository. The section including the diversion path
analysis also presents the methodology used:

“A complete diversion path analysis would:

• identify the potential points of diversion within the facility;

• describe potential methods of concealment of the diverted
fuel; and

• identify potential routes available for diverting the fuel from
the repository
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Fig. 3: The repository area

[...] In identifying potential diversion paths, strategies are exam-
ined in which a significant quantity of nuclear material may be
diverted, in whole or in parts.”

The SAGOR report performed the diversion path analysis based on an as-
sumed model facility created as a part of the programme. The model facility
differs significantly from the Swedish repository. For example, it employs a
waste shaft for the transport of disposal canisters into the repository while the
Swedish plan is to use a ramp. Also, the model facility envisions a “retrieved
container transfer facility” with the ability to open and inspect canisters in
a hot-cell environment. Such a facility, not included in the Swedish design,
would be very interesting from a safeguards perspective.

The diversion path analysis performed in this report follows the SAGOR
outline in terms of fundamental diversion categories, but is based on the
Swedish repository design and operations.

The description of concealment methods in the SAGOR reports is judged
to be valid also for the Swedish case and is therefore not included in this
report.
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Fig. 4: A flow chart of the final disposal process

5 Diversion paths

5.1 Diverting a full transport cask from below ground

From below ground, a full transport cask could be taken up again by the
vehicle used for transport of casks, or in another vehicle. However, the other
vehicles used in the repository must be heavily modified in order to carry
the full cask, which weighs 75-80 tons. The shafts reaching the repository
level (skip shaft, lift shaft and ventilation shafts) are all wide enough for
a transport cask, but none of them has enough installed hoisting capacity.
A diversion through a shaft must therefore be preceded by installation of a
strong hoist or by modification of the capacity where a hoist already exists.
A transport cask could also be diverted to the surface through an undeclared
tunnel or borehole.
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Fig. 5: A flow chart of the disposal canister

5.2 Diverting a full canister from below ground

A canister could be taken to the surface in a transport cask that is declared as
“empty”. In this scenario, as well as for casks, the shafts could also be used,
but with strengthened hoisting capacities as described above. Furthermore,
an undeclared hole could be drilled down to the repository level from the
surface and be used as an exit route for canisters, and finally it is taken into
account that a vehicle used for transport of e.g. construction material could
be used to transport canisters up the ramp. In this case it is envisioned that
the canister is concealed by goods normally transported on such a vehicle.
The vehicle must probably be modified to be able to carry the weight of the
canister, which is 25-27 tons without additional shielding.

5.3 Diverting fuel from a breached canister from below
ground

To divert fuel from a breached canister the construction of a hot-cell in the
repository is required, with equipment installed to open a canister and handle
the fuel assemblies. Should such an installation be carried out successfully
and undetected, fuel assemblies or fuel pins could be taken out of the repos-
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itory via the ramp or one of the shafts.

5.4 Diverting separated uranium or plutonium from below
ground

If the uranium or plutonium in the spent fuel could be separated from the
fission products and the transuranic elements, it could be removed from the
repository in small packages without the need for much shielding. Significant
amounts could probably be carried in a backpack. The separation of the fissile
material however requires the construction and operation of a reprocessing
facility underground.

6 Detection points

The detections points of a facility are all points where signs of diversion
through the diversion paths described above, could be spotted. The detection
points include

DP1 The ramp entrance

DP2 The reloading hall

DP3 The ventilation shafts

DP4 The lift and skip shafts

DP5 The disposal tunnel

DP6 The surface. This detection point refers to any surface point where fuel
could exit the repository and that is not covered by any of the DPs 1,3
or 4. An example is an undeclared borehole.

DP7 The repository - this is not a “point” but the entire repository area
where Design Information Verification, DIV, is essential in order to
cover diversion paths including the opening of a canister and reprocess-
ing inside the repository. DIV denotes activities carried out by the
IAEA at a facility to verify the correctness and completeness of the
design information as provided by the member state.
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7 Strategic points

If safeguards measures were implemented on all detection points, some would
be redundant. Redundancy increases the security of detection but at the
same time, it is resource inefficient to employ more safeguards devices and
activities than necessary. Therefore, a selection among the detection points
is made in order to find the strategic points. A strategic point is

“a location selected during examination of design information
where, under normal conditions and when combined with informa-
tion from all strategic points taken together, the information nec-
essary and sufficient for the implementation of safeguards mea-
sures is obtained and verified; a strategic point may include any
location where key measurements related to material balance ac-
countancy are made and where containment and surveillance mea-
sures are executed” [2].

For the purpose of this report, the strategic points are of the most interest:
could the detection points at the repository openings constitute a complete
set of strategic points or is it necessary to monitor the spent fuel all the way to
its emplacement hole? To cover the diversion paths described in this report
(see section 5, Diversion paths) the following is judged to be a complete set
of strategic points, provided that the boundary conditions defined in some
cases, are met.

SP1 The ramp entrance. In the ramp entrance, radiation detectors could
be used to detect attempts to take full casks or canisters out of the
repository via the transport ramp.
Boundary condition: That no amount of shielding could reduce the
radiation signal from a full canister below the detection threshold of
the radiation detectors.

SP2 The ventilation shafts. Since no declared transports are expected to
take place in the ventilation shafts a physical containment could be
used to detect undeclared use of the shafts. A grid secured by seals
could be an example of such containment, provided that it does not
impair the ventilation function. Radiation detectors could also detect
transport of spent fuel in the ventilation shafts.

SP3 The lift and skip shafts. Through the lift and skip shafts transports
will be carried out as a part of normal operations. However, none
of these transports will contain radiating nuclear material which allows
radiation detectors to detect the illicit use of these shafts. Furthermore,
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an installation of enforced hoisting capacity is needed to divert a full
canister, which DIV could be employed to detect.

SP4 The repository. As mentioned above, the repository as a whole is not a
defined point. Nevertheless, the entire underground structure must be
monitored in order to detect a possible installation for canister opening
or reprocessing. In SP1-3 it is assumed that canister opening would be
detected, and therefore the safeguards measures applied at the exits
need only to be concerned with full canisters.
Boundary condition: The DIV regime must be comprehensive and ca-
pable of finding all hot-cell installations and reprocessing facilities. The
time between DIV inspections must be shorter than the estimated time
to complete such installations. Methods to find cavities behind walls
like geophysical radar could strengthen DIV if they are shown to be
accurate in the repository environment. The undeclared drilling of
tunnels must also be detected by DIV. Seismic methods could be used
with this objective if they are found to be capable of distinguishing
between the declared drilling and blasting of new tunnels, and illicit
excavations. Methods that could detect indications of reprocessing,
canister opening and undeclared excavations exist and could be used
to relax the demands on DIV. These are environmental monitoring that
can detect reprocessing activities by the nitric gas release that is an in-
evitable result of reprocessing. Kr-85 detectors could discover canister
opening by the fission gas release from damaged fuel pins, where those
are present. Satellite imagery could detect for example masses of rock
on the surface in the repository area that could be an indication of
excavation. The DIV efforts should not be underestimated, and must
be executed with care and thoroughness so that there is high assurance
that undeclared structures would be detected in case of a diversion
attempt.

The reloading hall is not included in the set of strategic points. It is
nevertheless considered to be an important point for the safeguards system
as a whole. The reloading hall is envisioned by this report to be used to
detect diversion that has occurred prior to the repository by identification
and possibly gross defect measurement and some method to detect canister
breaching. However, for the detection of diversion from inside the repository,
it is not judged as a strategic point.

The repository operations as suggested by the SKB are not fixed since
the repository location is not decided. A design where the canisters are
transported to the repository level by a waste shaft is not out of the question.
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If it should be implemented, SP1 is changed from the ramp entrance to the
waste shaft. The same boundary condition would apply except that the shaft
diameter provides the maximum shielding thickness.

8 Conclusions and outlook

This paper has presented a diversion path analysis for the planned Swedish
geological repository for spent nuclear fuel. The purpose of the diversion
path analysis was to determine if the black-box safeguards approach, where
only the access points of the repository is monitored, is a viable option for
the safeguarding of the repository. The approach would be disqualified if a
diversion path was found whose coverage would require monitoring of the
spent fuel in the tunnel system of the repository. No such diversion path was
encountered by the analysis. Hence, it can be concluded that no prohibition
of the black-box approach is found, provided that the boundary conditions
in section 7 Strategic points are fulfilled. In particular the necessity of DIV
in the repository in order to verify that no undeclared reprocessing activities
or hot-cells exists, is pointed out.

This report cannot declare that the black-box safeguards approach, or
any other approach, covers all credible diversion paths. There is a limit to
what the human mind can imagine in terms of what is technically possible,
and what chains of events that could lead to a safeguards system failure.
Therefore a formal systems analysis would be beneficial in order to find de-
tection probabilities and vulnerabilities for different safeguards systems that
may be overlooked by the system designers. Some work has been performed
in this area (see for example [6]) and should be of interest for the IAEA and
the safeguards authorities.
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