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POVZETEK; V {fanta se obravnava zbiranje znanja za potreb* verjetnostne ocene tveganja in izboijianja obratovalne varnosti. 
Opisan j« postopek u razpoznavanje nevarnosti pe mModi HazOp. Zbrane znanj« je predstavljeno v oMiki vzročno posledične 
matrike, kar je primarna oblika sa nadeljno uporabo pri logičnem modeliranje objekta« Ravno tako je obravnavana možnost 
uporabe diagnostičnih malod (umetna inteligenca) pri HazOp analizi. 

«I S d £ & The knowledge acquisition for probebiiittic riik aataaament and operational safety Improvements are described, 
procedure of HazOp (Hazard and OpereHlily Study) ere used for hazard identification. The aequinted knowledge is 

sondssad in the form of oauseHtonsequenoa matrix which is very eonvinient for plant lof ie model start points definition. At the 
end, the possibility for HazOp seformanee support by use of Artificial Inteligence approach is considered. 

1. INTRODUCTION 

ProbabilisUc Safety Assessment (PSA) is already many years valued methodology for assessment of 
operational safety and risk in nuclear engineering. Since eighties the PSA methodology has started 
to transfer to chemical and process technology sphere. The basic concept of methodology remains the 
same, except the hazard identification. The specific of hazards in process and chemical industry are 
that they are numerous and different from case to case. It is the reason, why the PSA methodology 
is supplemented by step of hazard identification. Mostly used methodology is "Hazard and Operability 
Study" (HazOp). HazOp is performed by experts from different spheres of specific plant. The HazOp 
is used to find out all possible process parameter deviation, deviation causes and consequences, and 
safeguards on both level, cause and consequence. The acquainted knowledge is mainly used in two 
ways: 
1. Direct feedback to improve the existing solutions and operational practice. 
2. In starting point definition for accident modelling such as, initiating events, fault tree top events 

and consequence categories. 
In the first part of the paper the procedure of HazOp performance is shortly described, based on the 
experience from our first HazOp study (Resin Synthesis of Color, Medvode). The standard modes of 
acquainted knowledge use like a feedback measures for plant safety improvements and modelling start 
points definition are suggested. 
In the second part the concept of knowledge acquisition by means of Knowledge Base System (KBS) 
is considered. We are attained to the conclusion that it is very convenient to use the KBS for 
information and knowledge gaining in the phase of HazOp performance. The use of KBS accelerate 
and improve the HazOp performance and in the same time yields the knowledge in the form which 
is useful in failure reasoning and diagnostics. 

2. HAZOP STUDY 

Hazard identification represents very important phase of complete risk assessment, while only 
identified hazards and protection against them can be analyzed later on. This can be carried out 
through different methods from which we have chosen HazOp. 
Hazop is abbreviation introduced for Hazard and Operability Study. In this study we assess all 
possible ways, which can bring to dangerous situations, to operational problems and finding measures 
how to reduce probability for undesired states and events occurrence. Approach or procedure is 
systematic. During analysis of possible deviations we use certain guide words such as: NONE, MORE 
OF, LESS OF, PART OF, MORE THAN, OTHER THAN etc. 
We use HazOp methodology when we want to identify safety and operational problems because of 
abnormal process parameter deviations. This technic enables us to stimulate our imagination to find 
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out without any limitations, brainstormingly all possible ways and paths through which hazard and 
operational problems can occur. With this we mintmize the possibility to the possible extent of 
omission of something important. With specially designed table format we in our analysis in a 
systematic way assess all possible process deviations. 
If the expenses for solving the problems or their mitigation are too high and we cannot find cheaper 
solutions, we can deckle, if we want to, and if the risk is not too high, to live with them. This kind 
of attitude is possible. Nevertheless the problems should be identified, even though they make us do 
the extra work, annoyances and expenses. There is so excuse not to recognize them. If we do not 
make aa effort to identify mem, we cannot prepare ourselves for them with special administrative 
measures and not with special emergency procedures. 

HazOp Procedure 
HazOp is made by specially selected group of people. We can call them a team. When new project 
is being analyzed the team consists of: 

- Project or design engineer (usually mechanical engineer) 
- Process engineer (usually chemical engineer) 
- Commissioning manager (usually chemical engineer) 
• Instrument design engineer (engineer of appropriate field) 
- Independent chairman (expert in the HazOp technique) 

The chairman job is to ensure mat the team follows the procedure. He should be a sort of a person 
who pays meticulous attention to details. While the members of the team have the same objective: safe 
and operable plant, the constraints on them are different. The designers, especially the design engineer 
responsible for costs, want to keep the costs down. The commissioning manager wants an easy 
start-up. The conflict of interest ensures that the pros and cons are thoroughly investigated before the 
decision is reached. If the existing plant is being analyzed, the team will consist of different experts. 
For HazOp analysis a multi discipline knowledge is needed, which is achieved by team effort of the 
experts. In the team are besides the independent chairman • expert in HazOp also experts of the 
process. The chairman organizes work meetings, which last no longer than 3 hours and during that 
time stimulates the team by asking questions related to different process parameter deviations. In such 
discussion all potential safety problems are discussed in detail. The team explores safer solutions of 
process system so that inherent safety is higher. When this is not possible they introduce effective 
safety systems or safety measures or improve the existing ones. 
The leading role in the chairman questions nave so called guide words in connection with process 
parameters such as pressure, temperature, concentration, maintenance etc. 
For the systematic reasons we perform HazOp by filling the gathered information in the predesigned 
forms. The information are gathered on team meetings and from process documentation provided by 
the team members. Hazop form are of great help to the chairman. 

HazOp Form 
The used HazOp form is quite frequently applied in hazard analysis. On Fig. 1 is shown the heading 
of HazOp form for the part of resin synthesis. The HazOp form contents the following headings: 
- key words, 
- deviations of process parameters (chemical, physical, ...) 
- possible causes of deviations, 
• indications of deviations, 
- consequences, 
- existing protections (process control safety functions, safety systems and protection measures) 
- additional protection which is required for supplementary or more effective safeguard, 
- comments, 
- top event-initiating event- undesired event (determination of start points for plant modeling by 

logics). 
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The form is fulfilled in such a manner that for different process parameter deviations the possible 
causes and consequences are found out, deviation indicators are stated, the existing protection 
measures (automatic or manual) against causes or consequences are identified and additional protective 
measures are suggested. The use of the key words decreases the possibility to omit some process 
deviations. The "Top event* heading is used for classification of events which are caused by the 
process deviations. The classification criterion is the similarity of consequences and protective 
measures against consequences. This is one of the manner (the other is the escape path of hazardous 
material) to determine the number of fault trees and number of accident scenarios* Determination of 
modeling sorting points is very important because on this manner the condensed set of information 
and knowledge will be reached, which is got through HazOp analysis and which is essential for 
analysis prolonging. 

HazOp and System Logic Modelling Unking 
After hazard identification with the help of HazOp analysis, which potentionatly threatens to the 
people and environment or its occurence can cause the economical loss, we continue with study and 
logically connect collected information and recognitions. The next phase in probabilistic safety 
analysis performing is plant modeling by methods of logical connections of causes, protection features 
and consequences. More clearly to show the matrix connections refering to a real system the shape 
of matrix shown on figure 2 is used. 
After such representation of accident/transient scenario, the basic parameters for plant logic modelling 
are to be determined. It is known that the bearings of an accident scenario in real world are defined 
by the triplet of real system parameters as a system/component deviation, process variable and system 
node effect. Namely, the failure mode of relevant component generates a deviation on one or more 
process variables in some particular points (nodes) of the plants. On the other side the triplet of 
reliability/safety plant model control points, or let say modelling start points, are given by the 
initiating events, top events and undesired events. When we are carrying out an HazOp study, we deal 
mainly with the first mentioned triplets, trying to discover for the given process variable deviation the 
cause (system/component deviation) and the consequences of deviation (system node effect). For the 
purpose of plant modeling, it is necessary to determine by the selection process, the definitive number 
of plant modelling start points (initiating events and consequently top events and undesired events). 

Cause - Consequence Matrix 
The fulfilling of the test column in HazOp form is supported by cause - consequence matrix (Fig.2). 
The protection measures on levels of cause and consequence are added. The indicators of cause'events 
and consequence events are also associated to each set of this events in the matrix. Matrix elements 
are linguistic variables, by which the possibility mat the cause event wilt develop to consequence event 
is estimated. The matrix elements are estimated on the basis of operating experience and experts 
opinions. Distinguished are five categories of linguistic variables which are defined by following 
extent of probability: 
VH - Very High probability: 0.9 < P(vh) < 1.0 
H - High probability: 0.6 < P(h) < 0.9 
M - Medium probability:' 0.3 < P(m) < 0.6 
L - Low probability: 0.1 < P(l) < 0.3 
VL - Very Low probability: 0.0 < P(vl) < 0.1 
The use of fuzzy sets algebra enables to incorporate the expert knowledge and operating experience 
into the plant model and to keep it in source form to the end of the analysis. 

3. POSSIBILITY TO KNOWLEDGE ACQUISITION BY SUPPORT OF KNOWLEDGE BASE 
SYSTEM 

Background 
Research for possible expert system software applications has substantially increased in the last two 
decades. The complex, real time physical system as an nuclear, chemical and process plant is most 
challenging topicjbr artificial inteligence specialists. They do not have to cope only with creating an 
adequate role-base, but firstly with correctly modelling the physical system and process. 
The current AI trend trying to cover this aspect is qualitative modelling using deep knowledge 
representation of physical behavior. Two complex plant fields can be covered by this trend: 
- knowledge-based aids to plant operators, 
- detection and diagnosis of plant faults. 
We differentiate two types of dominant diagnostic knowledge representation in expert systems: model-
based diagnosis and heuristic rules. 
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There are four levels of knowledge representation. They are structural behavioral, functional, and 
pattern matching. From each knowledge representation we are able to derive the next higher level of 
reperesentation. It is possible to build a diagnosis based on kowkdge which has been input at any 
level and stop at any output level of representation and produce a diagnostic system. 
Given a representation of the behavior of the components of a system and representation of the 
structure, i.e. interconnections of the components, the ability to generate the behavioral description 
of the system as a whole is an important part of causal reasoning, la general, however, this technique 
is useful for producing various fragments of behavior by ranges of values of components. Often these 
fragments may need to be turner organized to explicitly represent the hierarhical structure of the 
system and also to capture the teleology of the device. 
Given the ability to generate behavioral sequences for various assumptions about the components, the 
agent can often put together an account of the function of the system and its relationship to its 
structure. The idea is that an agent's understanding of how a device works is organized as a 
representation that shows how an intended function is accomplished as a series of behavioral states 
of the device and how each behavior state transition can be understood as either due to a function of 
component or in terms of further details of behavior states. This can be repeated at several times 
levels so that, ultimately, all the functions of a device can be related to its structure and the 
functionality of the components in the structure. 
Diagnostic fault location is an atempt to fuse incomplete sensory knowledge to locate the source of 
unexpected behaviour within some system. The "classical" expert system approach is driven by 
situation-action forward-chaining rules that watch for sensed symptoms which indicate classes of 
failure: 

{outputs} - > state of the system. 

The driving force of the reasoning is the set of "rules of thumb" which capture the experience of one 
or more domain experts. 
A newer paradigm for thinking about shallow reasoning is what we call a case-based diagnostic 
system. In such a system, diagnostic information is actually stored as some number of past cases. 
Each case describes the conditions under which it was applicable and the results or treatment that 
arose in that situation. An indexed or pattern-matching approach is used to identify which case in the 
history is most similar to the current situation. Standard pattern-recognition techniques are often 
employed to get the best match. The solution is either to apply directly the past case or to try and 
make some analysis of the differences between the current information and the past case and provide 
a small differential or incremental improvement in the solution. In situations where the underlying 
causal relationships are very complicated or not available and many past cases are available, this is 
a very effective approach. In such situations the shallowness of the approach is exactly what makes 
it possible to build an effective diagnostic system. 
By contrast, a model-based diagnostic procedure is described by : 

{inputs} - > expected state of the system - > 
expected state of the system • > {expected outputs} 

{expected outputs} - {outputs} - > state of the system. 

Notice that the outputs are only used in comparisons with expectations derived from the expected state 
of the system. In turn, system expectations come from the model's response to system inputs. 
One of the simplest types of knowledge that one can use in a diagnostic system is structural or 
connectivity information. Reasoning about structure can be eficient, hence simple and fast. As a 
result, it is often desirable to use structural information to isolate a faulty region and then employ 
more complex reasoning to identify the exact problem. 
Structural information also helps to provide closure in building systems and guarantee completnes. 
Closure is gained by using a simple uniform inference mechanism to derive a large number of possible 
faults directly from the description of the system. Instead of writing hundreds of rules, the system 
generates the rules, and the system builder merely describes the conectivity. Completness is derived 
from examining all structural connections and paths, garanteeing that nothing is forgotten. 
Diagnosing technical system often requires measuring a number of parameters and performing more 
or less complex numerical computations. In many cases, however, diagnostic reasoning on a 
qualitative level either completely suffices to identify a fault, or it forms at least the essential basis 
for selecting good places for measurement for determing the kind of necessary calculations, and for 
focusing on certain diagnostic hypotheses. The translation between numerical data and qualitative data 
provides an important means of data reduction. Rather than having to worry about a wide range of 
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numerical values, we can now focus and reason about the interesting qualitative states that the system 
may exhibit. And even if numerical values of parameters have been obtained, a lot of conclusions are 
derivable without exploiting their full precision. The incorporation of qualitative reasoning in 
diagnostic systems appears to be interesting because it can be 
- more natural and 
- simpler than numerical methods, 
- but still as effective as they are, or sometimes even, 
- the only applicable method. 
The ultimate goal of model based diagnosis is to identify domain-independent diagnostic algorithm 
and strategies and to be able to construct domain-specific, but device-independent libraries which 
contain behavioral component models. Based on this, a particular diagnostic system can be constructed 
by simply providing a structural description of the respective system. 
Qualitative reasoning, or more precisely, qualitative (naive) physics has emerged as, a special branch 
of Al research from two roots: modeling common seme knowledge about the physical world and 
modeling engineering problem solving skills. It is obvious that reasoning about systems without 
precisely known i g their laws and parameters is an essential feature of human interaction with the 
every-day life environment. As a matter of fact, also scientific and engineering work involves analysis 
on a level more abstract than the solution of differential equations and computation of numerical 
values. Quite often, this structural and qualitative level is crucial for solving a problem. 
It should be emphasized that qualitative reasoning, in pursuing the goal to identify and describe the 
essential features and mechanism underlying a (physical) system, comprises both, 
- modelling structure, i.e. representation of the constituent* of a system and their paths of potential 

interaction, and 
- modelling behaviour, i,e representation of the systems state and its development over time. 
The structure of a physical system can be considered under different points of view. 
- The physical structure provide* a static view and consists of distinguishable building blocks 

(components) and connections between them along which they may interact locally, 
- The causal structure captures dynamic aspects and is described by a collection of potential activities 

(processes) that combine causes, effects and influences 
The latter seems more appropriate for expressing rather global knowledge about phenomena 
established by objects that are not clearly idemifyaWe or do not have an obvious and fixed structure 
(like a beatftow, condensation of gas, chemical reaction), etc.). The goal of this approach is to derive 
statement about the behavior of the entire system from it's structural description ('system topology") 
and the behavioral models of its components. 
Accordingly to the distinction above, the description of the behavioral constituents of a system may 
also vary. It can be established by 
- relations among systems variables or by 
- causally directed influence among entities. 

Concept ofHazOp Performance by Means of Knowledge Base System 
Major system failures are usually triggered by the onset of faults in some units of the system. The 
failures of these units cause other units to fail which in turn lead to larger subsystem failures, 
ultimately causing the complete breakdown of the system, Thus system failures occur in two stages -
the onset of faults in some units of the system, henceforth called failure source«, and the propagation 

of faults from these source« to other unit«. So a proce*s for failure analysis must initially try to locate 
the failure sources in the system by reasoning, based on the knowledge it has about the failure 
characteristics of the system, about the propagation of faulu to units known to be faulty. Then it 
should be tried to infer the causes for the onset of failure at these sources, Therefore, the framework 
given divide« failure analysis into two phases; a failure source location phase and failure cause 
identification phase. 
Qualitative causal reasoning consists of numerous different operations, A set of constraint equations 
describing the relevant structural relationships in a system may be derived by examination of its 
physical structure. The possible behaviours of the system may be predicted by qualitative simulation 
from the constraint equations and an initial state, The behavioral description may be used to explain 
a set of observation or the way a mechanism produces its behavior. 
Constraint equations are derived from the component models and from the interaction paths provided 
by the connections. This point of view has led to proposed principles of good form, such as "no-
function-in-structure", which state* that component models must be formulated independently of the 
system context in which they will appear. 
All qualitative simulation systems describe quantities in terms of their ordinal relation« with a small 
set of landmark value«, De Kleer, Bobrow, and Brown and Williams normally take the only landmark 
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to be zero, and thus define three qualitative values, { + ,0,-}. 
All qualitative simulation systems predict multiple possible behaviours given by certain sets of 
qualitative constraints and initial conditions. Researches in this area have proved that the predicted 
behaviors include all and the possible behaviors of real mechanism satisfying the given constraints. 
On the Fig.3 is depicted the basic concept of knowledge base system for HazOp performance support 
and system failure analysis knowledge acquisition. 
The combination of model based and experience based approach is suggested for system behaviour 
prediction and failure reasoning. The first step is an system topology building on the basis of physical 
system drawings and design and operation desription. The second step is component behaviour 
qualitative modeling including the undesign (failure) transitions and states. The library of component 
qualitative models is established and updated by novel models. The simulation for given initial state 
in specific part of the system the envisionment can performe. The envisionment means to find oat all 
possible states of the system wich correspond to given initial states. The initial states are the process 
state variable deviation (- ,0 ,+) . This stage of KBS is used for find out the failure location and failure 
propagation paths. Essentially predictions of system behaviour are simulated. In the second stage the 
causal explanation is required. Failure cause identification process is based on the expert (experience) 
knowledge. For every specific case (component) the used causal knowledge from the causal rule base 
data bank will be updated or corespondingly adapted. Beside the causal data bank, there are the two 
more data bank with consequence rule base knowledge, one for process parameter deviation 
consequences and other for failure cause-consequence knowledge. 

4. CONCLUSION 

The performance of HazOp analysis has enabled to identifying the causes, consequences and 
protective measures. By construction of cause-consequence matrix is the contents of HazOp form 
condensed and on this manner made easier the accident logic modelling starting points definition 
(initiating events, protective measures, undesired events). The relationship between the causes and 
consequences is defined by using the fuzzy probability (concept of possibility) in the basis of 
operational experience and experts knowledge. It's made possible to use the possibility concept in the 
quantitative evaluation. 
Furhter, we are attained to the conclusion that it is very convinient to use the Knowledge Base System 
(KBS) for knowledge gaining in the phase of HazOp performance. The use of KBS improves the 
HazOp performance and in the same time yields the knowledge in the form which is useful in failure 
reasoning and diagnostics. 
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