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Abstract

The paper introduces an integrated analytic framework for risk governance which provides guidance for the 
development of comprehensive assessment and management strategies to cope with risks, in particular at the 
global level. The framework integrates scientific, economic, social and cultural aspects and includes the effective 
engagement of stakeholders. The concept of risk governance comprises a broad picture of risk: not only does it 
include what has been termed ‘risk management’ or ‘risk analysis, it also looks at how risk-related decision-
making unfolds when a range of actors is involved, requiring co-ordination and possibly reconciliation between a 
profusion of roles, perspectives, goals and activities. The framework’s risk process breaks down into three main 
phases: ‘pre-assessment’, ‘appraisal’, and ‘management’. A further phase, comprising the ‘characterisation’ and 
‘evaluation’ of risk, is placed between the appraisal and management phases and, depending on whether those 
charged with the assessment or those responsible for management are better equipped to perform the associated 
tasks, can be assigned to either of them – thus concluding the appraisal phase or marking the start of the 
management phase. The risk process has ‘communication’ as a companion to all phases of addressing and 
handling risk and is itself of a cyclical nature. However, the clear sequence of phases and steps offered by this 
process is primarily a logical and functional one and will not always correspond to reality. The paper will 
address in particular the role of public participation and stakeholder involvement. 

Introduction

This paper describes an attempt to develop an integrated analytic framework for risk governance and includes 
the effective engagement of stakeholders. It offers a conceptual framework to guide decisions about risks that we 
shall accept or refuse. This framework has been developed under the direction of the International Risk 
Governance Council (IRGC) and published as IRGC White Paper (1). The concept of risk governance comprises 
a broad picture of risk: not only does it include what has been termed ‘risk management’ or ‘risk analysis’, it also 
looks at how risk-related decision-making unfolds when a range of actors is involved, requiring co-ordination 
and possibly reconciliation between a profusion of roles, perspectives, goals and activities. Indeed, the problem-
solving capacities of individual actors, be they government, the scientific community, business players, NGOs or 
civil society as a whole, are limited and often unequal to the major challenges facing society today. Risks such as 
those related to increasingly violent natural disasters, food safety or critical infrastructures call for co-ordinated 
effort amongst a variety of players beyond the frontiers of countries, sectors, hierarchical levels, disciplines and 
risk fields. Finally, risk governance also illuminates a risk’s context by taking account of such factors as the 
historical and legal background, guiding principles, value systems and perceptions as well as organisational 
imperatives.  

The framework offers two major innovations to the risk field: the inclusion of the societal context and a new 
categorisation of risk-related knowledge. 

Inclusion of the societal context: Besides the generic elements of risk assessment, risk management and 
risk communication, the framework gives equal importance to contextual aspects which, either, are 
directly integrated in a model risk process comprising of the above as well as additional elements or, 
otherwise, form the basic conditions for making any risk-related decision. Contextual aspects of the first 
category include the structure and interplay of the different actors dealing with risks, how these actors 
may differently perceive the risks and what concerns they have regarding their likely consequences. 
Examples of the second category include the policy-making or regulatory style as well as the socio-
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political impacts prevalent within the entities and institutions having a role in the risk process, their 
organisational imperatives and the capacity needed for effective risk governance. Linking the context 
with risk governance, the framework reflects the important role of risk-benefit evaluation and the need for 
resolving risk-risk trade-offs. 

Categorisation of risk-related knowledge: The framework also proposes a categorisation of risk which is 
based on the different states of knowledge about each particular risk, distinguishing between ‘simple’, 
‘complex’, ‘uncertain’ and ‘ambiguous’ risk problems. The characterisation of a particular risk depends 
on the degree of difficulty of establishing the cause-effect relationship between a risk agent and its 
potential consequences, the reliability of this relationship and the degree of controversy with regard to 
both what a risk actually means for those affected and the values to be applied when judging whether or 
not something needs to be done about it. Examples of each risk category include, respectively, known 
health risks such as those related to smoking, the failure risk of interconnected technical systems such as 
the electricity transmission grid, atrocities such as those resulting from the changed nature and scale of 
international terrorism and the long-term effects and ethical acceptability of controversial technologies 
such as nanotechnologies. For each category, a strategy is then derived for risk assessment, risk 
management as well as the level and form of stakeholder participation, supported by proposals for 
appropriate methods and tools. 

Beyond these component parts the framework includes three major value-based premises and assumptions: 

First, the framework is inspired by the conviction that both the ‘factual’ and the ‘socio-cultural’ 
dimension of risk need to be considered if risk governance is to produce adequate decisions and results. 
While the factual dimension comprises physically measurable outcomes and discusses risk in terms of a 
combination of potential – both positive and negative – consequences and the probability of their 
occurrence, the socio-cultural dimension emphasises how a particular risk is viewed when values and 
emotions come into play.  
The second major premise concerns the inclusiveness of the governance process, which is seen as a 
necessary, although not sufficient, prerequisite for tackling risks in both a sustainable and acceptable 
manner and, consequently, imposes an obligation to ensure the early and meaningful involvement of all 
stakeholders and, in particular, civil society.  
A third major premise involving values is reflected in the framework’s implementation of the principles 
of ‘good’ governance: beyond the crucial commitment to participation these principles include 
transparency, effectiveness and efficiency, accountability, strategic focus, sustainability, equity and 
fairness, respect for the rule of law and the need for the chosen solution to be politically and legally 
realisable as well as ethically and publicly acceptable.

The Core of the Framework: The Risk Governance Phases 
The framework’s risk process, or risk handling chain is illustrated in Figure I. It breaks down into three main 
phases: ‘pre-assessment’, ‘appraisal’, and ‘management’. A further phase, comprising the ‘characterisation’ and 
‘evaluation’ of risk, is placed between the appraisal and management phases and, depending on whether those 
charged with the assessment or those responsible for management are better equipped to perform the associated 
tasks, can be assigned to either of them – thus concluding the appraisal phase or marking the start of the 
management phase. The risk process has ‘communication’ as a companion to all phases of addressing and 
handling risk and is itself of a cyclical nature. However, the clear sequence of phases and steps offered by this 
process is primarily a logical and functional one and will not always correspond to reality.  
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Figure I: IRGC Risk Governance Framework 
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The purpose of the pre-assessment phase is to capture both the variety of issues that stakeholders and society 
may associate with a certain risk as well as existing indicators, routines, and conventions that may prematurely 
narrow down, or act as a filter for, what is going to be addressed as risk. What counts as a risk may be different 
for different groups of actors. The first step of pre-assessment, risk framing, therefore places particular 
importance on the need for all interested parties to share a common understanding of the risk issue(s) being 
addressed or, otherwise, to raise awareness amongst those parties of the differences in what is perceived as a 
risk. For a common understanding to be achieved, actors need both to agree with the underlying goal of the 
activity or event generating the risk and be willing to accept the risk’s foreseeable implications on that very goal. 
A second step of the pre-assessment phase, early warning and monitoring, establishes whether signals of the risk 
exist that would indicate its realisation. This step also investigates the institutional means in place for monitoring 
the environment for such early warning signals. The third step, pre-screening, takes up and looks into the 
widespread practice of conducting preliminary probes into hazards or risks and, based on prioritisation schemes 
and existing models for dealing with risk, of assigning a risk to pre-defined assessment and management 
‘routes’. The fourth and final step of pre-assessment selects major assumptions, conventions and procedural rules 
for assessing the risk as well as the emotions associated with it. 

The objective of the risk appraisal phase is to provide the knowledge base for the societal decision on whether or 
not a risk should be taken and, if so, how the risk can possibly be reduced or contained. Risk appraisal thus 
comprises a scientific assessment of both the risk and of questions that stakeholders may have concerning its 
social and economic implications.  

The first component of risk appraisal, risk assessment, seeks to link a potential source of harm, a hazard, with 
likely consequences, specifying probabilities of occurrence for the latter. Depending on the source of a risk and 
the organisational culture of the community dealing with it, many different ways exist for structuring risk 
assessment. Despite such diversity, three core steps can be identified. These are: the identification and, if 
possible, estimation of the hazard, an assessment of related exposure and/or vulnerability and an estimation of 
the consequent risk. The latter step – risk estimation – aggregates the results of the first two steps and states, for 
each conceivable degree of severity of the consequence(s), a probability of occurrence. Confirming the results of 
risk assessments can be extremely difficult, in particular when cause-effect relationships are hard to establish, 
when they are instable due to variations in both causes and effects and when effects are both scarce and difficult 
to understand. Depending on the achievable state and quality of knowledge, risk assessment is thus confronted 
with three major challenges that can best be summarised using the risk categories outlined above – ‘complexity’, 
‘uncertainty’ and ‘ambiguity’. For a successful outcome to the risk process and, indeed, overall risk governance, 
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it is crucial that the implications of these challenges are made transparent at the conclusion of risk assessment 
and throughout all subsequent phases. 

Equally important to understanding the physical attributes of the risk is detailed knowledge of stakeholders’ 
concerns and questions – emotions, hopes, fears, apprehensions – about the risk as well as likely social 
consequences, economic implications and political responses. The second component of risk appraisal, concern 
assessment, thus complements the results from risk assessment with insights from risk perception studies and 
interdisciplinary analyses of the risk’s (secondary) social and economic implications.  

The most controversial phase of handling risk, risk characterisation and evaluation, aims at judging a risk’s 
acceptability and/or tolerability. A risk deemed ‘acceptable’ is usually limited in terms of negative consequences 
so that it is taken on without risk reduction or mitigation measures being envisaged. A risk deemed ‘tolerable’ 
links undertaking an activity – which is considered worthwhile for the value-added or benefit it provides – with 
specific measures to diminish and limit the likely adverse consequences. This judgement is informed by two 
distinct but closely related efforts to gather and compile the necessary knowledge which, in the case of 
tolerability, must additionally support an initial understanding of required risk reduction and mitigation 
measures. While risk characterisation compiles scientific evidence based on the results from the risk appraisal 
phase, risk evaluation assesses broader value-based issues that also influence the judgement. Such issues, which 
include questions such as the choice of technology, societal needs requiring a given risk agent to be present and 
the potential for substitution as well as for compensation, reach beyond the risk itself and into the realm of 
policy-making and societal balancing of risks and benefits. 

The risk management phase designs and implements the actions and remedies required to tackle risks with an 
aim to avoid, reduce, transfer or retain them. Risk management thereby relies on a sequence of six steps which 
facilitates systematic decision-making. To start with, and based on a reconsideration of the knowledge gained in 
the risk appraisal phase and while judging the acceptability and/or tolerability of a given risk, a range of potential 
risk management options is identified. The options are then assessed with regard to such criteria such as 
effectiveness, efficiency, minimisation of external side effects, sustainability etc. These assessment results are 
next complemented by a value judgement on the relative weight of each of the assessment criteria, allowing an 
evaluation of the risk management options. This evaluation supports the next step in which one (or more) of the 
of risk management options is selected, normally after consideration of possible trade-offs that need to be made 
between a number of second-best options. The final two steps include the implementation of the selected options 
and the periodic monitoring and review of their performance.  

Based on the dominant characteristic of each of the four risk categories (‘simple’, ‘complexity’, ‘uncertainty’, 
‘ambiguity’) it is possible to identify specific safety principles and, consequently, design a targeted risk 
management strategy (see Table I). ‘Simple’ risk problems can be managed using a ‘routine-based’ strategy 
which draws on traditional decision-making instruments, best practice as well as time-tested trial-and-error. For 
‘complex’ and ‘uncertain’ risk problems it is helpful to distinguish the strategies required to deal with a risk 
agent from those directed at the risk-absorbing system: complex risks are thus usefully addressed on the basis of 
‘risk-informed’ and ‘robustness-focussed’ strategies, while uncertain risks are better managed using ‘precaution-
based’ and ‘resilience-focussed’ strategies. Whereas the former strategies aim at accessing and acting on the best 
available scientific expertise and at reducing a system’s vulnerability to known hazards and threats by improving 
its buffer capacity, the latter strategies pursue the goal of applying a precautionary approach in order to ensure 
the reversibility of critical decisions and of increasing a system’s coping capacity to the point where it can 
withstand surprises. Finally, for ‘ambiguous’ risk problems the appropriate strategy consists of a ‘discourse-
based’ strategy which seeks to create tolerance and mutual understanding of conflicting views and values with a 
view to eventually reconciling them.  

The remaining element of the risk process is risk communication, which is of major importance throughout the 
entire risk handling chain. Not only should risk communication enable stakeholders and civil society to 
understand the rationale of the results and decisions from the risk appraisal and risk management phases when 
they are not formally part of the process, but it should also help them to make informed choices about risk, 
balancing factual knowledge about risk with personal interests, concerns, beliefs and resources, when they are 
themselves involved in risk-related decision-making. Effective risk communication consequently fosters 
tolerance for conflicting viewpoints and provides the basis for their resolution, and creates trust in the 
institutional means for assessing and managing risk and related concerns. Eventually, risk communication can 
have a major impact on how well society is prepared to cope with risk and react to crises and disasters. Risk 
communication has to perform these functions both for the experts involved in the overall risk process – 
requiring the exchange of information between risk assessors and managers, between scientists and policy 
makers, between academic disciplines and across institutional barriers – and for the ‘outside world’ of those 
affected by the process.  
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Stakeholder Involvement and Participation 

The classification risk knowledge into four risk classes, i.e. simple, complex, uncertain and ambiguous, suggests 
some generic suggestions for participation: 

Simple risk problems: For making judgements about simple risk problems a sophisticated approach to 
involve all potentially affected parties is not necessary. Most actors would not even seek to participate 
since the expected results are more or less obvious. In terms of cooperative strategies, an ‘instrumental 
discourse’ among agency staff, directly affected groups (such as product or activity providers and 
immediately exposed individuals) as well as enforcement personnel is advisable. One should be aware, 
however, that often risks that appear simple turn out to be more complex, uncertain or ambiguous as 
originally assessed. It is therefore essential to revisit these risks regularly and monitor the outcomes 
carefully.

Complex risk problems: The proper handling of complexity in risk appraisal and risk management 
requires transparency over the subjective judgements and the inclusion of knowledge elements that have 
shaped the parameters on both sides of the cost-benefit equation. Resolving complexity necessitates a 
discursive procedure during the appraisal phase with a direct link to the tolerability and acceptability 
judgement and risk management. Input for handling complexity could be provided by an 
‘epistemological discourse’ aimed at finding the best estimates for characterising the risks under 
consideration. This discourse should be inspired by different science camps and the participation of 
experts and knowledge carriers. They may come from academia, government, industry or civil society but 
their legitimacy to participate is their claim to bring new or additional knowledge to the negotiating table. 
The goal is to resolve cognitive conflicts. Exercises such as Delphi, Group Delphi and consensus 
workshops would be most advisable to serve the goals of an epistemological discourse. 

Risk problems due to high unresolved uncertainty: Characterising risks, evaluating risks and designing 
options for risk reduction pose special challenges in situations of high uncertainty about the risk 
estimates. How can one judge the severity of a situation when the potential damage and its probability are 
unknown or highly uncertain? In this dilemma, risk managers are well advised to include the main 
stakeholders in the evaluation process and ask them to find a consensus on the extra margin of safety in 
which they would be willing to invest in exchange for avoiding potentially catastrophic consequences. 
This type of deliberation called ‘reflective discourse’ relies on a collective reflection about balancing the 
possibilities for over- and under-protection. If too much protection is sought, innovations may be 
prevented or stalled; if we go for too little protection, society may experience unpleasant surprises. The 
classic question of ‘how safe is safe enough’ is replaced by the question of ‘how much uncertainty and 
ignorance are the main actors willing to accept in exchange for some given benefit’. It is recommended 
that policy makers, representatives of major stakeholder groups, and scientists take part in this type of 
discourse. The reflective discourse can take different forms: round tables, open space forums, negotiated 
rule-making exercises, mediation or mixed advisory committees including scientists and stakeholders. 
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Figure 2: The Risk Management Escalator and Stakeholder Involvement (from simple via complex and 
uncertain to ambiguous phenomena) 
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Risk problems due to high ambiguity: If major ambiguities are associated with a risk problem, it is not 
enough to demonstrate that risk regulators are open to public concerns and address the issues that many 
people wish them to take care of. In these cases the process of risk evaluation needs to be open to public 
input and new forms of deliberation. This starts with revisiting the question of proper framing. Is the issue 
really a risk problem or is it in fact an issue of lifestyle and future vision? The aim is to find consensus on 
the dimensions of ambiguity that need to be addressed in comparing risks and benefits and balancing the 
pros and cons. High ambiguities require the most inclusive strategy for participation since not only 
directly affected groups but also those indirectly affected have something to contribute to this debate. 
Resolving ambiguities in risk debates requires a ‘participative discourse’, a platform where competing 
arguments, beliefs and values are openly discussed. The opportunity for resolving these conflicting 
expectations lies in the process of identifying common values, defining options that allow people to live 
their own vision of a ’good life’ without compromising the vision of others, to find equitable and just 
distribution rules when it comes to common resources and to activate institutional means for reaching 
common welfare so all can reap the collective benefits instead of a few (coping with the classic 
commoners’ dilemma). Available sets of deliberative processes include citizen panels, citizen juries, 
consensus conferences, ombudspersons, citizen advisory commissions, and similar participatory 
instruments. 

Categorising risks according to the quality and nature of available information on risk may, of course, be 
contested among the stakeholders. Who decides whether a risk issue can be categorised as simple, complex, 
uncertain or ambiguous? It seems prudent to have a screening board perform this challenging task. This board 
should consist of members of the risk and concern assessment team, of risk managers and key stakeholders (such 
as industry, NGOs and representatives of related regulatory or governmental agencies). The type of discourse 
required for this task is called design discourse. It is aimed at selecting the appropriate risk and concern 
assessment policy, defining priorities in handling risks, organising the appropriate involvement procedures and 
specifying the conditions under which the further steps of the risk handling process will be conducted.  
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Table I: Risk Characteristics and their Implications for Risk Management 
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igure 2 provides an overview of the differe  requirements for participation and stakeholder involvement for the F nt
four classes of risk problems and the design discourse. As is the case with all classifications, this scheme shows 
an extremely simplified picture of the involvement process. In addition to the generic distinctions shown in the 
below graph, it may for instance be wise to distinguish between participatory processes based on risk agent or 
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risk absorbing issues. To conclude these caveats, the purpose of this scheme is to provide general orientation and 
explain a generic distinction between ideal cases rather than to offer a strict recipe for participation. 

Wider Governance Issues: Organisational Capacity and Regulatory Styles 
risk and the overall risk 

eference 

) International Risk Governance Coucil (2005): White Paper on Risk Governance: Towards an Integrative 

This white paper also addresses wider governance issues pertinent to the context of a 
process, thus acknowledging the many different pathways that different countries or, indeed, risk communities, 
may pursue for dealing with risk. The discussion of these wider issues begins with an assessment of the very 
notion of ‘risk governance’ which builds on the observation that collective decisions about risks are the outcome 
of a ‘mosaic’ of interactions between governmental or administrative actors, science communities, corporate 
actors and actors from civil society at large, many of the interactions taking place and relevant to only individual 
parts of the overall process. The interplay of these actors has various dimensions, including public participation, 
stakeholder involvement and the formal (horizontal and vertical) structures within which it occurs. The white 
paper additionally investigates organisational prerequisites for effective risk governance, which are at the 
crossroads of the formal responsibilities of actors and their capability and authority to successfully fulfil their 
roles, and makes a very short case for risk education. The organisational prerequisites are summarised under the 
term ‘institutional and organisational capacity’ and include both intellectual and material ‘assets’, ‘skills’ and as 
well as the framework of relations, or ‘capabilities’, required to make use of the former two. The discussion of 
wider risk governance issues concludes with a reflection on the role of political culture and a proposal for a 
typology of different regulatory regimes or governmental styles.

R
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Framework. IRGC: Geneva 
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