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The reemergence of concern about energy security in the wake of the September

2001 terror attacks amplified a theme that was already present in U.S. energy policy

debates. Energy security was a central theme in the Bush administration's energy policy

report released by Vice President Cheney in the spring of 2001. 

World oil prices rose from about $10 a barrel in 1998 to more than $30 a barrel

in late 2000. Prices trended down through most of 2001 to below $20 a barrel, although

the combined effect of improving economic conditions, OPEC supply cuts, and Middle

East conflict (both actual and potential) have recently brought prices back into the $25

per barrel neighborhood. In 2000 the United States imported almost 60 percent of the

petroleum it consumed; imports from the Organization of Petroleum Exporting

Countries (OPEC) made up about a quarter of total U.S. consumption. 

In previous energy security debates in the U.S., most of the attention has been on

international oil markets and geopolitics. This time, even before September 11, the

energy security debate had a much larger domestic component. The 2001 "electricity

market meltdown" in California raised large concerns there and nationwide about the

causes and consequences of electricity shortages and price volatility. The concerns run

so deep that they are likely to have a significant effect on the ongoing debate about

restructuring of the power sector – though the nature of that effect remains to be

determined. 

Similarly, periods of sharply rising motor fuels prices over the past few years –

increases well beyond what would be implied just by crude oil price volatility – have

led to concerns about the effects on households and commerce. All of these concerns

are only amplified by worries about attacks on critical energy infrastructure.

Oil Security

All kinds of policy goals have been advanced in the name of oil security. They

range from drastic increases in motor vehicle fuel economy to more funding for wind

energy to drilling in the Alaskan National Wildlife Refuge to jawboning Mexico to

increase supplies and eschew cooperation with OPEC. Some of the proposals – in



Séminaire “US Oil Dependency and Energy Security”, Ifri, Paris, 30 mai 2002
A paraître dans la Revue de l’Energie, Décembre 2002.

2

particular the notion of eliminating oil imports – have been plain silly. Almost all suffer

from an apparent misunderstanding of the oil security problem—and the often

contrasting policy implications of its different components. (Those of us who lived

through similar debates in the late 1970s and early 1980s feel an alarming sense of déjà

vu in all this; the half-life of common sense about energy policy apparently is fairly

short.)

The international oil security problem has two components. The first is the

exercise of market power by international oil exporters to raise petroleum prices. For

much of the 20th century the United States maintained a tariff on oil imports to protect

its petroleum industry against lower-priced competition from abroad. By the early

1970s, concern had shifted to the ability of OPEC to restrict supplies and raise prices.

While beneficial to U.S. oil producers, higher prices raise the real cost of domestic and

imported oil for U.S. businesses and households, thereby crowding out other

opportunities for consumption and saving.

The second component is macroeconomic disruptions from oil price instability.

It became a concern during the 1970s, when oil price shocks were followed by

economic downturns and inflation in the industrialized countries. Among the causes of

oil price shocks are unexpected supply reductions by individual oil suppliers or

suppliers as a group, unexpected surges in demand (caused, for example, by a cold

winter), or destabilizing inventory adjustments (such as a build-up of stocks when the

market already is tight). Oil price shocks appear to have consequences for the economy

beyond the direct effects of an increase in energy costs.

The key issue in oil security is not "running out" — notwithstanding the claims

of some analysts that world oil production will begin declining within the decade, the

best evidence is that we are nowhere near a depletion-driven production peak anytime

soon. Nor is it targeted embargoes or how much oil the United States buys from

particular countries—both are meaningless in an integrated world oil market. The key

issue is energy prices.

OPEC and Oil Security

Beginning in the late 1990s, political and economic analysts pointed to what

appeared to be a confident and resurgent OPEC ready to assume control of the world oil
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market. As causes, they cited a more cooperative leadership in Venezuela and (more

recently) in non-OPEC Mexico, diminishing discord between Saudi Arabia and Iran,

and the formal adoption of a target price band ($22-28 a barrel) that made OPEC’s oil

production targeting seem more technocratic and less political.

Adam Smith would never see the current world oil market as a textbook

example of perfect competition. In principle, OPEC should be able to exercise

considerable market power given its large share of global production (around 40

percent, with a somewhat higher share of world production capacity). But reports of

OPEC's ascendancy may be premature. OPEC has had a difficult time dealing with the

effects of economic downturn and softening of world oil demand. Just as the North Sea

and a resurgent industry in North America during the 1970s stemmed OPEC's ability to

keep prices high, today Russia, which is now second only to Saudi Arabia as a world oil

exporter, is raising its own oil output. Today, the share of OPEC countries in world oil

trade remains far below its level of the 1960s and early 1970s, when low-priced oil from

low-cost Middle East production made exploration and development in higher-cost

regions economically infeasible. And other areas of the former Soviet Union around the

Caspian Sea offer additional possibilities for expanded non-OPEC production that are

just now starting to be integrated into the world oil supply system. 

In the longer term OPEC could be in a stronger position to exercise substantial

market power. It controls around three-quarters of the world's known oil reserves, and

the U.S. Energy Information Administration projects that its share of world output could

rise to 50 percent by 2020. Recent technical strides in oil recovery and discoveries of

new oil reserves elsewhere are unlikely to reverse this state of affairs. And while the

technological advances that have helped maintain and increase non-OPEC production

should continue to unfold, the United States will inevitably become more dependent on

imports over the long haul. But the way to forestall stronger OPEC market dominance is

not to be found in today’s renewed calls for "energy independence."

The Costs of Oil Price Volatility

Both the demand for oil and its supply are not very price sensitive in the short

term. When supplies go down, prices have to rise considerably to adjust demand. No

matter who produces the oil, a shock to global supplies (accidental or deliberate) will
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send oil prices up abruptly. While price shocks are uncomfortable, they are not likely to

be severe or to last long (there could be exceptions, such as losing Saudi Arabia’s entire

output for 5 years). Moreover, fairly large swings in petroleum prices seem to have

become business as usual in an inherently volatile market. How serious, then, are the

macroeconomic threats posed by oil price volatility?

A great deal of research finds that oil price jumps are linked empirically to

slumps in macroeconomic performance. Researchers have offered varied explanations

for this effect. Energy price shocks could increase unemployment because worker

productivity drops when energy use is curtailed in the face of rising prices and real

wages do not fall along with productivity. A sharp and sustained increase in energy

prices could idle fixed capital or make it prematurely obsolescent. The economy as a

whole could experience adjustment costs as producers and consumers try to respond to

the energy price hikes by altering the bundles of goods and services they make and buy.

The direct and indirect burdens of higher energy prices are likely to be heaviest for

lower-income groups.

The existence of such a macroeconomic link is a legitimate concern for public

policy. While individual oil buyers and sellers will have reason to hedge their own

financial risks (buying more fuel efficient equipment, holding inventories, hedging on

the futures markets), they will not take into account the economywide stakes in the oil-

intensity or broader energy-intensity of economic activity.

But many questions about the effects of oil shocks remain unanswered. How,

exactly, do households and businesses respond to energy market disturbances? If past

experience and expectations gleaned from futures markets suggest that an energy price

shock likely will be short-lived, why would it necessarily be so disruptive? Does the

continued slow decline in the oil- and energy-intensity of the U.S. economy help

explain why the link between energy prices and the economy seems to be getting

somewhat weaker? 

Notwithstanding the empirical uncertainty, three key points stand out. First, the

vulnerability of the U.S. economy to oil price shocks depends on the intensity of

petroleum consumption here and throughout the industrialized world, not on total U.S.

imports or imports from the Middle East. Even if we could raise domestic output

tomorrow to eliminate imports, a shock in world oil markets would still raise domestic



Séminaire “US Oil Dependency and Energy Security”, Ifri, Paris, 30 mai 2002
A paraître dans la Revue de l’Energie, Décembre 2002.

5

prices and harm the economy because U.S. petroleum suppliers would charge the same

price as other suppliers. The same is true if we could reduce our imports of more

"insecure" oil and rely (as we already do) primarily on "safer" import sources: a shock

anywhere in the world will be felt throughout an integrated world oil market.

Second, the economic cost of eliminating oil imports either by increasing

domestic supplies or reducing energy consumption would be enormous. The necessary

domestic supply increases would be costly because the U.S. has depleted most of its

low-cost reserves. The problem on the demand side is illustrated by a recent National

Research Council report on how much vehicle fuel efficiency could be increased at a

modest cost. The report finds significant potential to increase fuel economy without

adverse impacts on safety, but only if higher efficiency requirements for new vehicles

are phased in over an extended period. It would take additional time to turn over the

existing fleet of vehicles. Even in the most aggressive scenarios, higher efficiency

would only slow, not reverse, the projected growth in consumption of motor fuels. Even

the most optimistic perspectives in this report imply a huge cost to eliminate United

States dependence on foreign oil. 

Third, it is misleading to attribute the costly U.S. presence in the Middle East

solely to the nation’s high degree of oil dependence and to argue that import reductions

could significantly reduce the costs of Middle East involvement. As noted, materially

reducing U.S. oil imports would be extremely costly—and the rest of the industrialized

world would remain highly dependent on uncertain Middle East oil supplies. Moreover,

the U.S. presence in the Middle East serves ends beyond oil security. Reducing U.S. oil

imports by some percentage would do little to lessen this presence.

Domestic Energy Security

In this section of the paper we review the key components of energy security

from the perspective of reliability and price volatility in electricity and motor fuels

markets.

Reliability is Important

The economic impacts of electricity system disruption are potentially enormous.

Most estimates place the value of lost load (VoLL) in the range of $3000 to $20,000 per
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megawatt-hour. Even the low end of this range is nearly 100 times the typical wholesale

price of power and nearly 10 times prices experienced in California during the worst of

the recent market meltdown. 

Moreover, a recent “best estimate” by the North American Electricity Reliability

Council (NERC) was that California would be unable to serve an average of 5 percent

of demand during 260 peak summer hours. Assuming that VoLL was $10,000 per

MWH, outages of this magnitude would impose costs of nearly $6 billion. Fortunately,

these outages did not occur. More widespread disruptions could have a huge impact.

Even less severe supply-demand imbalances can contribute directly to price volatility,

such as those experienced in California beginning in the summer of 2000. While the

episodes of price volatility may only last a few months, they have implications for both

household well-being and the profitability of businesses heavily dependent on

electricity (including high-tech businesses).

In motor fuel markets, recent supply problems have been reflected in increased

price volatility and regional price spikes. Volatility in California fuel prices has

increased dramatically since 1996, with major price spikes in 1999 and 2000. The

Chicago-Milwaukee area also experienced price spikes in 2000 and 2001. In both

regions, prices deviated from the trend relationship to crude oil prices by as much as 50

cents a gallon, and shocks persisted for months. These price shocks are not the end of

the world for the economy as a whole because they don’t last too long, and they affect

only motor fuels. But they are a drain on household income, they are especially difficult

for people of modest means, and they can be very politically disruptive.

Electricity Policy Has Not Adequately Addressed Reliability Concerns

In the traditional system of regulated and integrated electricity systems, as it

existed prior to the advent of competitive wholesale power markets and retail

competition in many states during the late 1990s, reliability issues were dealt with

largely through voluntary efforts by industry players with support from regulators. This

involved everything from increased generation elsewhere to compensate for local

supply shortfalls to sharing of resources to restore lost transmission capacity (downed

lines). However, this voluntary approach increasingly won’t work with competitive

generation markets. There is in this new market condition an incentive to “lean” on
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others to incur costs of maintaining reliability that can no longer be recovered through

regulated rates. This incentive implies an under-provision of reliability relative to

society's overall interest. There is also a possible ability to seek commercial advantage

in a way that may compromise system reliability – for example, by denying a competing

generator access to the transmission system in the name of reliability in order to

increase profitability of generation operated by the transmission owner.

From the perspective of basic economic theory, we can say that reliability

cannot be handled exclusively by private markets or state policies because reliability

has aspects of a “public good” – access to reliable power depends on behavior of all

parties throughout the interconnected grid, and all benefit from the shared provision of

reliability. There is some scope for private acquisition of extra reliability. But because

the system transcends state boundaries, action is needed at the federal level to promote

the establishment of mandatory reliability rules. 

Environmental Regulation of Motor Fuels Arguably Has Exacerbated Price Volatility

Regulation of motor fuels has achieved major environmental benefits in the

United States. The phase out of leaded gasoline, begun in the 1970s and completed in

the 1980s, significantly reduced measured concentrations of lead in children’s blood

and also made possible the use of catalyst technology to sharply reduce tailpipe

emissions of hydrocarbons, nitrogen oxides, and carbon monoxide. In the 1990s,

gasoline reformulation standards mandated the use of cleaner-burning fuels that further

reduced emissions of conventional pollutants and air toxics. However, recent decisions

on implementing fuel programs taken by local and state governments have resulted in a

dramatic proliferation in the U.S. in the number of fuel specifications for environmental

reasons (multiple varieties of reformulated gasoline, oxygenated gasoline, region-

specific limits on vapor pressure, etc.). There are multiple motivations for such

"regulatory tailoring," with varying degrees of legitimacy. The approach avoids “one

size fits all environmental regulation,” which can cause a costly mismatch between

product standards and environmental pressures in various regions. Tailoring also

responds to local political pressures, such as ethanol use in the corn belt.

However, one side effect of tailoring (or balkanization) has been to limit an

effective supply response when inevitable breakdowns in the fuel production or
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transportation systems occur, since different fuels cannot substitute for each other.  To

date, regulatory planners have focused their analyses exclusively on how regulations

affect the cost of producing fuels, without consideration of how such programs affect

reliability and price volatility. Regulators need to develop more realistic analyses, and

explicitly consider the impact of tailored regulations on fuel prices in realistic scenarios

where supply chain breakdowns can occur. Taking account of price volatility does not

necessarily favor less stringent fuel specifications – the largest net benefits could be

provided by a policy that standardizes on a more stringent fuel formulation. 

Intersection of Critical Infrastructure Protection (CIP) and Reliability

The events of September 11 highlight a new dimension of the energy security

problem – the possibility of terrorist attacks on energy infrastructure. A thorough

treatment of this issue is beyond the scope of the paper. However, we can note that there

are two distinct types of energy-related CIP threats. One is attacks seeking to disrupt an

energy system – a reliability issue. the other is attacks on energy infrastructure assets

designed primarily to terrorize via impacts outside the energy system – not a reliability

issue in the traditional sense. In this latter type of attack, the energy system is a weapon

rather than the ultimate target. 

Under traditional reliability criteria, electricity systems are designed to operate

without disruption under high-demand conditions even when the largest generator or

transmission line serving a region is not available for use. Traditional reliability

planning does not, however, address impacts beyond the electricity system that might

result from attacks on electricity infrastructure.  An attack on a nuclear power reactor,

or its spent-fuel storage pool, could have far-reaching effects notwithstanding the ability

of the electricity system to reliably serve load without the lost generating capacity.

Energy infrastructure assets that are not easily replaced, repaired, or worked around are

a particular concern for recovery planning. This is a concern in that customized capital

facilities with limited alternatives or reserve capacity exist in all parts of the energy

infrastructure.
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Policy Implications

Oil Security

The Bush administration favors increasing domestic energy production to reduce

dependence on foreign oil, along with some limited efforts to expand energy efficiency

and alternative energy resources. Following the release of the administration's plan,

legislation was introduced in the House of Representatives to offer new tax breaks for

domestic energy, including petroleum, and open the Alaskan National Wildlife Refuge

to petroleum exploration and production. Critics of the plan argue against ANWR

drilling and for greater efforts to improve energy efficiency (in particular vehicle

efficiency), as well as to develop and expand the long-term use of domestic renewables.

Understanding the logic of the international oil security problem helps one sort

through this welter of conflicting proposals. As noted, increasing US domestic

petroleum output will do relatively little to enhance energy security. A big increase in

U.S. output could heighten competition for OPEC in the short to medium term, thereby

moderating oil prices somewhat. But U.S. oil production is simply too high-cost (and

reserves too limited) for increases in domestic output to affect OPEC much, especially

over the long haul. Moreover, while increased U.S. output might fractionally reduce the

probability and severity of disturbances in the world oil market, it will also increase

vulnerability to the extent that it helps keep prices down and discourages longer-term

reductions in the oil-intensity of overall economic activity. Again, the problem is total

consumption relative to economic activity, not import dependence or sources of

imports. Finally, the social cost of expanding domestic supplies by developing higher-

cost resources and granting more indirect subsidies is likely to be considerable.

A corollary of this reasoning is that the energy security argument for drilling in

ANWR is at best weak. Opening up ANWR can be debated on economic and

environmental grounds (that is, the oil assets in ANWR have a social value if exploited,

but so does preserving environmental conditions there). Output from ANWR could

increase competition for OPEC in the medium term. But OPEC already faces and will

continue to face competition from increases in other non-OPEC oil supplies, and the

strength of OPEC’s market power remains open to debate. And increased ANWR

output will fractionally reduce U.S. energy security by helping to maintain a more oil-

dependent economic system. 
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The key to increasing U.S. oil security, from a macroeconomic perspective, is

reducing the petroleum intensity of economic activity. Hot debate continues over how

cost-effective conservation might be. The National Academy study of vehicle fuel

economy concluded that energy security benefits might be worth between 2 cents and

24 cents a gallon of gasoline, with a "best guess" of 12 cents. (Our own view is more

conservative.) Embedding these values in petroleum prices by, for example, a gasoline

tax would only fractionally increase energy efficiency, though the increase would grow

over time as vehicle purchases adjusted. And even if optimists are right about the low

cost of regulated increases in fuel economy, these increases would come nowhere near

eliminating exposure to macroeconomic adjustment costs.

While conservation and energy efficiency improvements can help enhance

energy security, a more robust policy program would include other measures. In the

shorter term, the government must figure out how to use the Strategic Petroleum

Reserve more effectively. The Bush administration has restated the old and misguided

view that the roughly 550 million barrel Reserve should be used only for some

undefined "emergency," not as a way of altering market prices. But if the energy

security problem is fundamentally related to jumps in energy prices, should not

moderating those prices be a central policy goal? In the past some analysts have called

for treating the Reserve as a publicly provided source of supplemental supply that the

private sector can bid for through options contracts like those that already exist in

commodity exchanges. That approach needs to be dusted off and seriously considered,

together with a small excise tax on all petroleum consumption to pay for operating the

Reserve. Otherwise the Reserve should be emptied and the funds from its sale devoted

to more worthwhile purposes. Along with a better plan for managing the Reserve,

policy makers need to consider additional ways to reduce bottlenecks to increased

energy supplies (like constraints on natural gas pipeline capacity) and to cost-effectively

protect low-income groups from the full brunt of energy price jumps.

Domestic Energy Security: Electricity, Fuels and Infrastructure

We have argued that federal action is necessary in the electricity sector to create

institutions to assure reliability, which is at least in part a public good. However, since

government itself lacks the expertise to directly regulate reliability and the high degree
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of grid integration with Canada makes direct control by US governmental authorities

unworkable, government approval and oversight of an industry-based reliability system

with mandatory participation is the preferred approach. The Senate version of the

energy bill includes an electricity title that, among other provisions, establishes a

reliability regime along these lines. Careful attention will also need to be paid to

operational reliability issues, since control of transmission lines in the U.S. is spread

across a large number of utilities with a mix of public and private ownership. Regional

Transmission Organizations (RTOs) , which federal regulators are trying to encourage,

would be a natural focus/locus for reliability management activities within this system,

but they are not yet formed. The opposition of state-level regulators to any institutional

changes that would reduce their control over transmission rates and capacity expansion

decisions is a major impediment to progress in forming effective RTOs.  

While supporting a role for the federal government in providing reliability, we

must also note that markets often play a vital role in providing reliability and limiting

price volatility. The corollary of this observation is that government actions may be

needed to remove impediments to the effective functioning of markets.

In electricity markets, both demand and supply factors contribute to price

volatility and reliability problems. When prices skyrocket, as they did in California, one

key issue faced by policymakers is the likely effect of public policies to mitigate

wholesale power prices on reliability.  If power markets are workably competitive,

policy interventions to reduce wholesale prices can compromise future reliability by

reducing incentives to add capacity where it is needed. But if markets are more

oligopolistic, price mitigation can actually improve short-term reliability by preventing

capacity withholding. It follows that policies to promote effective competition in power

markets, including incentives for capacity construction as well as dispatch, can augment

reliability. But this requires attention to a host of difficult issues, including transmission

siting and access.

Meanwhile, lack of demand responsiveness to real-time conditions in both

traditional and restructured power markets has been a major problem. While spot prices

in competitive wholesale markets reflect real-time conditions, these prices do not affect



Séminaire “US Oil Dependency and Energy Security”, Ifri, Paris, 30 mai 2002
A paraître dans la Revue de l’Energie, Décembre 2002.

12

contemporaneous consumer rates and behavior. This is unfortunate since, as comparable

experience in natural gas markets shows, even a modest curbing of demand can be

extremely helpful in maintaining reliable service and mitigating price spikes. (The

natural gas experience in the U.S. involves short-term curtailment of industrial demand

in cold weather, when home heating demand is high.) Improved demand response can

also help to curb the exercise of market power by generators. Many analysts believe that

the use of market power by generators contributed to the large price spikes in California

and caused wholesale power prices to remain above competitive levels in the Middle

Atlantic States. 

Overall, there are several reasons to expect favorable developments on both the

demand and supply side of the electricity reliability equation in the U.S. Significant

generation capacity is being added, often close to load centers. Demand-response

programs are being added. Lastly, and especially significantly, real-time metering

technologies are becoming cost-effective. This will facilitate real-time pricing

throughout the electricity market, contributing to a strengthening of both conservation

incentives at peak periods and the construction of more distributed generation to serve

local and/or peak loads. Further policy reforms in the electricity sector need to avoid

blocking these developments.

In motor fuel markets, short-term demand response to price changes is already

playing its appropriate role – there is little scope for policy to improve the demand

response in these markets. Many proposed policies, such as short-term cuts in state

gasoline taxes, are likely to have no significant effect on price volatility or provide real

relief to consumers. Prices must still rise to a level that matches demand with available

supply, so the main effect of tax reductions is to increase sellers’ profits.

In these markets, as already noted, the key determinants of reliability/volatility

are on the supply side. They include fuel specification rules that divide regional

markets, and environmental and other rules affecting refinery capacity. (Expectations of

policies affecting projected fuel consumption levels, such as fuel economy standards

and alternative fuel mandates, can be a significant deterrent to adding capacity needed



Séminaire “US Oil Dependency and Energy Security”, Ifri, Paris, 30 mai 2002
A paraître dans la Revue de l’Energie, Décembre 2002.

13

to meet short-term requirements.) Moreover, reliability and price volatility challenges in

motor fuel markets seem likely to grow, due both to these factors and other

developments like uncoordinated curtailment of the use of MTBE (an additive used in

most reformulated gasoline) by individual states that could further increase

balkanization. Policy makers need to consider the effects on price volatility as they

contemplate these developments, leading perhaps to policies with less balkanization and

a less brittle supply chain.

Critical infrastructure protection in the light of terrorist threats is an emerging

policy challenge. There is wide support in Congress and the Administration for

significant increases in government expenditures for this purpose.  Less thought has

been given to how resources should be allocated in a situation where it is not possible to

provide complete protection against all threats all of the time. One way to begin to

address the allocation issue is to more systematically quantify the social value of

avoiding energy supply disruptions. The likelihood of a wide range of values across

different energy applications may suggest pursuit of a “mixed strategy” in which efforts

to protect the traditional energy supply infrastructure are coupled with additional back-

up energy supplies to serve uses where the social value of service interruptions is

especially high. 

Conclusion

Over the longer term, affordable energy security – international and domestic –

will come mainly from increasing both the diversity of energy sources and the

responsiveness of energy consumption to price changes. One policy would be to expand

the use of vehicles that use both gasoline and other fuels. Even better, for the long term,

may be moving toward highly efficient and (eventually) nonfossil-based energy systems

like hydrogen fuel cells. Unfortunately, most of the highly desirable new energy

systems probably are still years (or even decades) away from large-scale commercial

adoption. That may not be too long to wait if one views the energy security problem as

manageable in the short term through the Strategic Petroleum Reserve and other

measures, including unavoidable diplomatic and military efforts to protect oil supplies,
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along with sound public policies to promote greater flexibility in domestic energy

markets. 

Accelerating the pace of energy diversification would mean more public

spending on a much more concerted effort to overcome technical hurdles. It would also

require a change in the economic condition of energy markets—in which low fossil fuel

prices make advanced technology development and diffusion unprofitable. We can get

as much energy security as we are willing to pay for through a combination of higher

current energy prices and increased R&D efforts. But we cannot get something for

nothing, at the end of a drill bit or otherwise.
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