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At present physical protection for the front end of the nuclear fuel cycle is typically at a
significantly lower level than at any other part of the nuclear fuel cycle. In view of past
experiences (Israel, South Africa, Pakistan, India) it is feasible to take into consideration
some generic threat scenarios, potentially resulting in loss of control over uranium or thorium,
respectively their concentrates, such as:

• Illegal mining of an officially closed uranium- or thorium mine;

• Covert diversion of uranium- or thorium ore whilst officially mining another ore;

• Covert transport of radioactive ore or product, using means of public rail, road,
ship, or air transport;

• Covert en route diversion of an authorized uranium- or thorium transport;

• Covert removal of uranium- or thorium ore or concentrate from an abandoned
facility.

The Stanford-Salzburg Database on Nuclear Smuggling, Theft, and Orphan Radiation
Sources (DSTO) contains information on trafficking incidents involving mostly uranium, but
also some thorium, from 30 countries in five continents with altogether 113 incidents in the
period 1991 to 2004. These activities range from uranium transported in backpacks by
couriers in Afghanistan, to a terrorist organisation purchasing land in order to mine covertly
for uranium in Australia, and the clandestine shipment of almost two tons of uranium
hexafluoride from Asia to Africa, using the services of a national airline. Potential participants
in such illegal operations range from entrepeneurs to members of organized crime,
depending on the level of sophistication of the operation. End-users and "customers" of such
illegal operations are suspected to be non-state actors, organisations or governments
involved in a covert operation with the ultimate aim to acquire a sufficient amount of nuclear
material for a nuclear device. The actual risk for these activities to succeed in the acquisition
of an adequate amount of suitable radioactive material depends on one or several of the
following pre-requisites in order to breach the current level of security at mining and milling
facilities: covert political support; covert support by members of the security forces and/or
intelligence community; adequate transport capability for bulk shipments of material by rail,
road, ship, or air; corruption at the level of Government officials, such as export control
agencies, customs officers, and border guards. The number of illicit trafficking cases
involving uranium and thorium that are known to have occurred shows that the current
system of physical protection and accounting is in need of improvement. In order to reduce
this risk in the future a series of practically applicable actions are recommended.
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