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In support of United States Government (USG) and International Atomic Energy Agency
(IAEA) nuclear security programs, Sandia National Laboratories (SNL) has advocated and
practiced a risk-based, systematic approach to nuclear security. The risk equation has been
developed and implemented as the basis for a performance-based methodology for the
design and evaluation of physical protection systems against a design basis threat (DBT) for
theft and sabotage of nuclear and/or radiological materials. Integrated systems must include
technology, people, and the man-machine interface. A critical aspect of the human element
is training on the systems-approach for all the stakeholders in nuclear security. Current
training courses and workshops have been very beneficial but are still rather limited in scope.
SNL has developed two primary international classes - the International Training Course on
the Physical Protection of Nuclear Facilities and Materials, and the Design Basis Threat
Methodology Workshop. SNL is also completing the development of three new courses that
will be offered and presented in the near term. They are (1) Vital Area Identification
Methodology focused on nuclear power plants to aid in their protection against radiological
sabotage, (2) Insider Threat Analysis Methodology and Protection Schemes, and (3) Security
Foundations for competent authority and facility operator stakeholders who are not security
professionals. In the long term, we envision a comprehensive nuclear security curriculum
that spans policy and technology, regulators and operators, introductory and expert levels,
classroom and laboratory/field, and local and offsite training options. This training curriculum
will be developed in concert with a Nuclear Security Series of guidance documents that is
expected to be forthcoming from the IAEA. It is important to note that while appropriate
implementation of systems based on such training and documentation can improve the risk
reduction, such a systematic approach may also identify technology gaps or limitations and
may also guide policy and procedure decisions.
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