
 
 

  

Abstract. The 25+ laboratories of the European Fusion 
Development Agreement (EFDA) have been increasingly using 
remote participation technologies for collaborative work on 
several experiments. We present an overview of the technologies 
that are employed to provide remote data access, remote 
computer access, and teleconferencing. We also deal with 
computer network requirements, and support and documentation 
needs. The biggest application of these tools has been the joint 
scientific exploitation of the JET Facilities. Increasingly other 
experiments are operated as shared facilities, and the RP tools are 
being used in this context. For remote data access there is a clear 
trend towards MDSplus as common data access layer for multi-
experiment data access. Secure Remote Computer access is 
converging on two different solutions. Videoconferencing is also 
converging on two partially interoperable solutions, whereas the 
sharing of presentation material is converging on one solution. 
Remote Control Room participation is being used in two labora-
tories. Network monitoring has been developed and is now in 
routine use. The RP work is being done at many laboratories and 
is co-ordinated by EFDA. A number of items in several fields 
need still to be tackled and an overview of these is presented. 

I. INTRODUCTION 

Remote Participation (RP) technologies comprises tools that 
enables fusion scientists/engineers and administrative/ 
management staff to participate virtually in meetings 
anywhere, and to collaborate remotely as if they were in the 
same office. Furthermore, it provides tools that enable more 
specifically scientists/engineers to participate remotely in 
experimental programs as if they were in the experiment’s 
control room, and to do so on experiments at different 
laboratories, and to collaborate in the design of new experi-
ments or improvements to existing ones. The RP tools can be 
broadly grouped into five topics: Remote Data Access (RDA), 
Remote Computer Access (RCA), Teleconferencing, Network 
Infrastructure, and Support/Documentation. 

II. SCOPE 
The technology is being deployed in the laboratories of the 

European Fusion Development Agreement (EFDA) [1]. More 
specifically, this means providing remote computing & 
communication for the JET Facilities where more than 500 
scientists (from Europe and beyond) work on the JET machine 
in the EFDA framework, most of whom are, at best, periodic 
visitors to the JET site, and for the wider European fusion 
research community, which consists of 9 major experiments 
besides JET, and comprises of 25+ laboratories in 19 
European countries. Recently, several countries that aspire to 
European Union membership have also joined the programme. 
In addition, the services have to cater for other collaborations, 
typically Universities, for the European ITER design effort, 
and for the EFDA organisation itself. 

 
 

III. ORGANISATION 
RP activities in the laboratories are loosely co-ordinated by 

two part-time technical co-ordinators. No central financing is 
available, and the programme is based on voluntary contri-
butions from the participating organisations. Several groups 
with partially overlapping membership have been established: 
There is one Technical Contact Person per laboratory through 
whom passes all dialogue to and from the Co-ordinators, Users 
and Management. The Users Group represents the JET users 
and Physics Task Forces. A dedicated Teleconferencing Group 
looks at teleconferencing techniques and standards. A 
Computer Network Security Group looks at security concerns 
about RP tools. In addition, there is a self-organising MDSplus 
ad-hoc Group set up by the JET collaborating physicists to 
look at adapting JET data access to MDSplus [2], and a 
network of network experts at the laboratories.  

IV. REMOTE DATA AND COMPUTER ACCESS 

A. Multiple-site Data Access 
Traditionally, experiments in Europe had worked, with few 

exceptions, with locally developed data access and file 
systems, with the consequence that data access methods for the 
different experiments were not uniform. With the increase in 
cross-experiment work and collaboration between the labo-
ratories, the user pressure for a uniform access method for data 
from different experiments has built up. Even in absence of 
any formal decision, MDSplus1 is emerging as the de-facto 
standard in the European experiments. It is being used as 
native system on RFX (Italy) and TCV (Switzerland); it is 
used as a uniform access layer on top of native systems at 
ASDEX-U (Germany), FTU (Italy), JET (UK), Tore Supra 
(France).  

Several aspects have to be tackled in the near future. 
Remote data read access has to be made completely secure, 
and authentication needs to be incorporated. Additional 
security has to be built into the system before remote write 
access can be made generally available. There is a strongly felt 
need for uniform signal and tree naming conventions across 
experiments. Also the proliferation of different data visuali-
sation programs at present in use in the EFDA laboratories 
(IDL, MatLab, jscope [3], Cview [4], SciLab [5]; JETDSP [6]) 
needs addressing. 

Whilst MDSplus is a good general solution for most 
experiments it is not suitable in its present form for long-pulse 
experiments. Such an MDSplus long-pulse extension would 
 

1  MDSplus was originally jointly developed by the magnetic fusion 
groups at MIT, Los Alamaos National Laboratory, and RFX Padova 
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make MDSplus ITER-relevant. It should be developed, and 
then tested on today’s long-pulse experiments, in the first 
instance on Tore-Supra. 

If RDA is to become widespread, it needs to be combined 
with an efficient and reliable way for remote process synchro-
nisation. This will allow synchronising the data acquisition at a 
remote experiment site with the data evaluation tasks at 
another site. In fact, MDSplus already includes an “event 
scheduler” [7]. This has been little used so far, but has recently 
been put in use to run data evaluation tasks on computers at 
Canada’s IRNS in synchronism with data acquisition from 
Tore Supra in France [8].  

B. Status of Remote Experiment Participation and 
Computer/Data Access 

A survey in 24 European laboratories/research units has 
provided quantitative information about remote experiment 
participation, including data and computer access.  

All Euratom laboratories have strong collaborations with 
JET, implicating up to half their staff, and up to 25% of staff 
visiting JET in one year. In addition, most laboratories use 
Remote Computer or Data Access also to other 
laboratories.RCA is implemented in many laboratories, but 
methods vary widely: SSH [9] (15 locations); Citrix [10] in 
various configurations (five locations), One-time passwords 
and SecurID token cards [11] (one location each). However, 
with JET using SecurID plus Citrix, this combination is by far 
the biggest single remote access installation. 

Of the 10 major experiments within EFDA, nearly all allow 
RDA in various forms, with MDSplus data access - provided 
on six machines - being the most widely used method. Nearly 
all experiments provide RCA, with SSH (at six experiments) 
being the most frequent method, followed by Citrix (at three 
experiments). Five experiments have remote control room 
participation (of varying degrees). 

C. RCA Concerns and Developments 
Several areas of RCA require further investigation. Several 

laboratories would like to see SSH banned from use as it does 
not allow any monitoring of the traffic contents that flows 
through the pipe once the connection is established, and 
authentication cannot be enforced. A VPN-based solution 
could be preferable, as this would at least allow traffic moni-
toring. Other laboratories are concerned about the cost of the 
SecurID/Citrix solution (as used on JET); and some users 
consider this kind of authentication too cumbersome.Amongst 
the envisioned developments we should mention the 
combination of SecurID authentication and VNC [12] (Virtual 
Network Computing) [13]. Such SecurID-authenticated VNC 
connections could provide direct remote access to Unix and 
Linux machines without the additional stage of the Citrix 
gateway (as at present at JET). Another variant under 
investigation is SecurID-authenticated SSH access, which 
would add positive authentication to the SSH pipe [14]. 
Another way of making SecurID less cumbersome and more 
attractive is the installation of a shared SecurID server for 

access to different experiments and hence the use of the same 
SecurID card for access to several sites. A prototype at JET 
and RFX is being installed [15]. 

V. TELECONFERENCING  
Teleconferencing in the widest sense is being increasingly 

used in the European fusion programme. 

A. Teleconferencing Tools 
Teleconferencing makes use of a number of tools in 

different combinations depending on the usage scenario. The 
tools comprise: 

– Instant Messaging ("chat") 
– Audio & Video (“videoconferencing”) 
– Desktop Sharing  
– Administration (meeting booking, directories) 
– Meeting Broadcast 
– Recording and on-demand-replay of meetings 

B. Instant Messaging 
Instant Messaging is an increasingly popular communi-

cations tool. It is less intrusive than telephone, and it is more 
interactive than e-mail. Initially, the public-server “Yahoo 
Messenger” [16] was widely used in the EFDA community. It 
is now being phased out because of serious security concerns 
at several laboratories. It has been replaced by an EFDA-
Garching-based secure private server that runs the open-source 
“Jabber” protocol [17]. Jabber uses an XML-based message 
protocol (XMPP [18]) and a well-chosen port that can easily 
be routed through firewalls. For EFDA, additional SSL 
encryption is applied. Unlike on Yahoo Messenger, file 
transfer and audio/video are blocked on the server to conform 
to an EFDA policy decision. Freeware clients are available for 
many different platforms [19]. 

C. Audio and Video 
The videoconferencing situation in the European fusion 

laboratories is unsatisfactory, as several different approaches 
are in use. This ranges from telephone-only conferencing 
(using commercial phone conferencing services), through 
H.320 (ISDN-based) videoconferencing [20] to IP-based 
videoconferencing. The IP-based conferencing is divided into 
two “camps” that are only partially interoperable: H.323 
clients connected to an H.323 Multipoint Conferencing Unit 
(MCU) [21] and VRVS [22] with Mbone [23] or H.323 
clients. 

IP-based conferencing is increasing, with firewalls that are 
present at nearly all laboratories causing a major stumbling 
block, in particular when sites with H.323 installations are 
involved. The H.323-only laboratories use a single H.323 
gatekeeper (located at IPP Garching [24]) and connect to a set 
of redundant MCUs operated by DFN, Germany [25]. Labo-
ratories that use VRVS connect to dedicated fusion virtual 
meeting rooms through the “reflectors” of VRVS, which is 
operated and maintained by Caltech.  

From a recent user survey it results that 19 out of 23 labo-



 
 

ratories maintain teleconferencing rooms, of which: 
– 9 are VRVS/Mbone only  
– one is H.323/H320-only  
– 7 are dual-standard H.323/H.320 and Mbone 
– 2 are phone-only 
– one room is H.320-only. 
Telephone backup is installed at 50% of meeting rooms. 
In contrast to the high number of equipped meeting rooms, 

there are only surprisingly few individual desktop stations: 
– 41 using VRVS/Mbone   
– 17 using hardware or software H.323 clients. 

D. Desktop and Presentation Sharing 
The capability to share a computer desktop is an essential 

collaboration tool in remote dialogue and for sharing 
electronic slides in remote meetings. 

The European Fusion community has de facto adopted VNC 
as standard solution. VNC is fully open source, widely used 
and hence well supported. VNC servers and viewing clients 
are available for most platforms; in addition the viewer is 
available as Java version to be run from any web browser. 

Today VNC is being routinely used not only for slide 
presentations in remote meetings and in desktop-based 
teleconferencing, but also for control-room screen broadcast, 
(slow) web-cam broadcast, and for engineering design work. 
When used for slide sharing with many simultaneous viewers a 
VNC “repeater” is used (mainly to avoid overloading the 
computer from which the slides are presented, which normally 
is a desktop computer). Two such repeaters are at present in 
active use: at JET (known as JTV [26]) and at DRFC 
Cadarache (known as TSTV [27]). In addition, a VNC-based 
slide sharing facility is part of VRVS and can be used together 
with the videoconferencing. 

E. Teleconferencing to-do-list 
Despite the relatively good availability of teleconference-

enabled meeting rooms, the actual use of the technology is less 
advanced. The main problem is the limited interoperability 
between the different IP-based approaches and shortcomings 
of both the VRVS/Mbone and the H.323 approach. Neither of 
the two systems has a clear advantage over the other, espe-
cially if one wants to cover the full spectrum from desktop-
based conferencing to fully interactive, meeting-room based 
arrangements. Both approaches suffer from hardware and soft-
ware incompatibilities, even if not mixed. With Mbone tools 
this applies essentially to the front-end equipment, whereas 
with H.323 there is a large variety of implementations of the 
actual H.323 set of standards and of many, often company-
dependent extensions. Also the compatibility of some popular 
software clients with MCUs is limited. Furthermore, getting 
H.323 to work through firewalls requires gatekeeper software 
(a reasonably stable prototype implementation is working at 
IPP Garching and serving the entire European Fusion 
community [24]) and suitable firewalls. 

Installation of office-based (desktop) videoconferencing is 
lagging considerably behind the meeting room systems. They 

suffer particularly from equipment and system incompati-
bilities and are at present basically only used by a few expert 
users. Progress in this area would considerably increase inter-
action between researchers, but would also require a consid-
erable increase of support manpower.  

The present VNC repeaters are limited in number of chan-
nels and require support manpower for the settings. We would 
like to have a fully self-service slide reflector system that can 
serve the entire European Fusion community. 

A few laboratories have installed interactive electronic 
whiteboards (“SmartBoard” [28]), an approach that is widely 
used in distance teaching. In fact this tool, in combination with 
desktop sharing (as described above), can considerably 
increase the efficiency of engineering teleconferencing. DRFC 
Cadarache are routinely using a SmartBoard together with 
telephone-based audio for engineering and physics work. 

Some prototyping and preliminary tests have been done with 
audio-only Internet-based streaming of presentations, which, in 
conjunction with slide sharing, could provide an additional, 
lower-cost means of non-interactive remote meeting partici-
pation. Also some preliminary work has been done on meeting 
recording & on-demand replay.  

F. Real-time Control Room Participation  
DRFC (France) and INRS (Québec, Canada) operate jointly 

the Langmuir probes on Tore Supra [8]. For this purpose a 
fully operational remote control room participation scenario 
has been implemented that allows the physicists in Canada to 
take part in real time in the TS experiment, to operate the 
diagnostic and to analyse data in synchronism with TS 
operation [29]. This employs several RP techniques. There is a 
participation station (two PCs with audio/video peripherals) in 
the TS control room and a similar station at IRNS. Video-
conferencing uses VRVS with Mbone tools. Passive screen 
sharing is implemented in both directions via VNC. Secure 
remote computer login at DRFC is provided to the Canadian 
physicists via encrypted Citrix. In particular, this is used for 
access to the DRFC data system. Data analysis tasks on INRS 
computers can be synchronised with the TS pulse sequence. 
Synchronisation is based on MDSplus events [7]. 

The University of Barcelona (Spain) has installed and 
remotely operates the NPA diagnostic on the TJII Stellerator 
in Madrid (Spain) [30]. This remote diagnostic uses similar 
concepts but different technical solutions. In particular it 
employs the PAPI [31] authentication and authorisation 
scheme for the remote access.  

At DRFC Cadarache a remote “extension” of the JET 
control room has been installed and is in frequent use. This 
makes use of JET’s standard remote access tools, and provides 
a VRVS/Mbone teleconferencing station. It is equipped to 
relay a subset of the JET pulse sequence displays (via JTV). 

VI. NETWORK ISSUES 
All European Fusion laboratories are connected, via local 

connections through the trans-European high-speed network 



 
 

GEANT [32] that connects the national research networks. RP 
tools depend on the quality of these interconnections. 

In addition to the network monitoring facilities of the 
national research networks, several continuous monitoring 
sites are in place at fusion laboratories, providing fast end-to-
end assessment of connectivity to most European fusion sites.  

Another network issue is Internet traffic prioritisation, to be 
able to give priority to real–time traffic. This issue would 
require more attention, but we are limited to a briefing watch 
by lack of resources. 

VII. SUPPORT AND DOCUMENTATION 
The use of RP technology requires adequate support both in 

terms of personnel and in the form of access to information. 
One of the bigger stumbling blocks is the fragmentation of 
web sites: most laboratories have valuable local web sites, but 
they are mutually inaccessible, as they are restricted to internal 
access. What is needed, but has not yet been even conceptually 
defined, is a European Fusion Intranet, i.e. a virtual European 
Fusion web site, with a good search facility and an efficient 
authentication and authorisation system.  

It should be underlined that the use of RP technology 
complements, but does not replace the physical movement of 
researchers. When a researcher is visiting at another lab he 
needs RP facilities back to his home laboratory. Hence sites 
with shared facilities have to provide full “reverse” access to 
home laboratories. Furthermore, with more mobility, RP 
facilities need also be increasingly accessible for scientists “on 
the road”. 

Another big cost factor, easily overlooked in this context, is 
the human support, like  

– Training of RP Support Personnel 
– Training for RP Users 
– Local support for RP users 
– Central Support for Teleconferencing Users. 

VIII. CONCLUSION 
JET has operated successfully under the new shared-

exploitation scheme and RP technology has made a consid-
erable contribution to this. There are about 500 remote JET 
collaborators worldwide who now routinely use remote data 
and computer access. Scientific Task Force and Data Vali-
dation Committee meetings are routinely held as interactive 
teleconferences. Technical seminars are being broadcast. All 
events can include presentations given from remote locations, 
and make use of the JTV service for slide transmission. 

Remote collaborations at other experiments have started and 
are entering the routine phase; new ones are being initiated, 
e.g. between the Italian and French laboratories. 

On the other hand it has to be admitted that the deployment 
of the technology is clearly lagging behind the experimen-
talist’s needs, in particular in the sector of videoconferencing. 
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