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요  약  문 
 

 

 

본 보고서는 ARP 1400 디지털 원자로 보호계통의 신뢰도 평가결과를 나타

낸다. 신뢰도 평가범위에는 원자로정지를 발생하는 기기 및 운전원의 인적오

류를 포함하였다. 또한 신뢰도분석에는 주요 기기에 대한 민감도 분석뿐만 

아니라, 안전과 관련된 사항에 대해 운전원이 일으킬 수 있는 인적오류에 대

한 신뢰도를 분석하였다. 본 보고서에 수록된 모델링 경험, 상세 입력자료를 

바탕으로한 신뢰도 평가결과는 설계 최적화뿐만 아니라 Risk Informed 

Regulation에 활용할 수 있다.  
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SUMMARY 
 

 

Reliability analysis was carried out for the protection system of the 

Korean Advanced Pressurized Water Reactor – APR 1400. The main 

focus of this study was the reliability analysis of digital protection 

system, however, towards giving an integrated statement of complete 

protection reliability an attempt has been made to include the shutdown 

devices and other related aspects based on the information available to 

date. The Sensitivity analysis has been carried out for the critical 

components / functions in the system. Other aspects like importance 

analysis and human error reliability for the critical human actions form 

part of this work. The framework provided by this  study and the results 

obtained shows that this analysis has potential to be utilized as part of 

risk informed approach for future design / regulatory applications.  
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1. INTRODUCTION 
 
Reliability analysis of protection system is performed as part of the Probabilistic Safety 
Assessment (PSA) of the nuclear plants. The protection system reliability forms a vital 
element of any PSA study and to a great extent the accuracy of any PSA study depends 
on the results of the reliability analysis of protection system. The reason is, failure of 
protection system contributes to severe reactivity related plant transients in general and 
Anticipated Transients Without Scram (ATWS) in particular. The USNRC document 
NUREG-1050 [1] provides data on contribution of protection unavailability to the net 
Core Damage Frequency (CDF). The document clearly shows that the ‘risk worth 
ration’ with regards to core melt frequency is maximum for the protection system for 
most of the nuclear plants covered under this study.  
 
Reliability analysis of protection system has been carried out for the Korean Advanced 
Pressurized Water Reactor – APR 1400. The design of this plant uses many state-of-the-
art features in order to achieve the current regulatory safety goals and the expected 
availability requirements of the plant.  One of the important features of the plant is the 
use of digital technology in the design of the control & instrumentation system of the 
plant. The digital technology offers numerous advantages over the conventional analog 
technology, which include compact design with less number of components, significant 
reduction of interconnections, drift free operation, stability and high precision of set 
points, high fault tolerance capability, low distortion in the process of information 
transferring, insensitivity to spurious signals and circuit deviations, etc. Added 
advantages of use of digital technology in reactor protection system are higher 
capability for implementation of complex algorithms, lower failure probability, on-line 
self-checking, self-diagnosis and friendly man-machine interface. The above listed 
features along with the incorporation of defense-in-depth safety principles like  
diversity, redundancy and fault tolerance are expected to result into lower failure 
probability for digital protection compared to its counter part – the analog protection.  
 
The main focus of this work is on the modeling of the digital protection system, 
however, the other aspects like modeling of shutdown system and factors, which could 
have bearing on the results of the analysis, has also been included. The details of the 
analysis to a great extent have been limited by the data / information available at the 
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time of system modeling.  
 
The project started with the review of the work done so far which could be of direct 
relevance to this project.  
 
2 REVIEW OF RELEVANT LITERATURE  
 
Before commencing this study a detail literature review of existing work, which could 
be of relevance to this study, was carried out. The aim was to effectively utilize the 
available inputs and perform further developmental work towards so that this study 
complements / supplement the work carried out so far. There are two publications 
related to modeling of digital protection system were reviewed as part of this work. 
Both the studies uses fault tree approach for system analysis. The special feature of 
these two studies was the treatment of software reliability analysis. Kang [2] has carried 
out sensitivity analysis using range of value of software failure probabilities, while 
Khobare [3] has assumed a fixed value of 10-4 /d for software failure probabilities. Kang 
also takes credit for operator action in case of failure of protection system for some 
accident scenarios. Even though it is feasible to show through thermal hydraulics 
studies that there will not be any consequences if the reactor is shutdown manually 
within stipulated time. One is not sure, whether it will be appropriate to take credit for 
operator actions before 1/2 hrs into the accident of more specifically the deviations. The 
authors suggest that the study should be carried out with and without operator actions 
and the issue of operator action should be resolved only after obtaining the clearance 
from regulatory authorities. The hazard analysis approach proposed by Lawrance [4] 
provides an efficient mechanism for the assessment of safety and reliability.  Though, 
this approach does not allow one to obtain the quantified values of failure probabilities 
of the software, it provides valuable insight with respect to the qualitative assessment of 
software reliability. The output from the hazard analysis in the form of expert opinions 
on level of safety of the software combined with fuzzy logic evaluation has potential to 
provide more sensible quantification of software reliability. The software hazard 
analysis followed by the qualification and assessment of software along with hardware 
digital system [5] is expected to provides required confidence in software performance. 
Even though the advanced features in the KNGR reduces the failure probability of 
digital protection systems to a very low value but it does not totally exclude the 
possibility of failure of protection system due to unforeseen scenario, to be more 
specific on account of CCFs. Considering this aspect Lee [6] presents the deterministic 
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analysis carried out for various scenarios taking into account failure of protection 
system. The scenarios examined include assessment of Core power, Reactor Coolant 
System (RCS) pressure and Departure from Nucleate Boiling Ratio (DNBR) variation 
for main steam line break outside containment, and steam generator tube rupture. It has 
been demonstrated that provision of diverse protection system along with operator 
action within stipulated manners is effective in mitigating the consequences of the 
accident. Fischer [7] examines the role of diverse equipment in digital system channels 
for increasing the level of independence among the channels. It is argued that while 
considering the above aspects one should take into account i) the challenges which 
could be encountered  for the case of diverse equipment for design, licensing and 
operation & maintenance of  when compared with the homogeneous equipment and 
software modules necessity, ii) the existing operating experience on digital systems 
operating with homogeneous systems, and iii) the frequency of initiating against which 
the diversity is being incorporated. The advanced feature of on-line calculation DNB 
ratio provides [8] the added power and DNB margin due to the use of digital protection 
system. The experience obtained on the use of digital protection for 1300 MWe power 
reactor N4 and a test reactor has been discussed by Burel [9], and is very vital for the 
future plant designers 
 
This review work provided us vital input to identify the thrust area in this project.  
 
3. A BRIEF DESIGN DESCRIPTION OF SYSTEM 
 
The reactor protection system mainly comprised of, a) digital plant protection system 
(DPPS), b) Reactor trip switchgears, c) Shutdown devices – CEDMs and d) Emergency 
Safety Features – Safety Injection System e) Operator action as a diverse means of 
tripping the reactor.  
 
3.1 DPPS Channels 
 
Figure 1 shows the simplified schematic of the APR 1400 reactor protection system. 
The design of digital plant protection (PPS) system of APR-1400 is based on 2-out-of-4 
voting logic. Each  redundant DPPS channel comprised of a Bistable Processor with  
dual central processing unit and a LCL processor with four processors modules. Figure 
2 shows the single channel block diagram. The DPPS generates signal for reactor trip 
(RT) and engineered safety features (ESF) automatically, whenever monitored process 
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parameters exceeds its predefined limits. The design also has provision for presenting 
the status of the plant in the control room and facilitates limited intervention by 
allowing operator to enter the inputs manually for the automatic generation of ESF and 
RT. Apart from the RTs, pre-trips have been provided for the selected parameters that 
attempt to adjust the plant condition causing the approach to reactor trip. The PPS has 
built-in facility for self test and manual tests.  
 
In each of the four DPPS channels a Bistable Processor (BP) receives the process signal. 
The bistable function in the processor determines the trip state by comparing the 
measured process parameter to predefined limits. The BP trip output and the Core 
Protection Calculator (CPC) trip outputs are fed to the coincidence processors within 
the individual channel and other three redundant three channels. The Local Coincidence 
Logic (LCL) algorithm in the in the coincidence processor generates an output based on 
the status of the status of the four input trips to the LCL processor. The LCL output is 
true whenever at least two put of 4 channels are true. Separate, multiple coincidence 
outputs are provided for RT and ESF function initiation logic.  
 
The DPPS design follows fail safe criteria. A loss of 120 VAC power to the DPPS 
channels will cause the safety outputs for the channel to assume the trip state. Also, the 
processor stall will result in loss of heart beat signal output to watch dog timer. The 
watch dog timer will force the DPPS trip and initiation signal to their fail safe state.  
  
3.2 Provision of Reactor Trip Channel Bypass 
 
Reactor trip channel bypasses are manually operated controls, per trip channel, that 
facilitate trip channel maintenance and testing with reactor on-power operation. A true 
trip channel bypass negates its respective trip input in the LCL algorithm and changes 
coincidence to two out of remaining three channels. Each trip channel bypass in a 
channel is sent to the Interface and Test Processor (ITP) in the channel. Each ITP sends 
all its trip channel bypass status to the ITP in the other three channels. Within each ITP, 
each group of four trip channels is processed in a first-in first-out algorithm. The first-in 
first-out algorithm is also executed in the LCL processor to reduce the chances an ITP 
failure causing an erroneous bypass condition.  
 
3.3 Reactor Trip Switch Gear 
 



 13

The protection channels operate the Trip Circuit Breakers (TCBs), through interposing 
relays. Each channel operates two interposing relay. On generation of trip signal the first 
interposing relay opens initially closed contacts of the under-voltage device while the 
second interposing relay opens the initially closed contact of the shunt trip device. The 
opening of the under-voltage device and the closing of the shunt device causes the 
respective TCB to open. Each of the four channels, viz, channel A, B, C and D operate 
the four TCBs, viz.,  TCB 1, TCB 2 TCB 3 and TCB 4, respectively. The opening of 
the breaker in the two trains, as shown in Figure 3, interrupts the power supply to 
CEDMs and thereby causing the control element assemblies to fall in the reactor core 
under the action of gravity.   
 
3.4 Shutdown Devices - Control Element Assemblies 
 
The reactor power in APR 1400 during normal operation is regulated by the movement 
of neutron absorbing Control Element Assemblies into or out of the reactor core through 
Control Element Drive Mechanisms (CEDMs). Upon generation of the reactor trip 
signal the CEDM gripping magnets gets de-energized and the neutron assembly falls 
into the core by gravity. Based on the information gathers from the design experts this 
analysis assumes that there are total 80 CEAs located in the reactor such that each 
element offers maximum reactivity worth. Once the assemblies, which forms the fast 
shutdown system of the reactor, fall into the reactor, takes the reactor to a sub-critical 
state by the stipulated margin.  
 
Since, the information related to the shutdown system of the reactor and related aspects 
was very limited no detailed modeling could be carried out towards the assessment of 
failure probability of the CEDMs systems. Nevertheless, a sensitivity analysis has been 
performed by, a) considering the minimum number of CEAs required to achieve the safe 
shutdown of the reactor and b) assuming the failure probability of individual CEDMs 
based on the experience protection system modeling for other reactors. The analysis of 
other related components like Automatic Control Element Drive Mechanism Timing 
Module (ACTM) is not within the scope of this analysis.  
 
The CEDMs design being robust and passive in nature, the design of APR 1400 
protection system does not stipulate the failure of CEDMs to contribute to the failure of 
reactor trip function.  
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Since the ESF-SI system is a mitigating system the description of this system in not 
within the scope of this study.  
3.5 Operator Action 
 
The safety analysis takes credit for the operator action in case of common mode failure 
of DPPS as a diverse means of tripping the reactor on demand within the stipulated time. 
This study covers this aspect and accordingly a reliability analysis has been performed 
for the case of failure operator action to trip the reactor for a typical scenario involving 
failure of feed water system coupled with failure of protection system to initiate a 
reactor trip.   
 
4.  DESIGN SAFETY CONSIDERATIONS  
 
The governing considerations for the design of protection systems which also form the 
basis for modeling of this systems are as follows 
 

i. The design of DPPS is based on 2/4 voting logic in order to realize enhanced 
reliability availability and maintainability through redundancy and diversity. 

ii. Microprocessor based design ensures drift free operation of the control logic. 
iii. DPPS components design meet class 1 E and seismic category 1 criteria 
iv. Provision of physical separation of the redundant channels to reduce the 

common mode failure due to harsh environments like fire, etc 
v. The hardware and software meet the requirements of ‘single failure criteria’ 
vi. The DPPS design ensures implementation of ‘fail-safe’ criteria. Failure of 

power supply or stalling of microprocessor takes the system to trip state. 
vii. The credit for human intervention, as a diverse means of tripping the reactor, is 

supported by deterministic studies and a systematic human reliability analysis.  
viii. The failure of CEDMs system has been considered to be beyond design basis 

event. Provision exists to mitigate the consequences by the Safety Injection 
system. 

ix. Provision of pre-trip for alerting the operator and system adjustments for the 
approaching scenario. 

 
5. RELIABILITY ANALYSIS 
 
5.1 System boundary 
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The system analyzed in this study includes following components / sub-system: 
 

1. The protection channels including the root sensors and instrumentations. Each 
channel comprised of Analog input Module, Bistable Processor Modules, Local 
Coincidence Logic module, Digital Output Module. 125 VAC power supply 

2. The reactor trip switch gear system that include interposing relays, Under-
Voltage relays, Shunt relays, Shunt relay power supply, and the four Trip 
Circuit Breakers. 

3. The Shutdown devices, Control Element Drive Mechanisms and ESF-SI system 
(However, no detail analysis has been done in this work related to shutdown 
system. These systems have been included for the purpose of sensitivity 
analysis) 

 
The MG set and other power supply system to CEDMs does not form part of this work. 
 
5.2 Assumptions 
 

I. Though the main fault tree depicts the external events as one of the contributors 
to the protection system failure, the result of the analysis does not include the 
contribution from the external event 

II. For every process parameter the primary trip is backed up by the diverse 
parameter. 

III. Wherever, the test intervals are explicitly stated, a test interval of 24 hours has 
been considered. 

IV. For giving the results of this analysis a test interval of 1 hour has been 
considered. 

V. Power supply failure to protection channels results in the safe failure of the 
DPPS.  

VI. The human intervention prior to 30 minutes has been considered taking the 
credit for manual actions. 

VII. The computer code Reliability Workbench version 9 supplied by the 
ISOGRAPH inc., has been considered to be a bench marked code. 

VIII. For most part of the analysis,  the component models assumed to follow 
exponential distribution. For the purpose of uncertainty analysis the log-normal 
distribution was considered.   
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IX. To be on conservative side for giving the estimation of common cause failure, 
the Beta-factor model has been used in the analysis.  

X. Data on failure probability of CEDMs were not available. Accordingly, based 
on experience a figure of 5*10-5 /d has been assigned the failure probability for 
individual CEDM. This figure is based on the assumption that CEDM design 
exhibits the characteristics of passive components.  

XI. The state-of-the-art on software reliability till date does not define a well 
accepted methodology for software quantification. However, this analysis 
assumes that, a) the independent failure of software contributes less compared 
to its counter part - the hardware, hence, this analysis conservatively assumes 
that contribution from software to the total failure probability of  processors 
used in the digital system is 10% of hardware failures probability.  

XII. For the estimation of CCF of digital modules a β-factor of 0.03 and for 
components which exhibits the characteristics of mechanical components, like 
TCBs, Relays, etc, a value of 0.07 has been considered. . 

XIII. The CEDMs system is assumed to have failed when three out of 80 CEDMs 
failed to drop fully inside the core on a reactor trip demand.  

XIV. This analysis takes credit for availability of ESF-SI only for mitigation of 
ATWS scenarios.  

XV. Failure probability of ESF-SI has been assumed to be 1*10-3 /d. 
 
5.3 Input Data & Information 
 
Though MIL-217 study had been initiated for predicting the data on digital component 
failure rates, the results of the study were not available at the time of performing this 
study. Also data on plant specific sources could not be compiled for the want of plant 
specific experience on digital components. Hence, this analysis has been performed 
using the data from generic source. The Westinghouse document on “Unavailability 
Analysis for the Digital Plant Protection System” [10] forms the main source of data 
and information for this analysis. Table 1 shows the list of generic components. This 
study assumes the data follows log-normal distribution and accordingly the Table 1 
gives along with failure rate, associated error factor also. Other information on various 
components  like repair time and surveillance frequency have been obtained from the 
design experts.  
 
5.4 Failure Criteria 
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The digital protection system is considered to have failed when both the breaker in a 
train (either TCB 1 & TCB 3  ‘OR’  TCB 2 & TCB 4) fail to open on demand.  
 
5.5 System Reliability Modeling 
 
5.5.1 Fault Tree Analysis 
 
Reliability modeling for the protection system has been performed employing fault tree 
approach. Keeping in view the main focus of the study, i.e. reliability modeling of DPPS, 
the fault tree model was created. Apart from DPPS the main fault tree shows 
contribution from external events and shutdown devices. Though, no quantitative 
analysis was performed for these two causes, the objective of showing these two 
contributors in the main fault tree is to make a point that these two causes are important 
for giving the integrated statement of unavailability for protection system.  
 
There are two types of components encountered in protection system. The first category 
of components which operated on demand. This category of components include, e.g.. 
TCBs, relays, etc. The second category includes those component which are tested 
periodically either automatically on-line or manually. For this category of components 
the expression for mean unavailability is given by  the ‘Dormant failure model, as 
follows:  
 

MTTRQmean *
2
* λτλ

+=  

 
where:  Qmean  = Mean Component Unavailability Value 
 λ     = Component Constant failure rate (per hr.) 
 MTTR = Mean Time To Repair for the component (hrs) 
 τ     = Inspection interval (hrs)  
 
The above expression holds true when λ*τ << 1.0 and λ*MTTR << 1.0. 
 
Appendix A; Contain the fault tree for the protection system of APR 1400. 
 
5.5.2 Computation of failure probability of CEDMs System 
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As mentioned earlier, there are total 80 CEAs and associated CEDMs, comprised the 
shutdown system of the reactors. On a reactor trip all these 80 CEAs are inserted in the 
reactor core to make the core sub-critical. The failure criteria assumed for this analysis 
is that ‘If 3-out-of-80 CEAs fail to reach the bottom limit of its travel than the CEDMs 
system is considered to have failed”  
 
This scenario could be modeled using the Binomial distribution as follows: 
 
Suppose N = Total number of CEAs 
  R = Number of failed CEDMs 
  p = Failure probability of an individual CEDM 
 
 

Then     rnR
N

R
ppNRP −−






= )1()/(  

 
For the case under consideration  
 
 

380535
80

3
)10*0.51()10*0.5()80/3( −−− −






=P  

 
  P(3/80) = 1*10-8 /d 
 
If we assume that failure of two assemblies it self makes the CEDMs system failure 
than the failure probability for this system works out to be ~ 1.0*10-5 /d. 
 
5.5.3 Modeling Environment 
 
The fault tree model for the protection system was created and analyzed in ISOGRAPH 
inc’s Reliability Work Bench Version 9 environment. The Fault Tree+ module of 
reliability work bench offers user-friendly environment for creating a fault tree model 
and supports the analysis option which include, a) minimal cut-set analysis, b) CCF 
analysis using various CCF models, c) Uncertainty analysis, d) Sensitivity analysis, e) 
Time dependent fault tree analysis, f) Importance analysis using different importance 
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measures, etc. Apart from this the environment offers facilities for editing and 
preparation of the project reports.  
5.6 Human Reliability Analysis 
 
The design of digital protection system of APR-1400 ensures implementation of 
defense-in-depth principles through diversity and redundancy. Accordingly, the design 
of the protection system takes credit for human interactions for: 
 

1. Manually tripping of the reactor in case of the very low probability occurrence 
of failure control system to trip the reactor on demand. 

2. Routine calibration checking of the analog instrumentation in the plant. 
 
The input data for this analysis have been taken from generic sources. Some 
assumptions have been made in the analysis. Most of these assumptions have to be 
made as the finer details of the control room design and other factors related to human-
machine interface are yet to be determined. However, the experts’ opinion formed an 
important source of information in this regards. The Operator Action Tree (OAT) 
framework was used for modeling the sequences of human actions. The Human 
Cognitive Reliability (HCR) Model was used to determine the operator’s / crew mental 
ability in processing plant information and condition. The classification of the human 
actions into the a) Skill based b) Rule based and c) Knowledge Based actions was done 
using the guidelines given in IAEA-TECDOC-592 [11]. Performance Shaping Factors 
(PSFs) were used for taking into account recovery actions. The data on available ‘time 
window’ were obtained either using the results of related deterministic analysis or using 
expert opinions. The final estimate of human error probability was given by summing 
up the contribution from cognitive and action parts. Keeping in view the uncertainties 
which are inherently part of any human reliability model, the result of this study were 
used with due care. This uncertainty was addressed by using relatively large error 
factors in the uncertainty analysis.  Wherever applicable parametric studies were 
performed to see the sensitivity of results to various PSFs and other parameters. The 
details of the analysis has been given in Appendix B.. 
 
5.7 Common Cause Failures 
 
The CCF analysis was initially performed qualitatively to identify the components 
affected by the single system fault be it internal or external. The input to CCF analysis 
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was obtained mainly from i) Systematic design analysis of the DPPS, ii) operation & 
maintenance data on safety and non-safety digital systems on similar other systems iii) 
review of list of cut-sets of DPPS fault tree and iv) review of generic literature on CCFs. 
Qualitative analysis of CCF was one of the thrust area of this study as it helps the 
designer to make provision for the safe guards against the identified CCF. CCF induced 
due to human factor in design and operation has been one of the focus area for this 
analysis. The digital components are qualified against seismic, fire and other factors 
which subject the components to environmental stresses. However, conservatively 
explicit consideration was given to these factors, as shown in the main fault tree, as it 
could be a source for potential CCFs.  
 
There are two models generally used for the quantification of CCFs of group of 
components viz, the single parameter β-factor model and Multiple Greek Parameter 
(MGL) model. The sole parameter (β-factor) of the model can be associated with that 
fraction of the component failure rate that is due to common cause event, which are 
shared by other component in the system. The β-factor is defined as follows:  
 

T

c

Ic

c

λ
λ

λλ
λ

β =
+

=   

 
where,  λc = failure rate due to common cause failures 
  λI = Failure rate due to independent failures 
  λT = Total failures 
 
An important assumption in this model is that whenever a common cause event occurs, 
all components of the redundant component system fail. Hence, β-factor model is 
conservative in nature compared to other CCF models including MGL model. Hence, 
this analysis uses the β-factor model for the quantification of CCF. 
 
If the parameter in question is ‘unavailability’ then the β-factor is written as  
 

T

c

Ic

c

Q
Q

QQ
Q

=
+

=β  

 
     
Originally the independent failure rates for components were available (MIL-217 allows 
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estimation of independent failure rate only), hence, as a first step the total failure rates 
are estimated as follows: 
 
     QT = QI / (1 – β) 
 
Then CCF contribution is estimated using the model; 

Qc = β * QT 

 
The details of the CCF estimates for all the generic components along with the assumed 
value of β have been given in Table 2. For electronics and mechanical component a 
value of 0.03 and 0.07, respectively,  has been considered.   
 
5.8 Considerations for Software Reliability 
 
Though, host of literature is available on the estimation of software reliability, the 
nuclear industry in general and the nuclear regulatory bodies world over including 
USNRC has not certified any formal method for software reliability. Accordingly,  this 
study takes a note of the fact that till date there is no formal or well established method 
for the quantification of software. There are two well recognized aspects of software 
reliability, i) contribution of software alone or software/hardware interaction to total 
failure of digital system is less compared to exclusive failure of hardware, and ii) there 
is always a threat of software related common cause failure for a group of identical and 
redundant components. Though, no detail software modeling was possible at this stage, 
keeping in view above two arguments this study has given some considerations to 
software failure. To address the first argument, it has been assumed conservatively that 
software failure contributes 10% to the total failure. The second argument related to 
CCF of software has been given consideration for the estimation of CCF of group of 
components by selecting the suitable value of the parameter β. To put it straight the 
selected value of β account for CCFs due to hardware as well as software. 
 
It will not be out of place to state explicitly that this analysis accounts for software 
failure through conservative assumptions. 
  
5.8 Confidence Analysis 
 
The Confidence analysis was performed to account for the uncertainty related to  
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accuracy or adequacy of a) input data & information and b) model selected for the 
quantification. In this analysis it was assumed that failure rate information pertaining to 
a component follows log-normal distribution. Hence, to account for uncertainty in data  
each component has been assigned an error factor. The confidence analysis for the top 
event, i.e., failure of protection system, in this study has been carried out using well 
accepted Monte-Carlo simulation.  
 
Monte-Carlo simulation involved evaluation of probability of protection system failure 
for a large number of trials. Each trial is obtained by random sampling of from the 
distributions assigned to the basic components in the fault tree. In this analysis 1200 
trials were performed to obtain the desired accuracy in the results. The Fault Tree+ 
environment facilitates simulation of the fault tree using Monte-Carlo simulation. Table 
4 gives the result pf the analysis. 
 
5.10 Importance Analysis 
 
The Fault Tree+ module of the Reliability Work Bench estimates the importance 
measures for the cut-sets automatically as part of the fault tree analysis. This study 
includes the Fussell-Vesely Importance measure for the importance ranking of cut sets. 
Fussell-Vessely model is defined as: 
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)(
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tQ
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k=  

 
where  Qk(t) = Probability as a function of time that minimal cut-set k occurs; 

Qs(t) = Total probability as a function of time that the system fails (sum 
of failure probabilities of all the cut sets); 

 
Please note that this study has been done using time independent models. Hence, the 
importance estimates indicate average steady state values. The bar chart in Fig. 4   
shows the importance of the components in PS. The insight obtained from this analysis 
is vital for prioritizing the components for many design, operation and maintenance 
activities.  
 
5.11 Sensitivity Analysis 
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The assumptions made during the analysis must be evaluated to see its affect on the 
failure probability of the protection system in general and DPPS in particular. Most of 
the work in this section involved varying the values of the parameter being analyzed 
over a range in order to see sensitivity of the top event of the fault tree or the selected 
intermediate event for this change. The cases which were studied as part of the 
sensitivity analysis were as follows: 
 
Case I: Effect of Change in Contribution from Human Action in Tripping the reactor: If 
no contribution is considered for the manual tripping of the reactor (in the event of 
failure of digital protection channel failures to trip the reactor) then the failure 
probability of the protection system increases from its reference value of 5.59*10-6 /d to 
2.56*10-5 /d. That mean the increase in the probability of failure of protection system is 
~ 4.5 folds.  
 
In case the failure probability of human action is reduced from a reference value of 7.5 
* 10-2 to 2.5 * 10-2 then the protection system failure probability reduces from the 
reference value of 5.59*10-6 /d to 4.0*10-6 /d.  
 
Case II: Effect of change in software failure probability for the digital system modules: 
The reference figure of DPPS failure probability of 5.54*10-6 /d remains unaffected if 
the independent contribution of software to the net failure probability is changed to 
negligible value ( ~ 10-9 /d) from the reference value of 3.27*10-7. This is due to the fact 
that in the reference faulty tree the contribution of software itself was very low (10 % of 
hardware) and further lowering of this value does not change DPPS failure probability. 
This is in line with the observation that independent software failure event for a 
particular digital module does not have much affect on the reliability of the complete 
system.  
 
Case III: No Credit for ESF-SI: This case assumes that ESF-SI is not available. This is 
not expected to have any effect on the top event as long as the 3-out-of-80 CEDMs 
failure criteria is valid. However, in future if the criteria changes to 2-out-of-80 CEDMs 
then availability of  ESF-SI becomes crucial. And this will address only the scenario 
involving accident mitigation. The ATWS scenario (when the failure criteria is 2-out-of-
80 is valid) in this situation will be posing safety implications.  
 
Case IV: Change in inspection intervals for digital system components: Table 5 shows 
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the effect of change inspection interval of DPPS modules on the in failure probability of 
DPPS and the top event – PS. It could be said that DPPS and PS failure probabilities are 
affected when the test intervals are changed from 1 hrs to 1 year. This provides a useful 
input for the optimization of Surveillance Test Interval (STI) for the PS. 
 
Similarly, many other scenarios could be analyzed by simulating the fault tree modeled 
in this study, depending on the situation as part of optimization of the design or in 
support of regulatory applications.  
 
5.10 Results & Discussions 
 
The failure probability of the protection system based on the assumptions and 
failure criteria given in the preceding sections is: 5.59*10-6 /d with a 95% upper 
bound of 3.24E-05. The contribution to the top event from the DPPS is 5.54*10-6 /d.  
 
It may be noted that at first glance the failure probability of PS in general and DPPS in 
particular will appear more compared to similar studies performed on Digital 
technology based protection system. The reasons for this are that in this study the a) 
software has been considered to contribute to the DPPS failure probability. b) the 
contribution of human error probability in tripping the reactor has been considered 
conservatively, and c) where ever the exact data on component testing were not 
available a period of 24 hrs has been considered and d) the model used in this study for 
estimating the failure probability of components of digital system is ‘dormant’ failure 
model which accounts for the repair time, and accordingly a repair time of 8 hrs based 
on the technical specification on ‘allowable outage time’ has been considered. It may be 
noted that in the present study the contribution from the CEDMs system is negligible 
due to the fact that the value of failure probability of individual CEDM assumed is 
5.0*10-5/d. Further the CEDMs system failure probability has been evaluated using 3-
ou-of-80 failure criteria. It becomes pertinent here to state that for estimating the failure 
probability of CEDMs system, the CCF contribution has not been considered.  
 
The main fault tree depicts the external event as one of the contributors. The objective 
here is to make a point that for giving the integrated statement of PS failure probability, 
the result of fire and seismic PSA must be included. This calls for a detailed fire and 
seismic PSA study for digital system as well as shutdown system and reactor trip switch 
gears. The results of the importance analysis in this study forms a vital input for the 
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‘walk-down’ exercise as part of these two studies.  
 
The main result of this study does not take credit for the ESF-SI failure and this failure 
probability could be used as an input for the subsequent evaluation of event tree for 
ATWS as part of full-scale PSA study for APR 1400.  
 
A look at the cut-set list reveals that operator error in tripping the reactor has been one 
of the most important contributors for the failure probability of PS.  The fact that 
operator has to diagnose the scenario and perform action within stipulated time which in 
most of the cases puts cognitive load on the operator. For instance, an ATWS scenario 
involving failure of feedwater system provides a time window of 79 sec to the operator 
to manually trip the reactor. Even though operator is considered to be trained to respond 
to such scenario, some transient identification tool should be available in the control 
room to assist the operator a) for prediction of such accident scenarios, b) to inform him 
of recovery options available and c) to perform the required action. Here it is 
recommended that an Artificial Neural Network based transient identification system 
should be incorporated part of advanced operator support systems of the plant.  
 
6. CONCLUSIONS 
 
The main result of this analysis, i.e., the estimate of failure probability of PS and DPPS 
suggest that the system meets the criteria set for the PS for advanced reactor systems. 
The low probability of PS failure demonstrated through this study suggests that the 
likelihood of ATWS scenario could be expected to be very low. However, to obtain 
more clarity with regards to expected performance of PS in general and DPPS in 
particular further work should be initiated to a) obtain the failure probability estimate of 
CEDMs system, b) perform the reliability analysis of ESF-SI system, c) initiation of fire 
and seismic PSA study and d) carry out more developmental work related to estimation 
of software failure probability and potential of software to CCFs.  Though CEDM 
design to a great extent rules out the failure of CEDM to drop on demand and CCF of 
CEDMs system, it is recommended that a systematic analysis may be performed to this 
effect.  
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Table 1: Generate Component Failure Rates 
 
S. 
No. 

Component Name Unit Failure 
Mode 

Failure 
Rate 

Error 
Factor 

Distribution

1 Processor module 
[Advent 645C and 
primary Rack 

/hr Fail to 
generate 
trip 
output 

3.24*10-6 3 Log-normal 

2 Digital input module 
[Advent DI620] 

/hr ,, 8.96*10-7 3 ,, 

3 Analog input module 
[Advent AI620] 

/hr ,, 2.0*10-6 3 ,, 

4 Digital output module 
[Advent DO630] 

/hr ,, 8.2*10-7 3 ,, 

5 Fiber optic transmitter /hr Fail to 
actuate 

4.4*10-6 3 ,, 

6 Watchdog timer /d Fail to 
open 

8.21*10-8 3 ,, 

7 Shunt trip device /d Fail to 
energize 

1.2*10-4 3 ,, 

8 U/V trip device /d Fail to de-
energize 

1.7*10-3 3 ,, 

9 Reactor Trip Circuit 
Breaker 

/d Fail to 
open 

4.5*10-5 3 ,, 

10 Push button switch /d Fail to 
function 

1.5*10-5 3 ,, 

11 Interposing relay /d Fail to de-
energize 

6.2*10-6 3 ,, 

12 Instrument power 
supply 

/d Fail to 
supply 

1.6*10-3 3  

13 125 VDC vital bus 
supply 

/d Fail to 
Supply 

1.8*10-8   

14 Pressure Transmitter /hr Fail to 
provide 

4.4*10-6 3  
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Table 3: List of Components in Protection System 

 
Component Code Description 
CEDM-P CEDM System 
ESF-SI Emergency Safety Function - safety Injection 
TR-AP Transmitter PA 
SENSOR-AP Sensor PA 
CCF-INST-P CCF Process Inst P 
ANIN-AP Analog Input Module A 
CCF-ANIN-P CCF of Analog Input Module 
HE-CL-PA Human Error Calibration - AP 
ANIN PB Analog Input Module B 
TR-PB Transmitter Channel PB 
SENS-PB Sensor Channel PB 
CCF-PB CCF  signal Channel PB 
HE-BP-PB Human Error PB 
HE-C-PB Human Error Calibration PB 
ANIN PC Analog Input Module PC 
TRAN-PC Transmitter PC 
SEN-PC Sensor -PC 
CCF-SENS CCF of Sensor 
ANIN PD Analog Input Module D 
TRAN-PD Transmitter failure PD 
SENS-PD Sensor PD 
CCF-SENS-PD CCF of Sensor PD 
HE-C-PD Human Error Calibration PD 
ANIN-DA Analog Input Module DA 
CCF-ANIN-D CCF Analog Input Module D 
TRAN-DA Transmitter DA 
SENS-DA Sensor DA 
CCF-PI-D CCF Process Inst - Diverse channel 
HE-C-DA Human Error calibration DA 
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ANIN-DB Analog Input Module DB 
TRAN-DB Transmitter DB 
SENS-DB Sensor DB 
HE-CAL-DB Human error Calibration DB 
ANIN-DC Analog Input Module DC 
TRAN-DC Transmitter DC 
SENS-DC Sensor DC 
HE-CAL-DC Human Error Calibration DC 
ANIN-DD Analog Input Module Failure DD 
TRAN-DD Transmitter DD 
SENS-DD Sensor DD 
HE-SIG-BP-DD Human Error Signal Bypass DD 
HE-CAL-DD Human Error Signal calibration DD 
BIS-A1-HARD Bistable Module A-1 Hardware 
BIS-A1-SOFT Bistable Module A1 Software 
CCF-BIS Bistable Module  CCF 
BIS-A2-HARD Bistable module A2 Hardware 
BIS-A2-SOFT Bistable Module A2 Software 
BIS-B1-HARD Bistable Module B1 Hardware 
BIS-B1-SOFT Bistable Module B1 Software 
BIS-B2-HARD Bistable module B2 Hardware 
BIS-B2-SOFT Bistable Module B2 Software 
BIS-C1-HARD Bistable Module C1 Hardware 
BIS-C1-SOFT Bistable Module C1 Software 
BIS-C2-HARD Bistable module C2 Hardware 
BIS-C2-SOFT Bistable Module C2 Software 
BIS-D1-HARD Bistable Module D1 Hardware 
BIS-D1-SOFT Bistable Module D1 Software 
BIS-D2-HARD Bistable module D2 Hardware 
BIS-D2-SOFT Bistable Module D2 Software 
LCLPRA1-SF LCL Processor A1 Software 
CCF-LCLWD LCL Processor Watch Dog CCF 
LCLA1-HARD LCL Processor Module A1 Hardware failure 
WDTA1 Watch Dog Timer A1 
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DOPA1-HD Digital Output Module A1 Hardware 
CCF-DOP Digital Output Module - CCF 
DOPA1-SF Digital Output Module A1 Software 
LCLA2-HARD LCL Processor Module A2 Hardware failure 
WDTA2 Watch Dog Timer A2 
LCLPRA2-SF LCL Processor A2 Software 
DOPA2-HD Digital Output Module A2 Hardware 
DOPA2-SF Digital Output Module A2 Software 
LCLA3-HARD LCL Processor Module A3 Hardware failure 
WDTA3 Watch Dog Timer A3 
LCLPRA3-SF1 LCL Processor A3 Software 
DOPA3-HD Digital Output Module A3 Hardware 
DOPA3-SF Digital Output Module A3 Software 
LCLA4-HARD LCL Processor Module A4 Hardware failure 
WDTA4 Watch Dog Timer A4 
LCLPRA4-SF LCL Processor A4 Software 
DOPA4-HD Digital Output Module A4 Hardware 
DOPA4-SF Digital Output Module A4 Software 
LCLB1-HARD LCL Processor Module B1 Hardware failure 
WDTB1 Watch Dog Timer B1 
DOPB1-HD Digital Output Module B1 Hardware 
DOPB1-SF Digital Output Module B1 Software 
LCLPRB1-SF LCL Processor B1 Software 
LCLB2-HARD LCL Processor Module B2 Hardware failure 
WDTB2 Watch Dog Timer B2 
DOPB2-HD Digital Output Module B2 Hardware 
DOPB2-SF Digital Output Module B2 Software 
LCLPRB2-SF LCL Processor B2 Software 
LCLB3-HARD LCL Processor Module B3 Hardware failure 
WDTB3 Watch Dog Timer B3 
DOPB3HD Digital Output Module B3 Hardware 
DOPB3-SF Digital Output Module B3 Software 
LCLPRB3-SF LCL Processor B3 Software 
LCLB4-HARD LCL Processor Module B4 Hardware failure 
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WDTB4 Watch Dog Timer B4 
DOPB4HD Digital Output Module B4 Hardware 
DOPB4-SF Digital Output Module B4 Software 
LCLPRB4-SF LCL Processor B4 Software 
LCLC1-HARD LCL Processor Module C1 Hardware failure 
WDTC1 Watch Dog Timer C1 
LCLPRC1-SF LCL Processor C1 Software 
DOPC1HD Digital Output Module C1 Hardware 
DOPC1-SF Digital Output Module C1 Software 
LCLC2-HARD LCL Processor Module C2 Hardware failure 
WDTC2 Watch Dog Timer C2 
LCLPRC2-SF LCL Processor C2 Software 
DOPC2HD Digital Output Module C2 Hardware 
DOPC2-SF Digital Output Module C2 Software 
LCLC3-HARD LCL Processor Module C3Hardware failure 
WDTC3 Watch Dog Timer C3 
LCLPRC3-SF1 LCL Processor C3 Software 
DOPC3HD Digital Output Module C3 Hardware 
DOPC3-SF Digital Output Module C3 Software 
LCLC4-HARD LCL Processor Module C4 Hardware failure 
WDTC4 Watch Dog Timer C4 
LCLPRC4-SF LCL Processor C4 Software 
DOPC4HD Digital Output Module C4 Hardware 
DOPC4-SF Digital Output Module C4 Software 
LCLD1-HARD LCL Processor Module D1 Hardware failure 
WDTD1 Watch Dog Timer D1 
DOPD1HD Digital Output Module D1 Hardware 
DOPD1-SF Digital Output Module D1 Software 
LCLPRD1-SF LCL Processor D1 Software 
LCLD2-HARD LCL Processor Module D2 Hardware failure 
WDTD2 Watch Dog Timer D2 
DOPD2HD Digital Output Module D2 Hardware 
DOPD2-SF Digital Output Module D2 Software 
LCLPRD2-SF LCL Processor D2 Software 
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LCLD3-HARD LCL Processor Module D3 Hardware failure 
WDTD3 Watch Dog Timer D3 
DOPD3HD Digital Output Module D3 Hardware 
DOPD3-SF Digital Output Module D3 Software 
LCLPRD3-SF LCL Processor D3 Software 
LCLD4-HARD LCL Processor Module D4 Hardware failure 
WDTD4 Watch Dog Timer D4 
DOPD4HD Digital Output Module D4 Hardware 
DOPD4-SF Digital Output Module D4 Software 
LCLPRD4-SF LCL Processor D4 Software 
TCB-1 TCB-1 Mechanical Failure 
CCF-TCB CCF of TCB 
TCB-3 TCB-3 Mechanical Failure 
TCB-2 TCB-2 Mechanical Failure 
TCB-4 TCB-4 Mechanical Failure 
UV-RE-TCB1 UV Relay failure 
CCFUVRE CCF of Under Voltage Relay 
CCF-SH-TCB CCF of Shunt Trip Relay TCB 
PS-SH-RE-TCB1 Power supply failure to shunt trip relay 
INT-RE-A2 Interposing Relay A-2 failure 
CCF-RE CCF of Interposing Relay 
INT-RE-A1 Interposing Relay A1 fail to open 
UV-RE-TCB3 UV Relay failure 
INT-RE-C1 Interposing Relay C1 fail to open 
SH-RE-TCB2 Shunt trip relay for TCB-2 failure 
PS-SH-RE-TCB2 Power supply failure to shunt trip relay for TCB-2 
INT-RE-B2 Interposing Relay B-2 failure 
UV-RE-TCB2 UV Relay failure for TCB-2 
INT-RE-B1 Interposing Relay B1 fail to open 
CCF-RE-B1 CCF of Interposing Relay B1 
SH-RE-TCB3 Shunt trip relay for TCB-3 failure 
PS-SH-RE-TCB3 Power supply failure to shunt trip relay for TCB-3 
INT-RE-C2 Interposing Relay C-2 failure 
UV-RE-TCB4 UV Relay failure for TCB-4 
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INT-RE-D1 Interposing Relay D1 fail to open 
SH-RE-TCB4 Shunt trip relay for TCB-4 failure 
PS-SH-RE-TCB4 Power supply failure to shunt trip relay for TCB-4 
INT-RE-D2 Interposing Relay D-2 failure 
CCF-SOFTWARE CCF -  software failure 
DPPS-TC Test and Calibration Failure 

FIRE Fire (Including nuclear heat-up) 

SIESMIC Siesmic 

DESIGN-MAIN Design 

O&M Operation & Maintenance 

HE-CAL-P Human Error calibration P 

OPERATOR Human Error in Opening TCBs 

CCF-PUB CCF of Push Button 

TCB-SW Switch for TCB 

CCF-TCB-SW CCF of TCB- switch 

PB-1 Push Button 1 

PB-2 Push Button 2 

HE-CAL-D Human Error in Diverse Channel 
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Table 4: Result of the Analysis – List of Cut-sets Unavailability 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Unavailability Cut Set 
0.0000034 CCF-TCB 

1.23E-06 CCF-DOP. OPERATOR 

4.7E-07 CCF-RE 

1.5E-07 CCF-LCLWD. OPERATOR 

9.27E-08 CCF-BIS. OPERATOR 

7.5E-08 CCF-SOFTWARE. OPERATOR 

7.5E-08 DPPS-TC. OPERATOR 

4E-08 HE-CAL-P. HE-CAL-D 

1E-08 DESIGN-MAIN 

1E-08 O&M 

1E-08 CEDM-P 

1E-08 FIRE 

1E-08 SIESMIC 

2.025E-09 TCB-2. TCB-4 

2.025E-09 TCB-1. TCB-3 

1.64E-09 CCF-DOP. TCB-SW 

3.706E-10 CCF-DOP. CCF-PUB 

2.472E-10 CCF-ANIN-P. HE-CAL-D 

2.472E-10 HE-CAL-P. CCF-ANIN-D 

2.38E-10 HE-CAL-P. CCF-PI-D 

2.38E-10 CCF-INST-P. HE-CAL-D 

2E-10 CCF-LCLWD. TCB-SW 

1.64E-10 CCF-DOP. CCF-TCB-SW 

1.236E-10 CCF-BIS. TCB-SW 

1.2E-10 BIS-B1-HARD. BIS-C2-HARD. OPERATOR 

1.2E-10 BIS-B2-HARD. BIS-C2-HARD. OPERATOR 

1.2E-10 BIS-B1-HARD. BIS-D1-HARD. OPERATOR 

1.2E-10 BIS-B2-HARD. BIS-D1-HARD. OPERATOR 

1.2E-10 BIS-B1-HARD. BIS-D2-HARD. OPERATOR 

1.2E-10 BIS-B2-HARD. BIS-D2-HARD. OPERATOR 

1.2E-10 BIS-C1-HARD. BIS-D1-HARD. OPERATOR 

1.2E-10 BIS-C2-HARD. BIS-D1-HARD. OPERATOR 
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1.2E-10 BIS-C1-HARD. BIS-D2-HARD. OPERATOR 

1.2E-10 BIS-C2-HARD. BIS-D2-HARD. OPERATOR 

1.2E-10 BIS-B1-HARD. BIS-C1-HARD. OPERATOR 

1.2E-10 BIS-B2-HARD. BIS-C1-HARD. OPERATOR 

1E-10 DPPS-TC. TCB-SW 

1E-10 CCF-SOFTWARE. TCB-SW 

4.52E-11 CCF-LCLWD. CCF-PUB 

2.793E-11 CCF-BIS. CCF-PUB 

2.601E-11 UV-RE-TCB2. CCF-SH-TCB. UV-RE-TCB4 

2.601E-11 UV-RE-TCB1. CCF-SH-TCB. UV-RE-TCB3 

2.26E-11 CCF-SOFTWARE. CCF-PUB 

2.26E-11 DPPS-TC. CCF-PUB 

2E-11 CCF-LCLWD. CCF-TCB-SW 

1.236E-11 CCF-BIS. CCF-TCB-SW 

1E-11 DPPS-TC. CCF-TCB-SW 

1E-11 CCF-SOFTWARE. CCF-TCB-SW 

9.18E-12 TCB-2. UV-RE-TCB4. SH-RE-TCB4 

9.18E-12 UV-RE-TCB1. SH-RE-TCB1. TCB-3 

9.18E-12 UV-RE-TCB2. SH-RE-TCB3. TCB-4 

9.18E-12 TCB-1. UV-RE-TCB3. SH-RE-TCB2 

9E-12 CCFUVRE. CCF-SH-TCB 

1.528E-12 CCF-ANIN-P. CCF-ANIN-D 

1.471E-12 CCF-INST-P. CCF-ANIN-D 

1.471E-12 CCF-ANIN-P. CCF-PI-D 

1.416E-12 CCF-INST-P. CCF-PI-D 

6.885E-13 TCB-1. UV-RE-TCB3. CCF-SH-TCB 

6.885E-13 TCB-2. UV-RE-TCB4. CCF-SH-TCB 

6.885E-13 UV-RE-TCB2. CCF-SH-TCB. TCB-4 

6.885E-13 UV-RE-TCB1. CCF-SH-TCB. TCB-3 

4.743E-13 UV-RE-TCB2. INT-RE-C2. TCB-4 

4.743E-13 TCB-1. UV-RE-TCB3. INT-RE-B2 

4.743E-13 UV-RE-TCB1. INT-RE-A2. TCB-3 

4.743E-13 TCB-2. UV-RE-TCB4. INT-RE-D2 

3.2E-13 HE-CAL-P. ANIN-DB. ANIN-DC 

3.2E-13 HE-CAL-P. ANIN-DB. ANIN-DD 

3.2E-13 HE-CAL-P. ANIN-DC. ANIN-DD 
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3.2E-13 HE-CAL-P. ANIN-DA. ANIN-DB 

3.2E-13 HE-CAL-P. ANIN-DA. ANIN-DC 

3.2E-13 HE-CAL-P. ANIN-DA. ANIN-DD 

3.2E-13 ANIN PB. ANIN PC. HE-CAL-D 

3.2E-13 ANIN PB. ANIN PD. HE-CAL-D 

3.2E-13 ANIN PC. ANIN PD. HE-CAL-D 

3.2E-13 ANIN-AP. ANIN PB. HE-CAL-D 

3.2E-13 ANIN-AP. ANIN PC. HE-CAL-D 

3.2E-13 ANIN-AP. ANIN PD. HE-CAL-D 

2.992E-13 HE-CAL-P. ANIN-DB. TRAN-DC 

2.992E-13 HE-CAL-P. TRAN-DB. ANIN-DC 

2.992E-13 HE-CAL-P. ANIN-DA. TRAN-DB 

2.992E-13 HE-CAL-P. ANIN-DB. TRAN-DD 

2.992E-13 HE-CAL-P. TRAN-DB. ANIN-DD 

2.992E-13 HE-CAL-P. TRAN-DA. ANIN-DB 

2.992E-13 HE-CAL-P. ANIN-DC. TRAN-DD 

2.992E-13 HE-CAL-P. TRAN-DC. ANIN-DD 

2.992E-13 ANIN-AP. TRAN-PD. HE-CAL-D 

2.992E-13 HE-CAL-P. ANIN-DA. TRAN-DC 

2.992E-13 HE-CAL-P. TRAN-DA. ANIN-DC 

2.992E-13 TR-AP. ANIN PD. HE-CAL-D 

2.992E-13 ANIN PB. TRAN-PC. HE-CAL-D 

2.992E-13 TR-PB. ANIN PC. HE-CAL-D 

2.992E-13 HE-CAL-P. ANIN-DA. TRAN-DD 

2.992E-13 ANIN PB. TRAN-PD. HE-CAL-D 

2.992E-13 TR-PB. ANIN PD. HE-CAL-D 

2.992E-13 HE-CAL-P. TRAN-DA. ANIN-DD 

2.992E-13 ANIN PC. TRAN-PD. HE-CAL-D 

2.992E-13 TRAN-PC. ANIN PD. HE-CAL-D 

2.992E-13 ANIN-AP. TR-PB. HE-CAL-D 

2.992E-13 ANIN-AP. TRAN-PC. HE-CAL-D 

2.992E-13 TR-AP. ANIN PC. HE-CAL-D 

2.992E-13 TR-AP. ANIN PB. HE-CAL-D 

2.797E-13 HE-CAL-P. TRAN-DA. TRAN-DD 

2.797E-13 HE-CAL-P. TRAN-DB. TRAN-DD 

2.797E-13 HE-CAL-P. TRAN-DB. TRAN-DC 
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Table 5: Result of the Confidence Analysis 
 

PS 1.19E-06 3.24E-05 
CEDMS 4.67E-08 3.09E-07 
CCF-PS 8.79E-08 2.22E-07 
DPPS 1.18E-05 3.23E-05 
IN-PARA 1.74E-07 1.11E-06 
CNTR-ACT 1.16E-05 3.21E-05 
ACT 5.65E-06 1.39E-05 
D-CNTRL 0.000341 0.000849 
PSIG 0.000444 0.001657 
DSIG 0.000425 0.001855 
P-A 0.000597 0.001834 
TCB-1-ACT 1.17E-06 3.16E-06 
TCB-3-ACT 1.19E-06 3.05E-06 
TCB-2-ACT 1.17E-06 2.78E-06 
TCB-4-ACT 1.23E-06 3.15E-06 
MA-TCB 0.167658 0.536973 
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Table 6: PS Unavailability for Various Test Intervals of DPPS Modules 
 

S. No. Test / Surveillance Interval DPPS 
Unavailability 

PS  
Unavailability 

1 1 hr 4.69*10-6 4.74*10-6 
2 Once / shift  4.95*10-6 5.0*10-6 

3 1 Day (24 hrs) [reference case] 5.54*10-6 5.59*10-6 

4 Bi-weekly (84 hrs) 7.77*10-6 7.82*10-6 

5 Once a week (168 hrs) 5.54*10-6 5.59*10-6 

6 Fort-nightly (360 hrs) 1.81*10-5 1.82*10-5 

7 1 month (720 hrs) 3.2*10-5 3.2*10-5 

8 Quarterly /3 months (2160 hrs) 9.0*10-5 9.0*10-5 

9 Half yearly / 6 months (4380 hrs) 1.93*10-4 1.93*10-4 
10 Yearly / 12 months (8760 hrs) 4.61*10-4 4.61*10-4 
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APPENDIX A 
 

FAULT TREE FOR APR 1400 PS 
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1. General  
 
The human factor plays an important role in determining the safety of the operating nuclear 
plants. The literature and data on operating performance of the nuclear plant world over 
observes that contribution of human factor to accidents is ~ 70%. This is the reason why the 
nuclear community is paying increasing attention to the evaluation of human performance in 
the nuclear plant operations. Though the deterministic approach is the primary and basic 
approach for the safety analysis, it does not offer a suitable framework for the integration of 
human factor in the evaluation of plant safety. In this regard, the Probabilistic Safety 
Assessment (PSA) methods have definite edge over the deterministic methods. PSA approach 
enables the integration of human factor with the model of the plant towards giving the 
statement of safety.  
Human reliability analysis was performed for the critical man-machine interactions as part of 
reliability analysis of digital protection system of the Korean Advanced Pressurized Water 
Reactor (APR-1400).  
Section 2 presents the approach for the analysis. The reliability evaluation for the selected 
human actions has been described in section 4. Section 5 gives salient observation related to 
the analysis and concluding remarks.  

 
2. The Approach 
 
The design of digital protection system of APR-1400 ensures implementation of defense-in-
depth principles through diversity and redundancy. Accordingly, the monitoring system  
comprised of two-out-of-four voting logic. Nevertheless, the design of the protection system 
takes credit for human interactions for, a) manual tripping of the reactor in case of the very 
low probability ATWS events and b) routine calibration checking of the analog 
instrumentation in the plant. 
These human actions are very critical and could have safety implications. Hence, a systematic 
human reliability analysis was performed for the scenarios which were considered to have 
direct bearing on plant safety. The development of the fault trees and an overview of the 
projected accident sequences provided vital inputs on the human actions to be considered for 
the evaluation of quantified estimates of human reliability.  
The input data for this analysis have been taken from generic sources. Some assumptions 
have been made in the analysis. Most of these assumptions have to be made as the finer 
details of the control room design and other factors related to human-machine interface are 
yet to be determined. However, the experts’ opinion formed an important source of 
information in this regards.  
The Operator Action Tree (OAT) framework was used for modeling the sequences of human 
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actions. The Human Cognitive Reliability (HCR) Model was used to determine the operator’s 
/ crew mental ability in processing plant information and condition. The classification of the 
human actions into the a) Skill based b) Rule based and c) Knowledge Based actions was 
done using the guidelines given in IAEA-TECDOC-592 (IAEA, 1983). Performance Shaping 
Factors (PSFs) were used for taking into account recovery actions. The data on available ‘time 
window’ were obtained either using the results of related deterministic analysis or using 
expert opinions. The final estimate of human error probability was given by summing up the 
contribution from cognitive and action parts.  
. 
As mentioned earlier, two human interactions were analyzed in this study as part of reliability 
analysis of digital protection system in APR-1400. These interactions are; a) Manual tripping 
of reactor consequent to the failure of digital protection system to trip the reactor, and b) Test 
and calibration related errors in the digital and analog instrumentation. The subsequent section 
presents the detailed analysis related to above human interactions. 
 
3 Manual Reactor Tripping 
 
3.1 The Problem Definition 
The digital protection system of the reference Advanced Pressurized Water Reactor – APR 
1400 trips the reactor automatically on demand. The probability of failure of the automatic 
tripping of the reactor, achieved through the actuation of digital plant protection system and 
there upon gravity fall of the associated shutdown system called Control Element Drive 
Mechanisms (CEDMs), has been demonstrated to be very low. However, the credit for 
operator action has been taken in tripping of reactor as part of incorporation of diverse means 
for tripping the reactor. Accordingly, the task definition for the purpose of the assessment of 
human reliability is as follows: 
 
“Assessment of probability of failure to manually trip the reactor by the operator from the 
operating state of 100 % FP in the event of failure of automatic protection system  to actuate 
the shutdown devices (CEDMs) on demand”.    
 
3.2 Failure Criteria 
 
The scenario considered for the above operator action is failure of reactor trip system at the 
onset of failure of feedwater system and consequent requirements of manual tripping of the 
reactor from control room by the operator. The deterministic analysis requires that the reactor 
should be tripped in 79 sec to avoid the over pressurization of the primary coolant system. 
Hence, the failure to manually trip the reactor in the available time window of 79 sec will be 
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considered as failure of operator to initiate reactor trip.    
 
3.3 Scenario Representation 
 
The Operator Action Tree for the given scenario was constructed as per the standard practice.  
The sequence of process involved in tripping the reactor were divided into two parts; 
a)detection and diagnosis part and b) the action part. The failure of operator to detect the 
feedwater system failure has been considered to be low probability event.The event ‘Operator 
diagnoses the ATWS’ has been evaluated using the Human Cognitive reliability (HCR) model 
as follows.  
 
3.4 HCR Model 
 
The mental model of the reference operator was formulated considering applicable PSFs for 
the cognitive processing. This analysis does not take the credit for the registration for the 
registration of the ‘Pre-trip’ which enables operator to understand the scenario in the offing. 
Accordingly, the available time window for the performance of the above task has been taken 
as 79 sec.  
 
The operator(s) have enough indications suggesting that an ATWS scenario has occurred. The 
indications that the CEDMs should have tripped are as follows: i) Indication of turbine trip, ii) 
reactor trip annunciation trip alarm in control room, iii) Reactor trip monitor light. The 
indication that reactor ha not tripped are : a) CEDM position indicator showing rods have not 
been inserted, ii) CEDM bottom indication off, iii) Reactor power meter showing no drop in 
power and the iv) the trip circuit breakers (TCBs) closed indication showing that breakers 
have not tripped.  The experts opinion and the data available in the literature suggests that 
operator will take ~ 30 seconds to perform the diagnosis of ATWS and  initiate the action to 
trip the reactor.  
 
The operator has been considered to have average training and the stress level for reference 
operator for this transient could be represented by the phrase ‘situation of potential 
emergency’. The control room of APR-1400 has features like critical function monitoring, on-
line estimation of thermal margin using core protection calculator and other on-line operator 
aids. Hence, the quality of operator / plant interface has been assumed to be ‘excellent’.  
Keeping in view above discussion the value of coefficients, K1 (Operator experience), K2 
(Stress level) and K3 (Quality of operator / plant interface was 0.00, 0.44 and -0.22, were 
taken respectively. Hence, considering above coefficients the median time, T1/2, can be given 
as 
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 T1/2 = 30*(1-0)*(1+1.44)*(1-0.22) = 33.7 ~ 34 seconds 
 
Given the background that the above scenario, i.e., ATWS involving feedwater system failure, 
is ‘not’ a routine phenomenon and operator gets rare opportunity to practice this type of 
scenario, the action could be conservatively categorized as ‘Rule based’. Accordingly, the 
applicable interim HCR parameter Ai, Bi and Ci for rule based cognitive processing could be 
given as 0.601, 0.6 and 0.9 respectively from IAEA-TECDOC-592 (IAEA, 1983).  
 
Considering the above factors the contribution from the cognitive part to failure probability of 
reactor trip P(t) could be estimate using following model: 
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where,   t :  time available for the crew / operator(s) to complete a given action or set of 

activities  
following a stimulus 

      T1/2 :  estimated median time taken by the crews / operator(s) to complete an action 
or the task 

 Ai, Bi, Ci :  correlation coefficients associated with the ith type of cognitive behavior  
      P(t) :  crew / operator(s) non-response probability for a given time window 
 Hence, the contribution from cognitive part to net probability of failure of manual reactor trip 
has been estimated as 7.5 * 10-2 per demand. 
 
3.5 Considerations for action part 
 
Once the diagnosis has been completed successfully the parameters which determine the 
failure probability of action in initiating the reactor trip could be summarized as follows; 
 
The operator is well trained in actuating the trip button in case of manual demand. The stress 
level could be considered to be moderate and is not expected to affect the action manual 
actions of the operator. There are two reactor trip button provided in the control room with 
distinct marking. These marking and the prominence given to these push buttons in the 
control room ergonomics rather eliminates the chances of  error of commission from the 
operator. The presence of second well trained operator to assist the senior operator excludes to 
a great extent erroneous action of the operators part. The prompt response / non response of 
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the plant on pressing the trip button informs the operator about the success / failures of his 
actions. This provides a recovery mechanism to the operator. After accounting all above 
factors the failure probability from the action part works out to be very low.  
 
3.6 Parametric Study 
 
Parametric study or to put it straight a ‘sensitivity analysis’ was carried out to see the effect of 
variation of values of coefficients and PSFs on the result of the analysis. For instance if the 
cognitive process is assumed to be skill based, then the corresponding value of the 
coefficients Ai, Bi and Ci are 0.407, 0.7 and 1.2 respectively. Accordingly, the failure 
probability for the cognitive part works out to be ~ 3.1*10-3 /d. It shows that the result of the 
analysis is very sensitivity to the parameters considered for the analysis. Similarly, if the 
cognitive processing is considered to be skill based (as in previous case) and the median time 
taken is changed from 34 sec to 50 sec then the failure probability comes to 8*10-2 / d. In this 
manner more cases could be analyzed using the model given in this report. Based on the 
observations made out in this parametric study it the result of this study could be said to be 
conservative and suitable for incorporation in the main fault tree of the digital protection 
system.  
 
3.7 Result – Human Error for reactor trip 
 
Keeping in view that the i) cognitive processing is rule based and the operator has median 
time of 34 sec to trip the reactor manually when he has the available time window of 79 sec 
and ii) the contribution from the action part is relatively low the failure probability of manual 
actuation of reactor trip has been estimated to be  7.5*10-2 / demand. Keeping in view the 
uncertainty associated with the result an error factor of 5 has been assumed for this estimate. 
 
4. Manual Error in Calibration 
 
This type of error, as per the standard practice which occurs prior to the accident, is classified 
as type 1 error. Since, such conditions do not deal with any urgency and provide enough time 
to the operator (here it means a person who is performing the calibration / checking of 
instrument). Hence, the ‘Technique for Human Error Rate Prediction’ (THERP) approach has 
been used for estimating the failure probability of committing error during test / calibration in 
the digital processors. Since, the ‘drift free operation’ is one of the important features of the 
digital system, the possibility of time related drift phenomenon in the processor modules 
could be ruled out.  
However, the data entry job related to trip parameter settings prior to the reactor startup (or 
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during the routine fuel cycle) leave some room for error in setting the trip parameter bounding 
values in the bi-stable processors module of DPPS. The error may be committed due to any of 
the causes like, the error in using the procedure, and / or wrong entry of set points from 
computer to the processor chip. As could be gathered from the discussion with the designers, 
the operator follows the written procedures for data entry. Also, an independent checker 
verifies the entry and related aspects. So there exists an independent recovery mechanism. 
Apart from this, provision exists in the digital system module for automatically checking the 
upper / lower bounds of the processor parameters based on the design safety limits.  Human 
error in setting the value of the process trip parameter such that the trip parameter bounding 
values are set outside the allowable outage range in the bi-stable processor module. The 
calibration of the bi-stable processor is carried out prior to the reactor start up and the data are 
considered to be fuel cycle specific. The operator follows the written and approved procedure 
to perform this task and the whole job is independently supervised. The job involves are entry 
of data into the computer and transfer of these set point data to the processor module Setting 
of trip parameter values outside the allowable limit by the operator which goes undetected by 
the checker/supervisor. The opportunity to commit this type of error exists prior to reactor 
start up when the fuelling specific settings are configured for the process parameters. One fuel 
cycle has been assumed to last for 18 months. These settings remain unaffected during one 
fuel cycle. The designers were consulted for the procedure adopted for entry of trip setting 
from computer to the digital system processors. It may be noted that the task is of routine 
nature and of low criticality hence nominal PSFs have been considered. 
 
4.1 Quantification 
 
As could be postulated the operator may committee error in selecting the right procedure. This 
involves verification of the applicable procedure for specific fuel cycle. According to the 
THERP (Swain, etal. 1983) approach the probability of using wrong written procedure for 
routine task / surveillance has been given as  5 * 10-2  /d. with an error factor of 5. Again as 
the next step the operator enters the trip setting of the parameter. The table no. 20-6 of THERP 
handbook indicates a failure probability of 3 * 10-3 for entering the wrong (in unsafe 
direction) set point in to the bi-stable processor. Hence the probability of setting wrong setting 
by the operator could be given as  
 
   =  5* 10-2 + 3 * 10-3 = 5.3 * 10-2 /d 
 
There is an independent checker / supervisor to ensure that settings have been correctly 
entered. Using the dependency equation as given in IAEA-TECDOC-592 (IAEA, 1983), a 
‘low dependence’ interaction could be assumed between the operator and checker and a 
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conditional human error probability could be given as follows: 
 

   
20
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Hence, the probability of setting wrong value during the calibration of trip parameters in the 
bi-stable processor could be given as: 
 
 
 = 5.3 * 10-2 * 0.15 = 8.0 * 10-3 /d 
 
Here, the credit was been taken for the detection of the error of calibration during routine  
trip / alarm checking. It was assumed that weekly trip and alarm checks will be performed on 
the routine basis. Since, the bi-stable processors are accessible during reactor operations the 
correction could be incorporated after detecting the miscalibration. As given in IAEA-
TECDOC-592 (IAEA, 1983), the credit for these weekly check could be taken by modifying 
the basic value with 0.01 for each successive week passed. Accordingly, the final result works 
out as follows: 
 
 
 = 8 * 10-3 * (1/4)(1+10-2+10-4+10-6 ….) = 2 * 10-4 /d 
 
 
4.2 Approach adopted with regards to calibration Error for analog instrumentations -  
 
As the data and information required for the modeling of calibration error for analog 
instrumentation was not available it was assumed that the this value will be 10 times higher 
than the digital instrumentation calibration. Accordingly, the probability of calibration error in 
analog instrumentation has been worked out as 2.0 * 10-3 /d.  
 
4.3 Result – Human error in calibration 
 
The human error probability of carrying out wrong calibration taking into account dependence 
between the operator and checker has been worked out as 2.0 * 10-4 /d with an error factor of 
5 and the value for calibration error for analog instrumentation based on the assumptions 
worked out as 2.0 * 10-3 /d with an error factor of 5 
 
5. Conclusions 
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Human Reliability Analysis has been performed for the two operator actions namely a) 
operator failed to initiate manual reactor trip consequent to the failure of digital system to 
initiate automatic reactor trip and b) Human error of calibration for digital as well as analog 
instrumentations, i.e. setting wrong value of trip parameters for specific fuel cycle. Keeping in 
view the design considerations that operator action in tripping the reactor is a diverse 
mechanism; all care has been taken in selecting the associated PSFs and coefficients in the 
calculation. The result could be considered to be on conservative side. The uncertainty in the 
result of error of calibration is expected to be more as many times the calculation parameters 
were based on the expert opinion for the want of exact information, hence, rather high value 
of error factor ~ 5 was assumed. Both these events form part of the protection system fault 
tree analysis. The assumption that the calibration error in analog instrumentation is 10 fold 
more is based on expert opinion and the figure quoted in the literature.   
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