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ABSTRACT

A complete Physical Protection System gathers three elements: equipments, guards
and procedures. The integration of these three elements will guarantee the efficiency of the
overall PPS in such a way that it can meet the objectives that were defined during its project:
clear and precise procedures will rule the relation between the technical factor (equipments/
hardware and software) and the human factor (guards). The technical factor is easily
adapted ad upgraded to continue meet the objectives of the PPS; However, the human factor
presents some resistance, internal and external, concerning the performance of its function
within the overall PPS.

The objective of this paper is to show the importance of the human factor as an
integrant part of the PPS of a Nuclear Facility. 1. Good relationship between guards and
other employees in a facility; 2. The knowledge and acceptance of rules and procedures; 3.
And the awareness of the needing to implement security measures, as well as the
cooperation with these measures to avoid unauthorized Nuclear Material removal from the
Facility or sabotage with consequent radioactive release will guarantee the success of the
human factor within the overall PPS. n countries where there is no recent record of terrorist
activities, as in Brazil's case, these three key factors are particularly critical, once the concept
of security culture is not present in those people's way of life.

The target public of this survey are the employees, including the guards of the
security force, of the CNAAA - Central Nuclear Almirante Alvaro Alberto - consisting of
Angra 1 and Angra 2 Nuclear Power Plants. The tools used to came up with the conclusions
of this work were two different kinds of questionnaires: a) One of the questionnaires was
answered by the guards of the security force concerning their feelings or impressions about
other employees' knowledge, acceptance and cooperation of/with the security measures
applied on site, and their attitudes/behavior before the security force (guards); b) The other
questionnaire, following the same line of questions, was applied to the employees (except
the guards of the security force) concerning their own knowledge, acceptance and
cooperation of/with the security measures implemented on site, and the attitudes/behavior of
the security force guards before them.

The graphic presentation and comparison of the results of these two questionnaires
are shown and commented as the final conclusion of this paper. This indicates the need for
the implementation of programmes to aid in training of Physical Protection systems,
procedures and requirements, emphasizing the human factor with the main objective of
enhance one of the three basic elements of a complete and effective PPS.
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